SWMG-22GT-2GC-2GSF

np0MbILLI.I19HHbIe ynpasnsaemMblie

KOMMyTaTopbl B 19” cTOUKY

PykoBoACTBO nonb3oBaTens

Bepcusa 4.0
Mawn, 2018

Www.symanitron.ru

Symanitron LTD. 0



SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

YBEAOMJIEHUE Ob ABTOPCKHUX ITPABAX
Copyright © 2010 Symanitron LTD.

Bce npaBa 3anuiieHsl.
Hukakas gacTh naHHOW MyOJIMKAaIlMA HE MOXET OBbITh BOCIIPOM3BENEHa B JIH000# dopme Oe3

MPeABAPUTENBHOIO TUCBMEHHOr0 cornmacust Symanitron LTD.
TOPI'OBAS MAPKA

m 3aperucTpupoBaHHas TOrproeas Mapka Symanitron LTD.

Bcee MIpoOYUE€ TOBAPHBIC 3HAKU ABJIAIOTCA COOCTBEHHOCTBIO UX COOTBETCTBYIOUINX BJIAACIIBICB.

3AABJIEHUE O COOTBETCTBUU

[IpomykThl, 00O3HAaYEHHBIC B JAHHOW MYOJMKAIIMH, COOTBETCTBYIOT BCEM 3asBICHHBIM
xapakrepuctukaMm. [lng momydeHuss mompobHON wuHGOpMANMM 00paTUTeCh K JTAHHOMY

PykoBojicTBy.

FTAPAHTUA

Symanitron rapanTipyer, 4TO BCE MPOMYKTHI HE UMEIOT Ie()EKTHBIX MAaTepPHAaIoB U JIeHEeKTOB
W3TOTOBJIEHUSI B TEUEHHE YKa3aHHOTO TapaHTUHHOTO cpoka (5 ner s OONbIIMHCTBA
IPOIYKTOB). Symanitron odecrevnT peMOHT WITH 3aMeHY TPOAYKTOB B TEUCHHE rapaHTUIHOTO
Cpoka,. JlaHHas rapaHTHA HE PacIpOCTPaHSIETCs HAa MOAM(HUKAIUN MPOTYKTOB HWIIN PEMOHT,
KOTOpbIe OBUIM BBIOMHEHBI HE YIMOIHOMOYEHHBIMH KOMITAHWEH JHIIAaMH, a TakKe JaHHas
TapaHTHs HE PacIPOCTPaHAETCS Ha TPOAYKTHI, KOTOPHIE OBLITH YCTAaHOBIIEHBI (CMOHTHPOBAHBI)
HE B COOTBETCTBHUU C JIAHHBIM PYKOBOACTBOM HIIH MMEIOT MEXaHWYIECKHE TTOBPEXKICHUSI.
[loxkamyiicta, oOpaTHTeCh K COOTBETCTBYIOIIEMY pa3Jely B ONWUCAHUHM TPOAYKTa IS

roy4derust ”HpopManuu o (aKTHIeCKOM TapaHTHHHOM CpPOKE.

OTKA3 OT OTBETCTBEHHOCTHU

Symanitron He HeceT OTBETCTBEHHOCTH 32 HCIIOJIb30BaHHE JAHHOTO PYKOBOJCTBA TPETHHMH
JUIaMH B COOCTBEHHBIX IHeNAX. B HgaHHOW myOnuKammu MOTYT — COAEPKaThbCs
HeTpeHaMepeHHbIe OmMOKH. SYmanitron ocrasiiser 3a coOOW MPaBO U3MEHSTH COJCPIKAHNE

JMaHHOW MyONMuKanuy 0e3 mpeaBapuTeIbHOrO YBEIOMIICHHSI.

KOHTAKTHAA UHO®OPMALIUA

Symanitron LTD.
Be6GcaitT: www.symanitron.ru

TexHnuyeckasi moJaepPKKa

E-mail: support@symanitron.ru

Symanitron LTD. 1


http://www.symanitron.ru/
mailto:support@symanitron.ru

PyKOBOACTBO MO 3KCM/AyaTaLuu

CoaepxaHue

1. 3HAKOMCTBO C KOMMYTATOPOM...cceuuveerurererureessueeesneressesessseesasesessesessseesssseesasesesnsessnseeenas 5
1.1 SWMG-22GT-2GC-2GSFP ......eeiiieiiiiieitettestt ettt ettt sttt st s 5
VN ST0c3 Y (09 (13 1 0 1 (O PSPPI 5
1.3 ANMAPATHBIC BOSMOMKHOCTH .....eeuvreeureeensreenureesteesseeenseeessseesseesaseesnseeesseesaseesssesesseesseesaneenas 6

2. Q030D YCTPOMCTBA ..vvvvereeuvrieeeiirreeessureeeesstteeessiureeessssseeeessssseeesssseeesssssseeessssenesssssseees 7
P2 R B [0 1o31 0 6 € 0 2 < (110 SRS PT 7
2.1.1  TIOPTBI F KOHHEKTOPBI «..vuvveeeenerereesnereeessuseeeessssseesssnseeessnsseeessnsssesssnsseessssseessmsseeesssseeessnsees 7

P I ) 155 0117 (01 451 3 (S 7 12 040202 o] o)) QOO PRSP 8
2.2 BQTHSS TIAHEITD ...eeeueteeeteeeuteeesteeteeesateesseeeaseeesaeeesateeaateeeabeeesmbeesabeesabeeeabeeeanneesabeesbeeenneeennnees 8

3. YCTAHOBKA OOOPYIOBAHKS «.vvereererrerersureeesessrreresssnseeessssseeeesssssesesssssenesssssseeesssssseessssssnees 8
3.1 VCTAHOBKA B 197 CTOMKY ...uvveeueteeiteeitie ettt ettt e st e st e steesstee st e st e e bt e sbee e smteesaneesneeenneeenanees 8

K IZZNG 31 5w y o0) 11010 1o 1 1< VSRR 10
3.21  TIoAKITIOYEHHE K CETH MEPEMEHHOTO TOK +.euvveernreerureenreeessreessreesaseeanseeessneesseesaseesnsesenses 10
BT T B (0107 00 1 (=) 1 (<R 10
KT T R . (17 1 SO PP PP PR PR PR PR ORI PRSI 10
Bi3.2 SR ettt et enree 13
3.3.3  SY-RING/SY-UNION ...ttt ettt e et e et e e stae e snbeesnteeeraeenens 13

4, PCBEPBUPOBAHIIC .....eeereeeeersuerrrrreeeeesssssnsrurereeeessssmmsssseeeeesssssmmsseseseeessssmmsssssaseeesssssnnnnns 16
Y = o PSR 16
4,11 2321153 ¢ 17 (< 16

4.1.2  HACTPOMKHE «..eeeueteeiieeniiee ettt ettt e st e et e etteesat e e st e e st eeesbbeesabeesabeeebeeenbeeesabeeanbeeenbneesaneas 17
YL U 31 1o o OSSR 19
N R £ 3 1o 1 (<) <1 (< U U TP 19
42,2 HACTPOMKI ..cuuteeiutie ettt ettt et ee ettt ettt e st e e bt e ettt e abeesa bt e e abe e e baeesabeesmbeesabeeeabaeesabeesabeeaas 19
4.3 STPIRSTP/IMSTP ..ottt sttt sttt sttt sb st sb e sb et sbeesee b nne e 20
A.3. 1 STPIRSTP .ttt bbbt bttt b e b et bt b et b b ebe et nae 20
B.3.2  MSTP e bbbttt 25
4.4  PeXUM OBICTPOTO BOCCTAHOBIICHHM ..ecuuvvreeeurrreesnneeeesueseeesanseeesansseeesansseessnsseeessnseeeessnseeeesans 28

5. WEB-HHTEPMEIC ...ttt ettt sttt st e ettt e e s e e e s eneeee s 29
5.1  OCHOBHBIEC HACTPOMKH ....eeeuveeiurreenireenirtenreesstaeesiaeesireesneessaeessseesineesreesseeessasessneesneesaresennes 31
5.1.1  VIHQOPMAIIHT O CHCTEME ...ceuveeiurieeireeirienrieeieeesireesireesreesssaeessaeesireesaresesrasesaneesaneesas 31

5.1.2  TIapOJb AZIMUHUCTPATOPA ..eeuurveeurreerreenureerriesreeessreesreesseesssaeessneessreesaresessasesneesaneesas 32

Symanitron LTD. 2



PyKOBOACTBO MO 3KCM/AyaTaLuu

5.1.3 METO AYTCHTHDUKALIIHI . ......eeeeuereeeeueteeeaueteesateeeesataeeesausaeessassaeessnseeeessnsseeessnseeeenans 32
5.1.4  HAaCTPOHKH [P ...ooiiiiiiiiiiiiiiie et 33
5.1.5  HaCTPOHKH IPVG .....couiiiiiiiiiiiiiit ettt 34
5.1.6  JICTHEE BPEMST ...eeeureeeuueeeireenuteesuteeeamteesuteesteesneeeabeeesmseesaneesbaeesbaeesmreesareesareeenaneesaneenas 36
BULT  HT TIPS ettt b ettt sttt st sttt sttt et e be e 38
BUL8  SSH et sttt et et be e 39
519 LLDP ettt ettt et e 39
5.1.10 PezepBHOE KOMUPOBAHUE U BOCCTAHOBIIEHHE «...vvvvvvvveeeeeeesunnrrrneeeesssssnnrrneeeessssnnnnes 43
5.1.11 (013 (0):3) (3517 (S :Teay 010153 : 1 00) K o 3 1 (0 ISP 43
I B o [0 Tc o) 1< o R PP 44
ST R & F- T y 107 14 PP SR 44
5.2.2  JIMHAMHYECKUI CIIMCOK KITHEHTOB. . .uvvvveeeeeesssenrrrrreeeeessssansssseseessssanssssssesessssnnnsssneees 44
5.2.3  CIIHCOK KITHEHTOB. ... veeureeurienreereenreenreereenseenseesseesseesseesseesseesaeesseesseesseesseesneesseesseens 44
524  DHCP REIAY AQENT ...ccutiieeiieiieeeiee ettt see et e ae e seteesteeetae e ssseesnreesteeessneesnneas 45
5.3 HACTPORKH TIOPTOB ...eeeeuvrereeurrreesureeeeseeeeessnseeesssnseeesssseessssssesssnssesessssseeesssseeessnsseeessnsens 48
5.3.1  VYIIPABIICHUE TIOPTAMEY ...veeeenrrerernrreeesnreeesssnseeesssseessnsseeessmsseesssssseeesmssesessnseeessnsens 48
5.3.2  OOBEIUHEHHE TIOPTOB ...eeeuvveeureerurrentreantreesteesseeesseeessseesseesaseesssseesnseesssesesseeesnees 51
538 LACP . e 53
LTS TG T 107 4 v: W0 S A (4 A1) 0 ST 56
D4 WLAN ..o 58
541  UneHCTBO VLAN ... 58
5.4.2  HACTPOMKH TIOPTOB ...cceuteiiureeireenteeatteentteesteesteeessaeesseeesateesaseeessseesaseesseeesseeesnnees 60
543 Private VLAN ..o e e 69
5.5 SNIMIP L. 71
5.5.1  CHCTEMHBIC HACTPOMKH .eeeeurveeeruurreeannrreensunreeessureeeessnreeessnneeeessnneeeesanneeessannesessnees 71
5.5.2  HaCTPOMKH COOOIIECTBA «....veeuureeurieeatteetteesiteeateeesuaeesuteesbeesnseeessseesaressseeesseeesanens 74
5.5.3  HaCTPOWKH HMOMB3OBATEIICH. ¢ .veeeureeetreenireenteesteeestaeesuteesbeesteeesseeesareesbeeesseeesaneas 74
5.5.4  T'DYIHOBBIC HACTPOMKH . ..cccerurreeeruurreeanurreennunreeessurreeessreeessnsseeessnnseeesanneeessasnesessnnees 76
555  TaOIHIIA TIPOCMOTPOB ....eeeeiurrreerirreeeiirreeaatreeessraeeesanreeesssreeesanreeeesasreeessasreeessnnees 77
5.5.6  TAOIHIIBI IOCTYIIA ..veeeuveeautreeuteenuteeeteeeatteesteesteeestaeessbeesuteesaseeessseesabeesbeeenbeeesanens 77
5.6  TIPHOPETUBAIMS TPAPIIKA ....veeureeauereeruteeruteestteenteeesuteesuteeseeesasaeesseeesbeeaabeeeaseeesuseesabeeans 79
5.6.1  TIOJABIICHUE IIITOPMOB. .....uuveeuureesureeaseeanueeesteesaseeaasaeesuseesteeaaseeessseessessasesesseeesnsens 79
5.6.2  KITACCHDUKALIT TIOPTOB .. ..veeuureeruteeatteantteeruteesateeessaeesuseesbeesaseeassseessessnsesesseeesunens 80
5.6.3  TlepeonpeneneHne Tera sl BXOAAMIETO TPADHKA ....eeeeveeruveerrieeenieeenreesnieeanseeesaneas 82
5.6.4  DSCP HA HOPTAX +eeruteeeuteeaureenuieeateeatteestteesteesteeessaeessseesaseeaaseeessseesabeesabeeesseeesusens 83
5.6.5  TIOMHTHKA ITOPTOB «..veeruviiiiieiirientieeiieesireesreesreeesraeessaeesineesrae e seae e sareesreeesnaeesanees 85
TTOMTUTHKA OUEPEIEH . «eeeeeiiuniiiiieeeeeeiiiiite ettt e e e ettt e e e e et e e e e s s st ae et e e s e s ssnnnbaneeeeeessannns 86

Symanitron LTD. 3



PyKOBOACTBO MO 3KCM/AyaTaLuu

5.6.6  I[lmanupoBIIKK ¥ (POPMHUPOBATEIHN BEIXOAHBIX MOPTOB QOS .....vvviiviiiiiiiiiiieeeee, 87
5.6.7 TINaHUPOBIIMK BBIXOHBIX TIOPTOB «..uuuuerrrreeeesasaaunrrereeeessssnnnnrereeeeesessanmneeneeeessssannnns 90
5.6.8  DOPMHUPOBAHME TIOPTOB ... .eveeuereeureeanreeeireenireesreeessaeessreesseesaseeenseeesareesareeesseeesnnees 90
5.6.9  QO0S Ha OCHOBE DSCP.....cooiiiiiiiiiiii e 91
5.6.10 TPaHCIAIHS DSCP ...coiiiiiiiiie e 92
5.6.11 KnaccHDUKAITHST DSCP ......cooiiiiiiiiiii e 93
5.6.12 KoHTpONbHBINA CITACOK QOS ... .iiiiiiiiiieiiie e 93
5.6.13 (O (s 1719 7 00 10 1 T SRR 96
5.6.14 (O v (o 14 PP 97
5.7  MHOTOIPECHAST PACCHITKA ...vvvveeerurreeersurreeesurreessnuseeessasseessmssseessnsseeessmsseeesssseessmsseeessnsens 98
T % (€1 o oTo] o[ TS 98
5.7.2  IGMP Snooping — HaCTPOMKH VLAN ......ooeiiiieiii ettt 99
SIS O v: (ol [ €11V, ST To o] o] [ o PSR 100
5.7.4  Hudopmarms rpyrit IGMP SNOOPING ...ccvveiieeriieeie e s e 101
5.8 BEBOMACHOCTD .....uviuriiirietieti ettt ettt ettt ettt e r e r et r e r e reesneesreenneesreenreenreens 101
D81 ACL e e 101
082 AAA e e 115
583  RADIUS ... e 116
584 INAS (B0Z.1X)...eeueererririeeieteniesieetes sttt sttt st e 119
5.9 OMOBEIICHH . ...c.eveureeurienreeere et ettt et et e st et esr e reesr e e sreesreesreesreenneesreenneenneesreenreenreens 132
ORI @5 (0): 15301 (<50 0 ol 01010 0. QTR 132
5.9.2  CHCTEMHBIE OIIOBEIIIEHHMS ...cevvvrnnnneeeerrrrrnnnieeeseserssnnssseessssssnnnnesesssesssmmnseeessesssnmnnes 132
MOHHUTOPHHT M JTAATHOCTHKA «....eevvveteeeeeesiirrrneeeeesssnnnrrseeseessssnsrrsseeeessssssnnnnneeeessssssnnaseeeesssns 135
5.9.3  TaOaua MAC-aJPECOB ......coruuieriieaiieeitteeniteestee ettt sireesibeesbeesbeeesareesabeesbeeeeee 135
5.9.4  CTATHCTHKA TIOPTOB ..cc.uveeetreeureenureeaeeeataeensseesseesaseeaasseessseesaseeasseeesmseesseesnsesanses 138
5.9.5  3CPKATUPOBAHHE TIOPTOB ....eeenvreeureeaueeeaseeanueeesteeasseeasuseessseesseessseeesuseesnsessnsesenses 141
5.9.6  HHPOPMAIHKSA CUCTEMHOTO HKYPHAIIA «..eeeuvreennreenureeaereenureesureesseeasseeesuseesasessnseeenses 142
5.9.7  JTHATHOCTHKA KAOCIICH ...vveeerurreeessirreeesirreeassereeeessnseeessssesessssneessnnsnesssnssesessnssnsenns 143
5.9.8  MOHHTOPHHT SFP .. ..oiiiiiiiiiiiiiiieie ettt 144
SIS K I =1 1T [ S R PR 144
5.10 VY CTPAHCHUE HETTOIAMOK «.vvennteeureeeuteeeueeesuseesteeaaueeesueeasaseesseeeasseesuseesabessasesesseeesusens 146
5.10.1 BoccTaHOBICHHIE 3aBOMCKIX HACTPOCK «..nvvveeeruerreesurreeessureeeesaureeessssneeessnseeeesn 146
5.10.2 TIEPEBATPYZKA CHCTEMBL. .. c..uveeeueteeeeeenureesteeaaueeesuteesureesbeesbeeasseeesnbeesabeesnsesanes 147

6. YmpasieHue HHTEPPEHCOM KOMAHTHOU CTPOKH .. .vveerurererererernreesneeesreeesnesesnneesanenenas 147
6.1 O ynpanenun untepdericom koMangHON CTPOKH (CLI).....oviviiiiiiiniiiiiiiiiicicecies 147
7 TEXHUUECKUE XAPAKTEPHCTHKH ....eeeneurereeriraeeesinreeeesineetessnaeeessnneeessanaeeessnneeessannes 168

Symanitron LTD. 4



PyKOBOACTBO MO 3KCM/AyaTaLuu

3unaxomemeo c KOMMYymamopom

1.1 SWMG-22GT-2GC-2GSFP

Kommyraropsr SWMG-22GT-2GC-2GSFP — ynpasinisiembie KOMMYTaTOPBI C
pe3epBupoBanueM, umerot 22 nopra 10/100/1000Base-T(X), 2 rurabuTHbIX KOMOO 1 2
SFP mopra 100/1000Base-X. nepkka HpPOTOKOJIOB pPE3EPBUPOBAHUS, TAKHX Kak
Sy-Ring (Bpems BocctanoBiieHust Mmeaee 10 Mc Ha 250 MOJIKITIOUEHHBIX YCTPOWCTB),
All-Ring, Sy-Union u STP/RSTP/MSTP o0ecnieunBaeT 3aliuTy YyBCTBHTEIBHBIX K
MOTEPSM JIaHHBIX MPWIOKEHUH OT cOOEB W HEUCHPABHOCTEH KaHAJOB CBS3H.
YcTpoiicTBa MOTYT LIEHTPAJIM30BAHO YIPABIATHCS yAOOHOM CHUCTEMOM yIpaBieHUS
cetpio Sy-View. Takum oOpazom, SWMG-22GT-2GC-2GSFP — 310 HanmexHoe

pelieHne T BBICOKOTIPOM3BOIUTENbHBIX Ethernet cereii.

1.2 Bos3moxuoctu I1O

e  bBricTpeiimas B MUpE TEXHOJIOTHS KOJIBIIEBOTO pe3epBUpoBaHus: Sy-Ring (Bpems
BoccTaHoBNeHUs <10 mc ans cetu u3 250 yCTpOHCTB)

e TlommeprKka B KOJBIIC YCTPOMCTB pa3HbIX mpousBoauTeneii ¢ momomsio All-Ring

e  Texnomorus Sy-Union j1s1 TOCTPOCHUS HECKOJIBKHX PE3EPBUPYEMBIX KOJIEI]

e Tlommepxka cranmapra IEC 62439-2 MRP (Media Redundancy Protocol)

e [lonaepxka npotokona [PV6

e [lomnepxka npotokosia Modbus TCP

e [Tlomnepxkka npotokosa HTTPS/SSH nist moBeimennst 6€30MacHOCTH CeTH

e  Cootserctyer IEEE 802.3az — TexHOI0THU SHEPrOCOSpEKEHUS

e [logaepxxka SMTP-knuenTa

e [lonnepxka ynpaBieHHs MPOIMYCKHOM CIOCOOHOCTHIO

e  OyHKUMS NPUBA3KU YCTPOHCTBA

e  3amwuTta ot DOS / DDOS arax

e [Tlomnepxka 10 g ynpasnenus QoS

e IGMP v2/v3 (IGMP snooping nonaepkuBaercs) ais (uiapTpauuu Tpaduka
IPYIIOBON PACCHUIKH

e T[loanepxkka SNMP v1/v2c/v3, RMON u 802.1Q VLAN

e [lonnepxkka cnucka koHTpons npoctyna ACL, TACACS+ wu 802.1x mis
obecrnieueHnst 0€30MaCHOCTH

e T[loanepxka Jumbo-kaapoB

e T[lomnepxka mpotokona LLDP

L4 MHOXeCTBEHHBIE YBEAOMIICHUA MJIA OTIOBCHICHHA O KPUTUUCCKUX COOBITHAX
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LenTpanmuzoBannoe  ympaBieaune NMS-cuctremoir  Sy-View, a  Takxke
koH(purypupoanue uepe3 Web, Telnet, korcons u CLI

[Tonnepxka nporokosia LLDP

1.3 AnnmapaTHble BO3MOKHOCTH

22 PoE-nopra 10/100/1000Base-T(X) RJ-45

2 rurabuTHBIX KOMOO-TIOpTa

2 mopra 100/1000Base-X SFP

HIupoxuit muama3on padouynx uemmepatyp ot -40 1o 60°C
Temmnepatypa xpanenus ot -40 o 85°C

Paboyas Bnaxxaocth 0T 5% 10 95% (06e3 KoHIeHcaTa)

Kiacc 3amursr 1P-30
Pasmepsr (I x I' x B): 431(1) x 342(T") x 44(B) mm

Symanitron LTD. 6



S ANTROY

1. O630p ycTpoiicTBa

2.1 IlepenHsisi naHea b

2.1.1 TlopThl 1 KOHHEKTOPBI

Kommyraroper SWMG-22GT-2GC-2GSFP umMetot ciieayromuye NopThl © KOHHEKTOPBI

Ha [epeaHEN aHEeNH.

MopT Onucanue

Ethernet-mopTsI

22 10/100/1000 Base-T(X) RJ-45 Ethernet mopra

Kom60-nopth1

2 10/100/1000Base-T(X) RJ-45 PoE + 2 100/1000Base-X
SFP-topra

OnTuyeckune 2 100/1000Base-X SFP mnopra
NOPTHI
Koncoan 1 KOHCOJIBHBIN TTOPT

Knonka copoca

VnepxuBaiiTe KHONIKY B TEUCHHUE 3 CEKYH/I IS
nepe3arpy3ku KOMMyTaTopa.

VY nepxuBaiiTe KHOTIKY B TEUCHHE S5 CEKYH JJIsl BO3BpaTa K

3aBOJICKUM HACTPOMKAM.

1 ]

1

|
[ “"m - n"u.:rl_tl..r_r.lz-'\:
]

- '-:'-| (AL 110
= -.‘.f VR W e .

SaaaT e R—
OO 000 T -

[
23456 7

R.M. unaukatop
WNunukaTtop c6os
LAN noprs!

© N O~ wN R

10 12 13
KoHcoubHBI TOpT 9. Hunpukarop COCTOSIHUS Link/Act
Knomnka cbpoca HeueTHbIX Ethernet-nopros
WNHukaTop nuTaHus 10. IlepBbIii ruradbuTHBIN KOMOO-TIOPT
WNHpukaTop konbla 11. Bropoii ruraOuTHbIN KOMOO-TIOPT

12. SFP nopt
13. Unaukatop cocrostausi Link/Act mst
SFP nopros

Wumukarop cocrostaust Link/Act

yetHbIX Ethernet-mopToB
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2.1.2 CBeToauo/IHbIE HHIUKATOPBI

Nuaukarop [Ber Craryc Onucanue

3eneHblii Topur [IuTanue noaKIF0YEHO
PWR .

3eneHsbli Muraer OOHOBIIEHNE TPOIIMBKI
R.M. 3eneHbIit Topur Pexxum Sy-Ring Master

. . T'opur Pexxnm KoJIbLIEBOTO pe3epBUPOBAHUS
Ring 3eneHslit
Muraer Konsuo pazopsano
. Omn6ka (cOoii MUTaHUS WITN
Fault OpamkeBbIit Toput
HEUCTIPABHOCTD MOPTA)

10/100/1000Base-T(X) Ethernet-moprsi

. 3eneHbli lNopur [TopT noakmtoueH
Link/Act

3eneHbIin Muraer Wner nepenava naHHBIX

SFP-nopThI

Topur ITopt noaxiroueH

Link/Act 3eneHblit

Muraer Wner nepenava naHHBIX

2.2 3anufad nmaHeJab

Ha 3agHeii nanenn koMMyTaTopa pacioJioKEHbI IBa CI0Ta JAJIsl MOAYJIEH MUTAaHUS U
0JIHa KIIeMMHas KoJioaka. KiileMMHas K0JIoIKa BKIIIOYAET B ce0s ABa BXO4a MUTAHUS

AJId PE3CPBHOI0 UCTOYHUKA ITUTAaHUS.

AC Power SWITCH

PW1

00000ooan
0000000000

00000 0000 e
000 00000 0000

SWMG-22GT-2GC-2GSFP (-E)
1. Kuonka BkiI./BbIKI. [IuTanus

2. Bxop nurtanus nepemeHHoro Toka (100V~240V / 50~60I')

2. YCTaHOBKa 000py10BaHMS

3.1 V¥YcranoBka B 19” cToiiky

KOMMYTaTOp MOCTAaBJIACTCA C ABYMS KPCIUICHUAMU JIS1 MOHTAXa B CTOfIKy.

Symanitron LTD. 8



SWMG-22GT-2GC-2GSFP
PykoBoAcTBO MO 3Kcn/yaTauuum

. | b
=E00e 0 oo L EIHHE BE B @ |

CrnenyiiTe UHCTPYKLIUU, YTOOBI YCTAHOBUTH KOMMYTAaTOp B CTONKY
[ITar 1: ycTaHOBUTE MOHTaXHbIE€ KPOHIITEINHBI CJIEBA U CIIpaBa Ha MEPEIHEN CTOPOHE
KOMMYTaTOpa € MOMOIIBIO TPEX BUHTOB, OCTABJISEMBIX B KOMIUIEKTE.

[ITar 2: npukpenuTe KPOHIITEHHBI K CTOMKE, UCIOJIB3YIO €III€ /IBa BUHTA.
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3.2 DJieKTponMTAHME

A Buumanue!

1.

[lepen ycTaHOBKOM M / MITH MTOIKITIOYEHUEM KOMMYTAaTOPOB 0053aTEIEHO
OTCOCAMHUTC LIHYP IMUTAHUA.

BreraucnnTe MakCUMaIbHO BO3MOKHBIA TOK B KaX10M CHUJIOBOM IIPOBOJIC U B
obmem nposojie. CoOmoaaiiTe BCce AMEKTpUUECKIE 0003HAYEHUS,
OIIPCACIIAOIINEC MaKCHUMaJTLHBIN TOK, I[OHyCTHMBIﬁ JJI KQXA0TO pa3Mepa
MIpOBOJIA.

Ecmm Tox MPEBBICUT MAKCUMAJIBHBIC 3HAUCHU A, ITPOBOJKA MOXKET MCPErpeThCA,
YTO MPUBEJAET K CEPHE3HOMY MOBPEXKIECHNIO 000PYT0BAHHUS.

Hcnonb3yiiTe OTACIbHBIE MAPIIPYTHI TS MPOKJIAJAKA TPOBOAKH ISl MTUTAHUS U
kaOenelt /uig nepenauyu JaHHbIX. Eciu kabenu 31eKTponpoBOAKY U Kabenu Jyis
neperavyy JaHHBIX YCTPOHCTBA IepecekatoTcs, yoeauTech, 4To IpoBoia
NEPHNCHANUKYJIAPHBI B TOUKE IICPECCUCHUA.

He 3amyckaiiTe CHTHaJIBHYIO WUIM KOMMYHHMKAI[UOHHYIO IIPOBOAKY U CHIIOBYIO
IIPOBOJIKY Uepe3 OJIMH U TOT k€ MpoBOJ. YT0oOBI N30€kaTh MOMEX, IPOBOJIA C
Pa3IMYHBIMU XapaKTEPUCTUKAMU CUTHAJIA JTOJDKHBI IIPOKIIAAbIBATHCS
OTZIENBHO.

BbI MOxeTe MCIOIB30BaTh TUII CUTHAJIA, IEPEIAaBAEMOI0 Yepe3 MPOBO /I, YTOObI
ONPEAEIINTD, KAKHE IPOBOJA JOJLKHBI IIPOKIAABIBATHCS OTACIBHO.
CymecTByeT NnpaBuio, 4To MpOBOJIA, EPEAAIOIINE aHAIOTUYHbIE
IEKTPUUYECKHE XAPAKTEPUCTUKU, OOBEIUHSIIOTCS APYT C JPYTOM.

Bbl 10DKHBI OTAECIUTS BXOAHYIO IPOBOAKY OT BBIXOJHOW IIPOBOJIKH.

PeKOMeHHyeTCH MapKUpOBaTh MPOBOAKY AJII BCEX YCTpOﬁCTB B CUCTCMC.

2.2.1 Tloaka0YeHne K CETH MEPEMEHHOI0 TOKA

Z[J'ISI IIOAKIOYCHUA ITNTAHUA K YCTpOﬁCTBy IIPOCTO BCTABbLTC Ka0eab MUTaHus

IICPEMCHHOI'O TOKA B PAa3bEeM IIMTAHUA HA 3aJHel maHeIu KOMMYTaTopa 1 BKIIIOYUTEC

BBIKJTIOUaTeNh NUTaHus. BxoaHoe Hanpsokenue cocraniser 100 B ~240V/ 50 ~ 60 T'.

3.3 Toakamwdenue
3.3.1 Kaoean

10/100BASE-T(X) u 1000BASE-T: Ha3HauyeHHe KOHTAKTOB
Kommyraropsr SWMG-22GT-2GC-2GSFP umetor crangaptasie Ethernet-noptel. B

3aBHCUMOCTH OT TUIIA JIMHUU CBSA3H, KOMMYTaTophl ncnoib3ytoT UTP kabenu CAT 3,
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PYyKoBOACTBO MO 3KCM/yaTaLmm

4, 5, Se nns moAKIOYeHHS K JIOOBIM ipyrum ceteBbiM ycrpoiictBam (1K, cepsepsl,
KOMMYTAaTOpbl, MapIIpyTH3aTOpbl, WM xalbl). XapakTepuUCTUKH  Kabenen

IMpCaACTaBJICHBI B Ta6J'II/II_IaX HUXKC.

Tume! kabeneit 1 UX XapaKTEePUCTHKH

‘ Kaoean Tun Makec. pjiuHa ‘ Konunexrop
10Base-T Cat. 3,4,5 100 Om UTP 100 m RJ-45
100Base-TX Cat.5 100 Om UTP UTP 100 m RJ-45
1000Base-TX | Cat.5/Cat.5e 100 Om UTP UTP 100 m RJ-45

[Tpu ucnonp3oBanum kadeneit 10/100 / 1000BASE-T (X) mis mepemadn JaHHBIX

MCIOJIb3YIOTCSL KOHTAKTHI 1 ¥ 2, a 17151 mpuemMa JJaHHBIX UCIIOJIb3YIOTCS KOHTAKTHI 3 U 6.

Topr 10/100Base-T(X) RJ45

Homep konTakTa Ha3znauenue

1 TD+ (nepenaya AaHHBIX +)

TD- (nepemaya qaHbIX -)

RD+ (mpuem naHHBIX +)

He ucnons3yercs

He ucnonsiyercs

RD- (puem JaHHBIX -)

He ucnonszyercs

OIN|OO|O B WD

He ucnonssyercs

ITopt 1000Base-T RJ45
1 Bl_DA+
BI_DA-
Bl_DB+
BI_DC+
BI_DC-
BI_DB-
Bl_DD+
BI_DD-

O N0 bW N
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Cepust Takke mnojepxuBaeT aBtomaTuueckoe ompenesnienue MDI / MDI-X. Bor
MOJKETe HCIIOJIb30BaTh Kabenb sl moikmoyeHus kommyratopa k [IK. B

NPUBEICHHBIX HUXKE TaOIUIIaX OKa3aHbl BbIBObI TopToB MDI 1 MDI-X 10BASE-T /
100BASE-TX.

Hasnauenue konrakroB 10/100Base-T(X) MDI/MDI-X

‘ Homep konTakTa Hopt MDI MMopt MDI-X

1 TD+ (nepenaya gaHHBIX +) RD+ (mpuem naHHBIX +)
2 TD- (mepenava gaHbIX -) RD- (npuem IaHHBIX -)

3 RD+ (mpuem naHHBIX +) TD+ (nepenaya AaHHBIX 1)
4 He ncnonssyercs He ncnonesyercs

5 He ncnonszyercs He ucnonssyercs

6 RD- (mpuem TaHHBIX -) TD- (nmepenava AaHbIX -)
7 He ncnonszyercs He ucnonssyercs

8 He ncnonssyercs He ucnonssyercs

Haznauenue konrakros 1000 Base-T MDI/MDI-X:

‘ Homep konTakTa MDI curnan MDI-X curnan
1 Bl_DA+ Bl_DB+
2 BI_DA- BI_DB-
3 Bl_DB+ BI_DA+
4 Bl_DC+ Bl_DD+
5 BI_DC- BI_DD-
6 Bl_DB- BI_DA-
7 Bl_DD+ BI_DC+
8 Bl_DD- BI_DC-

IIpumeuanne: “+” u “-” 03HAYAIOT MOJASAPHOCTD.

Ha3HauyeHMe KOHTAKTOB KOHCOJIbHOTrO nopra RS-232
VYrpaBneHue ycTpoiiCTBOM MOET OCYILECTBIIATHCS Y€pe3 KOHCOJbHBIN MOPT C
nomolkko kabenst RS-232, koTopsiii MOKHO HaiTH B yrakoBke. [loakirounte oauH

KoHell kabenst RS-232 k kommyTaropy, a apyroi k I1K.

Ha3nauenue Boixogubix  RS-232 ¢ konnexkTopom DB-9 ITepexoagnnk

kOHTAKTOB IIK («mama»)  («mamay) DB-9/RJ-45
Konrakt #2 RD Kownrakr #2 TD Konrakt #2
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Kounrakr #3 TD Konrakr #3 TD Kourakr #3
Konrakr #5 GD Konrakt #5 GD Kourakr #5

DE? Male
Shigld DE? Female

Signal Ground Received Line Signal Datect
g "--...,“‘5 e e nE Sign. 1 ‘1

Fing Indicaar
9,_,.-" o DCE Ready

DTE Ready w4 Traremitted Data -
g = Clear to Send 7 —— Clear to Send
Transmitted Data -2 Peceived Data —=
7 g
Received Data 5 e Request to Serxd DTE Ready —4 e Request to Send

9

1 & s
Received Line Sgnd Datect == ™~ DCE Ready signal Ground — Rirg Indicator

Shidld

@ -f—— Receivad by D TE Device & -mtll—— Feceived by DCE Device

. B Trersmitted fram OTE Device o—- Tramsmitted from DOE Device

3.3.2 SFP

KomMMyTtatop nMmeer onToBOJOKOHHBIE TOPTHI, KOTOPHIE MOT'YT MOJKIIOYAThCS K
JPYTMM YCTPOMCTBAM C UCIIOJIb30BaHHEM SFP-moayneit. OnToBOJIOKOHHBIE IOPTHI
MOTYT OBITh MHOTOMOJIOBBIMH WJIH 0JJHOMOI0BbIMH ¢ LC-pazpemamu. OOparture
BHUMaHUE, 4T0 opT TX KomMyTaropa A 10KeH ObITh OAKIIOYEH K TopTy RX

KomMyTaTopa B.

£ %
B N, t: -~
' = i &
A s

ONTOBONOKOHHLIW Kabenb

3.3.3 Sy-Ring/Sy-Union
Sy-Ring
BbI MOXeTe NOIKITIOUUTh TPU WU 00Jiee KOMMYTAaTOPOB, C(HOPMUPOBAB TOTIOJIOTHIO
«KOTBIIO», JJsi TONy4eHHs] BO3MOXKHOCTEHW pe3epBUpoBaHus cetu. [lnsg sTtoro
HE0OXO0IUMO BBITIOJIHUTH CIEAYIONINE MIaTrH:
1. CoenunHuTe KXl KOMMYTATOp, YTOOBI CHOPMUPOBATH MOCIEAOBATEIHHYIO
Lenb ¢ moMoIbio kKabeisa Ethernet.
2. YcTaHOBUTE OJWH U3 MOAKIIOUEHHBIX KOMMYTaTOPOB B KAa4e€CTBE BEIYIIETO
yCTpOMCTBa W yOeauTech, YTO HACTPOMKA MOpPTa KAXKIOTO MOJAKIIOYEHHOTO

KOMMYTAaTOpa Ha CTpaHULC YHPABJICHUA COOTBCTCTBYCT IMOAKIHOYCHHBIM
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¢usnveckuMm nopram. Mudopmanuio o HacTpolike mopTa cM. B pazzaene 4.1.2
Hacrpoiiku

3. CoeauHUTE TMOCIEAHUH KOMMYTaTop C TEpBbIM, 4YTOOBI C(HOPMHPOBATH

KOJIBIICBYIO TOIIOJIOTHIO.

Coupling Ring

Ecnu yxxe cymecTByroT aBe Tonosoruu Sy-Ring u He00X0MMO COSTMHUTH KOJIbIIA, BB
MOXKET€ COeTUHHUTh UX B 00lee KoJblo. Bee, 4To Hy)KHO caenarb, 3TO BhIOpaTh 1Ba
KOMMYTaTOpa U3 KaXI0T0 KOJIbIA JUIs [TOAKIII0OYEHHS, HallpuMep, KOMMyTaTtopsl A u B
m3 Ring 1 u xommyratopsl C u D u3 Ring 2. Onpenenure, Kako MOPT Ha KaXKIOM
KOMMYTaTOpe JOKEH HCIOIb30BaThCsl B KAYECTBE COCTMHUTENILHOTO MOPTa, a 3aTeM
COEIMHUTE HX BMecCTe, Hampumep, nopt | mnepexmouatens A ¢ noprom 2
nepexmoyatenss C u nopt 1 nepeximoudarenss B Ha nopt 2 nepexmtoyatens D. 3arem
BrmrounTe Coupling Ring Ha cTpanwmie ymnpaBiaeHus u BeiOepute coupling ring. s
MOJTYYCHHS TOTIOJIHUTEILHON nH(OpMaIiuu 0 HacTpoiike mopta cM. 4.1.2 Hactpoiiku.
Kak Tonpko HacTpoiika OyzmeTr 3aBeplieHa, OJJHO U3 COeIMHEHUN OyAeT NeiicTBOBaTh

KaK OCHOBHOI IyTb, B TO BpeMsl KaK JIpyroi OyAeT NeiicTBOBAaTh KaK pe3epBHBII.
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OCHOBHOM NYTb

KommyTtatop R KommyTtatop D

KommyTatop A HommyTatop C

PesepBHBIA MYTE

Dual Homing

Ecnu BBI XOTHTE MOJCOEIMHNUTD CBOIO KOJIBIIEBYIO TOIOJIOTHIO K ceTeBoit cpeae RSTP,
BBl MOXKeTe ucnonb3oBaTh dual homing. BriGepure nBa komMmmyTraropa (KOMMYTaTOPBI
A u B) u3 xonpua a8 noakiodeHus: K kommyratopam B cetu RSTP (maructpanbubie
KoMMmyTaTopsl). CoeTMHEHHE OJHOTO M3 KOMMYTAaTOpOB (KommyTaTtop A uinu B) Oyner
JIEHCTBOBAaTh KaK OCHOBHOM IyTh, B TO BpeMs KakK APyroi OyJeT NelcTBOBaTH Kak

PEe3epBHBIN, KOTOPHIH aKTUBUPYETCS TIPH cO0€ OCHOBHOTO.

4 UeHtp I I'
P / \ ynpasneHua
/ RSTP

Pe3epBHbIA NyTb 4 ”

7/
&#

/
/
{

4 KommyTatop B

0Oc o
o M KommyTatop A

Sy-Ring

Sy-Union
[Ipn HEOOXOAMMOCTH COEOUHEHHs] HECKONbKHUX Koiyell Sy-Ring, MOXXHO co3/aaTh

tonoJsioruto Sy-Union, crieays HHCTPYKIUU:
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1. BeiOepute aBa komMmyTaropa M3 Lenu (kommyratop A u B), KoTopble BbI
XOTHUTE MOAKIIOYHTH K Sy-Union, U COEMHUTE UX K KOMMYTAaTOpaM B KOJIbLIE
(xommytatopsl C u D).

2. B cooTBercTBMM C TOpPTaMH, NOIKIIOYCHHBIMH K KOJIbILY, HAacCTpOWTe
MOTPAHUYHBIA TOPT Ui 000MX IMOJKIIOYEHHBIX KOMMYTAaTOPOB, YCTAaHOBUB
¢axok Ha crpanuie ynpasienus (cm. 4.1.2 Hactpoiiku)

3. Kak TOonmpko HacTpoiika OymeT 3aBepilieHa, OJHO W3 COCIUHEHUH OyneT

JIENCTBOBATh KaK OCHOBHOM IYTh, a APYTrOM KaK PE3EPBHBII.

MNorpasuuHbIiA NopT

KommyTarop A

KommyraTop B

" NorpaHW4HbIi NOPT

3. Pe3epBupoBanme

PesepBupoBanue 11t MUHUMU3ALMK TPOCTOEB CUCTEMBI ABIISIETCS OJHON U3 Hanboiee
BAYKHBIX MTPOOJIEM I IPOMBIIIIEHHBIX CETEeBBIX YCTpoicTB. Kommanus CuMaHUTPOH
paspaboTasia TexHoJoruu pe3epBupoBanus — SY-Ring u All-Ring. Ot TexHomorun
obecrieunBaroT Oosiee OBICTpOE BpeMs BOCCTAHOBIEHUS, YEM CYILIECTBYIOIINE
TEXHOJIOTUU PE3ePBUPOBAHMUSI, ITUPOKO HCIOIB3YeMble B KOMMEPUYECKHX CETIX, TAKUX
kak STP, RSTP u MSTP. CobGcTBeHHBIE TEXHOJIOTUH pe3epBUpOoBaHus CUMaHUTPOH HE
TOJBKO TIOJJICP)KUBAIOT pa3jMYHbIE CETeBbIE TOMOJOTMU, HO M O0OECHeduBarOT

HaJCXHOCTDb CCTH.

4.1 Sy-Ring

4.1.1 BBenenne

Sy-Ring — ato mponpueTapHast TEXHOJIOTHSI KOJIBIIEBOTO PE3€PBUPOBAHUS KOMITAHHH
CuUMaHUTPOH CO BpeMeHeM BoccTaHOBIIeHUs MeHee 10 mummucekyna u 10 250 y3noB.
KonprieBsie TpOTOKOIBI HASHTUDUITUPYIOT OJWH KOMMYTATOp Kak BEAYIIHi, a 3aTeM

ABTOMAaTH4YCCKHU 6J'IOKI/Ipy}OT nepeaady nmakeToB 4cpes3 J'IIO6y10 13 U30BITOYHEIX IIETEh
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cetu. B cirydae, ecim 01Ha BETBb KOJIbLA OTKIIIOYACTCA OT OCTaIbHOU CETH, IIPOTOKOII
aBTOMAaTUYECKU IIEPEHACTPauBaeT KOJBIO, TaK YTO YacThb CETHU, KOTOpas ObLia
OTKJIIOYEHA, MOXKET BOCCTAHOBUTb KOHTAaKT C OCTaJIbHOW ceThro. Kombuesas
TexHOJIOTUSL Sy-Ring MOXXET 3alMTUTh KPUTHUECKH BaXXHBIC TMPHIOKEHHUS OT
MPOCTOEB WJIM BPEMEHHOH HEUCHIPABHOCTH Ojaroaaps TEXHOJOTHHA OBICTPOTO

BOCCTAHOBJICHUS.

Sy-Ring

Pe3epBHbIN
nyTb

4.1.2 Hactpoiiku

Sy-Ring moauepxuBaet Tpu KobleBbIx Tomojaorun: Reduntant Ring, Coupling Ring
u Dual Homing. Ber MmokeTe HacTpoUTh apaMeTphbl B HHTEp(Eiice, Kak MOKa3aHo Ha

PUCYHKE HUXKE.

Sy-Ring

| | Konbuesoe pezepeupoBaHne

Ring-Macrep BIKNOYATE OaHHEIA KOMHYTATOP HE ABNASTCA MacTepoM.
1-# nopTt konbwa | [MopT 1 HeT coeaMHeHKMs
2-# nopT Konbwa | [Mopt 2 HeakTueHO

P@yHKruMA «Couple-Ring»»
Mopr | Mopt 3 |HeT coegMHeHKMA

PyHKuMA «Dual-Homing >
Mopt | Mopt 4 |HET CoequHEeHMA

CoXpaHWTE H OOHOBWTE ]
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Koiabuesoe Bxutouenue pexnma Sy-Ring (ITocraBpTe ranouky,

pe3epBHpOBaHHe 4T00BI BKIIOUUTH Sy-Ring).

B koublie 10mKeH OBITh OJJUH U TOJILKO OJMH Macrep.
Onnako, eciu ecTh JiBa WK 0oJjiee KOMMYTaTopa, y
Rine M KOTOPBIX BKITIO4YEH Sy-Ring Master, ¢akTrnueckum
ne actep Macrepom OyneT yCTpOMCTBO ¢ HANMEHBIINM
MAC-anpecom, a ocTalibHBIE OYIyT Pe3ePBHBIMU

Macrepamu.

. OcHOBHO# NOPT, KOTJa KOMMYTAaTOp HaXOIUTCS B
1-ii mopT KoaBIA i
pexume Sy-Ring Master

. Pe3epBHBII OPT, KOT/1a KOMMYTaTOp HaXOJUTCS B
2-ii MOPT KOJIbI[A i
pexume Sy-Ring Master

Bxumouenue pexuma Coupling Ring. JlaHHbIH pexum
MOXET OBITh UCIIOJIH30BaH, YTOOBI Pa3ICTUTh OOJIBIIIOE

KOJIBIIO Ha JBa MEHBIITUX KOJbIIA, YTOOBI IIprU UKBSMCHCHHUU

Coupling Ring .
TOTIOJIOTHH CETU U30eKaTh MOCIEACTBUI Ha BCEX
KOMMYyTaToOpax. ITO XOPOIINH PEXUM JJIs1 COSTUHEHUS
JBYX KOJIEIL.
CBs13b ¢ yIpaBIISIONIUM TIOPTOM KOMMYTAaTOpa B TOM K€
IopT koJble. [lopT ynpaBienus: ucnosib3yercs i nepeaayu

YHpaBJAIOIUX CUTHAJIOB

Bxmouenune pexuma Dual Homing. Ilpu BwIOOpE
peskuma Dual Homing xommyTaTopsl B KoJjblie Sy-Ring
COEIMHSAIOTCA C OOBIYHBIMU KOMMYTaTOpaMH uepe3 JIBe
auHuM  cBssu RSTP  (Hamp.,  marucrpaibHbIe
DU Roiling koMMyTaTopbl). OOe nuHUM pabOTalOT B pPEKUME
AKTUBHOTO / TIACCHMBHOTO KOMHUPOBaHUS, M KaXKIbIN

KOMMYTaTop U3 KoJiblia Sy-Ring coennHeH ¢ 0ObIYHBIMU

KOMMyTaTtopaMmu B pexxume RSTP.

CBsI3b C yIpaBISIOLIMM TOPTOM KOMMYTaTOpa B TOM e
ITopT kousble. [lopT ynpasiienus ucnosp3yercs Ui epeaadu

YIpaBJIAKOIINUX CUTHAJIOB
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4.2 Sy-Union

3.2.1 BBenenue

Sy-Union - peBostolMOHHAs TEXHOJOTHs pe3epBupoBaHus CUMaHUTPOH, KOTOpas
MOBBIIIAET CETEBOE PE3EPBUPOBAHME IS JIFOOBIX MaruCTPalIbHbIX ceTel, oOecreunBas
MIPOCTOTY HCIIOJIB30BaHUSI U MaKCHUMaJbHYIO0 OBICTPOTY BOCCTAHOBIICHHS, THOKOCTB,
COBMECTHMOCTh M SKOHOMHYHOCTh B HA0OpPE TOTIOJIOTUH CETEBOTO PE3epBUPOBAHMSL.
CamoBoccranaBnuBatomasics ~ texHosnoruss — Ethernet, npennasHaueHnass — amis
pachpeneieHHbIX M CJOXHBIX  I[POMBIIIJIEHHBIX  CeTeM, TO3BOJIIET  CETH
BOCCTaHaBIMUBaThCs MeHee ueM 3a 10 mmmmucexkyHn no 250 mnepexirouaTtenei.
Sy-Union mO3BOJSIET HECKOJIBKHUM  PE3EPBUPOBAHHBIM  KOJBIAM  Pa3IHYHBIX

MMPOTOKOJIOB PE3EPBUPOBAHUS COCAUHATHCS W pPabOoTaTh BMECTE Kak OoJblnas u

T ——

Sy-Union

HaacKHas ce€TeBas TOIMOJIOTHA.

MorpaHu4HbIN

MorpaHu4HbIN
nopt

nopt

MorpaHuyHbIR 4
nopt MorpaHu4HbIA

3.2.2 Hacrpoiiku
Sy-Union oueHb IpOCT B HACTPOMKE U ynpaBiieHUuH. J[omKeH ObITh ONpeeieH TOIbKO
OJIMH MMOTPAHUYHBIH MOPT MOTPAHUYHOTO KOMMYTaTopa. J[pyrue KOMMyTaToOpbl PSIOM

C HUM TIPOCTO JIOJDKHBI o iepkuBath Sy-Union.
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Sy-Union Configuration

Enable
Uplink Port | Edge Port State
1st MopT 1 HeT coeaW HeHuA
2nd | lMopr 2 Forwarding

COXpaHWuTh || OGHOBUTR

Bxirouenue pesxkxuma Sy-Union (ITocraBbre ranouky,
Enable 9T00BI BKIFOUUTH Sy-Union).
Uplink Port [Tepenmaromuit mopt
Tononorus Sy-Union go/KHa HAYMHATHCS C TPAHUYHBIX
noptoB. [loptsl ¢ MmenbiumM MAC-anpecom
Edge Port
KOMMYyTaTopa OyayT UCIO0JIb30BATHCS B KAUECTBE
pE3EpPBHOM CBSA3H.
State CocrosiHue nopra

3.3 STP/RSTP/MSTP

3.3.1 STP/RSTP

STP (Spanning Tree Protocol) u ero pacmupennsiec Bepcun RSTP (Rapid Spanning
Tree Protocol) m MSTP (Multiple Spanning Tree Protocol) mpemnasHaueHs! s
IIpeJOTBpallleHUs] 00pa3oBaHMs NEeTeab U O0ECIeYeHUs CETEBOTO PE3epBUPOBAHMSI.
CeteBble NETIU YAaCTO BCTPEYAIOTCS B OOJIBIIMX CETAX, KOTAA JiBa WU Oosiee myTen
OTIPABJISIIOTCS B OJIMH M TOT K€ IYHKT HA3HAYEHHUs, IIMPOKOBEIIATEIIBHBIE MAKEThI
MOTYT [TONACTh B OECKOHEUHBIN LUK U, CIIEI0BATENILHO, BHI3bIBATH I1EPETPY3KY B CETH.
STP Moxer uACHTUGUIMPOBATh HAWIYYLUIMM IyTh K MECTy Ha3HaueHUs U
OJOKMpOBaTh BCe Jpyrue IMyTu. biiokupoBaHHble CBA3M OyayT oOcCTaBaThCs
NOJKIIOYEHHBIMH, HO HeakTHBHbIMU. Korjga Hawrydmuii myts oOopsercs,
3a0JIOKUPOBaHHbIE CCBUIKM OynyT akTuBHpoBaHbl. Ilo cpaBHeHuto ¢ STP, xoTopsiit
BOCCTaHaBJIMBaeT cBs3b uepe3 30-50 cexynn, RSTP moxer cokparuts Bpems 10 5-6
cekyHa. HMupiMu crnoBamu, RSTP obecrneunBaer Oonee OBICTpOE CXOXKIECHUE
JPEBOBUIHOM TOIOJIOTUH 1TOCIe ee u3MeHeHus. Kommyraropsl noanepxuBator STP u
aBTOMaTHuecku onpeaenstor, no STP wmm RSTP paboraer noacoennHeHHOE

YCTPOMCTBO.

Symanitron LTD. 20



SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

Craryc mocta RSTP
HacTtpouku mocta STP

OCHOBHBIE HACTPORKKN

BepcuAa npoToKONa RETP -
MNpuopUTET MOCTaA 32768 -
MHTEepBan zapgepiKn 15
MakCcHMManbHaA ZagepMKa 20
MaxkCHManbHOe KOMHYeCcTBo Xonos 20
Konnuecreo NnpuocCTaHOBNEHHbIX nepegay | 6

JononHWTENbHLIE HACTPORKK

Punbrpauma BPDU nopTa HazHauYeHHWA
3awuta BPDU nopTa HazHaYeHHWA
BoccraHoBneHre owmbkn nopra

TaiM-ayT BOCCTAHOBAEHWA olKbKK nopTa

CoxpaHuTh || Copocute

Bepcusi nporoko.sa Bri6op npoTokona, noaaepxxuBaercs STP/RSTP/MSTP
3HaueHue, UCIOJIb3yeMoe JUTs HIeHTU(UKALUN
OCHOBHOTO MOCTa. MOCT ¢ HaUMEHBIINM 3HaUE€HUEM
UMeeT HauBBICHINM IPUOPUTET, U BHIOPAH B KAUECTBE

IIpuoputer MmocTa

0-61440) OCHOBHOTO. [Ipy n3MeHeHnN 3Ha4eHUsT HEOOXOAUMO

( nepe3arpy3uTb KOMMYTAaToOp. 3HaU€HUE JIOJDKHO OBITh
KkpaTtHO 4096 B COOTBETCTBHUH CO CTAHIAPTHHIM IIPaBUIIOM
MPOTOKOJIA.
KonuuecTBo cexyH, KOTOpOe HOPT KIAET Mepe

HNuTepBan 3aaep:kku U3MEHEHHEM CBOETO COCTOSIHUS U3YUEHUS U

(4-30) npocaymuBanus RSTP B cocrosiHue nepechuIky.
Bsenure 3nauenue ot 4 no 30.
KonnuecTBo cekyH], KOTOpOe MOCT 03KHJIaeT O6e3 mpuemMa

MaxkcumajibHas coobuiennii kondurypanuu STP, npexne yeM HauaTh

3ajep:kka (6-40) HOTBITKY peKoH(puUrypauuu. Beeaure 3Hauenue ot 6 10
40.

MaxcumaJibHOe HavanpHoe 3HaueHNE OCTAaBIIMXCS IEPEXOI0B IS

KOJIMY€eCTBO XOIIOB unpopmanuu MSTI, creHepupoBaHHOI HA TpaHUIIE
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PyKOBOACTBO MO 3KCM/AyaTaLuu

obnactu MSTI. Onpenensier, Ha CKOJIBKO MOCTOB
KOPHEBOM MOCT MOXET pacnpocTpansaTh ceoro BPDU
uHpopmanuio. Jlnana3on AeHCTBUTEIbHBIX 3HAYEHUH: OT

6 10 40 xomoB.

Kosmmuectso BPDU, xoTOpBIE MOPT MOCTA MOXKET

KosmmuecTBo OTHPABJIATH B CEKyHAY. 1Ipu npuBsiieHnn 31010
NMPHOCTAHOBJIEHHBIX 3HaveHwus, nepenava ciuenyromniero BPDU Oyner
nepenay OTJIOKEHA. J{nanazoH 10MyCTUMBbIX 3HaueHui: ot 1 10 10

BPDU B cexynny.

®uwisTpamus BPDU Omnpenensier, OyaeT U HOPT, CKOHOUTYPUPOBAHHBIN B

MOpPTa HA3HAYEHUS Ka4dyeCTBEC Edge ropta, n€pe€aaBatb U MIPpUHUMATb BPDU.

Onpenensier, OyaeT Ju NOPT, CKOH(UTYPUPOBAHHBIN B
3amura BPDU nopra | xauectse Edge mopra, otkimouarses npu npueme BPDU.
Ha3HAYECHUS [TopT Bo¥IET B COCTOSTHUE OTKIFOYCHUS M3-3a OLTUOKU 1

OyneT ynajaeH U3 TOTIOJIOTHH.

Onpenenser, OyneT Jau TOPT, HAXOAIINICSI B COCTOSTHUH
OTKIIOUEHHUS M3-3a OIIHOKH, aBTOMAaTHYECKH BKJIIOYATHCS

yepes ornpeeneHHoe BpeMs. Eciiu BoccTaHoBiIeHNE HE
BoccranoBiienue
BKJIFOUEHO, MTOPTHI JOJKHBI OBITh OTKIIOYEHBI U
OIIMOKM MopTa .
MOBTOPHO aKTUBUPOBAHBI JUIsl HOpMabHOU padoThl STP.

VYcnoue Takxke cOpacbiBaeTcsl U Mepe3arpys3ke

CUCTEMBI.
. KonuuecTBo BpemeHu, KOTOPOE JIOJIKHO IPONTH 10 TOTO,
Taiim-ayT .
KaK MOPT, HAXOSAIIUNCS B COCTOSTHUM OTKJIIOYCHHS H3-3a
BOCCTAHOBJICHUS

OH_II/I6KI/I, MOJKET OBITH BKJIFOUEH. I[I/IaHaSOH 3HA4YEHHH: OT

OIIMOKM MopTa
30 no 86400 cexynn (24 yaca).

[Ipumeuanue: caenyiiTe mpaBuiIaM KoH(purypauun max age time, hello time u forwarding delay

time. 2 x (Forward Delay Time value —1) > = Max Age value >= 2 x (Hello Time value +1).

Ha CJICAYIOIUX CTpaHULAX ITOKAa3aHa I/IH(I)OpMaI_[I/IH 0 KOPHEBOM MOCTC, BKJIIFO4as

cTaryc nopTa.

MocTtel STP
ABTODOHOBNEHNE OfHoBneHne
Oci " Tononornyeckan | lNocnegHee usmeHeHne
MSTI | MaenTudmKaTop MocTa I ‘ =

Wpentndukatop | Mopt | CToumoctt | MeTKa TONOA0ruM
CIST 32768.48-BE-2D-19-9D-61 32768.48-BE-2D-19-9D-61 - 0 YcTaHosneHa -
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Hactpouka nopta STP CIST

SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

Mopr STP ‘ = e | n ‘ AQMMHWCTPUPOBaHUE NopTa ‘ nopra ‘ OrpaHu4eHHbId | Bawura Touka-

HasHaveHns | Pone [ TcN |  BPDU Touka

AgTo - 128 « He Edge ~ v fa -

T STP ‘ = e | n ‘ ABMUHHCTPUPOBaHKWE NopTa ‘ nopra ‘ Orpanu4eHHBId | Sawwra Touka-

HasHa4YeHUA [ Pone [ TCN |  BPDU Touka

= < - = - < - v = -

1 ABTO - 128 ~ He Edge ~ v AETO =

2 ABTO - 128 ~ He Edge ~ v ABTO =

3 ABTO - 128 ~ He Edge ~ v ABTO =

4 AgTo - 128 ~ He Edge ~ v ABTo -

5 AgTo hd 128 ~ He Edge ~ v ABTO -

6 AgTo - 128 « He Edge ~ v ABTO -

7 AgTo - 128 « He Edge ~ v ABTO +

8 AgTo - 128 « He Edge ~ v ABTO -

9 AgTo - 128 « He Edge ~ v ABTO w

10 AgTo - 128 « He Edge ~ v ABTO -

11 AgTo - 128 ~ He Edge ~ v ABTO +

12 AgTo - 128 ~ He Edge ~ v ABTO =

13 AgTo - 128 ~ He Edge ~ v ABTO =

14 AgTo - 128 ~ He Edge ~ v ABTO =

15 AgTo - 128 ~ He Edge ~ v ABTO =

16 ABTO 128 ~ He Edge ~ v ABTO +

1 ABTO 128 He Edge ~ v ABTO =
opt Howmep nopra

STP BrJIIOYEHO

[Tosib30BaTENh MOKET BKIIOUUTD / OTKIIOUUTD (QYHKIUIO

STP na mopTax.

CroumocTthb myTH
(ABTO)

[Tonp30BaTens MOKET BHIOPATh aBTOMATHYECKUN BEIOOD

CTOMMOCTH ITyTH WUJIM BBOJ 3TOTO 3HAYEHUS BPYUHYIO.

CroumocTthb myTH

(3GHaYeHHe)
(1-200000000)

Onpenensier CTOMMOCTh MyTH Jyis iopta. [lapamerp Auto
YCTaHOBUT CTOUMOCTb IYTH B 3aBUCUMOCTHU OT CKOPOCTH
buznyecKoil TMHUM, UCIOJIB3YS] PEKOMEHTyeMble
3HayeHus 802.1D. Mcnonb3ys crieluaibHblid mapaMmeTp,
MO>KHO BBECTH I0JIb30BaTeNbCKOE 3HaUeHHe. CTOMMOCTh
MyTH UCHIONIB3YETCA MPH CO3/aHUN aKTUBHOM TOMOIOTUU
cetu. [TopThI ¢ HU3KOM CTOMMOCTBIO ITyTH BHIOpaHbBI B
Ka4yecTBE MEePEAA0IIUX MOPTOB B MOJIB3Y MOPTOB C
BBICOKOW CTOMMOCTbBIO MyTH. JJoMyCTHMbIE 3HAYCHUS

HaxoadaTcsa B nuamnaszone ot 1 go 200000000.

Ipuopurer (0-240)

PeH_II/ITe, KaKou MOPpT HOJIZKCH OBITH IMPUOPUTETHO
336HOKI/IpOBaH B JIOKAJILHOM ceTH. BBeIUTE YHCIO OT 0 0

240. 3HayeHne NpUOPHUTETA JOJDKHO OBITH KpaTHO 16.

AIMMHHCTPHPOBAaHHE

MOpPTa HASHAYCHUSA

Omnpenensier, nowkeH 1 ¢aar operEdge HaunHaThCA ©
YCTaHOBJIEHHOTO MM ouniieHHoro. (HagansHoe

cocrostHue operEdge mpu nHMIIManM3anum Nopra).

ABTOONpeaeIeHne

OHpCI[C.HSICT, JOJDKCH JIM MOCT BKJIFOYAaTh BTOMATHUYCCKOC
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PyKOBOACTBO MO 3KCM/AyaTaLuu

MOpPTa HA3HAYECHUS 06Hapy)1<eHI/Ie Kpasd Ha MOCTOBOM IIOPTY (B“dge HOpT).
3t0 no3BoJsieT BeiBecTH operEdge u3 Toro, nmosrydeHs! 1u

BPDU Ha nopt nin Her.

[Ipu BKIIOYEHMH, HOPT HE CMOKET OBITH BBIOPAH Kak
xopuesoit st CIST nnmm nro6oit MSTI, naxe ecnu oH
UMEEeT JIyYIIUH IPUOPUTET. DTOT NOPT OYAET yKazaH Kak
albTepHATUBHBIN NOCIIE TOTO, Kak Oy/eT BhIOpaH
KOPHEBOU MOPT. ITO MOKET MPUBECTU K OTCYTCTBUIO
COEJMHEHUS B CBA3YIOIIEM Aepese. CeTeBoil
OrpaHn4yeHHBIH - POJIb
aJIMMHHUCTPATOP MOXKET YCTaHOBUTH 3TY (PYHKIIHIO,
YTOOBI MIPEIOTBPATUTH BIUSHUE Y3JI0B, HAXOSAIIUXCS HE
B AJIp€ CETH Ha JIOTHYECKOE JAEPEBO, HAIIPUMEp, [IOTOMY
YTO aIMUHHUCTPATOP HE MOXKET UX MOJHOCTHIO

KOHTPOJIMPOBaTh. JDTa (PYyHKIMS U3BECTHA Kak Root
Guard.

Ecnu BKiIFOUEHO, TOPT HE OYAET OTIPABIISATH HA APYTHE
TIOPTHI TOJTyYEHHBIE OMOBEIICHUsT 00 H3MEHEHUSIX B
Toroyioruu. [Ipu BKIIIOYEHUN MOXKET BBI3BIBATh
BPEMEHHBIEC COOM B CETH IMOCJIC N3MECHEHUI B aKTUBHOM
TOTIOJIOTHH CBSI3YIOIIETO JIepeBa H3-3a HEKOPPEKTHO
Orpannvennniii -TCN | nepenaBaemoii nngopmanuu o0 yctporictse. CereBoii
aJIMUHUCTPATOP MOXKET YCTaHOBUTH ATY PYHKIIHIO,
YTOOBI MMPEIOTBPATHTH HABOTHECHHE Y3JIaMHU,
HaXOJISIIMMHUCS HE B SIPE CETH, HHpOopManuei 0o
U3MEHEHHH aJIPECOB, HAIIPUMED, TIPU YaCTHIX

H3MCHCHHUAX COCTOSAHUSA IIOPTOB.

B ciydae BKiItOYEHUS, 3TO NPUBOIUT K OTKIIOUEHUIO
ropTa Ipu nosydyeHuu gevicrsurensaeix BPDU. B

3ammTa BPDU . .
OTJINYME OT AaHAJIOTMYHON HACTPOUKH MOCTA, COCTOSIHUE

Edge nopra He BIuseT Ha 3Ty HACTPOUKY.

Onpenenser, noaxiatoyeH au nopT K LAN B pexume
TOYKA-TOYKA WM B PEXKUME pa3AeisieMou cpeasl. Moxer
OBITh OTpeieNieH aBTOMAaTHYECKH, TNOO MOJIB30BaTENb
Touka - Touka
yka3bIBaeT 3HaueHue true uin false. Ilepexon B
COCTOSIHUE TIepeiaun OcylecTBIsieTcs OpicTpee anst LAN

B PCIKUMEC TOYKA-TOYKA.
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3.3.2 MSTP

SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

Multiple Spanning Tree Protocol (MSTP) siBnsiercst crangapToM 6a30BOTO MPOTOKOJIA

no IEEE 802.1s. Ero HasnaueHnue 3aKjro4aeTcsl B TOM, YTO HECKOJILKO ceTer VLAN

MOXeT OBITh IPE0OPA30BAHO C YMEHBIIEHNEM UHCIIa CBSA3€H TOMOIOTHYECKOT0 JIepeBa,

TaK KaK OOJIBIIMHCTBY CeTei HEe TpedyeTcs 0OJIbIIe, 4eM HECKOJIBKO JIOTHUECKUX

tonojioruii. OH MOAJEPKUBAET CXEMY OallaHCUPOBKHU Harpy3Ku M «Harpyxaer»

nporueccop MeHslue, yem, Hanpumep, PVST + (bupmennas texnomnorus Cisco).

VLAN 100
VLAN 200

Hactpoiiku MocTa

Ha »sToit CTpaHULEC BbI MOXKETC HU3Y4YUTh U U3MCHHTH HaCTpOﬁKH TEKYIIUX IIOPTOB

MSTI. ITopt MSTI mpencraBisier co0oii BUPTyalbHBIM MOPT, KOTOPBIA cO3daeTCA

oTaenbHO s Kaxkaoro aktuBHOro CIST (dusmueckoro) mopra sl KakIOTO

sx3emiusipa MSTI, HacTpoeHHOrOo M mpuMeHHMoro Juist nopta. Jx3zemiusip MSTI

JOJIKeH OBITh BHIOpaH /10 0TOOpaskeHus napaMmeTpoB KoHpurypamuu nopra MSTI.

Hactponku mocta STP

OCHOBHEIE HACTPOMKA

Bepcua NpoToKona

MpUopUTET MOCTa

WHTEpBan 3agepHKn

MaxkcuManbHaA 2agepHKa

MaxkcuManbHOe KONMWYEeCTBo Xonoe

KonWuyecTeo NPpUOCTAHOBASHHBIX Nepefay

MSTP
2768 v
15

20

20

5
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PyKoBOACTBO MO 3KCnayaTauuu

Bepcus nporokona

Br160op Bepcun nporokosia STP

IIpuopurer mocra
(0-61440)

3HavyeHue, UCIOIb3yeMoe Ul UACHTH(PUKAIINN
OCHOBHOTO MOCTa. MOCT ¢ HAUMEHBIIINM 3HAYEHUEM
MMeeT HaMBBICIINI PHOPHUTET, U BBIOPAH B KaUueCTBE
OCHOBHOTO. [Ipu M3MeHEeHNN 3HAYSHUS HEOOXO0IMMO
nepe3arpy3uTh KOMMYTaTop. 3HaUYe€HUE JOJDKHO ObITh
kpaTHO 4096 B COOTBETCTBUU CO CTaHAAPTHBIM IIPABUIIOM

IIPOTOKOJIA.

HNuTepBan 3aaepikkn

(4-30)

Uucno cexyHz, KOTOpOeE MOPT KAET Nepe U3MEHEHUEM
CBOEr0 COCTOSIHMS U3y4eHHUs U npociaymuBanus RSTP B

cocrosinve nepeaaun. Beeaure 3nauenue ot 4 110 30.

MaxkcumajabHas

3anep:kka (6-40)

KonuuectBo cexyH, KOTOpoe MOCT 0kHAaeT 0e3 npuema
cooOmiennii koupurypanuu STP, mpexae uem HavaTh
HOTBITKY peKoHGUrypauuu. Jluamna3oH 3Ha4eHui oT 6 10
40.

MakcuMaJjbnHoe

KOJIHYECTBO XOIMOB
(1-40)

DTOT mapameTp SABJISAETCS JOMOJIHUTEIbHOMN
XapakTepuCTUKOM, ykazanHo# miist RSTP. EnquncTBeHHOE
3HAYEHHUE OTHOCHUTCS KO BceM CBs3siM STP mpoTokosa B
npenenax odmactu MST (CIST u Bce MSTI), s

KOTOPBIX MOCT SABJIACTCA OCHOBHBIM B o0jacTH.

KoandecTBoO
MaxkcumMaibHO BO3MOXHOE KoymuecTtso BPDU
NMPHOCTAHOBJIEHHBIX
nepe1aBaeMbIX TIOPTOM B CEKYHTY
nepenay
Coxpanurthb HaxwmuTte, 4TOOBI IPUMEHUTH HACTPOIKH.
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PYyKoBOACTBO MO 3KCM/yaTaLmm

Hactpoiiku MSTP Instance

Hactporka MSTI

NoGaenTe VLAN-&I, pasaenve Mx npofenaMn Man sanaTeiMu.

Heotobpaméunbie VLAN-b1 oTo6pamatorca B CIST. (M0 yMOAYaHKE MOCT).

MaeHTMmMKaUMA KoHDUNypawaM

WmMA koHdUrypaumm 43-be-2d-19-8d-61

Mposepka kouburypayum | 0

MSTI | OtoBpaxenue VLAN-os
MSTI1

4
MSTI2

Y
MSTI3

4
MSTI4

4
MSTIS

4
MSTIS

4
MSTI7

Y

| Coxpanute || COPOCHTE |
l'lapaMeTp Onucanue

HNms kondurypanumn

Wwms1, mpucBanBaemMoe MoJib30BaTelIeM, TaHHOM

koHuryparuu MSTI

IIpoBepka
Homep MSTP Instance ot 1 o 15.
KOH(pUrypaumu
VLAN, conocrasigemas ¢ MSTI. VLAN moeT ObITh
OroOpaxenue conocrasieHa Tojbko ogHo MSTI. Hencnonszyemas
VLAN-oB MSTI ocranercs mycToit (Hampumep, 6e3 Kakux-au6o
conoctaBieHHbIX VLAN).
CoxpaHuthb Haxxmure, yToObI NPUMEHNUTH HACTPOUKH.
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PyKoBOACTBO MO 3KCnayaTauuu

IIpuopurer nmopra
MST1 MSTI

MNopr | Croumocte nyt | Mpuoputer
- | AsTo v 128 =

HacTpoika obLuHLE nopToe MSTI

Mopr | Crommocte nyt | Mpuoputer

£

== L 4 == L
ABTO v 128
ABTO v 128
ABTO v 1286

ABTO v 128

[ o R

AgTo r 128 v

IMopt Howmep nmopra, KOTOpBIi BBl XOTUTE CKOH(PUTYPHUPOBATS.

Pemmre, kakoit mOpT AOHKEH OBITH TPHOPUTETHO
Mpuopurer (0-240) 3abmokupoBad B LAN. Beenure uncio ot 0 go 240.

3HaveHHE MPUOPHUTETA TOJDKHO OBITH KpaTHO 16.

CroumocTb myTH Jutst mopta. CTOMMOCTbD ITyTH
UCIIOJIB3YETCsl IPU CO3/IaHUM aKTUBHOW TOTIOJIOTHH IS
CTonMoCTh MyTH cetd. [TopThI C HU3KOM CTOMMOCTBIO TyTH BHIOpaHbI B
(1-200000000) KaueCcTBE Mepeatol[uX IOPTOB B MOJIb3Y TOPTOB C
BBICOKOM CTOUMOCTBIO TyTH. JlomyCTHMbIC 3HAYCHHS

HaxoxdaTca B auamnaszone ot 1 go 200000000.

CoxpaHuthb HaxwmuTte, 4TOOBI MPUMEHHUTH HACTPOIKH.

3.4 Pexum ObICTPOr0 BOCCTAHOBJIEHUS

Pexxum  OBICTPOTO BOCCTAaHOBJICHHST MOJKET OBITh HACTPOEH JUISA IOJKITIOYCHUS
HECKOJIBKUX TMOPTOB K OJHOMY WJIM HECKOJbKMM KommyTaropam. Cepus
SWMG-22GT-2GC-2GSFP ¢ ObICTppIM pPEXKUMOM BOCCTAHOBIIEHHS O0OECHEeUUT
pe3epBUpoBaHue cBs3eil. PexuM OBICTPOro BOCCTAHOBIIEHHS MOAJepKHBaeT 12
npuoputeToB. [lepBriit mpuopureT OyIeT UMETh TOJIbKO aKTUBHBIN MOPT, a APYTUMHU

MOPTaMH € pa3HbIMU MPUOPUTETAMH OYAYT pe3epBHBIE MOPTHI.
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BbicTpoe BOCCTaHOBNEHUE

Brnrouuth |IpMOpUTET BOCCTaHENEHMA
1 He BKNIOYEHD
2 He BKnoyeHo
3 He BKnyeHo
4 He BrknoyeHo
5 He BknioueHo

BrICTpOE BOCCTAHOBNEHKWE OTKMKYEHO.

COXpaHnTh

Bxirounts AxTtuBanus pexuma beicTporo BoccTaHOBIEHUS

[TopTel nMeroT 12 mproputeToB. TONBKO MOPT C BHICIIAM
IIpuopurer

MIPUOPUTETOM OYZIET aKTUBHBIM NOPTOM. Bhiciium
BOCCTAHOBJICHHS .

ABJISIETCS | -1 IPUOPUTET.
Coxpanurthb HaxwmuTte, 4TOOBI MPUMEHUTH HACTPOIKH.

4. WEB-unrepdeiic

VYrnpapieHue KOMMYTaTOPOM MOXHO OCYIIECTBISATh € IMOMOIIBID BCTPOECHHOTO
BeO-cepBepa, koTophiit noanepxkuBaeT Internet Explorer (IE 5.0 unu Gonee mo3mnue
Bepcuu) W Apyrue BeO-Opaysepnl. IloaToMy BBI MOXKETE JIETKO YIPABISITH
KOMMYTaTOpPOM M JMCTAHIIMOHHO HACTpauWBaTh €ro. BblI Takke MoOXeTe OOHOBHUTH
MPOIIMBKY uepe3 BebO-Opayzep. DyHKIMA BeO-ynmpaBieHUS HE TOJIBKO CHIIKAET
noTpebIieHre MPOIYCKHOM CIOCOOHOCTH CETH, HO TaK)Ke MOBBIIIAET CKOPOCTh JOCTYIIA
u obecrieunBaeT y100HOe BU3YalIM3UPOBAHHOE yIIPaBJICHHE.

Ilo ymoauanuio, 6pay3epst ot IE 5.0 u Bbime, Chrome, Firefox He mo3BoJisitoT
Java-KkoMnoHeHTaM OTKPBIBATH cOKeThbl. BaM Heo0XoauMo M3MEHHMTbh HACTPOWKH Opay3epa aist

TOro, 9T00BI pa3pemiuTb Java-KoMIIOHEHTaM HCI0Jb30BATh CeTeBbIe MmopThI

IMoaroroska k ynpasienuio yepe3 \Web-unrepdeiic
Heo0xonumas nnpopmanus:

IP-anpec no ymonuanuro: 192.168.10.1

Macka noaceru: 255.255.255.0

[1mro3 o ymomuanuto: 192.168.10.254

Nms nmonw3osarend: admin
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PykoBoAcTBO MO 3Kcn/yaTauuum
[Maposs: admin

Bxoxa B cucremy:
1. 3amyctute uHTEpHET-Opays3ep.

2. Tlponummure B aapecHoit crpoke http:// u IP-agpec kommyraTopa. Hakmure

“Enter”.

3. TlosBUTCS OKHO BXOJa B CHCTEMY.

4. Baenute MM NOJB30BaTeNs U Maposb. [1o yMOT4aHUIO OHHM UMEIOT 3HaUEHUE
admin.

5. Haxwmure «Enter» wmmm kHonky «OK», 3aTeM HOSBUTCSI OCHOBHOE OKHO

ynpasneHus uepe3 Web-unrepdeiic.

HeobxoanMa aBTopu3aLmA

Ans poctyna k gomeny http://192.168.10.1 Heobxogumo
YKa3aTb ¥MSa NONb30BaTENA ¥ Napob.

MoaknroueHue k Beb-caiTy He 3aWmneHo

Wma nonssosatens: |admin

Mapoae: ™
Bxog Otmena
Cucrema
MmAa SWMG-22GT-2GC-2G5FP-E
Industrial 26-port rack mount managed Gigabit Ethernet switch
Onucanue with 22x10/100/1000Base-T(X) , 2xGigabit combo ports and
2x100/1000Base-¥, SFP socket, enhanced version, EU power
cord
MecTononoxeHne
KoHTakr
Mpenmdukatop 4 5 ¢ 4 44 55072.102.0.0.221
obbekTa
AnnapartHbie cpeAcTBa
MAC-appec 4B-ke-2d-1%-94-c7
Bpema
CucreMHan aara 1970-01-01 00:31:59+00:00
CucreMmHoe gpema 0d 00:31:59
no
Bepcua Kernel Ve, 26
Bepcua MO v1.01
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C mpaBoii cropoHsl nHTEpdeiica yrpaBieHUsT 0TOOPAKAIOTCS CCHUIKH HA Pa3IUYHBIC
HACTpOWKH. BBl MOXeTe MIENKHYTh IO CCBUIKAM JUIS JOCTyla K CTpaHHIaM

KOH(UTYpauy Pa3IunIHbIX QYHKIUH.

5.1 OcHoOBHBIE HACTPOWKH

OCHOBHBIC HACTPOWKH TIO3BOJISIOT BaM HACTPOHUTH OCHOBHBIE (PYHKIITUH KOMMYTATOpa.

CrangapTHble HACTPONKU

5.1.1 Undopmanus o cucreme

MmMA cucremMbl

OnHCcaHWe CHCTEMDI

MecTononoMeHHe CHCTEMbI

KoHTaKThbI
WNMms koMMyTaTopa Ha3HAYaeTCsl B aIMUHUCTPATUBHOM
nopsiake. [lo cornamnienuto, 3To MOJHOE TOMEHHOE UMsI
KOMMYTaTopa Kak y3jia ceTu. JIoMeHHOe UMsI ITpe/ICTaBIsIeT
c000¥ TEKCTOBYIO CTPOKY, KOTOPAsi MOXKET COCTOSITh U3 OYKB
HNms cucrembl natuHckoro andasura (A-Z, a-z), uudp (0-9), 3Haka MUHYyCa

(-). B MenH#u 3amperneHo Kerob30BaTh CHMBOJIBI TIpoOea.
[TepBrIM cUMBOJIOM A0JKHA OBITH OyKBa. [lepBbIM MM
MOCJIETHUM CUMBOJIOM HE J0JDKEH ObITh 3HAK MUHYCA.

Homnyctumast njivHa CTpoku coctaBiisieT ot 0 go 255.

Onucanne cucremnl | [IokaspiBaeT onucanue KOMMYTAaTopa

du3nueckoe pacrooKeHue KoMMyTaropa (Hamp.,
MecTomnoso:keHne | TEIEKOMMYHHKAIIMOHHBIN 1mIkad, 3-if atax). Jlomyctumast
CUCTEMBI JUIMHA CTPOKHU cocTasiisgeT oT 0 1o 255, a nomycTumMele

ASCII-cumBoisl — ¢ 32 o 126.

TekcToBas I/II[CHTI/ICI)I/IKS.LII/IH KOHTAKTHOTO JIMIIa JJId 9TOI0

KoOMMYTAaTopa, BMCCTEC C HH(l)OpMaHHCﬁ O TOM, KaK CBA3aTbCA

KonTaxkTsl

C 3TUM uesoBeKoM. JlomycTuMas AJTMHA CTPOKU COCTaBIISIET

ot 0 1o 255, a nonmyctumsie ASCII-cumBoss — ¢ 32 no 126.
CoxpaHuThb Haxxmure, yToObI COXpaHUTh U3MEHEHUS

Haxxmure, 4TOOBI OTMEHUTH ClICJIaHHBIE U3MEHEHUS U
Copocurtpb

BCPHYTHCA K COXpAHCHHBIM 3HAYCHUAM
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5.1.2 IlapoJib aIMHMHUCTPATOPA

Ha aT0#1 cTpaHuue BBl MOXXET€ HACTPOUTh CUCTEMHBIM MapoJib, TPEOyeMbIll [yIs

nocryna k Be0-unTepdericy mimm CLI.

Maponk CuctemMbl

MMA nonbz0oBaTENA admin

CTapblii naponb

HoBbld naponb

MoareepouTE HOBLIA NAaponb

COXpaHnTh |

Wurepdeiic mapons aqgMUHUCTpaTOpa

Ta@mua C OIMMCaHWEM KOMaH ITPpU U3MCHCHHWHU MMCHU IOJIL30BATEJIA U IIApOJIs:

HNmsa noan3oBaress | BeeauTe nMd oiIb30BaTeNsI CHCTEMEL.

BBenure Tekymui cucteMHbIN naposib. Eciu on
Crapblii napoJb HEKOPPEKTEH, YCTAHOBUTH HOBBII Mapoiib Oyner

HEBO3MOKHO.

BriGepuTe HOBBINM CHCTEMHBIN MMapoJIb (10 YMOJTYAHUIO
HoBbl1ii mapoJb «adminy). lomyctumas miuaa ctpoku oT 0 10 31 cuMBoIIa,

nonyctumbie ASCII-cumBostbl — ¢ 32 mo 126.

IMonTBepauTe [ToBTOpPHUTE HOBBIN MTAPOJIH

HOBBIIi APOJIb

COXpaHI/ITb Ha)KMI/ITe, 4TOOBI COXpaHUTb U3MCHCHUA

5.1.3 Metoa ayTeHTU(PUKATMHU
KoHdurypauma metona ayTeHTUOUKaLUUK

MonesoBarene | Metog ayTeHTUhUKaLMK | Peszepe
console NokaneHaA -
telnet MNokaneHaA -
ssh NokaneHaA -
web NokaneHaA -

| COXpaHuTL || Clpocutk |

Wnrepdeiic Bp1OOpa MeToa ayTeHTHKANN

TaGJmua C OIMMCAHUEM HACTPOCK METOJ0B aYTeHTI/I(I)I/IKaLII/II/IZ
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IHoap30Barenanb

WuTepodeiic ynpasnenus, KOHQTrypamus Uist KOTOPOTo

BBIOMPACTCS] HIKE

Metoa

ayTeHTu(])mcauuu

B kauecTBe MeTO/1a ayTEHTU(PUKAIIUU MOKET ObIThH
YCTAaHOBJICHO OJTHO M3 CICAYIOIINX 3HAYCHUN:

Hert: ayrenTrdukanus 3amnpeiieHa 1 BO3MOKHOCTb BOWTH B
CHCTEMY OTCYTCTBYET
JlokanbHasi: 115 ayTeHTU(PUKAUU UCTIOJB3YiTe 6a3y
JTAHHBIX JIOKATBHBIX TTOJIB30BaTeNIeii KOMMYTaTopa
Radius: s ayreHTUGHUKAINT UCIOJB3YIHTE YAaTCHHBIN
Radius-cepsep

Pe3eps

BxurounTe 3anmacHON BapUaHT JIOKaJIbHON ayTeHTU(DUKAIIIH,
YCTaHOBUB 3TOT (hakok. Eciiv HU OJJMH U3 HACTPOEHHBIX
cepBepoB ayTeHTU(DUKAIM HE paboTaeT, TO It
ayTeHTHU(UKAITUHN HCITOJIB3yeTCs 0a3a JaHHBIX JIOKATBHBIX
M0JIb30BATEIEH.
3T0 BO3MOKHO TOJILKO B TOM CJIy4ae, €ClId JUisd apameTpa
Meton ayreHTU(PUKANMH YCTAHOBJICHO 3HAYECHUE,

oTinuHoe oT Het min JIokaJanHas.

Coxpanuthb

Ha)KMI/ITe, YTOOBI COXpaHUTH U3MCHCHUA

Copocurhb

Ha)KMI/ITe, YTOObI OTMEHUTh CACIIaHHbIC U3BMCHCHUSA U

BEPHYTHECA K COXpaHCHHBIM 3HAYCHUAM

5.1.4 Hacrpoiiku IP

Br1 MoskeTe ckoHpUTyprpoBaTh HacTpoiiku [P B aTOM pazzerne.

HacTtpouka IP

YeraHoBneHo | TeKywun
Knuenut DHCP OGHOBUTE
IP-appec 192168101 192.168.10.1
Macka 255.265.255.0 255.255.255.0
Limoz 0.0.0.0 0.0.0.0
VLAN ID 1 1

COXpaHnTh || ChpocTh |

Ta6JII/IL[a C OIMMCAaHUEM KOMAaHJ ITPpU HA3HAYCHUHU U U3MCHCHUU HACTPOCK IP:
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[TocTaBwTe Praxok, utoObl BKOUNTE DHCP-kiuenT. Ecnu
DHCP npekpatut paboty u3-3a HEHCIIPABHOCTH WIIH
HactpoenHsi |IP-anpec o6nynurcs, DHCP npeanpumer
Kauent DHCP IIOBTOPHYIO IOMBITKY MOAKJIIOYEHHs. Eciii MoBTOpHAs
MOTIBITKA MMOAKITI0UeHus npoBanutcs, DHCP npexparut
MONBITKY U OYAYT MCIIOJIB30BaThCS paHeee

CKOH(UTrypUpoBaHHbIE HAaCTpoiiku IP.

Hasnauste [P-anpec, koTopblil HcioNb3yeTcs B ceT. Eciaun
¢ynkus DHCP-knuenTa BKIIIOYEHA, TO BaM HE HY’KHO

Oynet HazHauath [P-ampec.

IP-agpec .
Ceresoii cepep DHCP npucsout IP-anpec kommyraTopy, n
oH OyneT otoOpakaTbcs B 3TON KosoHKe. [P-anpec o
ymousrdanuio 192.168.10.1
HaznaubsTte macky noaceru ans [P-anpeca. Eciiu dynkmus
Macksa DHCP-knuenTa akTHBHA, BaM HE HY)KHO Ha3Ha4aTh MacKy
MOJICETH.
I HasznaubTte ceTeBoii o3 1j1st kommyraropa. o3 no
JI103
ymomganuio 192.168.10.254
Vkaxure Haznadaembiii VLAN ID. JlonmycTumelii quanazoH
VLAN ID
ot 1 no 4095
CoxpaHuthb Haxxmure, yToObI COXpaHUTh U3MEHEHUS
Haxxmure, yToObI OTMEHUTD ClI€/IaHHbIE U3MEHEHUS U
Copocuthb

BEPHYTHCA K COXpaHCHHBIM 3HAYCHUAM

5.1.5 Hacrpoiiku IPv6

HacTtpowka IPv6

HactpoeHo Tekywmi
ABTOMaTHYecKan koHdHUrypauua OGHOBUTE

1:1192.168.10.1
Link-Local Address: fe80::4abe:2dff:fe19:9d51
Npedurc 96 a6

Winoz

IP-agpec 2192.168.101

Coxpanus | | CBpocuTs
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Tabnuua ¢ onMcanrueM KOMaH/ PU Ha3HAYSHUU ¥ U3MEHEeHHH HacTpoek |P:

[TocTaBbTe Puaxok, yToObl BEIOUNTE IPV6. Ecniu cucrema
HE TOJIyYUT Pa3peuIeHHOTo aapeca B TEUCHUE
OTIPE/ICTIEHHOTO BPEMEHH, OyIyT MPUMEHEHBI HACTPOUKH
ABTOMaTH4YecKasi IPV6, ncnonp3oBaBmmecs panee. MapuipyTuzaTop MOXKeET
KOH(purypauus 3aJepKaTh OTYET Ha 3aMpoc APYroro MapuipyTu3aTopa Ha
HECKOJIBKO CEKYH]I, a 00111ee BpeMst 3aBEPIICHHS
ABTOMATHYECKOW KOH(PHUTYpaIIUK MOKET OBITh 3HAUUTEIHHO

OOJIBIIIE.

Yxaxute |IPv6-anpec kommyratopa. IPv6-ampec
coepKUTCS B 128-OMTHBIX 3aMHCSIX, TPEACTABICHHBIX B
BHUJIE BOCBMH Pa3JICJICHHBIX IBOCTOUYNSIMU MOJIEH, JJTMHOW JI0
YEeTBhIPEX MIECTHAMIATUPUIHBIX TP Kaxaoe. Hampumep,
'fe80::215:¢c5ff:fe03:4dc7'. Cumsou "::' sBisgercs

IP-agpec CreIMaJIbHbIM CHHTAKCUECKUM CUMBOJIOM, KOTOPBIN MOYKET
OBITH MCTIOJB30BAH ISl COKPAIIEHHOTO MPECTABICHHS
MHOYECTBA MPUJICTAIOIINX APYT K ApYyry 16-OUTHBIX TPy,
COCTOSIIIMX U3 HYJIEH; HO OH MOXET MOSIBUTHCS TOJIBKO OJIUH
pa3. OH Takke MOXKET MPEACTABIIATH OPUIUYECKU

neiicteurensHbiil |PV4 anpec.Hanpumep, :192.1.2.34".

VYkaxure npedukc IPV6 mist ;anHOro KommyraTtopa.

Hpeduxce Honyctumblid nuana3on ot 1 mo 128.

HaznaubTe ceteBoit mumo3 IPV6 1yt kommyraTopa.
IPV6-anpec conepxkutcst B 128-OUTHBIX 3aIUCHX,
IIPEJICTABIICHHBIX B BHJIC BOCBMH Pa3JICIICHHBIX
JIBOCTOYMSIMH IOJICH, JJIMHOM JI0 YEThIPEX
HIECTHAIIATHPUIHBIX IHDp Kaxaoe. Hampumep,
'fe80::215:¢5ff:fe03:4dc7'. Cumsoun ;' sBiseTcs

CricuaJIbHbIM CUHTaAKCYCCKUM CHUMBOJIOM, KOTOpHﬁ MOXET

11103

OBbITh UCIIOJIB30BAH JJIS1 COKPAILLIEHHOTO MPEICTaBICHUS
MHOY€ECTBA MPUJIETAOIIUX APYT K ApYry 16-OuTHBIX Ipymil,
COCTOSIIIMX U3 HYJIEN; HO OH MOKET MOSBUTHCA TOJIBKO OJUH
pa3. OH Takke MOKET NPEICTABIATH IOPUANYECKN

nevictButensHbll |PV4 anpec. Hanpuwmep, :192.1.2.34".

COXpaHHTb Ha)KMI/ITC, YTOOBI COXpaHUTb USMCHCHU .

CﬁpOCI/ITb Ha)KMI/ITe, YTOOBI OTMEHUTH CACIIaHHBIC U3BMCHCHUSA U
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BCPHYTBHCA K COXPAHCHHBIM 3HAUCHUAM

5.1.6 JleTnee Bpemst

Hacrpoiika yacoBoro nosica

HHCTPD MKa YacoBOro nosca

Hactpoiika 4yacoBoro nosaca
YacoBOW NOAC He yka3aH -
AKpPOHHM i 0 - 16 characters )

ITapamerp Onucanne

BriGepuTe 9acoBoii Mosic U3 PACKPHIBAIOIIETOCS CIHCKA B
Yacosoii nosic COOTBETCTBHUU C PACIOJIOKEHHEM KOMMYTAaTOPa U HAXKMHUTE

«CoXpaHHUTBY.

YcranoBute abOpeBHaTypy ISl 9aCOBOTO MOsca. ITO
HacTpamBaemas IoJib30BaTesieM ab0peBuaTypa s
AKpOHUM OIpeEeIeHUs YacoBOro nosica. MoxHo BBeCTH 10 16
OYKBEHHO-IIU(DPOBBIX CHUMBOJIOB. AOOpeBHATYypa MOKET

1t K]

conxepxkatp -, ' 'umm .
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Hacrpoiika JieTHero BpeMeHu

Pexum nepexona Ha neTHee BpeMA
Mepexon Ha NeTHes BpeMA | BolKnoyeHo -

OT0 UCTONb3YeTCs AJIsl YCTAaHOBKU YacoOB BIIEpE] WM Ha3a/l
B COOTBETCTBHU C H&CTpOﬁKaMH, YCTaHOBJICHHBIMU HUKC
JUIS OIIPEJIETIEHHOM MPOI0JKUTEIBHOCTH JIETHETO BPEMEHHU.
Ilepexon Ha jieTHee | BriGepute « BbIK/II0Y€H0», YTOOBI OTKIIOYUTH

BpeMsl KOH(PUTYPALHIIO WIH «KABTOMATHYECKH», YTOOBI HACTPOUTH
MIPOJIOJKUTENBHOCTh MOBTOPEHUS KaX1blii roJ. Beibepure

«BpyuHy10», 9TOOBI HACTPOUTH MPOAOIHKUTEIHHOCTD IS

0JIHOpa30BoM KoH(puryparuu. [To yMoOT4aHUIO OTKITFOYEHO.

HavanbHble HACTPOHKH BpeMeHHU

Ha4aTtk ycTaHOBKY BpeMeHH!
Mecay AHE
Hata 1
fon 2000
Yachol 0
MHHYTDI 0
Mecsin BriGepute HOMED HEneu.
Jlara BriGepuTte neHsb.
Tox BriGepute mecsir.
Yacsl Bri6epuTe uac.
MuHyTbI Bribepute MuHyTYy.

HavyajnbHble HACTPOHKH BpeMeHH

3aBepuuTE YCTAHOBKY BpeMeHU
Mecay HAHE
NaTa 1
llog 2000
Yachbl 0
MHHYTDI 0

Symanitron LTD. 37



PYyKoBOACTBO MO 3KCM/yaTaLmm

ITapamerp Onucanue

Mecsnn BriOepuTe HOMEp HEeIeH.
Jarta Bribepure neHs.

Ton Bri6epute mecsir.

Yacsl Bri6epuTe 4ac.

MunyTsbI Bribepure MUHYTY.

Hactpoiiku cmenenust

HacTtpoika cmelweHWA BpeMeHHn
CHelleHne 1 1 - 1440 MUHYT

IMapametp Onucanue

Hactpoiika Bpemenue cmenienus. Bpems usmepsercs B
CMmenlenue
MUHYTax.

5.1.7 HTTPS
HacTtpouka HTTPS

|Pe:umu| BriKNYeHD |

[ CoXpaHWuTe ][ ChpocHTe ]

Tabmuna ¢ onucanrem Hactpoek HTTPS:
IToxa3zeiBaet pexum padotel HTTPS. Eciiu oTki1r04nTh
nporokos HTTPS Bo BpeMms Tekyiero coennueHus,
WCIIOJIb3YIOUIETO JaHHBII MPOTOKOI, TO BeO-Opay3ep OyaeT
ABTOMATHYECKU NIEPEHAIPABIICH HA MOIKII0UYEHUE IO
Pesxum
nportokoixy HTTP.
Bo3moxHbIE peKUMBI pabOTHI:
Bkaroueno: HTTPS Bxirouen

Breikiaoueno: HTTPS BeikiroueH

COXpaHHTb Ha)KMI/ITe, YTOOBI COXpaHUTb USMCHCHUS.

HaxwmuTte, 4T00BI OTMEHUTH CACTAaHHBIC U3MEHEHUS U
Copocurtpb

BCPHYTBHCA K COXPAHCHHBIM 3HAUYCHUAM
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5.1.8 SSH

HacTpouka SSH

|Pe:nmn| BriKNYeHD |

[ CoXpaHuTL ][ COpOCHTE ]

Tabmuua ¢ onrcannem HacTpoek SSH:

IMapametp Onucanue

[TokaseiBaeT pexum padoTel SSH. Bo3MoKHBIE peKHMBI
paboTHI:
Pexum
Bruaroueno: nmpotokon SSH BkitoueH
Brikarwueno: nmpotokos SSH BeIKTFOUCH
CoxpaHuthb Haxxmure, 4TOOBI COXpaHUTh U3MEHEHHUS.
Haxmute, 4TOOBI OTMEHUTH ClICIaHHBIC I3MEHEHUS H
Copocurtpb
BEPHYTHCS K COXPaHEHHBIM 3HAUYCHUSIM
519 LLDP

Hacrtpoiiku LLDP
3TO OKHO MO3BOJISET MOJIL30BATEIIO TPOBEPSTH M PEAAKTHPOBATH TEKYIIINE HACTPOKHI
noptoB LLDP.

HacTtpouka LLDP

Mapamerpm LLDP

| HMuTepean Tx | a0 CEK.|

Hacrpoiika nopra LLDP

Mopr | Pexum

<= -

BrnwyeHo -
BrnwueHo -
BKMNWKYEHD
BrnwyeHo -

oW KM=
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Tabnuua c onucanuem napameTpoB HacTpoiiku LLDP:

‘ ITapamerp Onucanue
- Howmep mopra, kK KOTOpOMY OYAyT IPHUMEHEHBI CIEAYIOIINE

opt
P HACTPOMKHU.

[Toxa3eiBaeT BeIOpaHHbIH peskuMm LLDP.

BbIkiII04eH0: KOMMYyTaTOp HE OyAeT MOChUIATh
nHpopmanmto LLDP u 6ynet otopackBaTh HH(MOpPMAIIHIO
Pexum LLDP, nocrymnatouryto U3 Apyrux y3jios.

Bxuroueno: kommyTatop OyaeT mochliaTh HHGOPMAITHIO

LLDP u Oyner ananusuposaTh nHpopmanuto LLDP,

MOCTYHAIOIIYIO U3 JIPYTHX Y3JI0B.

HNudopmanus o cocennx LLDP
B nannoM okHe mpuBoauTCst 0030p cocTosiHMi Bcex coceaert LLDP. OTobpaxaemas
Ta0JINIA COIEPIKUT CTPOKY JUTS KXKIOTO MOPTA, KOTOPBIN BRICTYITAET B POJIU cOcea

LLDP. Tabnuma conepXuT CIeayronyro HHHOPMAITHIO:

NokanbHblii Wpenmndmkarop
nopt WwaccH

Wnentndmkatop yaanexHoro

Nnma Onucanne BosmowHocTh Appec ana
nopra CHCTEMBI nopra CHCTEMBI ynpasnexna

He HaigeHa vHbopMauma o cocegnmx LLDP

‘ ITapamerp

JlokaJIbHbBIN OPT

Onucanue
[TopT, KOTOPBINA UCHOIB3YETCS AJIs IPUEMA U [IepeIavn

kaapos LLDP.

YAAJCHHOI'0 I0pTa

HNnentunduxarop WNnentuduxainoHHbIil HOMEp COCEIHEro Y3Ia,
HIACCH noceutatomero kaapsl LLDP.
Nnentudpuxarop Wnentudukarop nopra coceiHero ysia.

Hms cucreMbl

I/IMH, O0OBSABIICHHOE COCCOHCIO Yy3JIia.

Onucanue nopra

Omnucanue ropTa, 1aHHO€ COCEAHUM Y3JIOM.

Bo3moskHOCTH

CHCTEMBI

Omnucanue BO3MOXKHOCTEH coceiHero y3na. Bkitoyaror B
ceOst:

Apyroe

[ToBTOpUTEND

Moct

Touka noctyna WLAN

Mapupyrusarop

o gk wN

Tenedon
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7. Kab6ensHoe yctpoiicteo DOCSIS
8. Tombko cTaHIus
9. 3apesepBUPOBAHO
Korpa cnocoGHOCTH BKITIOUEHA, OHA IIOMEUYEHa 3HaKoOM ().

Ecnu criocoOHOCTh BBIKIIFOUCHA, OHA IOMEUCHA 3HAKOM (-)

AJipec coceTHero y3ia, UCIOoJIb3yeMblil 00beKTaMu

Anpec pas BEPXHEr0 YPOBHS I HOMOIIM B OTKPBITUU CETEBOTO

ylpaBJieHU s yIpaBiieHHUs. ITO MOXKET ObITh, HanpuMep, IP-anpec
coceza.

Oo6HOBUTH HaxwmuTte 17151 HeMeJIeHHOTO OOHOBJIEHHUS CTPAHUIIBL.

IToctraBnhTE (1)J'Ia)KOK JJIA BKIIFOYCHUSA aBTOMATUYCCKOT'O

ABTO0-00HOBJIEHHE OOHOBJICHUS TaHHOMW CTPAHMIIBI YEPE3 PEryIIpPHBIC

MIPOMEXKYTKHA BPEMEHH.

Crarucruka nopros

DT0 OKHO cOAepKUT 0030p Beero Tpaduka LLDP.

OTtoOpaxkaercs 1Ba TUIIA CYETYMKOB. I 7100aIbHBIE CYETYMKH — 3TO CUETYUKHU, KOTOpBIE
OTHOCSTCS KO BCEMY CTEKY KOMMYTaTOPOB, B TO BPEMsI KaK JIOKAJIbHBIC CYCTUYUKN

OTHOCSITCS] K CUETYMKAM TEKYIIETr0 BEIOPAHHOTO KOMMYTaTOopa.

0 [ Cuncrurs |
Mob6anbHble cyeT4mkn LLDP

Tnobanbubie cueTunkn
il 3anucei o yeTpoiicTeax 1970-01-01 00:00:00+00:00 (3266 cek, Hazaz)
Bcero go6aeneHo 2anvcedi o coceaHmnx YCTPOACTBAX 0
BCero yA3aNeHo 2anucell o cocenHmy yCTpORCTEaX 0
Brero cOpOLIEHO 3aNKCei 0 CODeHUX YETPORCTBaX 0
Bcero ycTapesiumx 3anvced o coceaHnx yeTpodcTeax 0

CTaTUCTUKA NoKanbHbIX c4eT4YMKoB LLDP

lNepenano Mpuuato MpunsaTo OT16p O

Mopt OTbpowenHble | YcTapeBwne

-3
=
=

0 0

108

-
cB-BleB-8-8-8-8-8-8-E

o
ocoomoeocoooooooo0o0 DR
ocoomoeocooocooooooo oo
coocooocoooocoooocoo ool
ocoomoeocoooooooooo ool
ocoomoeocooocooooooo oo
coooooocooococoooooo o
coooooooooooooo0 oo

Ta6JII/II_Ia C OITMCAHUEM I1apaMCTPOB rJ100alIbHBIX CYCTYMKOB:

Ilocaennee n3MeHeHUE IToka3kiBaeT BpCMs, KOraa ObLIa YAaJICHa U I[O6aBJICHa

3amuceil 0 COCeTHNX MOCICOHAA 3aIICh
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YCTPOMCTBAX

Bcero no6aBjieHo IToka3pIBaeT KOJIMYCCTBO HOBBIX 3aIIMCEH, JOOABICHHBIX CO
3anmceii 0 cCoceTHUX BPEMEHHU MOCIIETHEN Mepe3arpy3ku KOMMYTaTopa
YCTPOMCTBAX

Bcero ynaneno [Toka3pIBaeT KOIMYECTBO HOBBIX 3aIIMCEH, YIAIEHHBIX CO
3anmceii 0 COCeTHUX BPEMEHHU NOCIIETHEN Mepe3arpy3ku KOMMYTaTopa
yCTPOMCTBAX

Bcero copomeno [TokassiBaeT konnyecTBo KaJipoB LLDP, xoTopsie Obuin
3amuceil 0 coceTHUX OTOpOIICHBI W3-32 TIOJHOCTHIO 3aMIOJTHEHHON TaOIUIIbI.
YCTPOMCTBAX

Bcero ycrapeBumux [Toka3siBaeT konnyecTBO KajpoB LLDP, xoTopsie Obuin
3anmceil 0 coceTHUX ylajeHbl U3-3a TOTO, YTO JOMYCTUMOE BPEMS UX KU3HU
ycTpoiicTBax OBLJIO TIPEBBIIIIEHO.

Ta6Jmua C OIMMCaHWEM MMapaMETPOB JIOKAJIbHBIX CHCTYUKOB!

[TopT, Ha KOTOPBIN TPUXOAIT WIIK C KOTOPOTO

Mopt

otnpasisitorest LLDP-kanpsi.
Ilepenano kaapos KonuuectBo LLDP-kanpoB, nepeqaHHbIX yepes Mmopr.
IIpunsiTo KaAPOB KonunuectBo LLDP-kanpoB, NpUHSTHIX Yepe3 MOpT.

IpunsTo ommbéounbix | KomnyectBo npunsateix LLDP-kanpos, cogepxammunx

KaJpoB KaKyIo-1100 OIInOKY.

Ecnu mopt npunumaer LLDP-kanp, a BHyTpeHHss Tabnia
KOMMYyTaTopa yxxe 3anosHeHa, To LLDP-kanp Oyner
nocyuTad u oToporneH. B crangapre LLDP takas
CUTYyaIusi u3BecTHa KaK «CIHUIIIKOM MHOTO COCEICH».
LLDP-kaapsl TpeOyOT HOBO 3amucu B TabIuIle, KOTAa
OT0OpoeHo kaapos .
Chassis ID uiu Remote Port ID yxe He comeppkarcs B
Tabnuie. 3anucu yaanstoTcs U3 TaOIUIIbl, Koraa
npornagaeT KaHall CBSA3H JaHHOTO MOPTA, IPUHHUMACTCSI
LLDP-kaap BBIKIIOUEHHS WM BPEMsl AKHU3HH 3aIIUCH

HCTCKACT.

Kaxnpiii LLDP-kaap MosxeT coaepkaTh HECKOIBKO

¢dparmMeHToB HH(pOpMAIMH, U3BECTHOM Kak TLV

OTtopomeno TLV
(coxpamenue ot «Type Length Value»). Ecau TLV
nedopmupoBaHa, Kajap OyAeT HOCYUTaH U OTOPOILIEH.
Heomno3nano TLV KomuuecTBo nensix TLV, HO HEU3BECTHOTO THIIA.
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OTtoOpomennbie KonunuecTBo nonydyeHHbIX OpraHu3aunoHHbIX TLV

Kaxnpiit LLDP-kanp conepxut napopmannioo o BpeMeHH,
B TeueHune kotoporo uHpopmamus LLDP sepHa (age-out
time). Ecau o ucTeueHnn 3TOro BpeMeHu He OyaeT
Ycrapesmue
nosrydeHo HoBbIX LLDP-kanpos, To nadopmarus LLDP
Oyzner ymanena, a cueruuk Age-Out yBenmuaut cBoe

S3HAYCHHUEC Ha CIUHUILY.

OO0HOBUTH HaxwmuTte, yT0OBI HEMEAIEHHO OOHOBUTD CTPAHUILY

OuncTka TOKaNIbHBIX CYETUMKOB. Bee cuerunky (BKimroyast
Ouyucrurh
IJ100aIbHBIE CYETUMKH) OUHUIIAIOTCS P TIepe3aprys3Ke

IlocraBnpTE (1).]'[21)1(01( JJIA BKIIFOYCHUS aBTOMAaTHYCCKOTI'O

ABTO-00HOBJIEHHUE OOHOBJICHHUS TAaHHOMW CTPAHMIIBI YEPE3 PErysIpHBIC

IIPOMEXYTKH BPEMEHH.

5.1.10Pe3epBHOE KOIMPOBaHNE U BOCCTAHOBJICHHE

Bbl  MoxeTe  COXpaHUTH/IOCMOTPETh  KOHQUrypaluio KoMmmyTaropa. Daiin

koHpurypauuu B popmare XML
CoXpaHUTb HaCTPOMKH

[ COXpaHWTL HACTRONKN ]

3arpys3kKa KoHthurypauum
Dbzop... | ©3aAn He BLIGpaH. 3arpyanTe

5.1.11006H0BJienne BcTpoennoro IO

Ota CTpaHHUIIa o0Ojeryaer OOHOBJICHHE BCTPOCHHOI'O IMPOIrpaMMHOIO 06eCHe‘IeHI/I${,

YIIPABJAKOIICTO CTCKOM KOMMYTATOpA.

ObHoBuTL NO
Obzop... | ©ain He BeIGpax. 3arpyautk
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5.2 DHCP-cepBep
Kommyrarop nonaepxkusaet Gpyaxuun DHCP-cepsepa. [1pu Bkmouenuu DHCP

kKoMMyTarop BeicTynaet B poau DHCP-cepeepa u nunamunyecku HazHadaeT [P-anpeca,
a TakKe conmyrcTByromyto [P napopmannio ceTeBbIM KIHMEHTaM.

5.2.1 Hacrpoiiku
Ora cTpaHula N03BOJIsET ycTaHOBUTH HacTpoiiku DHCP st kommyTtaropa.
YcranoBure (hakok HalpOTUB NapaMeTpa BriroueHo ais BKIItoUueHUs! QyHKIMH.
[Tocne yctaHOBKY (h1a’kka Bbl MOKETE PEJAKTUPOBATh MHPOPMAIIUIO B KX 101

CTpOKE.

Hactpouka DHCP cepBepa

BrnwueHo
HauyanbHbli IP-agpec | 192.168.10.100
KoHeunnid IP-agpec 192 168.10.200

Macka nogceTH 255 2552550
MapwpyTvzaTop 192 168.10.254
DNS 192 168.10.254
BpeMa apenabl (cer.) | 36400
Cepeep TFTP 0.00.0

WNMA haina zarpy3xM

CoXpaHiTh || COpocuTe

5.2.2 JInHaMHuYeCKHi CIIUCOK KJIHEHTOB

Korma ¢ynkumss DHCP-cepBepa akTuBHa, cuctema cuctemMa OyIeT COOMpaTh

nHdopmanuro o kimentax DHCP-cepBepa u moka3siBaTh €€ 3/1eCh.

OuHamMu4eckum cnucok knmentoe DHCP

| He1'| BeiGparte | Tun | MAC-agpec | IP-agpec | OcratoKk apeHabl |

| Bblbpate/0UMCTHTE BCE || Ao6aenTe B TAONMLY CTATUCTUEN || ¥OanuTL |

5.2.3 Cnoucok KJIUEHTOB

Bbl MoxeTe Ha3HauuUTh KOHKPETHOMY TMOPTY KOHKpeTHbIH |P-agpec B 3amaHHOM
nuHamudeckoM |P-mmamasone. Korpma ycTpoiicTBo mojkirouaeTcs K HOPTY H
3alpalIuBaeT NpUCBOEHUE TUHaMuyeckoro |P-aapeca, cucrema HaszHauuT |P-ampec,

KOTOpLIfI ObLII Ha3HAYCH NOAKIIFIOYCHHOMY yCTpOﬁCTBy paHee..
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CTaTU4YecKUN CNUCoK KnueHtoe DHCP

MAC-aapec

IP-appec

| [oGaenTk B CTaTUYECKNA |

| HETl BeiGpats | Tun | MAC-agpec | IP-agpec | Ocratok apeHabl |

| YOANNTE || BrIGpaTh/OUNCTUTE BCE |

Hurepodeiic knmentckux 3anuceii DHCP-cepsepa

5.2.4 DHCP Relay Agent

DHCP Relay o6b1un0 ucnonb3yercs st nepecbuiku u nepenaur DHCP-coobmuienuit

MCXKIAY KIIMEHTaMU U CCPBEPOM, KOT'JIa OHU HAXOOATCA HA PAa3HBIX JOMCHAX MOACCTH.

HacTtponka DHCP Relay

PexumM Relay BhlknioyeH -
Relay cepeep 0.0.0.0

MudropMaHoHHbIA pexiid Relay | Benwoued -
Monumvka Relay JAMEHWTE -

COXpaHuTh || ChpocuTh |

Tabnuia ¢ onrMcaHueM napameTpoB HacTpoiiku ¢yHkiu Relay:

IToxassiBaet pexxuMm pabotel DHCP Relay. Bo3moxxHbie
PEKUMBI:

Bxawuen: Pexxum DHCP Relay Bxirouen. Korma pexum
DHCP Relay BxitoueH, areHT mepechbuIacT U epeaaeT

Pe:xxum Relay DHCP-coobmienus Mexay KIMEHTaMu U CEpBEPOM, KOT1a OHU
B Pa3HBIX JIOMEHAX MOJICETH. A MIUPOKOBEUIATEIHHOE
DHCP-coobmienue He OyaeT pacpoCTpaHsIThCs U3
cooOpaxeHnit 0€30MacHOCTH.

Boikawuen: Pexxum DHCP Relay Boeikimouen

IMokassiBaer IP-aapec cepsepa DHCP Relay. DHCP Relay

Rel agent 6yzeTt MCMoJIb30BaThCA IS TIEpelaui U IEPEChLUIKH
elay cepse
y cepuep DHCP-coo0bmienuii Mex a1y KTUEHTaMH B CEPBEPOM KOTJ]a OHU

B Pa3HbIX JOMCHAX IMOACCTHU.
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[Toxa3eiBaeT pexxuM paboThl HHPOPMALIMOHHOTO PEKUMA
DHCP Relay. Omius 82 Circuit-1D npencraBiena B popmate
«[vlan_id][module_id][port_no]». [lepBbie yeThipe CMBOJIA
npenctaistoT coboir VLAN ID, msTerit v mecToit CHMBOJIBI
sirorcst module 1D (B aBTOHOMHOM yCTpOMCTBE OH Beerja
paBeH 0, B CTEKUPYEMOM YCTPOMCTBE OH 03HauaeT 1D
KOMMYTATopa), ¥ MOCJIETHUE JIBA CUMOJIA SBJISIOTCS HOMEPOM
nopta. K npumepy, «00030108» o3nauaeT, 4To
DHCP-coo6menune noxyumio popmy VLAN ID 3,
uaeHTUPUKATOp KoMMyTaTopa 1, Homep nopra 8. A 3HadeHue
HNudopmanmonnslii | ynanensoro |1D onuuu 82 cootBerctByeT MAC-aapecy
pexum Relay KOMMYTaTOpa.

Bo3MosxHBIE peKIMBI pabOTHI:

Bxutouen: Undopmanmonnsiit pexxum DHCP Relay BximroueH.
Korna undopmanmonnsiii peskum DHCP Relay BkitoueH,
areHT BCTABJSIET ONpEACIeHHYI0 nHpopMaIluio (omus 82) B
DHCP-coo6menne npu nepecsinke Ha DHCP-cepsep, u
ynanset ee u3 DHCP-coobOmienus mpu rnepechuike
DHCP-knmuenTy. 9t1o paboTaer TOJBKO TOTIa, KOTZIa PEKUM
DHCP Relay BxitoueH.

Boikiouen: Mudopmarmonnsiii pexxum DHCP Relay

BBIKJIIOUCH

OtobOpaxkaet moMTUKY HHpOopMannoHHoro pexxuma DHCP
areHta. B aTom pexume, korga areHt noixydaetr DHCP
coo0lIeHue, y)xe cogepxaiiee HHHOPMAIUIO areHTa
pPETPaHISITOPa, TO OH MPUMEHSET BIOPAHHYIO MOJTUTHKY.
[IpuMeHNMO TONBKO AJIst BKIFOYEHHOTO WH(OPMALIMOHHOTO
pexkuma. Bo3MoKHbBIE TOJTUTHKY:

IMoautuka Relay
3aMEHUTD: 3aMEHUTh OPUTMHAIIBHYIO PETPAHCISIIHOHHYIO
uHbopMaIuIo.

OcTaBUTh: OCTaBUTh OPUTHHATIBHYIO PETPAHCISIIMOHHYIO
UH(pOpMaLIHIO.

OT6pOCI/ITLZ OT6paCLIBaTL NMPpUXOAAIIUC MTAKCTHI C

peTpaHCIIIMOHHON HH(pOpMaIHe.
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= e

Cratuctuka DHCP Relay

CraTucTuka cepeepa

Mepenate Mon

Ha

Ouwnbka
nepeaayn

oT

YYHTL Mony4ntb

oTCyTCTBYIOWME

Mony4nTb
OTCYTCTBYIOLIYIO

Mony4utb Mony4nTb
OTCYTCTBY i

W ID

Mony4nTb

y
cxemy ID nID

areHTa cxemy ID

cepeep

] ]

0 0 1] 1] 1] 1]

TabGnuna ¢ onucad

ueM napameTpoB cratuctuku DHCP-cepsepa:

‘ IMapamertp ‘ Onucanue
Ilepenars Ha KonmuecTBo nakeros, NepeaHHbIX KIMEHTOM CEPBEpY.
cepsep
Oummbdxa KonunuecTBo makeToB, mpuBeAIINX K OIIMOKaM MU Mepeade BO
nepeaauun BpeMsi OTIIPABKU KIIMEHTaM.

IHonyuts ot

KonuuecTBo makeToB, MOJy4€HHBIX OT CEpBEpa.

yaaaeHnsblii 1D

cepBepa
MoayunTts KosmuecTBo makeToB, mojydeHHbIX HHpopmanmu Relay-arenra.
OTCYTCTBYIOIIIHE

napaMeTpbl

areHra

MoayunTts KoJsin4ecTBo MakeToB, MOJyIeHHBIX ¢ TyCThIM 3HaueHueM Circuit
orcyrcrByomyo | ID

cxemy ID

MoayunTts KonunuecTBo makeToB, MOJy4eHHBIX C MYCTHIM 3HAUYEHUEM
orcyrcrByrommii | Remote ID

Hony4urs

OCHOBHYIO cCXeMy
ID

Uucno npuHAThIX nmakeToB, Circuit ID koTOphIX HE

COOTBETCTBOBAJl HU 0JIHOMY u3BecTHOMY Circuit ID

IosyunTsn

IJI0X0H

yaajenusblii 1D

Uucno nakeroB, Remote ID KOTOpbIX HE COOTBETCTBOBAJ HU

oHOMY u3BectTHOMYy Remote ID.

CTaTHCTMKa K/IMEHTa

NMepepatb | Omnbka

KJIMEHTY

nepefga4d

Ocrasntb
napaMeTpbl areHTa

3amMeHnTb
napaMeTphbl areHra

Cbpocntn
napameTrpbl arexTa

MpuHaTL
OT KINeHTa

Monyuntb
napaMeTphbl areHra

0

1] 0 0 0 1] 1]

Tabxuia ¢ onrucad

ITapamerp

ueMm napametrpoB cratuctuku DHCP-kiuenTa:

Onucanue

Ilepenarn

KJHMEHTY

KoauuecTBo MMaKeTOB, NICPECAAHHBIX CECPBECPOM KIIUCHTY.
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Ommnbdxa KonunuecTBo nmakeToB, npuBeaIINX K OIIXOKaM IIpU Iepeiade BO
nepeaavun BpeMs1 OTIIPABKU CEPBEPAM.

Ipuuars ot KonunuecTBo makeToB, NOJYyYEHHBIX OT KJIMEHTA.

KJIMEHTAa

HHony4yurs KonunuecTBo nmakeToB, NoJydeHHBIX C UHPOpMALUEH
napamMeTpbl Relay-arenra.

areHra

3ameHHMTDH KonunuecTBo makeToB, B KOTOPBIX ObLIa 3aMEeHEHa HHPOpMaIUs
napamMeTpbl Relay-arenra

areHra

OcraBuTh KosmuecTBo npuHATHIX TakeToB, HH(Gopmanus Relay-arenra
napamMeTpbl KOTOPBIX ObLIa COXpaHEHA.

areHra

Copocurtb KosinvecTBo npuHATHIX TTAaKeTOB ¢ nH(popmaiuei Relay-arenra,
napaMeTpsl KOTOpbI€ OBLIIN OTOPOIIEHBI.

areHra

5.3 Hacrpoiiku nopToB

HacTpoiiku mopToB naroT BaM BO3MOXKHOCThH YIPaBI€HHUS OTIEIbHBIMH IOPTaMU
KOMMYTAaTopa, BKJIto4yas TpaduK U TPaHKH.

5.3.1 YnpaBJjieHue nopramu

B 3TOM OKHE 0TOOpaxaroTcs TeKyIlue HaCTPOiKu MopToB. HacTpouTh MopThl MOKHO B

HacTtpouka pexuma arperauum

ABTOpPBI X3WW-Koaa

WMcTounkmk MAC-agpeca o
HazHadeHwe MAC-aapeca
IP-agpec o

Honep nopta TCP/UDP o

9TOM K€ OKHC.
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KoHdurypauusa nopta

OGHoeneHue
Mo, c | CkopocTe ‘ YnpaeneHue noTokom . i pasuer Ynpasnenw
PT | Texywan |  3apaHo | Tekywwii npuem | Tekywas nepenava | 3agako | paswep xagpa | Ynpal © MHTaHuem

= =

9600 ==
HeT nogknodenms  ABTO 9600 BeIKnioueHo
100fdx ABTO

HeT nogknkoyenuns  AsTo

9600 BhiknioueHo
9600 Beiknioueno
HeT noaknoyeHns  AeTo 9600 BeIKknioyeHo
HeT noaknodeHns  AsTo 9600 BelknigueHo
HeT nogknodenms  ABTO 9600 BeIKnioueHo
HeT nogkntodeHns ABTO 9600 BLIKNIOUEHO
HeT nogknkyenms  AeTo 9600 BhIKNioueHo
HeT noakndeHrns  AsTo 9600 BeIKknioyeHo
HeT noaknodeHna  AsTo 9600 BelknigueHo
HeT noawnioyenms  ABTo 9600 BeikniueHo
9600 BHIKNIOUEHD
HeT nogknyenus AeTo 9600 BeiknioueHo
HeT noaknoyeHns  AeTo 9600 BeIKknioyeHo
HeT noaknodeHns  ABTO 9600 BeIKnioueHo
HeT noawnioyenma  AsTo 9600 BeikniueHo
HeT nogknkoyenns  ABTo 9600 BLIKMIOUEHO
HeT noaknyeHrns  AeTo 9600 BeiknioueHo
HeT noaknodeHns  AsTo 9600 BelknigueHo
HeT noaknodeHna  ABTo 9600 BeIKnioueHo
HeT noawnioyenms  AsTo 9600 BoiknioueHo
HeT nogknkyenms  ABTd 9600 BLIKMIOUEHO

9600 BriknioyeHo

HeT nogkntodeHns  ABTo -
HeT nogknoderina  1000-_AMS  ~

e e e e

9600 BriknioueHo

KKK XEKXKRKEKKRRXEXEXRERKRRRXEX
KX EKKXERNARKREEKERXEXAEXERKEKKEXEX

H
w

HeT noaknioyenns  1000-X_AMS

Tabnuia ¢ onrcanneM napaMeTpoB HACTPONKHU MOPTOB:

Howmep nopra, k koTopoMy Oy1yT IPUMEHEHBI CIETYIOIINE

IMopt .

HaCTPOUKH.

Texkyiee cocrosieHre KaHala CBsI3U 0TOOpaxaeTcs
Coenunenue rpaduuecku. 3eIeHbIN BET MOKA3bIBAECT HATMYHUE CBSI3U, a

KpacCHBIN — €€ OTCYTCTBHE.

Tekymas ckopocth | OTOOpaXkaeTcs TeKyIasi CKOpoCTh IopTa

Bri6epuTe 1100y10 TOCTYIMHYIO CKOPOCTh COSAMHEHUS IS
JAHHOTO MOPTa KOMMYTaTOPa.

B pexxnme ABTO BbIOMpaeTcss MaKCUMajIbHasi CKOPOCTh,
3ajaHHasA CKOPOCTH
COBMECTHMAs C TAPTHEPOM I10 CBSI3H.

Brikiaoueno 610kupyer paboTy HopTa KOMMYTaTopa.

< > ! HacTpoiKa BCEeX MOPTOB.

Korz[a AJI 11I0PTa B KAU€CTBE CKOPOCTHOI'O PCKUMaA BLI6paH
PEKUM ABTO, YIIpAaBJIICHHUEC IIOTOKOM 6y,HCT COorjiaCcoBaHoO C

MIPOITYCKHOM CITOCOOHOCTHIO, 00BSABICHHOM MAPTHEPOM I10

CBSI3H.
Ynpasienue Korna Bb1Opan pexxum (puKCHpoBaHHON CKOPOCTH, B JAHHOM
NOTOKOM CEeKIIMM 0TOOpa)kaeTcsi BHIOpaHHAsk CKOPOCTb.

Cron6en Texymuii mpuem Moka3bIBaeT, KaKue Kaapbl
nay3bl B IOPTE BBIOJHAIOTCA, a cronoen Texyias
nepeaya rMnoka3blBaeT, Kakue KaJphl May3bl B IOpTe

NEpCChIIIAOTCA. HapaMeTpLI npuemMa 1 nepcaadu
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OIIPENEIAIOTCS 10 PE3YJILTATAM MOCIEIHETO
aBTOCOTJIACOBAHUS.

JIns ucnosib30BaHMs YIpaBIEHU NOTOKOM IIPOBEPHTE
HACTPOCSHHBIN cTonoen. JlaHHbIN mapamMeTp CBsI3aH ¢

napameTpoM HaCTPOMKHM CKOPOCTH KaHasia cBsizu (3amaHo).

. BBenure MakcHMalIbHBINA pa3Mep Kaapa, pa3pelieHHbIN s
MakcumaJibHbII B
JTAHHOTO MopTa KoMMyTaTopa, Bkiaodas FCS. JlomycTumbrii
pa3mep Kaapa . .
pa3mep coctasisiet oT 1518 Gaitt 1o 9600 GaiiT.

CoxpaHuthb HaxwmuTte, 4TOOBI COXpaHUTh U3MEHEHUS

HaxwmuTte, 4T0ObI OTMEHUTD BCE CAETaHHbBIE JIOKATbHBIE
Copocursn W3MEHEHHUS U BEPHYTHCS K IIPEABIIYIIUM COXPaHEHHBIM

3HAYCHUAM.

Haxxmute, uToOb1 00HOBUTH cTpaHuily. Kakue-mmn6o
O6HOBUTH
C/IeNIaHHbIE JIOKATbHBIC U3MEHEHHUS OyTyT OTMEHEHBI.
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5.3.2 O0benHeHHE NOPTOB

HacTpolka pexuma arperauum

ABTOpPBI X3WW-Koaa

WMcTounkmk MAC-agpeca o
HazHadeHwe MAC-aapeca
IP-agpec o

Honep nopta TCP/UDP o

HceTouHnku
MAC-anpeca

MAC-anpec oTripaBUTENsI MOKET OBITH UCIIOJIB30BaH IS
BBIYMCIIEHUS TIOpTa Ha3HaueHus kaapa. [locraBbre raxok,
4yTOOBI pa3pemuTs ucrnojiab3zoBanne MAC-anpeca
OTIPABUTEINS, UK yOepuTe (UIaskoK, 4TOOBI 3aMPETUTH €ro
ucnosb3oBanue. [1o ymMoauaHuio ncnosib30BaHue

MAC-anpeca oTnpaBuTENs Pa3pelICHO.

Hasnavyenumue
MAC-aapeca

MAC-aapec noaydaTenst MOKET ObITh HCTIOJBb30BaH JIJIst
BBIYKCIICHUS TIOpTa Ha3HaueHus kaapa. [locraBbre raxok,
4TOOBI pa3pemnTh ucroap3oBanne MAC-anpeca
ToJTyJaTelis, uin yoepute (aakok, 9ToObI 3apeTUTh €ro
ucnoJiyip3oBanue. [1o ymouaHuio UCHoOIb30BaHUE

MAC-anpeca nosiydaresis pa3pemieHo.

IP-agpec

IP-ampec MoXxeT ObITh HCIIOJTL30BAH TSI BEIYUCIICHHSI TOPTA
Ha3zHaveHus kazapa. [locraBbre (raskok, 4TOOBI pa3pemuTh
ucrnoab3oBanue |P-agpeca, nin yoepute ¢akok, 4ToObI
3allPEeTUTh €ro UCToNb30BaHue. [1o ymMmouanuio

ucnosb3oBanue |P-anpeca paspemieno.

Howmep moprta
TCP/UDP

Howmep mopra TCP/UDP MoskeT ObITh HCIIOIB30BaH ISt
BBIUMCIICHUS MTOPTA Ha3HAYCHUs Kajpa. [locTaBbTe (Quaxok,
4TOOBI pa3pelInuTh UCIIOJIb30BAHNE HOMEPA ITOPTa
TCP/UDP, unu yoepute (Graxok, 4ToObI 3alPETHTh €ro

Hcrolp3oBanue. I1o YMOJYaHUIO UCIIOJIB30BAHUEC HOMEPA

nopra TCP/UDP pa3petiieHo.
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HacTpoWka arperauum rpynnbil

YyacTeyrOwWMe NopTel
ID rpynnet | 1] 2| 3 | 4| 5 | 6 | 7 | s| |1u|11|1z|13|14|15|15|17|1s|19|zu|21|22|23|z4|25|

o=t B RN A= T, R SRR e

=
3]

=
[9%]

[ COXpaHuTh ][ COpocuTE ]

IMapametp Onucanue

OtobOpaxxenue |1D kax o rpymiel arperanud. 3Ha4YeHNE

«HopmanbH0» 03Ha4YaeT OTCyTCTBUE arperanuu. [ns

ID rpynmnbi
Ka)XJIOTO MOpTa TOJbKO oauH ID rpynms siBisieTcs
MIPaBUJIbHBIM.
OtoOpakaeT Bce MOPTHI KOMMYyTaTopa it kaxaoro 1D
rpymnmnsl. [locTaBeTe 0OTMETKY /17151 arperupoBaHus MopTa,
WM yAaTUuTe OTMETKY JUIs yAalleHusl opTa U3 arperauuu.
YuacrByomue
[To ymosuaHuto HU OJMH MOPT HE BKJIIOYEH HU B OJIHY U3
NOPTHI

rpymnn arperaiuu. K arperanuu MoryT npucoeMHUTHCS

TOJIBKO MOJHOAYIIJICKCHBIC TOPTHI, IPUYEM ITOPTEHI B Ka)KI[Oﬁ

IPYIIIEe JOJIKHBI UMETh OJJUHAKOBYIO CKOPOCTb.
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Ota cTpaHMIa 03BOJISIeT BaM BKIo4aTh pyHKiuu LACP s oObequHeHust HIopToB B

rpymnnbsl i CO34aHUA OTHACIBHBIX BHPTYAJIbHBIX KaHaJIOB CBA3U, TEM CaMbIM

YBEJIMYMBAs MPOIMYCKHYIO CIIOCOOHOCTh MEXay KoMmyraTtopoM u apyrumu LACP-

coBMecTuMbIMU ¢ ycTpoiictBamu. [llmo3er LACP aHanorudHel COCIUHUTEIHHBIM

JUHHUSIM CTAaTHYECKOTO TOpTa, HO OHU Oojee rudOkue, mockoiabky LACP sBnsercs

coBMecTMBbIM ¢ crangaprom |EEE 802.3ad. CnemoBaTenbHO, OH COBMECTHM C

000pyI0OBaHUEM JPYTUX TMPOU3BOAMUTENICH, KOTOPOE TaKKe CO CTaHAApTHHIM. Bbl

MOKeTe N3MeHUTh HacTpoiiku nopta LACP Ha 310 cTpaHule.

HacTtpouka nopta LACP

Mopr | LACP ekntoveHo | Knro4 | Pone
* - - - -
1 ABTO - AETWEBHO =
2 ABTO - AKTMEHD -
3 ABTO - AKTWBHO
4 ABTO - AKTMEHD -
5 ABTO - AKTMEHD -
5] ABTO - AKTMEHD =
7 ABTO - AKTMEHD -
g ABTO - AETUEBHOD =
9 ABTO - AKTMEHD -

10 ABTO - AKTMEHD -
11 ABTO - AKTMEHD =
12 ABTO - AKTMEHD -
12 ABTO - AKTMEHD  w
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Tabnuua c onrcanueM napameTpoB HacTpoiiku nmoptos LACP:

IHopt

Howmep nopra kommyraTopa

LACP BkJiroueHo

[MocraBbre Quaxok s BriaroueHus: LACP, as

BeikTroueHus LACP yoepTe duaxox.

Korou

3nauycnne Kiwu, nprcBanBaecMoe mopry, MOXeET
HaxoUThCs B auanazoHe ot 1 o 65535. [Tapamerp ABTO
YCTAaHOBUT KJIFOUY B 3aBUCUMOCTH OT (PU3UIECKON CKOPOCTH
kanana cBs3u, 10 M6 =1, 100 M6 =2, 1 T'6 = 3. IlapameTtp
3amaHo MO3BOJISIET BBECTH 3HAUCHHE, OTIPE/ICIICHHOES
moJib30oBaTesieM. [TopThI ¢ 0OIMHAKOBBIM 3HAYCHHEM KITFOUYa
MOT'YT HAXOJUTHCA B O)IHOI\/’I U TOH Xe Tpymmc, B OTIIUNYUC OT

IIOPTOB C pa3HbBIMH KJIHOYaMH.

PoJun

[Tapamerp PoJib mokaseiBaeT craryc aktuBHocTH LACP.
[Tpu craryce AkTuBHO niepenada LACP-nakeToB Oyzaer
MPOUCXOTUTH KKIYIO CEKYH/IY, B TO BpeMs KaK IpH

ctaryce IlaccuBHO cHauana OyneT OKUIAThCS MMAKET OT

napTHepa.

Coxpanurthb

Ha)I(MI/ITe, YTOOBI COXpaHUTH U3MCHCHUSA

Copocuthb

Ha}KMI/ITe, YTOOBI OTMEHUTH BCE CACJIIaHHBIC JIOKAJIbHBIC
HN3MCHCHUA U BEPHYTHECA K IIPEABIAYIIUM COXPaHCHHBIM

3HAa4YCHUAM.

Cucremunblii cratyc LACP

CuctemHbin ctatyc LACP

ABTOOCHORNEHWE OGHOBNEHUE

[ ID arperauwm [ ID naptHepckoii cncrembl | MapTHepckuii ko | Mocneanne uaMmenennn | JloKanbHble NOpThI |

| HeT BKNKYeHHbIX NMOPTOB MW HET COOTBETCTBYHILUMX YYacTHUKOB

Tabnuia ¢ onucaHueM napameTpoB cUCTeMHBIX cocTostHuin LACP:

ID arperanumu

ID arperaruu cBsizaH ¢ JaHHBIM 0OBEKTOM arperamuu. J{is
LLAG uznentuduxatop otodpaxaercs kak «isid:aggr-id», a
s GLAG kak «aggr-idy.

ID napTHepckoii

CHUCTEMBI

ID maptuepckoii cuctemsl (MAC-angpec) mapTHepa 1mo

arperaiuu.

IapTHepckui

Kitou, koTopslii mapTHep npucBowi ganHoMy |D arperanuu.
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KJIHI0OY

IHocaennue Bpewms nocneiHero u3sMeHeHus arperamy.

HU3MCHCHUSA

OTtoOpaxkaercsi, KaKue TOPTHI SIBJISTFOTCS YaCThIO arperannuu
JlokanbHble MOPTHI | U JAHHOTO KoMMyTaTtopa/creka. @opmar: «ID

ycrpoiicTea: IlopTy.

O0HOBUTH Haxxmute, yToObI HEMEIJIEHHO OOHOBHUTH CTPAHHUILY.

IlocraBbTE (1)J'Ia)KOK JJIA BKIIFOUCHUSI aBTOMAaTHYCCKOI'O

ABTOOOHOBJICHHUE O0OHOBJIEHUS JaHHOW CTPaHUIIBl YEPEe3 ONPEICIICHHbIE

MIPOMEKYTKHA BPEMEHH.

Craryc LACP

Cratyc LACP
ABTOOOHOBNEHWE OOHOEWTE

MopT | LACP | Knrou | ID arperaunm | ID napTHepckoi cucrtemsbl | [apTHepckwin nopTt

1 Het - - - -
Het - - - -
Het - - - -
Het - - - -
Het - - - -
Het - - - -
Het - - - -
Het - - - -
Het - - - -
Het - - - -

L=« IR = R R A ) 5

=
=]

Tabnuma ¢ onucanueM napameTpoB cocrosiuuii LACP:

ITopT Howmep nopra kommyraropa

«da» o3nauaer, yto LACP BKJIOYEH M KaHAJ CBS3H MOPTA
aktuBeH. «Her» o3nauaet, yto LACP BBIKIIOUEH MM KaHAT

CBA3U IIOPTA OTCYTCTBYCT. ((Pe3epBHbIﬁ>> 03Ha4acT, 4TO B

LACP JaHHBIN MOPT HE MOKET MPUCOSANHHUTHCS K arperallioOHHON
IpyIIe, HO OH CMOXET 3TO CAeaTh, €CIU APYroil mopt
nokuHeT rpynmy. B to ke Bpemss LACP BbIKiTIOUEH.

Kitou, Ha3HaueHHBIH TaHHOMY TOPTY. TOJIBKO MOPTHI C

Kirou OJIMHAKOBBIMH KIIFOYaMU MOT'YT OOBEANHSATHCS B

arpCralfiOHHBIC I'PYIIIIbI.

ID arperanuu, Ha3HAYCHHBIN IS JAaHHOW arperanuoHHON

TPYIIIBL

ID arperanumu
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ID napTHepckoi

CUCTEMBbI

Cucremnsiii 1D naptaepa (MAC-anpec)

IIapTHepckuii nopt

Howmep nopra naptHepa, COeIMHEHHOTO C JAHHBIM IIOPTOM.

OoHoBIeHHNE HaxxmuTte, 9T00BI HEMEITICHHO OOHOBUTH CTPAHUILY.
[TocTaBbTe (uaxok s BKIIOYCHHS] aBTOMATHIECKOTO
ABTOOOHOBJIEHUE OOHOBJICHHS TAHHOW CTPAHUIIBI Yepe3 ONpPEICIICHHBIC

MIPOMEXKYTKHA BPEMEHH.

Cratuctuka LACP
Cratuctuka LACP
AgToo0HoeneHne O0HOBUTE Qunctute

Mopt | MNpunsaTteie kapgps! LACP

MNepenannbie kagpsl LACP | 0§ T DA
| HeonosHaHHbie Kaapbl \ HecooTBeTCTBYOWME Kaapbl

LB W e

coooo

cocooo
coooo
coooo

Tabnuma ¢ onrcaHneM napaMmeTpoB I100aTbHBIX CUETYHKOB!

Mopt

Howmep nopra kommyraropa.

IIpunsiTHIEe KAAPBI
LACP

KomunuectBo kagpoB LACP, oTnpaBieHHBIX ¢ KaXkI0TO

nopra

Ilepenannbie KaapbI
LACP

KomnuecTBo kampoB LACP, NpUHATHIX KaXKIbIM TIOPTOM

OTOpoueHHbIe KAAPbI

KonnyecTBO HEN3BECTHBIX MIIM HEJIETaJIbHBIX KaJIpoOB

LLDP, oTOpoIieHHBIX KaXKIbIM TIOPTOM.

OOHOBHUTH HaxwmuTte, yT0ObI HEMEATIEHHO 0OHOBUTH CTPAHUILY.
[TocTaBpTe Qraxkok s BKIOYSHHUS] aBBTOMATHYECKOTO
ABTOOOHOBJIEHUE OOHOBJICHUS JTAHHOW CTPaHUIIBI Yepe3 ONpeIeIICHHbIC

IMPOMEIKYTKH BPEMCHU.

5.3.4 3anmTa or nerejanb

OTta (I)YHKI_[I/IH npeaoTBpaiacT OMMaCHOCTb BO3HUKHOBCHUS IICTIIN, KOT'ld ITOPT

IMOJIYy4acT MMaKeT 06paTHOI\/'I CBSI3U. DTOT nmopT 6y,[[eT ABTOMAaTHUYCCKHN OTKIIOYAaThLCA, B

LEeJIAX PeIOTBpAIEeHuUs BIUSHUS OT 3¢ (exTa "BOZHUKHOBEHHUS NETIN" HAa APYrUX

CETEBBIX YCTPOMCTBAX.
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MMobGaneHaA HacTpoWKa

Brnrwunth «Loop Protection» | Briknouute -

BpemMa nepegaun 5 B CekyHaax

BpeMA BbIKNMHYUEHHA 180 B CexyHaOax

Wurepdeiic pyHKINM 3a1UTHI OT METENb

Tabnuia ¢ onrcaHneM napaMeTpoB HaCTPOMKU (DYHKIIUMU 3aIIUTHI OT HETENb!

Bxuouuts Loop
Protection

Bxurouenue QyHKIIUMY 3aIIUTHI OT HETENb (B LEIOM).

Bpems nepenaun

WuTepBan mexnay otnpaskamu PDU 3amuTsl OT neTens K
KaKJIOMY ITOPTY. 3HAYEHHE MOXKET BapbUpPOBAThHCA OT 1 10

10 cexynn.

Bpemsi BbIKJIIOUEHUS

[Tepuon (B cexyHaax), B TeU€HHE KOTOPOTO MOPT OCTAETCS
BBIKJIIOYEHHBIM B cllydae OOHapYKEeHHUS METIH
(orkmrouenue nopra). Jlomyctumsl 3Ha4eHus oT 0 110
604800 cexynn (7 aueit). 3naueHue «0» cOXpaHsIeT MOPT

BBIKJIIOUEHHBIM (JI0 CIIEAYIOIIEH repe3arpysku

YCTPOWCTBA).

Mopr | Brnro4uTe | BeinonHeHWe onepauuu | Pexnm Tx
EE ¥ <= - == -
1 F OTKNYWTE NOpT » BEMWOYNTE
2 ] OTENKYNTE NOpT »~ Brknwunte w
3 ] OTENKYNTE NOpT »~ BEnounteE  w
4 i OTKNYWTE NOpT » BEMWOYNTE -
5 ] OTKNKYMTE NopT »~ Brnwunte -
5] ] OTENKYNTE NOpT »~ Brknwunte w
7 v OTKNIKYUTE NOpT + Brnwounte -
8 i OTKNYWTE NOpT » BEMWOYNTE -
Q v OTENKYNTE NOpT »~ Brnwunte  w

10 ] OTENKYNTE NOpT »~ Brknwunte w
11 F OTKNYWTE NOpT » BEMWOYNTE
12 i OTKNYWTE NOpT » BEMWOYNTE -
13 v OTENKYNTE NOpT »~ Brnwunte  w
14 v OTENKYNTE NOpT »~ Brknwunte w
15 F OTKNYWTE NOpT » BEMWOYNTE
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Tabnuua c onucanueM napaMeTpoB HACTPOUKU OPTOB:

‘ IMapametp Onucanue
opt Howmep nopra kommyraropa
Omnpenernsier, OyaeT U BKIIOYCHA 3aIINATa OT NMETEIb IS
BriawouuTh
JJAHHOTO TTOPTa KOMMYTaTopa.
Br10op melicTBHS, KOTOPOE CIICTYET BHITIOTHUTD JIS
JTAHHOTO TIOPTa B CIy4yae ONMpPEACICHUs HAa HEM METIIH.
Bbinosinenue
Bo3moxHbI 3HaueHHS «OTKJIKYUTH MOPT,
onepauuu
«OTKJIIOYUTH U COXPAHUTD B KypHaJse» ik «Toabko
3alMCch B )KypHAaJIe»
Omnpenenser, OyneT Jau MOPT aKTUBHO T€HEPUPOBATH OJIOKH
Pesxxum TX 3alUTHI OT METEeNb, WIN Oy/IeT HaXOIUTHCS B X TACCHBHOM
TIONCKE.

Crartyc «Loop Protection»
AgTooGHoenenne [

| Mopt | BbINOAIHEHME ONEpPaLMK \ MNepenaua \ Metnu (Loops) | Crartyc | NMetna (Loop) | Bpema nocnegHero obpasosanuna MNMernu (Loop) |
[ HeT BknioyenHLx nopTos

‘ ITapametp Onucanune
Mopt Homep nopra kommyTaropa.
Bbinosinenue Tekymiee nericTBUE, HACTPOESHHOE IS TOPTA.
onepanumn
Ilepenaua Tekymuil pexum nepegadyu, HACTPOEHHBIN IS IOPTa.
IMerau (Loops) KonuuectBo nerens, 0OHapyKEHHOE HA TOM HOPTY.
Cratyc Texkymuii cTaTyc 3alIMTHI OT IETEIb JAHHOTIO MOpTa.
Ietas (Loop) OOHapy>xeHa JIu NeTss Ha OPTY B JaHHbBII MOMEHT.
Bpems nociiennero Bpewmst nocneanero oGHapyXeHus NETIH.
oOpa3oBanus Ilerun
(Loop)

5.4 VLAN

5.4.1 YnencrBo VLAN

Ota cTpaHuIa NO3BOJISET IPOCMATPUBATh U HACTPAUBATh KOH(UTYpAIHIO YWIEHCTBA BO
VLAN 11 BBIOpaHHOTO CTEKOBOTO KOMMYTaTopa KoMMyTtaTopa. CTpaHuUIla O3BOJISET
no6asnATe U ypanath VLAN, a Takxke 00aBISATh M yJalsATh MOJIb30BAaTENe JUIs
kaxxao VLAN.
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HacTtpo#ka y4acTHuka VLAN
OfGHoBNEHKE I"_‘Hil

HauwHate 1 VLAN 20 YKA2aHHEIM KONWMUYECTBOM SNEMeHTOB Ha CTPaHMLUY.

YyacTeywowmMe noptel
Ypanute [ VLAN ID | WNma VLAN 1]2]3[4]5]6[7]8]o [10[11]12]13[14]15]16[17]18[10]20]21]22] 23]24[25]26
1 default - IVIVIFIMIFIFIVIFIFIMFIMIFIFIFIIFIMFFFR]
L0GaEnTL HOBLIA WVLAN

| CoxpaHuTs || OunCcTUTh |

Tabnuna ¢ onrcanueM napamerpos HacTpoiiku VLAN

Haxxmure, uro6s1 ynamuts VLAN. OHa OyzeT yaaieHa Ha
Yaanure .
BCEX YCTPOUCTBAX B CTEKE MPH CIICAYIOIIEM COXPaHCHHH.

VLAN ID OtoOpasxaer ID BbiOpanHoit VLAN

Hns kaxxaoro VLAN ID onpenensercst Ciucok
NPUHAJUISKAIINX K HEeMY OpTOB. {715 TOro, 4ToOBI
BKJIFOUMTH OPT BO VLAN, Haxkmute Ha
YuacTByHIIMe NOPTHI | COOTBETCTBYIOMUHN (hiaskoK. i UCKITIOUEeHUS [TopTa U3
VLAN, yoenutech B ToM, uTo (prraxkok yopan. I1o
YMOJTYaHUIO, TOPTHI HE SABJISIOTCS WEHAMH KaKoi-In6o

VLAN, Tak 4to Bce (pyiakkut OyIyT CHSTHI.

Haxxmure mia no6asiaenns HoBoro VLAN ID. ITocie
3TOTO B TAOJIUITY TO00ABUTCS HOBAs CTPOKA, B KOTOPYIO
MO>XHO BBECTH HEOOX0UMbIe HACTPOUKH HOBOM VL AN.
Homnyctumblid quana3on 3nadennil 1t VLAN ID: ot 1 o
4095.

VLAN craHeT akTUBHOW Ha BEIOPAaHHOM CTEKOBOM

. KOMMyTaTope nocie Haxatus «Coxpanutby. [locne
Jlo0aBUTH HOBBII1

storo VLAN Oyer 3aperectpupoBaHa U Ha UX
VLAN YA P pHp Apyr

KOMMYTaTOpax cTeka, HO He Oy/leT UMeTh Ha HUX
CBSI3aHHBIX ITIOPTOB.

VLAN 06e3 mopTOB-4JICHOB Ha BCEX CTEKOBBIX
ycTpoiicTBax OyAeT yaajieHa Mpu HaKaTUX KHOTIKU
«CoxpaHuTh».

s otmensl fo6asnenus HoBoii VLAN ucnonb3yiite

KHOIIKY «Y1aJIUTh).
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5.4.2 HacTpoiiku nopToB

Ora cTpaHula N03BOJIsIET BaM HacTpauBaTh NOpThl VLAN 10 OTAEIBHOCTH.

ABTOOGHOBNEHWE QOfOHoBNEHWE
OnpegeneHune TMNa NoNb3oBaTENbCKUX S-NOPTOB 0Xs::e

HacTtpouka nopta VLAN

Mopt VLAN
Mode | ID

<= - <= - == -

Tar Tx

Mopt Tun nopra BxopAwan duneTpauma Tun kagpa

*

<= -
He onpegeneHo - Bce v Ocofeil - He Tarnpoeate pvid
He onpegeneHo - Bce ~ Ocofbiil - He Tarupoeate pvid -
He onpegeneHo - Bce v Ocofeil - He Tarnpoeate pvid
He onpegeneHo - Bce v Ocofeil - He Tarnpoeate pvid
He onpegeneHo - Bce v Ocofeil - He Tarnpoeate pvid
He onpegeneHo - Bce v Ocofeil - He Tarnpoeate pvid
He onpegeneHo - Bce v Ocofeil - He Tarnpoeate pvid

He onpegeneHo - Bce v Ocofeil - He tarnpoearte pvid -

L=l < B = (L B S S

He onpegeneHo - Bce v Ocofeil - He tarnpoearte pvid -

=
(=]

He onpegeneHo - Bce v Ocofeil - He tarnpoearte pvid -

[
=

He onpegeneHo - Bce v Ocofeil - He tarnpoearte pvid -

e e e e e e e e e A

12 He onpegeneHo - Bce ~ Ocofeiil - He Tarupoeate pvid

Tabnuua ¢ onMcaHneM HaCTPOEK apaMeTpOB MOPTOB!

B stom none ykazan tun Ethernet-moprtos,
Onpenesenue Tuna .
UCIIOJIb3YEMBIH JJIs1 OJIb30BATEIBCKUX S-IOPTOB. DTO
N0J1b30BaTe/bCKUX .
r06anbHasi HaCTPOiiKa JJIsi BCEX MOJIb30BATEIbCKUX
S-nopToB
S-IopTOoB.

I Howmep nopra kommyTaropa, K KOTopoMy OyayT
opt
P MPUMEHEHBI CIEAYIOIINEe HACTPOUKH.

[Topt MokeT ObITH OJHUM U3 clieayonux Tunos: He
onpeneieHo, [oan3zoBarenn (C-mopt), CepBuc
(S-mopT), Ios1b30BaTEIHLCKO-CEPBHCHBIIH

Tun nopra (S-moJb30BaTELCKHIA OPT).

Ecmm tunt nopra He onpenesneHo, Bce Kaapbl
knaccuuuupytotes no uaentudurkatropy VLAN mopta

" TCT'U HC YAAISIFOTCA.

@unpTpays IPUHUMAEMOro Yepe3 MopT Tpaduka.
[TapameTp BaMsieT Ha 0OPaOOTKY BXOJAIIMX KaJIPOB.
Bxoasimas Ecnu ¢unprparms Tpaduka BKIIOYEHA U IOPT HE
punbTpanus npuHauie)kuT K VLAN kazpa, To nocinenHui
otOpacsiBaercs. [lo ymomuanuio, puibTpanus Tpadpuka

OTKJIFOYCHA.

Tun KaJapa OHpCI[CHSIeT, MNPHUHUMAIOTCH JIU TOJIBKO TECTUPOBAHBIC
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KaJphbl, WK Bce 0e3 uckimoyenus. [lapamerp BiuseT Ha
00paboTKy BXOIAIMHKX KaapoB. Eciu mopt npuHnmaer
TOJIKO TErMpPOBaHHBIE Ka/IPbI, BCE KaIphl Oe3 Tera
VLAN, npuHsTbIE Ha ’TOM HOPTY, OYAYT OTOPOIIEHBI.

[lo ymomnuanuto, 3HaueHue noJs pasHo Bcee.

IMopt VLAN Mode

Hacrpoiika pexxuma VLAN na nopry. Jonyctumslie
pexumbl: Hu onun unu Ocoo6biii. [Tapamerp Bausier Ha
00pabOoTKy BXOISIINX U UCXOISAIINUX KAPOB.

Ecnu Be1Opan pexxum Hu oamH, B kagp go0aBisieTcs: Ter
VLAN c cootBercBytouum kiaccy ID. B Takom pexume
00BIYHO pabOTaIOT MOPTHI, MOJKIIOYEHHBIE K
KoMMyTaTopam ¢ nogaepkkoid VLAN.

Ecnu Bb1Opan pexum Ocolblii (3HaUeHHE 110
ymosdannio), VLAN ID st mopra MokeT ObITh
HACTpOeH BpyuHy1o (cM. Hmxke). Kaaper Oe3 Tera,
MOJIy4YE€HHbIE HA TAKOM MOPTY, KIACCUPHUITUPYIOTCS B
3aBucuMocTu oT VLAN ID nopra. Ecnu pacniosnaBanue
VLAN oTKIII04eHO, BCE KaApbl, MOTY4YECHHBIE HA TIOPTY,
knaccuunupyrores B 3apucumoct oT VLAN ID mopra.
Ecau VLAN ID kanpos, nepenaBaeMbIX 4epe3 MopT,
ommyarotcst or VLAN ID nopra, To B Kaap Oyner

no6asien Ter VLAN c cootBerctByromum VLAN ID.

Hactpoiika VLAN ID gns noprta. Jlomyctumbie

3HaveHus: ot 1 g0 4095. 3naueHue no ymosruanuo - 1.

IHopt VLAN ID
IIpumeuanue: [lopT gomxen npuHaanexarb K VLAN,
paBHoii Port VLAN ID.
Onpenenser 0TMETKY BbixoJa u3 nopra. He
TarupoBath_pVid: Bce VLAN, KpomMe HaCTpOEHHOTO
Tar Tx PVID, 6yayt nomeuensl. TarupoBathb_Bce: Bce VLAN

noMeuensl Teramu. He TarmpoBarb_Bce: Bce VLAN He

HMCIOT MCTKH.

Onucanue Tua NOPTOB

Huxe MMPpUBCACHO HOI[pO6HO€ OIIMCAaHHNC KAX0I'0 TUIIa ITOPTOB, BKIIKOYAA He

omnpeneneHo, C-nopt, S-mopt M S-MoIB30BATENBCKHMA MOPT.
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He onpenesieno

®yukuus He
onpeaeIeHO MOMKeT
HCIO0/1b30BATHCH /I
802.1QinQ (aBoiinoit

Ter).

Korpma nopt nonyyaer
HEMapKUPOBAaHHBIE KaJIPBbI,
HEMapKUPOBAaHHBIN KaJIp
MIOJIy4aeT Ter (Ha OCHOBE
PVID) u nepenanpaniusercs.
Korpma nopt nonyyaer
IIOMEUYEHHBIE KaJ[PbI:

1. Eciu oTMeueHHBIN KaIp
coaepxut TPID 0x8100, on
CTaHEeT KaJip C ABOMHBIM TETOM
1 OyZeT nepeHarnpanJieH.

2. Eciu TPID nmomeueHHOro
kaapa He 0x8100 (mampumep,
0x88A8), on Oyzaer oTOpoIIIEH.

TPID xanp, nepeaaHHbIi
noprom Unaware, Oyzier
ycranoBieH B 0x8100.
Koneunsliii craryc kaapa
MIOCJIC BBIXOJIa TAKKE
OyJIeT 3aBUCETh OT

IMpaBujia BbIXOJdA.

C-nopt

Korpma nopt nonyyaer
HEMapKUPOBAHHBIE KaJPbI,
HEMapKHUPOBAHHBIN KaJip
MOJTy4aeT Ter (Ha OCHOBE
PVID) u nepenamnpasisercs.
Koraa nopt nonyvaer
MIOMEUYEHHBIE KaJ[PbI:

1. Ecniu oTME4eHHBIHN KaJip
conepxut TPID 0x8100, on
CTaHeT KaJip C JBOMHBIM TErOM
u OyzeT nepeHarnpasJlieH.

2. Eciu TPID nomeueHHoro
kazpa He 0x8100 (Hampumep,
0x88AS), on OyneT 0TOpOIIIeH.

TPID kanp, neperaHHbIN
C-mmoptom, Oyner

yctaHoBisieH B 0x8100.

S-nopt

Korna nmopt nosiydaer
HEMapKUPOBAHHBIE KaJPHI,
HEMOMEUYEHHBIN KaJp MOJIy4yaeT
ter (Ha ocHoBe PVID) u
NepeHaIpaBIIsIeTCs.

Korpaa mopt nonmyvaer
MOMEUEHHBIE KaJIPhl:

1. Ecnu oTMeueHHBIN Kaap

TPID kanp, nepeaaHHbIN
S-noprom, Oynet

ycraHoBieH B 0x88AS.

Symanitron LTD.

62




SWMG-22GT-2GC-2GSFP
PykoBoAcTBO MO 3Kcn/yaTauuum

coaepxut TPID 0x8100, on
OyJeT rmepeHanpaBicH.

2. Eciu TPID oTmedenHoro
kazapa He 0x88 A8 (mampumep,
0x8100), on Oyzet oTOpoIIEH.

S-moJb30BaTeIbCKU

nopT

Korpma nopt nonyyaer
HEMapKUPOBAHHBIE KAJIPHI,
HEMOMEYEHHBIN KaJIp MOJTy4aeT
ter (Ha ocHoBe PVID) n
TepeHanpaBsieTcsl.

Korpma nopt nonyyaer
TTOMEUYEHHBIEC KaJpHhI:

1. Ecu oTMe4eHHBIN Kaap
conepxut TPID 0x8100, on
OyJIeT epeHanpaBIIcH.

2. Eciu TPID oTtmMeueHHOTO
kanapa He 0x88 A8 (mampumep,
0x8100), on 6yneT oTOpoIIIEH.

TPID xanp, nepeaaHHbIi

S-custom-mioptom, Oyzaer

HAaCTPOCH HA 3HAYCHUC,

KOTOPOE MOXKET OBITh

YCTaHOBJIEHO

IMOJIb30BATCJIEM YCPE3

Ethertype mns

ITOJIB30BAaTCIbCKUX

S-TIopTOB.

N

ViD:§
TPID:8100

VID:

/ ===

N

R
. |
AR athaiaatue

X
4

4
I

A

o A D TN,
T fi
1§
LV V-

5

TPID:88A8

No VLAN

Packet Discarded

THO 4100
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VviD:8
TPID:8100

VID:10
TPID:8100

VID:10
TPID:88A8 TPID:88AS
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VID:§
TPID:8100

/ 7 \ Packet Discarded
ViD:§

TPID:88A8 VID:5
TPID:8123

IIpumepsl HacTpoiiku VLAN
Pesxxum noctynma VLAN:

s . . ) e .
AN 10 Switch A Switch B Switch C  yanTo <

ﬂpg 8

Dw 7

Q O 0 VLAN Trunk O O

VLAN Trunk ~ ————
10,20 10.20

VLAN 20 VLAN 20

Switch A,
[Topt 7 - Pexxum VLAN Access = bes teros 20
IToprt 8 - Pexxum VLAN Access = bes teros 10

Hwxe npuBeieHbl HACTPOMKH KOMMYTATOpA.
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HacTtpomka y4acTHuka VLAN
( Ogoenewme | [ I«< |[ >~

HauuHate 1 VLAN 20 YKaZaHHbIM KONWMYeCcTBOM 3NeMeHTOoB Ha CTpaHMuy.
Y4acTEyroWMe Noprel
Yganute | VLAN ID Wma VLAN 1]2][3]4]5[6[7]8]e [10[11]12]13]1a]15[16]17]18]19]20[21[22]23]24]25]26
] 1 default |7 | v |V v | v | | v | | 7 | | ¥ | | | | ¥ | | v | v v v v

] 10 vian10 | A D
] 20 vian20 L WAL IC I I [

[NoBaeuTk HoBIA VLAN / /

[ns HacTporikm VLAN trunk nopta 1

Ona VLAN poctyna nopta 7 1 8

[ Coxparwme | [ Ouncvs |

4 He onpegeneHo - 71 Bece ~ Ocofblil - 1 HeTarpoeate pvid -
5 He onpegeneHo - ] Bce ~ Ocobbil - 1 HeTarupoeats pvid -
He onpegeneHo - [ HetarmpoBadHele ~  Ocofbil - 10 He Tarnpogeats pvid v+
7 He onpegeneHo - 1 HetarmpoeadHele »  Ocofbil - 20 HeTarmpoeare pvid -
8 He onpegeneHo - [ HetarmpoBadHele ~  Ocofbil - 30 HeTarmmpoeare pvid =
9 He onpepeneHo - 1= Bce ~ Ocobbil - 1 HeTarnpoeats pvid -
10 He onpegenexo - [ Bce ~ Ocobbil - 1 HeTarnpoears pvid -
11 He onpegeneHo - = Bce ~ Ocofuil - 1 HeTtarmpoeate pvid ~
Pexxum VLAN 1Q Trunk:
= J‘ > Switch A Switch B Switeh G )
VLAN 19 9000 Series 9000 Series 9000 Series " 10 ’
1
D P7
Pl P2 Pal F2
O )
—_— —  VLAN Trunk
VLAN 20 Y ek 10,20 VLAWO\
4 w«”.‘;"_ ,»J

Switch B,
ITopt 1 = pesxum VLAN 1Qtrunk = TerupoBannsiii 10, 20
[Topt 2 = pesxum VLAN 1Qtrunk = rerupoBannsriii 10, 20

Huxe npuBeneHsl HACTPOIKKM KOMMYTaTOpa.

HauwuHate 1 VLAN 20 YK33aHHbBIM KONWYeCcTBOM 3NEMEHTOB HA CTPaHWLLY.
YuacTeylowme noprei
Ypanure | VLAN ID Wma VLAN 1]2]3]4]5]6]7[8]a]10[11]12[13]14]15]16]17[18]18[20]21]22]23]24]25]26
] 1 default IV IVIMIMIVIVIMIMIVIMIMIMIVIMIMIVIVIVIVIMII VIRV
10 RACLLX AR Y| 72 N
] 20 vian20 [ARALN JEIE I ICJEIE I IEIE I IEIE I E I JEIEIEE Il

[ Coxpanns | [ Ouncrurs |
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ABTOOGHOBNEHWE QOfOHoBNEHWE
OnpegeneHne TUNa Nonb3oBaTENbCKUX S-NOPTOB 0X sz

HacTtpouka nopta VLAN

Mopt Tun nopra BxopAwan duneTpauna Tun kagpa Mopr VLAN Tar Tx
Mode | ID
= == - <= - == - 1 == -
1 C-nopt - TarMpoBaHHEIE ~ Ocofulil - 1 TarMpoeaTk BCe -
C-nopt - TarMpoBaHHEIE + Ocofulil - 1 TarMpoeaTk BCe -
3 He onpepgenexo - Bce ~ Ocofulil - 1 HeTarmpoeate pvid -
4 He onpegenero - Bce + Ocofulil - 1  HeTarwpoeate pvid -
5 He onpepgeneno - Bce ~ Ocofulil - 1 HeTarmpoeate pvid -
6 He onpegeneno - Bce + Ocofulil - 1  HeTarwpoeate pvid -
7 He onpepgeneno - Bce ~ Ocofulil - 1 HeTarmpoeate pvid -
I'mOpuanblii pexxum VLAN:
[Mopt 1 rubpuanoro pexxuma VLAN = 6e3 Teros 10
Teruposannsiii 10, 20
Hwxe npuBeieHbl HACTPOWKU KOMMYTATOpA.
HacTtpo#ka y4acTHuka VLAN
OGHOBNEHKWE |== >
HauuHaTe 1 VLAN 20 YKA3I3HHEIM KONMUYECTBOM SNEMEHTOB H3 CTPaHULLY.
Y4acTeyowmMe nopTel
Ypanute | VLAN ID WNms VLAN 1[2]3]a]5]6]7]e[o]10[11]12]13]14]15[16]17]18]18]20]21]22[23]24]25] 26
1 defaull VIV IVIVIVIMIMIMIMIMIMIFIFIMIMIVIVIVIFIFIFIMIM Y]
10 vian10 N e
20 vian20 A OO OO OO OO OO OO OO OO OO0 OO0 0]
Lo0aBnTb HOBLIA VLAN

| coxpanurs | [ Oumctuts |

ABTOOGHOBNEHNE OfHoBNEHNE

OnpepeneHue TUNa Nofib3oBaTeNbCKUX S-NOPTOB 0X s

HacTtpouka nopta VLAN

Mopt Tun nopra BxopAwan dunetpaunna Tun kagpa M:::T VI|'ANID Tar Tx
= == - <= - = - 1 == -
[1 C-nopt - Bce ~ Ocobeiil 10 HeTarwpoeatk BCe
2 Heonpegenedo - Bce ~ Ocobulit - 1  Hetammpoears pvid -
3 Heonpegenedo - Bce ~ Ocobulit - 1 Hetammpoears pvid -
4 He onpegenero - Bce v Ocofelil 1  HerTarnpoeate pvid -
5 He onpegenexo - Bce ~ Ocobulit - 1 Hetammpoears pvid -
6 Heonpegenedo - Bce ~ Ocobulit - 1  Hetammpoears pvid -
7 Heonpegenexo - Bce ~ Ocobulit - 1 Hetammpoeats pvid -
Pe:xxum VLAN QinQ:

Pexxum VLAN QinQ oObsiuyHO BBIOMpaeTcs, Korma ecTh Hem3BecTHbie VLAN, kak

nokaszano Ha pucynke Huxe. VLAN “X” = nenssectHas VLAN.
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BM-2900 BM-2900
VLAN "X" - wn
TRUNK 200 TRUNK 200
P2 P2
—_—
tagged X + tagged tagged 200
tageod 200 Setting VLAN
tagged X N
QinQ 200
Hacrpoiiku VLAN pis nopra:
HacTtpouka y4yactHuka VLAN
HauwuHate 1 VLAN 20 YHAZIHHBLIM KONKMYECTBOM 3NeMeHTOoB Ha CTpaHmuy.
Y4acTeyowMe noprel
Ypanuts | VLAN D | Wms VLAN 1]2]3]4]5]6][7]e]o[10]11]12][13]14]15[16]17][18]19]20]21]22]23[24] 25]26
1 default VMV R
| 200 o (o o7 | |
| Coxpanuts || OumncTuTe \
AsTo0OHOBNEHKUE
OnpeaeneHne TUNa Nonb3oBaTeNbCKUX S-NOPTOB 0X::xs
HacTtpouka nopta VLAN
n VLAN
Mopt Tun nopra BxopAwan duneTpauna Tun kagpa opt Tar Tx
Mode | ID
= == - <= - == - 1 == -
1 He onpegenexo - Bce ~ Ocofulil - 200 HeTarMpoBaTk BCE v |
C-nopt - TarMpoBaHHEIE * HwoguH = 1 TarupoeaTk BCE -
3 He onpepgeneno - Bce ~ Ocofulil - 1 HeTarmpoeate pvid -
4 He onpepgenero - Bce + Ocofulil - 1  HeTarmpoeate pvid -
5 He onpepgeneno - Bce ~ Ocofulil - 1 HeTarmpoeate pvid -
6 He onpepgeneno - Bce + Ocofulil - 1  HeTarmpoeate pvid -
7 He onpepgeneno - Bce ~ Ocofulil - 1 HeTarmpoeate pvid -
8 He onpepgeneno - Bce + Ocofulil - 1  HeTarmpoeate pvid -
Hactpoiiku VLAN ID

[Ipu nactpoiike ympausitomed VLAN i ynpaBiieHHST KOMMYTaTOPOM MOJKET

UCIOJIb30BaThCA TOJIBKO TOT e MopT uaeHTudukaropa VLAN.
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Hacrpoiikn VLAN:

Ozspuzs sce Hactpouka IP

i Metopmaima o cucreme
¥ CcHoBxme HacTDOMEM

YeraHoBneHo | Texkywuid

. OCHOBHEHE HACTDROHEK

i Mepone Amoomcrparopa Knuent DHCP OGHOBNTE
i [epone Cynmepsuacpa IP-appec 192.168.10.1 192.1568.10.1
Macka 255.255.255.0 255.255.255.0
Linrz 0.0.00 0.0.0.0
VLAN ID 1 1

| Coxpanwte || CBpocute |

5.4.3 Private VLAN

31ech MPOU3BOIUTCS MPOCMOTP U HACTPOIiKa WieHCTBa kommyTaTopa B Private VLAN.
31ech MOXKHO 100aBiATh U ynanarh Private VLAN, a Takke wieHOB Kaxoil Private
VLAN.

Private VLAN ocHoBaHbI Ha MacTe OpTa OTIIPaBJICHHUs, IPU 3TOM HUKAK HE CBSI3aHBI C
VLAN. Oto 3nauut, uto VLAN ID u Private VLAN ID MoryT coBmnanarts.

Jlnst mepenmaum aHHBIX, TOPT Ao0bkeH ObiTh wieHoM W VLAN, m PVLAN. Ilo
YMOJIYaHHUI0, Bce MOopThl He pacno3HaioT VLAN u saBnstorca uneHamu VLAN 1 u
Private VLAN 1.

[Topt, He pacno3Harommii VLAN, MokeT ObITh WwieHOM ToJIbKO ogHo VLAN, HO npu

3TOM - HeckoJibkuX Private VLAN. Private VLAN He paboTaroT CO CTeKaMH.

AgTooGHoenenne || | OGHoBneHue |

Hactpouka y4yacTtHuka PVLAN

YyacTeylolwKWe NopThl
Yoanure | PVLANID [1]2]3]4]s]6]7] 8] 9 ]10]11]12]13]14[15]16]17][18] 18] 20[ 21] 22] 23] 24] 25] 26
O O T ™ O O .

| OobaeuTh HoBKIA PVLAM |

| Coxpanute || Ouncrims |

HaxwmuTe, yTo0b1 yaanute 3anuck Private VLAN. 3anuch
Yaaaurpb
OyZeT yaajeHa Mpu CIEAYIONeM COXPaHEHUH.
PVLAN ID Oto6paxaer Private VLAN ID.

Jns xaxgoro VLAN ID onpenensiercst CHUCOK

YuacrByouue
MPUHAIIEKAIMX K HeMY opToB. J{J1s1 Toro, 4To0b!
NOPThbI .
BKJItOUUTH NOpT B Private VLAN, Haxxmute Ha
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COOTBETCTBYIOMUHN (haskoK. JIJIsh MCKITIOYCHHS TTOPTa U3
Private VLAN, yoeaurtecsk B ToM, 4To (axxok yopas. [To
ymoi4anuto, Private VLAN He conepuT nopToB, TaK 4TO

Bce (IIaKKH OyIyT CHATHI.

Haxxmute « lo6aButh HOBBIIE PVLAN » mis no6apieHus
nosoro Private VLAN ID. ITocie atoro B Tabauiry
J00aBUTCSI HOBAsi CTPOKA, B KOTOPYIO MOYKHO BHECTH
He00Xxo0IuMble HacTpoiiku HoBoM Private VLAN.
JonyctuMblit quana3zoH 3Hadenuii it Private VLAN 1D
pPaBEH KOJUYECTBY MOPTOB KOMMYyTaTopa. JItoObie 3HaUeHuUs],

. HE TIOTTa IAI0NIHE B 3TOT JUANa30H, He IPUHUMAIOTCS, a
Jl06aBUTH HOBBIH

II0JIB30BATCIIb ITOJIYHACT IIPEa (52,191 £:3:0) 11 (V¥ COO6HIeHI/Ie.
PVLAN yaaet Tpeayrp

Jns ynanenus HeKOppekTHOM 3anucu, Haxkmute "OK"; mist
TOTO, YTOOBI BO3BPATUTHCS K MPEABIIYIIEMY dKPaHy U
OTPEaKTHUPOBATH 3aMKCh - 'OTMeHa'".

Private VLAN craHeT akTHBHOM MOCIIE HAXATHS KHOTIKH
«CoXpaHuTB».

Jlns otMensI moOaBiaeHus HOBOM Private VLAN

HCTOJIB3YUTE KHOMKY «Y JAJTHTBY.

ABTOOOHOBNEHNE OO0HOBNEHKNE
HacTporka usonMpoBaHHOro nopra

Homep nopra
1]2[3]a]s]e[7]e]9[10]11]12]13[14]15[16][17][18][19]20][21]22][23]24] 25] 26

CoxpaHute || Copocuts |

Jns xaxngoro mopra Private VLAN mnpemocraBisercs
Gbuaxox.

Ecnu ¢naxok ycraHOBIEH, ISl 3TOTO MOPTa BKIIIOUEHA
Homep nopra
n3osus nopta. Ecnu iakok cHAT, TO A7 3TOTO TOpTa
OTKJIIOUEHa OJIOKHMpoBKa mopta. [1o ymMom4aHuio U30ISAIHS

opTa OTKIIFOYCHA JIsI BCEX MOPTOB.
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5.5 SNMP

5.5.1 CucreMHble HACTPOHKH

HacTtpounka SNMP

PexnmM BrnwyeHo -
Bepcuna SMMP wv2c -
Community ureHue | public

Community 3anMce | private
Engine D 2300007 es017F000001

[Moxa3zeiBaet pexum padbotet SNMP. Bo3MokHBIE peXKUMBI
paboTHI:

Pexum
Bkawueno: sxmrounts SNMP

Brikiaro4deno: Beikiirounts SNMP

[Toka3zeiBaet moanepxuBaemyro Bepcruto SNMP.
Bo3moskHbIe BEpcUu:

Bepcus SNMP v1: Bei6op SNMP Bepcum 1

SNMP v2: Bei6op SNMP Bepcun 2¢

SNMP v3: Bei6op SNMP Bepcun 3

OTtoOpakaeT community-CTpOKY IOCTYIIa, pa3peIIaionlyro

yreHrue SNMP arentam. [Jonyctumas aiamHa cTpoku - oT 0
710 255 CUMBOJIOB, I0MyCTUMbIE 3HaKU - cuMBOJIbI ASCII ¢
33 o 126.

Ot0 noJie BiuseT Toybko Ha Bepcur SNMPv1 u SNMPv2c.
. Ecnu BeiOpanna Bepcus SNMPv3, community-ctpoka Oyaer
Community yrenue . N
cBs3aHa ¢ Tadbsmnet SNMPv3 communities. DToT BapuaHT
npeyiaraeT 0oJibie THOKOCTH MPH BEIOOPE
community-ctpoku, yem SNMPv1 u SNMPv2c. ITntoc, B
JIOTIOJIHEHHE K community-cTpoke MOXeT ObITh BEIOpaH
OTpaHHYEHHBIA HA0OP aJIPecoB, C KOTOPHIX MOKET ObITh

OCYIIECTBIIEH JOCTYII.

OTto06paxkaeT community-CTpOKY JI0CTYIIa, Pa3peIiatoulyko
. 3anuch SNMP arenram. JlomyctuMmas JuinHa CTpoku - ot 0
Community 3anuch
70 255 cUMBOJIOB, JONIYCTUMBbIE 3HAaKH - cUMBOJIbI ASCII ¢

33 mo 126.
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Otobpaxxaer SNMPv3 engine ID. DTa cTpoka J0KHA OBITH
YETHBIM uncioM oT 10 10 64 (1ecTHaAATUPUYHAS CUCTEMA
Engine ID CUMCJICHHMS] ), [IPU 3TOM 3alpelleHbl 3HAaUEHUsI, COCTOSIINE
Tosibko u3 Hyner u 'F'. Usmenenne Engine ID oTkirount

BCEX JOKAJIBHBIX II0JIL30BaTENIEH.

Hactpouka SNMP Trap

Trap PexuM BhIKNKYEHD -
Trap BepcunA SMMP v -
Trap Community public

Trap Agpec HazHaYeHHA

Trap Agpec HazHayeHuA IPvo

Trap Owxbxa ayTeHTH(HKALMH BrnioveHo -
Trap NzMeHeHHe COCTOAHHA CBA3H BrnwueHo -
Trap PexuvM v opMUpOBaHHA BrnwueHo

Trap 3agepxKa niopMupoBanKAa (B cexynpgax) | |1

n

Trap Konnyecreo nosropoe HHMOPMUPOBAHKA

COoXpaHnTE || Clpocute |

[Toka3zeiBaet pexkum padotsl SNMP. Bo3MoxHBIE peKUMBI
paboTHI:

Trap Pexxum
Bkuroueno: sxmounts SNMP-trap

Broikiroueno: Beixmrounts SNMP-trap

[Toka3zeiBaet nopepkuBaeMyro Bepcuto SNMP-trap.
Bo3mMoskHbIEC Bepcuu:

Trap Bepcusi SNMP v1: ycranoBute SNMP-trap 1 Bepcun
SNMP v2: ycranoButs SNMP-trap 2 Bepcun
SNMP v3: ycranoButs SNMP-trap 3 Bepcun

OtobpaxkaeT COMMUNItY-CTPOKY AOCTYyIIa IPH OTIPABKE

. naketoB SNMP trap. Jlonyctumas anuHa cTpoku - oT 0 10
Trap Community
255 cumBoOIIOB, fomycTrMbIe 3HakH - cuMBobl ASCII ¢ 33

o 126.
Trap Aapec Otobpaxaer aapec HazHaueHUss SNMP-trap.
HA3HAYeHUsl

Otobpaxaer IPv6 anpec naznauenus ans SNMP Trap. IPv6
Trap Aapec

azapec - 3To 128-6utoBoe YUCIO, MPEACTABIIEMOE KaK
Ha3zHaueHud |Pv6

BOCEMb HOHeﬁ, CoACpiKalux 10 4 MEeCTHAAUATCPUIHBIX
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YHUCell C pa3JienuTeneM-aBoerouneM (:). Hampumep,
'fe80::215:¢5ff:fe03:4dc7'. CumBou ;' - cHHTaKCHYECKOE
COKpallleHHE, MpecTaBsoniee 16-0uToBble IPyMIIbI,
COCTOSIIIME TOJIBKO U3 HYJIEH, OJJHAKO OHO MOKET
BCTPEYATHCS TOJBKO OAHAXAbI. OH TaKkKe MOXKET
HCIIOJIb30BaThCs BMECTE C KOppeKTHBIM |PV4 aapecom.
Hamnpuwmep, '::192.1.2.34".

Trap Omudka

ayTeHTu(])mcauuu

OTtoOpaskaer Bo3MoxkHOCT SNMP coznaBats trap npu
BO3HMKHOBEHUHU OIINOOK. BO3MOXKHbBIE PEKUMBI:
Bxuoueno: Bximtounth onosenieHust SNMP-trap o c6osix
ayTeHTU(UKALIUH.

Brikii04eHo: oTKI0uuTh onoBemnieHuss SNMP-trap o c6osx

ayTeHTU(PUKAIUN

Trap usmenenue

COCTOSAHUSA CBA3H

OTtoOpasxaet pexum noseaeHuss SNMP trap npu nosiBinennn
Y TIOTepe coenHeHMsI. BO3MOXHBIE pEXXUMBI:

Brawueno: Bxmounts SNMP-trap npu nosisnennn u
OTEPE COCTUHEHUS.

Brikiaroueno: otkimtounts SNMP-trap npu nosisieanu u

OoTEPEC COCTNHCHMU.

Trap Pexxum

uH(GoOpMHUpOBaAHUS

Orobpaxaet coctossaue pexxuma SNMP-trap.
Bruroueno: BxirounTh pexxum SNMP-trap.

BoikioueHo: oTkIounTh peskum SNMP-trap.

Trap 3aaep:kka
uH(GOpMHUpPOBAHUS

(cekyHaBI)

BpeMH, B TCYCHHUEC KOTOPOT'O OTIPABIAIOTCA OIIOBCIICHUA

SNMP-trap. Homyctumerit uaTepBan ot 0 o 2147.

Trap KoaunuectBo
MOBTOPOB

HH(OPMHUPOBAHNS

KonnuecTBo nonsITok oTipaBku onosemenuss SNMP-trap.

Jonyctumsblii uatepBain ot 0 go 255.
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5.5.2 Hacrpoiiku cooduiecTBa

Ora cTpaHHWIa MO3BOJISIET HACTpauBaTh Tabnmiy coobmectBa SNMPv3. KitoueBoe

noie - Coo0IecTBO.

HacTponka coob6wecrtea SNMPv3

Yoanute | Coobwecteo | WNerouHuk IP-agpeca | McToYHMK MAacKH ceTH
[l public 0.0.0.0 0.0.0.0
] private 0.0.0.0 0.0.0.0
[ OoGaEnTe 3aNHCk ] [ CoxpaHuTh ][ OYNCTUTE ]

ITapametp Onucanue

[TocraBpTe rajgouky, 9To0bl YAAIUTh 3aITUCh. 3aNUCh OYyAET
Yaaaure

yAaJIeHa MPHU CIEAYIONIEM COXPaHEHUH.

Omnpenenser cTpoky aoctyna Community Juist

npenocrasienus nocryna SNMPv3 arenram. Jlomyctumas

JUTMHA CTPOKH - OT 1 10 32 3HAKOB, TOMYCTUMBbIE CUMBOJIBI -
Cooo01ecTso .

ASCII ot 33 mo 126. Ctpoka Community mpuHUMAETCS 3a

CTPOKY 0€30IacCHOCTH M OTpaxkaTh cTpoku Community fis

SNMPv1 u SNMPv2c.

OnpenensioT agpec, ¢ KOTOPOro pa3peméx A0CTYI 10
HUcrounuk .

SNMP. MoXHO UCII0JIb30BaTh KaK OJIMHOYHBIN aJpec, TaK U
IP-anpeca .

MOJCETH BMECTE C MAaCKOH.
HcTouHuk Macku Macka nojiceTH 1j1s AuanazoHa aJipecoB, C KOTOPBIX MOXKHO
CeTH noakirouaTees mo SNMP.

5.5.3 Hacrpoiiku noJib3oBareJiei

Ora cTpaHuLa IpeJHa3HadeHa Ul HacTpoWku noib3oBatened SNMPv3. Kirouessie

o 3anuceii — 1D npuikka 1 Ums moan3oBares.
HacTtpoiika nons3zoeatens SNMPv3

Wmna YpoeeHs Mpoteken Mapone KoHdpupeHunaneHelid | KoHduaeHUHansHeIH
Gesor ayTeHTHPUKaLMK | ayTeHTH npoTokon napone
] 800007e5017f000001 default_user  NoAuth, MoPriv He yka3aH He ykazaH He ykazaH He ykazaH

Yoanute ‘ ID peuxKa

[ [oG3enTh 33aMMCs ] [ CoxpaHuTh ][ QuucTTs ]

ITapamerp Onucanne

Yaaautb [ToctaBbTe ranouky, 4To0bl YAAIUTh 3aMUCh. 3alUCh OyIeT
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yZajeHa Ipy CJIEIYIOLEM COXPAaHEHUU.

Crpoka, onpenensromas Engine ID, cBsizaHHBIH ¢ 3TON
3anuceio. ID nomkeH ObITh YETHBIM YMCIIOM, COCTOSIIIMM U3
10 - 64 mecTHaIATEPUYHBIX 3HAKOB, TIPH TOM HE COCTOSITh
ToabpK0 U3 HoJiel U 'F'. SNMPv3 ucnonb3yer Moienb
6e3omacroctr USM (User-based Security Model) ms
obecnieueHus 6ezonacHOCTH npuioxenuit 1 VACM
(View-based Access Control Model) st 6e3omacHocTH

ID aBukKa
noctyna. s USM ki1toueBbIMU SBIISFOTCS TIOJIS
usmUserEnginelD u usmUserName. B 6a3oBom
Bapuanre, usmUserEnginelD paBno snmpEnginelD. Oto
3HauUEHHUE TaKKe MOKET ObITh B3ITO U3 snmpEnginelD
yaan€éaHoro SNMP ycrporictBa. [[pyrumu ciioBamu, eciu
Engine ID paBno cucremuomy Engine ID - To 310

JIOKaJIbHBIN MOJIb30BATEIb; NHAYE - YAAIEHHBIN.

Crpoka, onpeensionias uMs M0Jb30BaTeNsl, CBSI3aHHOTO C
HNms noab3oBaresist 3TOH 3anuchio. Jlomyctumas anmHa cTpoku oT 1 1o 32,

nomnyctumbie cuMBoJIbl - ASCII ot 33 1o 126.

Omnpeenser NCIoJIb3yeMyI0 MOJICNTb 0S30TTaCHOCTH.
Bo3MmosxHbIE BapyUaHTHI:

NoAuth, NoPriv: 6e3 ayreHTH()UKAIIMN ¥ 3alUTHI JaHHBIX
YpoBeHnb Auth, NoPriv: ¢ ayrentudukamnueii, Ho 6€3 3aIUThI
0e3omacHOCTH JaHHBIX.

Auth, Priv: ¢ ayrenTudukanyeii u 3aUToN JaHHBIX.
YpoBeHb 0€30MaCHOCTH HE MOXKET OBITh U3MEHEH.

Y6enutech B KOPPEKTHOCTH MIEPBOHAYAIBHOI HACTPOUKH.

Onpez[enﬂeT HCHOJ’ILSyeMHﬁ IIPOTOKOJI aYTeHTI/I(i)I/IKaLII/II/I.
Bo3moxHbie BapHUAHTbI:

He yka3an: 6e3 npoTokoia ayTeHTU(UKaIuu

IIporoxoa
MD5: ucnonssyercs nporokon MD5
ayTeHTH(HUKALUH
MD5. SHA: ucnons3yetcst npotokoa SHA.
YpoBeHb 0€30MMacCHOCTH HE MOXKET ObITh U3MEHEH.
VY6eaurech B KOPPEKTHOCTH MEPBOHAYATIBHON HACTPOIKH.
Crpoka, ueHTUGUIUpYOLIas Mapojb ayTeHTH(PHUKALINN.
IHapoas Jns npotokonia ayrenTudukanun MDS nonycrumas aymuHa
ayTeHTH(HUKALUH cTpoku ot 8 1o 32. lns mpoTokoia ayrenTudukanun SHA -

oT 8 1o 40. Pazpemens! Tosibko ASCII cumBosbl ¢ 33 no
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126.

Ornpenenser UCTOIb3yEeMbIN TPOTOKOJ 3aIIUTHI JAHHBIX.

Konpuaenuuanabublii | Bo3MoXHbIE BApUAHTSI:
MPOTOKOJI He yka3aH: IpOoTOKOJI 3alIUThI JTaHHBIX OTCYTCTBYET

DES: ucnons3yercs nmpotokon DES.

_ | Crpoxka, uneHTuduIupyomas maposb 3alnuThl JaHHBIX.
KonpuaenuuaabHbli
Jonmyctumast [yiMHa CTPOKH OT 8 10 32, pa3pelieHbl TOJIbKO

napoJjb
ASCII cumBoutsl ¢ 33 o 126.

5.5.4 I'pynnoBbie HACTPOHKHU

Ora cTpaHuna mo3BosisieT HacTpauBath rpynnsl SNMPv3. KiroueBeie mnons —
Be3onacunas monean u bezonacHoe nms.

HacTtpo#uka rpynnsi SNMPv3

Yaoanute | EeszonacHan mogenk | BeszonacHoe umAa | WNma rpynnel
vl public default_ro_group
vl private default_rw_group
v2C public default_ro_group
vZ2c private default_rw_group

usm default_user default_rw_group

[ LoBaeure sanues | | Coxpawuts || Oumcruts |

[TocTaBbTe rajgouky, 4To0bl YAAJIUTh 3aIIUCh. 3aIUCh OyAeT
Yaaaure
yIajieHa MpH CICAYIONIEM COXPaHECHUH.

Omnpexensier MoieNb 0€30MTaCHOCTH STOM 3aIHCH.
Bo3MoskHbIE BapHaHTHI:

Be3onacuasn v1: 3apesepBupoBano it SNMPv1

Moje/Ib v2: 3apesepBupoBano st SNMPV2

usm: Moiesib 6€301aCHOCTH Ha OCHOBE T0JIb30BaTEIIs
(USM)

Crpoka, onpeaensmomnias cCTpoKy 0e30MacHOCTH 3TOU

besonacHoe umsn 3anucu. JlonmycTumas anuHa cTpoku oT 1 1o 32 3HaKoB,

paspemensl Toabko ASCII cumBouibl ¢ 33 o 126.

Crpoka, onpenernsonas Ha3BaHUe IPYIIIbI 3TON 3aIIUCH.
HNms rpynnsi Jlonyctumas [yinHa CTPOKH OT 1 10 32 3HaKOB, pa3penIcHbI

Tosbk0 ASCII cumBouEI ¢ 33 o 126.
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5.5.5 Tabdauna npocMoTpoB

Ha nanHo# cTpaHuiie MOXHO HacTpouTh Tabuuiyy mpocMoTpoB SNMPV3. Kirouessie

nosisi — [loecmorpers ums u Iloaaepeso OID.

MocmoTpeTk HacTpouky SNMPv3

Yoanute | MocmoTpeTe MMA | MocmoTpeTe THN | Meopnepeso OID

default_view BrnoueHo - 1

| [NoGaenTs 3annce | | CoXpaHnTh || OUncTUTL |

Yiaante

[TocTaBbTe ranouky, 4To0bl yIAIUTh 3aKCh. 3aKUCh OyIeT

yllajgeHa Mpu CJIeIYIOUEM COXpPaHEHUH.

IMocmoTpers nMst JUTMHA CTPOKH OT 1 10 32, pa3pemensl Tojibko ASCII

Crpoka, onpezenstomas uMs npocMotpa. Jlomyctumast

CUMBOJIBI ¢ 33 mo 126.

HOCMOTpeTb THII IpoCcMaTpuBaACMO€ IIOAACPEBO AOJIPKHO OBITH HCKIIFOUEHO.

Tun npocMmoTpa. Bo3MoXHbBI€ THIIBI TPOCMOTpA:
Bruroueno: ®iar, mokaspIlBarONIMid, YTO IPOCMATPUBAEMOE
MOAJIEPEBO JOHKHO OBITh BKIIOUEHO.

Broikaioueno: dnar, moka3pIBarOMINM, YTO

B o011em, eciau 3HaueHrE — BBIKII0OYEHO, TO JOJDKHO
CYIIIECTBOBATH €III¢ OJTHO 3HAYCHHE MPOCMOTPA, YSH THI -
Bkuroueno, u ueii OID nmomnepesa siBiisieTcst 6osiee o0Imm

10 CPaBHCHHIO C HpOCManHBaCMOﬁ 3aIMChI0 BBIK/II0UYeHO0

Moanepeso OID JaHHOMY npocMoTpy. Jomyctumas anunaa OID ot 1 no 128,

OID, onpenensronuii KOPEHb MOIIEPEBa, T00aBIAEMbIN K

pa3pernieHbl TOJIBKO IUGPBI UITH 3BE310UKH (*).

5.5.6 Tabauubl gocTyna

Ota cTpaHMLA MO3BOJIAET HacTpauBaTh Tabmuibl jgoctyna SNMPv3. KiroueBbimu

noyisiMu  3anuceil sBisitorcs Mmsa rpynnsl, Moaess 0e30macHOCTH U YPOBEHb

0€30IMacHOCTH.
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HacTtpouka goctyna SNMPv3

Ypanurs | Wwms rpynnel | Mogens 6esonacHoctn | YpoeeHs GesonacHoctu | Cuuratk View Name | 3anucare View Name

default_ro_group
default_rw_group

NwoBoid MNoAuth, NoPriv default_view w He ykazaH
NwoBoid MNoAuth, NoPriv default_view w default_view -

[ mocasurs 3anues | | Coxpanuts | [ Ounctuts

Yiaaute

[TocTaBpTe ranouky, 4To0bl yIAIUTh 3alKCh. 3aHCh OyIeT

yllajgeHa Mpy CJIeIYIOLUEM COXpPaHEHUU.

HNms rpynnsi

Crtpoka, onpenenstonias Ha3BaHUe TPYIIIbI, K KOTOPOH
MNPUHAIJICIKUT 3Ta 3alUCH. I[OHyCTI/IMaﬂ AJIMHA CTPOKHU OT 1
10 32 cumMBOJIOB, paspenieHsl ToJapko ASCII cumBodet ¢ 33
no 126.

Mopean

0e30ImMacHOCTH

Omnpenenser MoJienb 0€30MaCHOCTH sl TAaHHOW 3aITHCH.
BosmorxHbIE MOIENN:

v1: 3apesepBupoBano maiust SNMPv1

v2: 3apesepBupoBano st SNMPV2

usm: MO)IGJ'IB 0€30IMaCHOCTH Ha OCHOBE MOJIL30BATENA
(USM)

YpoBeHb

0e30macHOCTH

OmnpepensieT UCIOIB3YyEMYIO0 MOJIETb 0€30ITaCHOCTH.
Bo3MoskHBIE BapHAHTHI:

NoAuth, NoPriv: 6e3 ayreHTH()UKAIIMN ¥ 3alUTHI JaHHBIX
Auth, NoPriv: ¢ ayrentudukamnueii, Ho 6€3 3alUThI
JTAHHBIX.

Auth, Priv: ¢ ayrenTudukanueii 1 3aUTON JaHHBIX.
VYpoBeHb 6€30MacHOCTH HE MOXKET OBITh H3MEHEH.

Y6enutech B KOPPEKTHOCTU NIEPBOHAYAIBHOI HACTPOUKH.

Cuurars View
Name

Hazsanue MIB, conepskaiiero 00beKThl, 3HaU€HUS KOTOPBIX
MOXHO 3ampaiuBaTh. JlomycTumas AjiMHa CTpOKH - oT 1 10

32 cumMBoJI0B, Aonyctumblie cumBoJibl - ASCII ¢ 33 no 126.

3anucare View
Name

Haszsanue MIB, conepaaiiiero o0beKTbl, 3HaY€HUS KOTOPBIX
MO’KHO M3MeHATh. [lomycTumas [yinHa cTpokH - ot 1 1o 32

CHUMBOJIOB, onycTuMble cuMBOIIbI - ASCII ¢ 33 o 126.
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5.6 Ilpuoperuszanusi Tpadpuka
5.6.1 IlonaBiieHue WITOPMOB

Ota cTpaHuIa MO3BOJSET HACTPAUBATh (DYHKIIMIO MOJABJICHUS IIUPOKOBEIIATEIBHBIX
LITOPMOB.

Juia  kaxgoro  tuma  Tpapuka  (OJHOAAPECHOTO,  MHOIOAIPECHOTO U
LIIMPOKOBEIIATEIbHOIO)  CYHIECTBYET CBOM ypOBEHb IIOJIaBJIEHHUS IITOPMOB.
[TonaBnenue kacaeTcst TOJBKO MITOPMOBOTO Tpaduka, TO ecTh KaapoB ¢ mapoit VLAN
ID - DMAC, ne npunamnexarnieit k Tabnuine MAC aapecoB ycTpoicTsa.

VYpoBeHb paBeH 2”n, rae n MeHbine win pased 15, wimm "No Limit". Eagunawnna
u3MepeHus MoxeT ObITh 00 Pps (packets per second), nmu6o kpps (kilopackets per
second). Hactpoiika ompenenseT IOMYyCTHMBIA YpOBEHb OOpaOOTKH IMaKeTOB IS
OJIHOQ/IPECHOTO, MHOTOQJIPECHOTO U IIHPOKOBELIATENILHOTO Tpaduka sl BCEro
KOMMYTAaTopa.

[Ipumeuanue: Kanpsl, He otnpaBiasieMble B CPU kommyTaTopa Bcerja OrpaHU4eHbI
npuMepHo a0 4 Kkpps. Hampumep, IIHMpokoBemiaTenbHbId Tpapuk Bo VLAN
YIPaBJICHUS] OTPAHUYEH UMEHHO J10 3TOro nopora. VLAN yrpaBiieHUs: HACTpaUBAETCs

BO BpeMs HacTpouku IP.

HacTpolika ynpaBneHus WUMPOKoBeLlaTeNbHbIM LUTOPMOM

Twvn kagpa | Brnouute | MponyckHaa cnocobHocTs (Nak/cek)
Unicast 1 -
Multicast 1 -
Broadcast 1 -

CoxpaHuTe || CopocuTe

Hactpoiiku B KaX10# CTPOKE OTHOCSTCS K OTPEICIEHHOMY
Tun kagpa . .

THITY KaJpoB: unicast, multicast niu broadcast.

BriroueHne wim OTKIFOYEHUE KOHTPOJIS IITOPMOB IS
Briawunth

YKa3aHHOTO THIIAa KaJIpOB

YpOoBEeHb CKOPOCTH, U3MEPSIEMBIH B MAKETaX B CEKYHY
Iponycknas (pps). Bo3moskuebie 3uauenus: 1, 2, 4, 8, 16, 32, 64, 128, 256,
CIOCOOHOCTH 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K

w 1024K. 1 kpps = 1002.1 pps
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5.6.2 Knaccudukauusi nopToB

QoS — »st10 cokpamienue oT cioBocouetanusi Quality of Service. Dto cmocob
JNOCTUXEHUST 3(PPEKTUBHOrO MCIIOJIB30BAHUS TPOIYCKHOM CIIOCOOHOCTH MEXIY

OTACJIIbHBIMU IMPUTIOKCHUAMU HUJIU ITPOTOKOJIAMH.

Knaccudgpukaumsa exogHoro nopra QoS

nDpT| Knacc QoS | YpoeeHe DP | PCP | DEI | Knaccudh. Tara | Ha ocHoee DSCP

* == - == - == v = o

1 0 - 0 - 0~ 0= BriknioyeHo
2 0 - 0« 0~ 0~ BrlkKnHOYeHD
3 0« 0« 0~ 0« BelknroyeHo
4 0 - 0« 0~ 0~ BrlKnHOYEHD
5 0 - 0« 0~ 0+ BrlknroyeHo
6 0 - 0« 0~ 0~ BriknroyeHo
7 0 - 0« 0~ 0+ BrlknroyeHo
8 0 - 0 - 0~ 0= BriknioyeHo
o] 0 - 0« 0~ 0~ BrlknroyeHo
10 0« 0« 0~ 0~ BrlknroYeHo
11 0 - 0 - 0 - 0= BelknKoYeHo
12 0 - 0« 0~ 0+ BrlknroYeHo

Howmep nmopra, kK KOTOpOMY MPUMEHSIOTCS YKa3aHHbIE HUKE
IMopt .
HACTPOUKH.

Onpenensier kinacc QoS 10 yMOJTYaHUIO.

Bce kaape1 nonyyarot kiace QoS. Mexay kinaccom QoS,
O04YEpEIbI0 U IPUOPUTETOM CYHIECTBYET IpsiMast
B3auMoCBs3b. Kimacc QoS ¢ Homepom 0 (HOJIb) uMeeT
HAaMMEHbIINUN TPUOPUTET.

Ecnu nopt pacno3naér VLAN u kaap umeer Ter, To KaJp
knaccuduuupyercs kak QoS kimacc, OCHOBBIBasICh Ha
3HaueHuu PCP, kak nokasano Hwxke. B npoTuBHOM cityuae,
Knace QoS
KaJp kinaccuduimpyercs kiaccoM QoS mo yMoJI4yaHHIo
3nauenne PCP: 01234567

Kimacc Q0S:10234567

Ecnu nopt pacnioznaér VLAN, u kaap UMeeT Ter U
Knaccudukanus TeroB BKIIOU€Ha, TO KaApy OyAeT Ha3HAYeH
knacc QoS, cootsercTByromuil PCP u DEI nonsam tera. B
MPOTHUBHOM cllydae, Kajap Kiaccupuuupyercs kiaccom QoS

10 YMOJIYaHHIO
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[IpucBanBaemsrit kacc QoS MOKeET OBITH MEpeONnpeesIEH
3anucbio QCL.

[Ipumeuanue: ecnu kiacc QoS 1Mo ymMoI4aHHIO ObLT
JTUHAMUYECKH U3MEHEH, TO TeKyIiee 3HaueHne QoS 1o
YMOJTYaHHIO OyIeT yKa3aHo B CKOOKaX MOCIe HACTPOSHHOTO

3HaueHus QoS 1o ymMoJI4aHHIo.

Hacrpoiika ypoBusi Drop Precedence Level mo ymouanuto.
Bcewm kagpam HazHaugaercs ypoeHs DP.

Ecnu nopt pacno3naér VLAN u kaap umeer ter, To ppeim
nony4uT ypoBeHb DP, paBublii 3HaueHunro DEI tera. B
MIPOTUBHOM clly4ae, Kajp kiaccuduuupyercss yposHem DL
110 YMOJTYAHUIO.

Yposens DP Ecimu moptr pacnmo3naér VLAN, u kagp uMeer Ter u
Knaccudukanus TeroB BKIIOYEHA, TO (pelM MOIyduT
yposeHnb DP, coorBercTBrOmmii 3HaueHusM PCP u DEI Tera.
B npoTtuBHOM ciyuyae, Kaap KiaccuuUUpyeTcs YpOBHEM
DL no ymon4anuto.

[IpucBanBaemsbIit ypoBeHb DP MokeT ObITH IEpEOnIpeienéxH

3amuchio QCL.

Omnpenenser 3Hauenne PCP no ymosuanuto.

BceMm kagpam naznavaetrcs 3nauenue PCP.

PCP Ecnu nopt pacno3naét VLAN u kaap umeer Ter, To KaJp
KJIaccuGUIUpPYyeTcs B COOTBETCTBUU co 3HaueHuem PCP B
Tere. B mpoTUBHOM cityyae, KaJipy IpUCBauBaeTCs 3HaYCHHE

PCP no ymosmuanuto.

Omnpenensier 3Hauenue DEI mo ymonuanuro.

Bcewm kaapam Haznauaercs 3HaueHue DEI.

DEI Ecnu nopr pacno3naér VLAN u kaap uMmeer Ter, To KaJap
KJIacCUUIMPYETCS B COOTBETCTBHH co 3HaueHueM DEI B
tere. B npoTuBHOM cityyae, KaJapy IpUCBAauBAETCS 3HAUCHHE

DEI o ymomnuanuso.

Pexum knmaccuduKkanmym  TETUPOBAHHBIX  KaJpOB  JUIA
JAHHOTO TOpTa.

Kaaccnduxkanus Boikitoyeno: [ TerupoBaHHBIX — KagpoB  OyayT
Tara ncnoJib30BaHbl kKnace QoS u yposens DP 1o ymonuanuto.

Bkawueno:  Jlng  TerupoBaHHBIX — KaApoB  Oyayr

UCIOJIBb30BaHbl cooTBeTcTBYIoIME 3Hauenus PCP u DEI.
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I[JISI HU3MCHCHUSA PCKUMaA / COIIOCTABJICHHUA, KIHMKHHUTC

MBIIIKOM.

[Ipumedanue: Dta HACTPOIKa HU HA YTO HE MOBJIMSIET, €CIIU
nopt He pacno3Haér VLAN. TerupoBaHHbI€ KaJphl,
IIOJIy4E€HHBIE Ha TAKOM MOPTY Beerza OyayT NoJrydaTh Kiace

QoS u yposens DP no ymonuanuto.

Ha ocnoe DSCP

Bxotounts QoS ximaccudukanuio nmpuHUMaeMoro Tpaduka

Ha ocHoBauuu DSCP.

5.6.3 Ilepeonpenesienue Tera aJisi BXoAsero Tpagpuka

Ora cTpaHuna orodpaxaer 0030p mepeonpeaeneHus Q0S mis ucxozsmero Tpapuka

JJId BCEX MOPTOB KOMMYTATOPA.

OOHOBUTBE T3r BbiXogHoOro nopta QoS

Mopt | PexuM
1 KnaccvdwUWMpoOBaHHBIA
2  KnaccudWUWpoBaHHBIA
3 KnaccudWUWpoBaHHBIA
4  KnaccudWUWpoBaHHBIA
5  KnaccudWUWpoBaHHBIA
& KnaccudWUWpoBaHHBIA
7 KnaccudWUWpoBaHHBIA
2 KnaccwdwWUWpoBaHHBIA
9  KnaccudWUWpoBaHHBIA
10  KnaccgrUMpOBaHHEIM
11  KnaccgWUMpOBaHHEIN
12  KnaccgWUMpOBaHHEIN
12 KnaccdWUMpOBaHHEIN
14 KnaccgWUMpOBaHHEIM
15  KnaccngrUMpOBaHHEIN
16 KnaccgrUMpOBaHHEIN
17  KnaccngrUMpOBaHHEIN
12 KnaccugrUMpOBaHHEIM
19  KnaccgrUMpOBaHHEIN
20  KnaccvdyMUWpOBaHHBIA
21 KnaccvdyMUWpOBaHHBIA
22  KnaccvdyMUWpOBaHHBIA
22 KnaccvdyMUWpOBaHHBIA
24 KnaccvdyvUWpOBaHHBIA
25 KnaccvdyvUWpOBaHHBIA
26  KnaccvdyvUMpOBaHHBIA

IHopT

Jlornueckuii HOMep MOpTa, YbU HACTPOMKH OTPAKEHBI B TOU
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e CTpPOKE.
JI1s1 HaCTPOMKM MEPEOIPENEIICHUS TEra, HAXKMNUTE HA HOMEP

nopTa.

Pe:xum

OToOpaxkaeT peXuM MepeonpeiesieHUs TEroB JJIs 3TOTO
nopra.

KaaccuduuupoBaHHbIii: HCHIOIB30BaTh KiIacCH(DHUKAIIIO
PCP/DEI.

ITo ymosuanuio: ncnoas3oBats 3Hauenuss PCP/DEI o
YMOJTYaHHUIO.

ComnocraBiieHHBIH: NCIIOJIB30BaTh NEPEBEIEHHBIE BEPCUU
kimacca QoS u DPL.

5.6.4 DSCP na noprax

Ora cTpaHUIla O3BOJIIET MPOU3BOIUTEL 0a30BbIe HacTpoiiku QO0S Ha mopTax DSCP st

BCEX IMMOPTOB KOMMYTATOPA.

Hactpouka DSCP noprta QoS
T Bxon Bbixon
Mepeesectn | Knaccucpuumporears Mepesanucate
* == - == -
1 BrikniounTe »  BeIKNOYWTE -
2 BulkniounTe +  BbIKNOYATE -
3 BuikniounTe »  BbIKNOYNTE -
4 BeIKNIOUWTE - BHIKNHOUNTL -
5 BuIEMNOUYNTE »  BbIKNKOYNTE -
B BuIEMNWOYNTE »  BbIKNKDYNTE -
7 Belknwouute - BrIKMHOUNTL -
8 BulkniounTe »  BbIKNKOYNTE -
a BHIENKYATE - BRIKNKUYNTE -
10 BelknioyutE - BbIKNKYNTL -
11 Belknioyuts -+ BoIKNHYNTL -
12 BelKNIOUUTE - BHIKNHUNTE -
13 BeIKNIOUWTE - BHIKNHOUNTL -
14 BeIKNIOUUTE - BHIKNHUNTL -

IHopT

Cronber, 0TOOpaxaroUUil CIUCOK MOPTOB, sl KOTOPBIX

noctynHa HacTpoiiku DSCP mist Bxoasmero u
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UCXOJSIIEro Tpaduka.

Hacrpoiika, no3Bossroniasi KOHQUTYpUpOBaTh
KJIacCU(UKAIIIO U BXOSIIET0 TpaduKa.

Bxon Jnst Bxosimero Tpaduka JOCTYIHBI ABA IapaMeTpa:
1. IlepeBectu

2. Knaccupummposatsb

ITocraBbTe ranouky Ui BKIIOYEHHUs IEPEBOA Kiacca
1. IlepeBecTn
BXOJIS1IEero Tpaduka.

Knaccugukanus tpaduka MoxeT NpuHUMaTh OJHO U3 4
Pa3JINYHBIX 3HAYCHHM:

Beikiawounts: OtcyrcrBue knaccupukanuun DSCP
BXO/JIs1IeT0 Tpaduka.

DSCP=0: KnaccudunupoBats BXOISAIMIUH (MK

2. KnaccupuuupoBaTth | IepeBecTH, €Ciy BKiItoueHo) Tpaduk kak DSCP = 0.
Bei0pano: KnaccuduuupoBaTh TOIbKO BbIOpaHHBIE
DSCP, nns koTOpbIX Ki1accu(UKalus MPOUCXOIUT 110
npaBuiaM, ykazanHbiM B okHe DSCP IlepeBectn ajis
onpenenéuubix DSCP.

Bce: xnmaccudunuponats Bce DSCP.

3HaueHue nepe3anucu i UCXOASIIEro Tpaduka MOKeET
OBITH OJTHUM U3 CIIETYIOIIUX !

BbIKk/II04eHO: Tiepe3anuch JUisi UCXOAIIero Tpaduka
OTKJIIOYEHA.

BkJ1r0o4eHo: niepe3anuch BKIOUYEHA 0e3
NepeorpeieICHHUS.

Ilepena3znaunts 06e3 yuera DP: Ananuzarop
nepeonpenensier DSCP ans kaapa, UCHOIb3ys HOBOE

B 3HaueHre DSCP. Hosoe 3nauenre DSCP Bcerma Gepércs
pixoa n3 tabauiel 'DSCP Ilepe3anuch-> BoixoaHas
Ilepe3anucy DPOQ'.

Ilepenaznauntsb ¢ yuerom DP: Ananusarop
nepeonpenenser DSCP ans xaznpa, ucrosb3yst HOBOE
3Hauenue DSCP. B 3aBucumoctu ot yposas DP kanpa,
HoBoe 3HaueHne DSCP 6epércs nmubo n3 Tadnuuel ‘DSCP
Iepe3anuce -> Boixognasn Ilepe3zanucy DPO', mu6o u3
tabnuiel 'DSCP Ilepe3anuch -> Boixoanasi
nepe3anuch DP1".
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5.6.5 IoruTHKA OPTOB

Ora CTpaHHUIla MMO3BOJIACT HACTPAUBATD IMMOJIMTHKY IJI BCEX IMOPTOB KOMMYTATOPA.

QoS orpaHM4YeHMa Ha BXoAAWMN Tpacuk nopTa

Mopt | BxnioyeHo | CKopocTk | YerpoWcteo | YnpaeneHWe noToKom
= 500 =¥ -
1 500 Koutic -
2 500 Koutic -
3 500 KOWTIC -
4 500 KGUTIC -
5 500 KOuTic -
3] 500 KOWT/IC -
7 500 KBUTIC -
8 500 KOuTlc -
9 500 Koutic -

10 500 KGUTIC -
11 500 KGUTIC -
12 500 KButic -
13 500 KGUTIC -

Howmep nopra, kK KOTOpOMY MPUMEHSIOTCS YKa3aHHbIE HUKE
opt .
HACTPONKH

Onpenenser, BKIOYEH JIM PETYJIUPOBIIUMK Tpaduka s
Bxiaroueno
JAHHOTO TOPTA.

Omnpenensier orpaHUYEHNUE CKOPOCTH TSl PETYIUPOBILIHKA.
3HayeHue no ymonyanuto - 500. JlomycTrMble 3HAUCHUS
aroro napamerpa - ot 100 go 1000000, eciiu enmHAIA
Ckopoctb U3MepeHust — «KOuT/c» unu «kap/e» u ot 1 1o 3300 ecnu
eIuHUIA u3mMmepenus — «Mout/c» nu «Kkap/e»

D710 mose 0ToOpaXkaeTcs TOJNBKO B CIy4ae, eCIu XOTs Obl

OJIUH OTPAHUYHUTCIIb BKIIFOYCH.

Onpenenser eqMHULY U3MEPEHUSI CKOPOCTH IS
YcrpoiicTrBo PETrYIMPOBIIUKA «KKOUT/C», «MOMUT/C», «KAp/c» nunu

«Kkap/c». 3HauyeHHEM 110 YMOJIYAHUIO SBJISETCS «KOHUT/C»

Ecnu BKIIFOUEH pEXUM YIIPABIEHUS [IOTOKOM U ITOPT
Yupasienue
HaXOJHUTCS B IAaHHOM PEXHUME, TO BMECTO OTOPACHIBAHHS
IMOTOKOM

KaJIpOB MMOCBUIAKOTCA KaAphbI Iay3bl.
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MoamTHKa 04epenei

Ora cTpaHula M03BOJISET HACTpauBaTh IOJUTUKY OUepeei Ui BCEX IOPTOB

KOMMYTATopa.
QoS orpaHU4eHUA Ha BXOASALLY oYepelb yrpaBreHUs

Mo [ Ouepegs0 [ Ouepege 1 | Odepeas 2 [ Ovepeas 3 | Odepens 4 | Ovepege 5 | O4epens 6 | Ovepeas 7
T [E] Rate | Unit [ Bkniounte | Bkniounte | Brkniounte | Bkniovnte | BrniovnTe | Brnounte | Brnkounte
=3 500 == v
1 |« 500| kbps v
2 500 kbps v
3 500| kbps v
4 500 kbps v
- Howmep nopra, kK KOTOpOMY TIPUMEHSIOTCS yKa3aHHbBIC HIKE
opT

HACTPOWKHU

Brarounts (E)

Omnpenenser, BKIIIOYEH JIM OTPAaHUYUTEND Tpauka s

JAHHOTO TMOopTa.

Rate

Omnpenenser orpaHUUEHUE CKOPOCTH JIJISL PETYIUPOBITHAKA
ouepenei. 3HaueHue Mo ymomdanuio - 500. JfomycTumbie
3HayeHus 3Toro napamerpa - ot 100 go 1000000, eciu
eIUHUIBI U3MepeHus - «KOuT/c» u ot 1 1o 3300 ecnu
eIUHUIBI u3MepeHus — «MOouT/c».

370 noje 0ToOpa)kaeTcs TOIBKO B TOM CITy4dae, €CIIU XOTs

Obl OJIMH OTPAHUYUTEIb TPa(UKa BKIIOYECH.

Unit

Omnpenensier eAUHUIIBI U3MEPEHUS ISl PErYIUPOBIIHKA,
KOUT/Cc i MOuT/c. 3HaUueHUEM 10 YMOJTYAHHIO SBIISICTCS
«KOUT/C»

9T0 none 0To6pa>1<aeTc;1 TOJIBKO B ClIy4dac, €CJIU XOTA OBI

OJIMH OI'PAaHUYHUTCIIb Tpa(bI/IKa BKJIFOYCH.
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5.6.6 IlliaHupoOBIIUK ¥ (POPMHUPOBATEIH BHIXOJHBIX MOPTOB Q0S

Ha sT0ii cTpaHuile BBl MOXET€ HACTPOUTH IJIAHUPOBUIMK U (HOPMHUPOBATENH IS

OMpCACIICHHOIO ITOpTa.

Crporuii npuopurer

Mopt1 »

YnpaeneHue U nnaHupoeaHue BbixogHoro nopta QoS lopt 1

| PexuM NnaHUMpoBaHWA | CTporui npuopuTeT v |

YnpaeneHue o4epegso | YnpaeneHue nopTom |
Bknro4nTe | CropocTs | EA. wamM. | MsGeiTok | Bknio4uTe | CropocTs | EQ. MaM. |

B

—O=-A—0

o
= =3
w
r
=
i
-
y _—

Coxpauts || OuvcTuTh || OTMEHWTL

- Ornpenenser, B KAKOM pexuMe IUIaHUpoBLIUKa, «CTporuit
CAIM npuoputer» unn «B3BeleHHblity, Oyner pabotaTh

IVIAHUPOBAHUSA .

YKa3aHHBIN MOPT.
Ynpasienue Bri6epute, uT0OBI BKIIOUUTH (POPMHUPOBATENH OUEPEIH IS
oyepeabIo OT/AEJIbHBIX [IOPTOB KOMMYTATopa.
Briaounts

HactpauBaet ckopocTh Kaxa0ro (hopMHUpOBATENs OYepEeIn.
YnpasJiienue 3HaueHue no ymona4aHuro - 500. 3To 3HaUE€HNE OTPAHUUYEHO
o4yepeabro ot 100 mo 1000000, korga B kKa4eCTBE eIMHUI] U3MePEHUS
Ckopoctb BoiOpanbl K6/c, u orpanmueno or 1 mo 3300, xorma B

KaueCcTBE eIMHHUI] U3MepeHus BeIopansl Mo/c.
Ynpasiienue HactpauBaer ckopocTh Kaxa0ro (hOpMUPOBATENS OYESPEIH.
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ouepensro Ex. usm.

3HaueHue no ymonuanuto - 500. 3To 3HaueHUE OrpaHUYEHO
ot 100 1o 1000000, koraa B KauecTBE eAMHHUI] H3MePEeHUS
BbIOpanbl Ko0/¢, u orpannueno ot 1 go 3300, xorja B

Ka4yecTBE eUHUL M3MepeHus BoIOpanbl Mo/c.

Yupasienue

oYepeablo N30bITOK

Omnpenenser, pa3pelieHo J1 04epean UCII0JIb30BaTh

M30BITOYHYIO TIOJIOCY IPOITYCKAHHUSL.

Yupasienue

nmopTrom Bxkiaoyurthb

Bri6epute, uT0OBI BKIIOUNUTH (POPMHUPOBATENH MOPTOB /IS

OTIEJIBHBIX MOPTOB KOMMYTaTOpA.

Yupasienue

noprom CkopocTth

HactpauBaer ckopocTh kaxa0ro opMHUpoBaTess HOPTOB.
3HaueHue no ymonuanuto - 500. 3to 3HaueHUE OrPaHUYECHO
ot 100 mo 1000000, kora B Ka4eCTBE eAUHUI] U3MEPEHUs
BbIOpansl K6/¢, u orpanmdeno ot 1 no 3300, koryaa B

KauecTBE eMHHUI] U3MepeHus Bbiopansl Mo/c.

Yupasienue

noprom Ex. u3m.

HaCTpaI/IBaeT CAVMHUIBI U3MCPCHUSA JI KaXKJ10T0

dhopmupoBarens moptoB kak Ko/c nmu M6/c. 3HavueHue mo

ymomuanuio — Ko/c.

B3BemeHHLIi

MopTt1 v

YnpaBneHue u

nnaHMpoBaHWe BbIXogHOro nopta QoS MopTt 1

bl

n

| B3seleHHbIR v |

YnpaeneHue o4yepensro

heduler | [ YnpaeneHue nopTom |

| Bknrouute | CropocTe | Ea. uam. | Wabuitok Percent |

| Bknioumnte | CkopocTe | EA. nam. |

aol-(s
500 v 7 1?%/
a1 S
500 7| 17
D
= 7w | W ?
Qi S R R
500 v T 7%
O
=5 R | 500 Kole v
500 - 17 1?%\ E
asp-(E)— T
500 7 17%
as}-(s)
500 \
arl-(s

CoxpaHuTs || OUMCTHTE

OTMEHHTE
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Omnpenenser, B KAKOM peKUMeE IIaHUPOBIIKKA, «CTporuit

Pexum .
npuopuTeT» win «B3BemeHHbIHY», OyaeT paboTaTh
IJIAHUPOBAHUSA .
yKa3aHHBIH MOPT.
Ynpasiienue Bribepure, 4TOOBI BKIIOUUTH (POPMHUPOBATENH OUEPEIN IS
oyepeablo OTJIENIbHBIX MIOPTOB KOMMYTATOPA.
Briaounts
HactpanBaet ckopocTh Kaxa0T0o (popMUpOBaATENS OUEPETH.
Ynpasienue 3nauenue no ymonadanuio - 500. 1o 3HaUEHUE OTPAHUYEHO
oyepeablo ot 100 mo 1000000, korga B Ka4yeCTBE eIMHUI] U3MePEeHUsI
Ckopoctb BeIOpansl K6/c, u orpanmdyeno or 1 mo 3300, korma B
KauecTBE eIMHHUI] U3MepeHus Bbiopansl Mo/c.
HactpanBaet ckopocTh Kax10T0 (GOpMHUPOBATEISI OUEPETH.
3HadeHue 1no ymoayanuto - 500. 1o 3HaUeHUE OrPAHUYECHO
Yupasienue

ouepennvio Ex. usm.

ot 100 mo 1000000, korga B Ka4ecTBE eAMHUI] U3MePeHUs
BbIOpanbl Ko/¢, u orpannueno ot 1 1o 3300, xorna B

KadecTBE eIMHMIl M3MepeHus BriOpans Mo/c.

YupasieHue

ouepenbio U30bITOK

Omnpenensier, pa3perieHo Ju 0OYeped NCTI0Th30BaTh

M30BITOYHYIO MOJIOCY IPOITYCKaHMUSI.

Ils1aHupoBIIUK

ouepenn Bec

HactpauBaer Bec kaxaoil ouepeau. 3HaueHue 1o

yMOJT4YaHUIO paBHO 17. DTO 3HaueHUe orpaHuyeHo ot 1 10
100. 3ToT mapaMeTp 0TOOpaXkaeTcs TOJIBKO B TOM cllydae,
€CJIU U1 PeXUMa IJIaHUPOBIIKMKA YCTAHOBIICHO 3HAYCHHE

B3BenieHHbIM.

IlnanupoBUIHK

ouepenu IIpouneHTHI

[Toka3bIBaeT Bec ouepe I B MPOILEHTaX. DTOT MapamMeTp
0TOOpaxkaeTcst TOJILKO B TOM CIIy4ae, €ClU Ui pexuMa

IIaHUPOBIINKA YCTAHOBJICHO 3HAUYCHUC B3BenmeHHBbIN.

Yunpasiaenue

nmopromM Brio4urs

Bri6epuTte, uT0OBI BKITIOUUTH (GOPMHUPOBATENH MOPTOB IS

OTHACJIbHBIX IIOPTOB KOMMYTATOpAa.

Yupasienue

noprom CkopocTth

HacrtpauBaet ckopocCTh Kaxa0ro (opMHpPOBATENS TTOPTOB.
3HaueHue no ymonuaHuto - 500. 3To 3HaUEHUE OrPaHUYECHO
oT 100 1o 1000000, koraa B Ka4ecTBE eANHUI] H3MEPEHHUsA
BbIOpanbl Ko/¢, u orpannueno ot 1 g0 3300, xorga B

KadyecTBE eMHUL H3MepeHus BbIOpaHs Mo/c.

Yupasienue

noprom Ex. usm.

HacrtpauBaer equHuULIBI U3MEPEHUS TSI KaX0TO
dhopmupoBarens noptoB kak Ko6/c umun M6/c. 3naueHue mno

ymoaganuio — Ko/c.
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5.6.7 Il.IaHMPOBIIUK BBHIXOAHBIX IOPTOB

SWMG-22GT-2GC-2GSFP
PYyKoBOACTBO MO 3KCM/yaTaLmm

DTa cTpaHulla MO3BOJISIET MPOCMaTpuBaTh Bce QOS MIaHUPOBIIMKH JJI1 UCXOISIIETO

Tpaduka 115 BceX MOPTOB KOMMYTAaTOpa.

NMnaHnpoBLKK BbiXogHOrO nopTta QoS

lMopr

Pexmm

lMNpuopurer

CTporvi
CTporvi
CTporvi
CTporvi
CTporvi
CTporvi
CTporvi
CTporvi
CTporvi
CTporvi
CTporvi

[T < I I TR ) R S Y R LW I

=
= 2

NpHUopUTET
NpUoOpUTET
npUopuTET
npUopUTET
NpHUopUTET
NpUoOpUTET
npUopuTET
npUopUTET
NpHUoOpKUTET
NpHUoOpUTET
npUopuUTET

Q0 [ Q1] Q2

Q3[Q4]| Q5

ITapametp Onucanue

Homep nopra, HacCTpOHKH KOTOPOTO OTOOPaKEHBI B CTPOKE.
MopT Jliig penakTupoBaHUS MIIAHUPOBIINKA, HAKMUTE Ha HOMEP
nopra.
Pesxxum OTtoOpaskaeT peKuM IUIaHUPOBAHUS Ul YKa3aHHOTO MOPTa.
Qn OTtoOpaskaeT Bec AJ1s JaHHOM o4yepeau U Mmopra.

5.6.8 ®opmupoBaHue NOPTOB

OTta cTpaHuLa 03BoJIsAET pocMaTpuBaTh Bce QOS hopMupoBaTenu nopTos Jyis BCexX

IIOPTOB KOMMYTATOpAa.

KoHdurypauus BeixogHoro nopta QoS

Mopt

Ynpasnenuwe

Q0 | 01 [ Q2 | Q3 | @ [ @ | @6 | Q7 | nNopr

LR W R e

ITapamerp

BhIK/HIYEHD
BiknkoueHo
BrlkniyeHo
BulknoyeHo
BulkniyeHo

BhIKNHIYEHD
Bhlk/koueHo
BelknHyeHo
BriknioyeHo
BrlikniiyeHo

BhIKIHIHEHD
BelkitodeHo
BelkniyeHo
BuiknioyeHo
BeikniyeHo

BelklodeHo  BrlkniodeHo
BelkHO4eHD  BelknideHo
BeiknioyeHo  BelkniodeHo
BhiknioyeHo  BelkniodeHo
BeiknioyeHo  BelknkodeHo

BhIK/KIUYEeHO
BelknoueHo
BelknioyeHo
BelknioyeHo
BelkniodeHo

BhIK/HIYEHD
BiknkoueHo
BrlkniyeHo
BulknoyeHo
BulkniyeHo

BhIKNHIYEHD
Bhlk/koueHo
BelknHyeHo
BriknioyeHo
BrlikniiyeHo

BhIKHI4EHD
BelkntodeHo
BolknioyeHo
BuiknioyeHo
BeikniyeHo

Onucanue

IHopT

Howmep nopra, HacTpoMKH KOTOPOro OTOOpaXKeHbI B CTPOKE.
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JIns HacTpOMKM IUIAHUPOBIIMKOB HAKMUTE HA HOMED MOPTA.

OTtobOpaxaer «BBIKJII0YEH0» UITH TEKYILIYI0 CKOPOCTb

Pexum orpannueHust (opMUpoBaTens ouepeau - Harpumep, «800
Mowurt/c».
OtoOpaxaer «BBIKJIIOYEH0» WIN TEKYIIYI0 CKOPOCTh

Qn orpanu4eHus: (opMHpOBaTENs MOpTa - Hanpumep, «800
Moburt/c».

5.6.9 QoS Ha ocnoBe DSCP

Dra cTpaHWIla MO3BOJISICT MPOU3BOAUTL 0a3oBbie HacTpoiiku QoS Ha ocHoBe DSCP

KJIacCU(UKAMU TPUHUMAEMOT0 TpaduKa /Ui BCEX KOMMYTaTOPOB.

Knaccudmkaumsa exogawmx DSCP Ha ocHOBe

DSCP | Ooeepue (ypoEeHs OoBepUA) | QoS Class | DPL

* == . ==
-

-

- -

o o o o ol o
1

ol ol o a|ll af o
1

MaxkcuManabHOE KOJIMYECTBO MOJIEPKUBAEMBIX 3HAUYCHUN
DSCP - 64

Onpenenser ypoBeHb noBepusi onpenenénHoro DSCP.

DSCP

Tonbko  noBepeHHble  3HaueHuss DSCP  nomywator
Hosepue onpenenénuplii knacc QoS u 3nauenue Drop Precedence
Level. Kampsl ¢ HemoBepeHHbIM ypoBHeM DSCP

o0OpabaTsIBIOTCS Kak He-IP xaapsl.

QoS Class 3Hauenue kimacca Q0S MoxkeT ObITh JTH00BIM B Aramna3oHe 0-7

DPL 3uauenue ypoHs DP (Drop Precedence Level) moxer ObITh

mr00sIM B nuamnasone 0-1
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5.6.10 Tpancassuusa DSCP

Ora cTpaHuIla MO3BOJISET MPOU3BOAUTH Oa3oBbie HacTpoiku QoS DSCP Tpancnsiuun
I Bcex kommyTtaTopoB. 3Hadenne DSCP Tpancisuun mosxer 06T Bxoj wim

Brixon.
DSCP cooTBeTcTBUE

Bxoa Beixoa
MepeBectn | Knaccucpuumpoears | NepeHaszHadenue DPO | MepeHaszHaveHue DP1

* == - <= - <= -

(BE) (BE) - (BE) A 0(BE)

DSCP

4

0 0 0
1 1 1 - 1 -
2 2 2
3 3 - 3 -
4 4 4
] 5 5

4
] | L | RS
4

MakcuMalibHOE KOJIMYECTBO MOIIEP)KUBAEMBIX 3HAYCHHI
DSCP DSCP cocrasasier 64, neiictsurensHoe 3uauenne DSCP

MOXeET BapbupoBaThCs ot 0 10 63.

Bxogsmuit DSCP cHauana MoxeT ObITh TPaHCITMPOBAH
HoBomy DSCP, nepen crionpzoBannem DSCP nmist kmacca
QoS u kapte1 DPL.

st tpancnsiiuun DSCP mocTyriHb 1Ba HACTpanBaeMbIX
Bxox rapamMmerpa:

1. IlepeBecTu — DSCP MoxeT ObITh TPAHCIUPOBAH OJHOMY
u3 3nauenuii DSCP (0-63).

2. KnaccuduuupoBath — ycTaHOBUTE (IIAKOK JIJIS

BKIIOYCHUA BXOI[HH_IGI‘/'I KJ'IaCCI/I(bI/IKaI_[I/II/I

JlocTymHBI cliefyrolue HacCTpauBaeMble BHIXOIHBIE
MapameTphl:

Ilepena3znauenue DPO — ynpaBnenue nepeHazHaueHUEM
kazpoB ¢ ypoBHeM DP 0. Bel MoxkeTe BObIpaTh U3
BBIOpaHHOTO MeHI0 3HaueHne DSCP, koTopoe BBl XOTUTE
nepeHa3zHaunTh. 3HaueHss DSCP nexar B nuanaszone ot 0 10

63.

[lepenaznauenue DP1 — ynpaBnenue nepeHazHaueHHEM

Brixoa

KaqpoB ¢ yposHeM DP 1. Bel MoxeTe BObIpaTh U3
BbIOpaHHOTO MeHI0 3HaueHue DSCP, koTopoe BBl XOTHTE

nepeHa3zHaunTh. 3HaueHss DSCP nexar B nuanaszone ot 0 10
63.
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Ora CTpaHUIla IMO3BOJIACT HACTpauWBAaThb COOTBCTCTBHUC MCKAY 3HAYCHUAMH KJIIACCOB

QoS u Drop Precedence Level u 3naueansimu DSCP.

Knaccudpmkauma DSCP

Knacc QoS | DPL | DSCP

0 0 0 (BE) i
0 1 0 (BE) -
1 0 0(BE)
1 1 0 (BE) -
2 0 0 (BE) -
2 1 0 (BE) -
3 n 0 (BEY -

Kuaace QoS Texymmit kacc Q0S
DPL Texymuit yposens DP
DSCP Bri6op knaccudunupyemoro 3nauerus DSCP (0-63)

5.6.12 KonTpouabHblii cnucok Q0S

Ota CTpaHHUIa IMO3BOJIACT pe,I[aKTI/IPOBaTB/I[06aBJ'I${TB 3aI1MCu B KOHTpOHBHBIﬁ CITMCOK

QoS. QCE cocTtouT M3 HECKOJBKHX IIapaMeTpoB, HAO0OpP KOTOPBIX MEHSETCS B

3aBUCHUMOCTH OT BBI6paHHOFO TUIIA Kaapa.
HacTtponka QCE

MopTbl-y4a CTHHKH

1]2[3[4a]5][e6[7[8]9f10[11[12[13]14]15]16[17[18[19[20[21[22[23[24[25][26

. s . S 2 S £ R 1 B 7 B )

v v v v W v

OCHOBHBIe

napamMeTpbl

BbinonHaeMble napamMmeTpbl

Tar

VID

PCP

DEI
SMAC
Tun DMAC
Tun kagpa

NiGoi
NiGoi

NiGoil -
NiGoil -

NiwGoi
NiGoi
NiGoi

- Knacc

0 -

R DPL

Mo yMonyaHw -

DSCP

Mo yMonyaHw -

[ Coxpanure | [ Oumcrurs | |

OTMEHNTE
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YcranoBute Quiaxxok, YT00bI BKIFOUUTH MOPT B 3amuch QCL.
IopThI-y4acTHUKH
[To ymoruaHMIO Ty/1a BKJIFOUEHBI BCE ITOPTHI.

KiroueBbie HACTPONKH BKITIOUAIOT B CEOS:

Tar: 3HaucHUE B M0JIE TETa MOXKET ObITh «JI1000¥»,
«HerarupoBaHHblit», nin «TerupoBaHHbIN.

VID: 3nauenue nynkra VLAN ID mosxer ObITh 1100BIM B
muaraszone 1 —4095; «JI¥060ii»: Moiabp30BaTEIh MOXKET
BBECTH KaKO-I1100 KOHKPETHOE 3HAUEHUE WU AUANIa30H
VID.

Priority Code Point (PCP): MoseT ObITh OIpeielIeHHbIM
(0,1,2,3,4,5,6,7), Haxoauthbes B quamaszone (0-1, 2-3,
4-5,6-7,0-3,4-7) uiu umeTh 3HaueHUe «JI1000i».

Drop Eligible Indicator (DEI): MoxeT ObITh JIF00bIM
Mexay 0 u 1 ninm umers 3HauYeHHE «JIH000H.

Source MAC address (SMAC): 24 6uta (OUI) wnu umetsb
3HayeHHE «JI1000i».

Destination MAC type (DMAC): BO3MOXHBI 3HAUCHHSI
«unicast» (UC), «<multicast» (MC), «broadcast» (BC) nm

OcHOBHBIE

napaMeTpsbl

«JIr000i1».

Tum kazpa MOKET UMETh OJTHO U3 CICAYIOIHNX 3HAYCHHM:
JIo0oii

Ethernet

LLC

SNAP

IPv4

IPv6

HpI/IMe‘IaHI/IeI BCC THUIIBI KaIpOB paCCMOTPCHBI HMIKC.

JIoooii Pa3zperensl Bce TUIIBI KaIpOB.

IMoaxomsmue 3uauenust Ethernet moryr nexars B
muamasoue ot 0x600 no 0xFFFF min nmets 3Hauenue

«JIwboii», 3a uckmouerrem 0x800 (IPv4) u 0x86DD

Ethernet

(IPv6). 3HaueHueM Mo yMOTYaHHIO ABJsIeTCs «JI1000ii».

Anpec SSAP: noaxozsuiie 3nauerus SSAP (Source

e Service Access Point) moryt nexats B quanasone ot 0x00
1o 0xFF wiu nmets 3HaueHue «JI100i», 3HaueHHEM 110

YMOJTYaHUIO sIBJsieTCs «JIH00».
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Anpec DSAP noaxosimue 3nauenust DSAP (Destination
Service Access Point) moryr siexats B aquamnazose ot 0x00
1o OxFF unn umets 3nauenue «JIvo0oi», 3Ha4eHUEM 110
YMOJTYAHUIO SIBJIsieTCS «JIH000i».

Control Valid Control: noaxosiue 3Ha4eHHS MOTYT
nexats B auanazone ot 0x00 no OxFF win umets 3HaueHne

«JI1000i¥i», 3HaUEHUEM 110 YMOTYAHUIO SABJISIETCS «JI1000i».

PID: noaxopsee 3HaueHue PID (takke u3BecTeH Kak THIT
Ethernet) moxet nexath B quanazone ot 0x00 go OxFFFF
SNAP WU UMETh 3HaueHue «JI1060ii», 3HaUeHHEM TI0 YMOJTYaHUIO
apnsercs «JIooi».

Protocol IP Protocol Number: (0-255, TCP wiu UDP) wiun

«JI1000¥.

Source IP: crierudwmaeckuit Source IP-aapec B popmate
3HaveHus1/Macku wm «JIro6oit». |P u macka B popmare
X.Y.Z.W, T11€e X, Y, Z 1 W 3TO aecsaTuHble uncia ot 0 go 255.
Korma macka koHBepTHpOBaHa B 32-0THYIO0 OMHAPHYIO
CTPOKY M YMTAETCs CJIeBa HAIPaBo, BCE OUTHI OUTHI,
CJIEYIOIIKE TTOCIIE IEPBOTO HYJIS, TAKKE JOJIKHBI
PaBHATHCS HYIIO.

DSCP (Differented Service Code Point): MmoxeT ObITh
IPv4 oTpe/ieNIieHHbIME 3HAU€HUEM, TAaa30HOM 3HAUYEHHUH WITN
«JIro0oi». 3aauenns DSCP nexar B nnanazone 0-63,
Bkirodas BE, CS1-CS7, EF unu AF11-AF43.

IP Fragment: onus ¢pparmenTanuu kaapos IPv4 Birodaer
3HAUCHHUS «HA», KHET» U «IH00H.

S-mopt: (0-65535) uin «J11060ii», TOMYCTUMBI KaK
OJINHOYHOE 3HAUY€HHUE, TaK U JUara3oH 3HauYCHUH,
cootBercTBytomux IP mporokony UDP/TCP.

D-niopr: (0-65535) mnu «11060#i», JOMYCTUMBI KaK
OJIMHOYHOE 3HAY€HHUE, TaK U IMana3oH 3HAYCHUH,
cooTBeTCcTBYIOIMX IP mpoTokomy.

Protocol IP Protocol Number: (0-255, TCP uau UDP) nu
«JIro00i».

IPv6 Source IP IPv6 anpec ornipaBurens: (8.b.c.d) nim «JI1060ii»,
32-OUTHBII.
DSCP (Differented Service Code Point): MmoxeT ObITh
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OTIpe/IcIeHHBIME 3HAUCHUEM, TUATIA30HOM 3HAYCHHUIA HUITH
«JIro60i1». 3nauenuss DSCP nexar B auanazone 0-63,
Bimouas BE, CS1-CS7, EF unu AF11-AF43.

S-niopt: (0-65535) win «JI060ii», TOTyCTUMBI KaKk
OJIMHOYHOE 3HAYCHHUE, TAK U JUAIa30H 3HAUYCHUH,
cootBercTByromx [P mporokonry UDP/TCP.

D-niopt: (0-65535) nnu «JI1060ii», 10MyCTHMBI KaK
OJIMHOYHOE 3HAYCHHUE, TaK U JUAIa30H 3HAUCHUH,
cooTBeTcTBYrOIMX [P mporokomy.

Class QoS class: (0-7) win umets 3nauenue «Ilo

YMOJTYAHULO).

[Moaxomsmuit ypoBeHb DP Mosxet jexars B quamazone 0-1
WM UMeTh 3HaueHue «[1o yMoryaHuio.

Action Parameters | IMoaxozsmiee 3HauerHre DSCP mosxeTt ObiTh (0-63, BE,
CS1-CS7, EF wmm AF11-AF43) win umets 3HadeHue «Ilo
YMOJTYAHHIOY.

3HaueHue M0 YMOTYAHUIO KIACCUPUIIMPYETCS KaK He

Mo upuupyromeecs 3toi QCE.

5.6.13CueTunxu Q0S

Ha sToit CTpaHHUIE MPEACTaBJICHA CTATUCTUKA OTACIbHBIX oqepez[eﬁ IJIs1 BCEX ITOPTOB

KOMMYTAaTopa.
Oue PeAHOCTE CHETHUKOB

| Ofnosure | [ Ouucrums |

Qo Q1 Q2 Q3 Q4 Q5

Mopt Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx

(Mpuem) | (NMepenaya) | (Mpuem) | (NMepenaya) | (Mpuen) | (Mepenaya) | (Mpuenm) | (Mepenaqa) | (Mpnenm) | (Nepepaya) | (Mpuem) | (Mepenaya)
] ] 0 0 0 ] 0 0 0 ]

]
22881 i} i} 0
0

Uy SRy i
oo oo

0
]

oo o

oooB
oooB
oooe
oo o
ocooo
oooB
oooe
ooo
oo oo

Howmep nmopra koMMyTaTopa, K KOTOpOMY OyAyT IPUMEHEHBI
Hopr CIIETYIOLTHE HACTPOMKH.

Jlns kaxoro nopra cyuiectsyet 8 ouepeneit QoS. QO
Qn SBJII€TCS] HU3LINM [TPUOPUTETOM.
Rx (ITpuem) / Tx KonnuecTBo NpUHATHIX U EpEeJaHHbIX TAKETOB B KaXKJIOU
(ITepenaua) odepenu.
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5.6.14Cratyc QCL

Orta ctpanuiia otoOpaxaet cratyc QCL ms paznuunsix noaszoBareneit QCL. Kaxgas
ctpoka ommceiBaet cBoit QCE. B ciyuae, ecnu onpenenénnas QCE He mpumenuma k
TEKYIIEMY OOOpY/JIOBAaHUIO B CBSI3M C allapaTHBIMU OTPAHHUYCHUSIMH, BO3HUKAET

koH(pmuKT. MakcumansHoe komuaectBo QCE - 256 mist kaxaoro kommyraTopa.

KomBnHNpoBaHHLIN + AsTooGHoenenme || | Pewwts kongnukr || OBHoenenne |

CTaTyc KOHTponkbHOro nuMcrta QoS

BoinonHeHwne onepaLlmHn
Knacc | DPL | DSCP

lMonb3oBartens | QCE# | Tun kagpa | lMNopt Kondnukr

HeT sanuceil

IMoab30BaTenb OTto0paxxenune noas3oBatenss QCL.

QCE# OTtobpaxkenne nopsimkoBoro Homepa QCE.

OmnpexersieT TUI HHCIEKTHPYEMBIX TPUHAMAEMBIX KaJIPOB.
Bo3MoxHBIE THITBI KaJIpOB:

JIrooii: QCE Oyner cooTBETCTBOBATH BCEM THIIAM KaJpOB.
Ethernet: Toctymus Tonbko Kaapsl Ethernet (¢ trmom
Tun kagpa Ether 0x600-0xFFFF).

LLC: HoctynHbl TOosbKO Kaapel LLC

SNAP: Hoctynusl Toabko kaapei SNAP

IPv4: QCE Oynet cooTBeTCTBOBaThH TOJILKO Kajapam IPv4

IPv6: QCE Oyner cooTBeTcTBOBATH TOJIBKO Kajapam |IPv6

OTO6pa)KeHI/Ie CIIMCKa IIOPTOB, HACTPOCHHLIX C ITIOMOIIbLIO
QCE.

Omnpenenser kaaccuGpuIUpyoIIee AecTBUE, IPUHUMAEMOE

ITopT

10 OTHOILLIEHMIO K MOCTYNaeMoMy TpauKy B ciydae, eciiu
HACTPOEHHBbIE MapaMeTPbl COOTBETCTBYIOT COAEPIKAHUIO
Kajpa.

BeimosHenne HoctynHo Tpu BapuaHTa AevictBuii: Knace, DPL u DSCP.
onepauuu Kunace: ecniu kaap cootBerctByeT QCE, on Oynet nobasiieH
B Ouepepb.

DPL: ecnu xanp coorBerctByeT QCE, emy Oyzaer mprcBoeH
yposenb DPL, oro6paskénnblii B koioHke DPL.

DSCP: ecnu kangp cootBerctByeT QCE, emy Oyner
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npucBoeno 3HaueHne DSCP, otoOpaxEHHOE B KOJOHKE
DSCP.

Otobpaxer craryc korduukra i 3anuceid QCL. Tak kak

anmnapaTHble pecypchbl pa3AeiaeHbl MEX/1y MHOKECTBOM
IPUJIOKEHUH, TO MOYKET BO3HUKHYTh CUTYyalusl, Korjaa
HeoOxoaumele 111 QCE pecypebl HeocTynHbl. B Takom
ciydae, ctatyc KoH(uukTa Oyaetr otoopaxars «lay», B
Konguauxr
npotuBHOM ciydae — «Her». OOpaTtute BHUMaHuE, 4TO
KOH(IMKT MOYXHO pa3pelnTh MyTEM BbICBOOOKICHUS
anmnapaTHBIX PECYpPCOB, HEOOXOIUMBIX JIJIsl TOOABIEHUS
3anucu QCL myTéM HaxkaTtust KHONIKH «Pa3pemutb

KOH(JIUKT»

5.7 MHoroaapecHasi paccbliKa
5.7.1 IGMP Snooping

Ha maunoii crpanuiie coaepskutcs uadopmarms o Hactpoiikax IGMP Snooping.

HacTtpouka pexuma «IGMP Snooping»

MobankHble HACTPOWKK
«Snooping* BKNHOYeH
Flooding ans HezaperecTpWMpoBaHHLE AaHHeX IPMCvd Brnioyer |V

HacTpolika cBA3aHHbIX NOPTOB

Mopt | MapwpyTuaMpyHOWKHWA NopT | EbicTpeIli BEIXOO

E

B W o=

YcranoBurte (bJ'Ia)KOK JJIA BKIIFOYCHU A rJ100aIbHOTO

Snooping BkI0YeH i
IGMP Snooping’a

Flooding nas YcranoBuTte (ha)kok JUis BKIIOYEHUS (ITyIuHTa

He3aperecTPpUPOBaHHBIX | He3apeructpupoBaHHoro IPMC-tpaduxka.
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nanubix IPMCv4

BKJJIIOYCH

VYkaxure, KaKue MopThl OYAyT JeHCTBOBATH KaK MOPTHI
Mappyrusatopa. Ilopt Mapmpyrusaropa — 3T0 HOPT
Ethernet-kommyTtaTopa, KOTOpBIi BEAET K
MapupyTH3upyomuii | MHOTOQPECHOMY YCTPOMCTBY 3-TO YPOBHS HJIH 3aIIPOCY
nopT IGMP.

Ecnu B kauecTBe nopta Mapuipyruzaropa OyeT BelOpaH
TIOPT, BXOSIIIIMI B arperamuio, To BCs arperamus Oyaer

BBICTYIATh B KAYECTBE MOPTA MAPUIPYTU3ATOPA.

. VYcranoBuTe (hpraxxok Uisi BKIIOUYEHUS ObICTPOTro
BuicTphlii BbIXOA

nepexoga Ha 1mopr.

5.7.2 IGMP Snooping — nacrpoiiku VLAN

Kaxnas crpanuna orobpaxaer a0 99 3anuceit Tabnuusl VLAN, 1o yMoJTHaHHUIO YUCIIO
3anucedl paBHO 20, yCTaHaBIMBAacMOE IIOJIEM «JJIEMEHTOB Ha cTpaHuumy». llpu
MEPBOM MPOCMOTpE, CTpaHuIa OyaeT otoopaxats nepsbie 20 ctpok Tabmuil VLAN,
KoTOpble MetoT MuHUMaIbHbIA VLAN ID.

ITone BBoga «VLANY 1mMo3BOISET IEPEHTH K COOTBETCTBYIONIEH YacTu Tabmuibl. [Ipu
HaxaTuu KHONKH «OQO0HOBUTBHY», Tabmuma VLAN oOHOBIsieTcs, oToOpakasi 3aIucH,
Ha4yuHas ¢ 3anKcH ¢ Ommkaiimmm K BeiopanHoMy VLAN 3HaueHueM.

Knonka>> nepenecér Ha creayronyo crpanuiny. [lo 1ocTwkeHUu KOHIA TaOIHIIBI
Oyznet otobpaxeHo cooluieHune «boJbile HeT 31eMeHTOBY. /{151 BO3BpaTy K Havainy

HaKMHTE KHOIKY |<<.

Pexxum IGMP Snooping

| OGHOBNTE || |== || B |

HaumHaTte 1 VLAN 20 YKA33HHbIM KONWMUYECTBOM SNeMeHTOB H3 CTPaHMLLY.

| Yoanute | VLAN ID | «Snooping» BKNYeH | Mnanuposwuk IMGP |

| QoGaenTb HoBLI IGMP VLAN |

| Coxparns || Oumctvms |

HaxxwmuTte, 4T0OBI yIanuTh 3anuch. BeiOpaHHas 3amnvch
Yaaauthb

OyzeT ynaneHa mpu CIeIyIoneM COXpaHEHHH.

Symanitron LTD. 99



SWMG-22GT-2GC-2GSFP
PyKOBOACTBO MO 3KCM/AyaTaLuu

VLAN ID

VLAN ID 3anucwn.

Snooping BriI0YeH

Bxirouernne VLAN IGMP Snooping s VLAN. dns
IGMP Snooping moctymto o 32 VLAN.

InanupoBumk IGMP

Brurouenune ¢ynakiuu [hrannposmuk IGMP g VLAN.

5.7.3 Craryc IGMP Snooping

Ora cTpanuna orodbpaxaer craructuky IGMP Snooping.

AeTooGHoBNEHNE QGHoeneHue QuHCTHTE
Cratyc IGMP Snooping

Cratncruka

VLAN
D

Bepcua ‘ Bepcuna

Crartyc MNepepannbie MpuuaToie NpuaaToie

oTyeThl V1

Mpuratoie
oT4eThI V2

MNpuaaToie
oTyeThl V3

MpuuaToie

xocTa

3anpockl V2

MapupyTusupytouwmii nopt

Topr [ Cratyc
1 .

2
3
4
5

VLAN ID VLAN ID 3anucwu.
Bepcus Tekymas Bepcus [InanupoBiuka.
IUIAHMPOBIIUKA

Bepcus Xocra

Tekyiast Bepcust XocTa.

Craryc OrobOpaxkenue craryca [manupoBimka - KAKTHBHOY
IUIAHUPOBIIUKA i «IDLE.

Ilepenannbie KosnuecTBo nepeanHbIX 3a1IPOCOB.
IUIAHNPOBIIUKHU

IIpunsThIie KosnuecTBo NpUHATHIX 3aIIPOCOB.

IUIAHMPOBIIUKHU

Ipunsiteie oTyeThl V1

KonnyecTBo npuHATHIX 0TUeTOB V1.

IpunsiTeie oTUeTHI V2

KonnuecTBo npuHATHIX 0TYETOB V2.

Ipunsiteie oTyeTh V3

KonnuecTBo npuHATHIX 0TY4eTOB V3.

IIpunsATHIE 32aTIPOCHI
V2

KonnuectBo npunsThix maketoB V2 leave.

OO0OHOBJIEHHE HaxwmuTte, 4T00BI HEMeAIEHHO OOHOBUTH CTPAHUILY.
O4ucTUTH OuncTKa BCEX CYETUYUKOB CTATHCTUKHU.
[TocTaBpTe ranoyky AJs BKIIOUEHUS aBTOMATHYECKOTO
ABTO00HOBJIEHHE OOHOBJICHHS CTPAHMUIIBI Uepe3 PErysIpHbIE POMEKYTKH
BpPEMEHH.
IopT Howmep mopra xomyratopa.
[TokasbIBaeT, ABISIETCS U YKa3aHHBIN TOPT MOPTOM
Craryc

MapuIpyTHU3aTopa Ui HeT.
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5.7.4 Undopmamus rpymn IGMP Snooping

Ha sT0ii cTpanuie nokazana napopmanus o rpynnax IGMP. 3anucu B Tabnuie rpynm

IGMP coptupyrotcst chayana no VLAN ID, a 3arem 1o agpecy rpynmsl.

Pexum IGMP Snooping

ABTOOGHOBNEHME | OtHosneHne || |== || ==
HaumHaTte 1 VLAN 224.0.0.0 rpynnoBoro agpeca 20  YKa3aHHEIM KONMUECTBOM SNEMEHTOB HA CTPaHWLLY.

YyacTBYHILHE NOPTbI
VLAN ID | rpynnw [1]2[3[4]5]6]7[8]9[10[11]12[13[14]15]16[17]18[19]20[21]22]23[24]25]|26
HeT Gonbwe 3anvcer

5.8 be3omnacHocTh
5.8.1 ACL

opTsI
Hactpoiika mapamerpoB ACL (ACE) mis xaxaoro w3 MOPTOB KOMMYTaropa. JTH
apaMeTpsl  BIMSIOT Ha Kagpbl, MNPUXONAINME HA IMOPT, KpPOME KaJpoB,

CcOoOTBeTCTBYIOIUX KOHKpeTHON ACE.

Hactpo#ika nopta ACL
OB6HOoBNEHKE OuMCTHTE

I'Iup'r‘ n ID| Brinc | ID orpa CKOPOCTH ‘ Mopt nepeagpecauun ‘ 3epkano ‘ 3anuce | Buinounts | CocrosiHne | Cuetunk
S -
= 0 o . = - Mopr 1 =S - o - o - = - =
Mopr 2 -
1 0 Pagpelmts ~  BhikIioYeHO - Mopr 1 B - B ~ B - - o
Mopr 2

E

4

E

2 0 Pazpewnts v  BuiKNKUEHO - Mopt 1 Bi - B + B v - 36949
MopT 2

1

|

3 0 Paspewnts »  BhlknioueHo - MopT 1 BLIKMIOUEHD =  BLIKMIOUEHO v  BLIKNIONEHD ~  BKNIOUEHD 0
Mopr 2

a

|

4 0 Paspewnte BhIKNQueHo 4 MopT1 B - B A d Bi hd hd o
Mopr 2 -

|

5 0 Paspewnts »  BhiKnioueHo - MopT 1 B -~ B - B - B - 0
Mopt 2 ~

Homep nopra, HaCTpOUKHU KOTOPOTO COAEPKATCSA B ITOU
IHopT
e CTpOKE.

Bri6epTe nonuTHKy, TPpUMEHSIEMYIO K TaHHOMY TOPTY.
MoanTuka ID Jonyctumsl 3HaueHus ot 1 1o 8. 3HaueHuem no

YMOJIYaHUIO SABJISACTCA 1.

VYxaxure, pasperieHa («Pa3pemmnTsy) Wiy 3anperieHa
Beinosinenne
(«3anpeTnThy») Nepeaaya JTaHHBIX. 3HAYEHUEM I10
onepanumn

YMOJYaHUIO SABJISACTCA «Pa3peumTL».
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Bribepure, kakoe orpaHu4eHUE CKOPOCTH IPUMEHHUTH K
ID orpannunTens YKa3aHHOMY NOPTY. JlOIyCTUMBI 3HaYEHUS
CKOPOCTH «BbIKJIIOYeHO» WY 3HaueHus oT 1 1o 15. 3naueHuem no

YMOJHaHUIO ABJISACTCA «BBIKJII0OYEHO0.

Bri6epute, Ha Kakoi MOPT KOIUPOBATH JIaHHBIE.

JonycTtuMsl 3Ha4YeHNs « BBIK/II0YEH0» WM YKa3aHHBIN
IHopT nepeaapecaunu
HOMEp NopTa. 3HAYEHUEM TI0 YMOIYAHUIO SBIISETCS

«BBIKJIIOYEHO0)Y.

Omnpenenure AeMCTBYS MO BEACHUIO JKypHaIa IS
YKa3aHHOTO NopTa. JIomyCcTUMBbIE 3HAYEHUS:

Bxuroueno: Kagpsl, IpuHATBIE TOPTOM, XPAHATCS B
KypHayie COOBITHIA.

3anuce Beikiaroueno: Kaapel, npuHsITHIE TOPTOM, HE BHOCSTCS B
KypHaJI COOBITHA.

3HA4YEHHEM TI0 YMOJYAHUIO SBIAETCS « BBIKIIOYEHO».
OO6paTtuTe BHUMaHKE, YTO 00BEM MMaMATH KypHaja

COOBITHI U CKOPOCTH €T0 3alOJHEHUSI OTPAaHUYECHBI.

Onpenenure pexXUM OTKIIOYEHHS TopTa. JlonmycTumbie
3HAYEHUS:

Bxuroueno: Ecnu kanp ObUT MPUHAT MOPTOM, TO TTOPT
BbIKI10YNTH
OyJIeT OTKIIIOYEH.

BoikiaoueHo: OyHKIMS OTKIIOUYEHUS OPTA OTKIIOYEHA.

3HaYeHHEM 10 YMOJHYAaHUIO ABJIACTCA «BBIKJII0YEHO)).

CunTaer KOJUYECTBO KAJPOB, COOTBETCTBYIOIIHNX
CuyeT4yuk

ykazannomy ACE.

Orpannunresb CKOPOCTH
Ha »sroii cTpaHuiile Bbl MOXETE HACTPOUTH OrpaHUuYUTeNnb ckopoctu ans ACL

KOMMYTAaTopa.

HacTtpouka orpaHn4eHus ckopoctun ACL

Hactpoika orpaHn4eHunA ckopocti ACL | CropocTe | YcTpoicTEO
* 1 = -
1 1 Maklcer -
2 1 Mak/cer -
3 1 Maklcer -
4 1 Mak/cer -
5 1 Mak/cer -
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IMapametp Onucanue
Hacrpoiika Nnentudukatop orpaHUuIUTENS CKOPOCTH, I HACTPOCK,
OrpaHUYeHUs COZEpKALIXCS B ITOU XKE CTPOKE.

ckopoctu 1D

Enununen nsmepennsi CKOpOCTH SIBIISIFOTCS IAKEThI B
cexyHy (PPS), MOKHO HACTPOUTH CKOPOCTh B 1, 2, 4, 8,
Cxopoctb 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K, 32K,
64K, 128K, 256K, 512K, wim 1024K.

1kpps pasen 1002.1 pps.

Ornpenenser equHUIY U3MEPEHUSI CKOPOCTH IS

YcrpoiicTBo perynuposmuka «Ko/c», «Ilak/cexy». 3HaueHneM mo

ymomdanuio siBisiercs «Ilak/cex»

KonTtpoabnbrii cniucok ACL

Ha mannoii crpanuiie otobpaxarorcs Hactpoiiku ACE (Access Control Entry).

ACE cocTOMT W3 HECKOJIBKMX TapaMeTpoB. ODTH IapaMeTpbl BapbHPYIOTCS B
3aBHCHMOCTH OT BBIOpaHHOTO Bamu Tuma Kajpa. CHayama BHIOEpUTE BXOJHOW MOPT
s ACE, 3areMm BeIOepHTe THIT Kajjpa. B 3aBUCHMMOCTH OT BBIOPAHHOTO BaMH THIIA
KaJjpa 0TOOpaXKaroTCs pa3IMuHbIC BAPUAHTHI TAPAMETPOB.

Kanp, coorBerctBytomuii ACE, MokeT ObITh HACTPOEH 3]1ECh.

HacTtpouka ACE
NedcTBHe Paapewnte -
_ Mopt1 | | OrpaHHuenne

BxonHoH nopTt Mopt 2 CKOPOCTH BIKNKYEHD -
Mopr 3 BelkniyeHo [
Moptd4 = n , -
Mopt opT [

Monumika Modod - Mopt 2

(hunbTpalMn nepeagpecauuH Mopr 3
Tun kanpa NioGoRn - Mopt 4 —
Jeprano Beiknw4eHo
3annucb BeiknwyeHo -
BoiknwoueHwe BriknwyeHo -
CUeTumK 0

ITapamertp Onucanne

BribepTe BXOAHOM MOPT, K KOTOPOMY OyAeT NpUMEHEHa
ACE.

Bxoanoii moptr
Bce: ACE M0XHO IPpUMEHUTH K JIFOOOMY TIOPTY.

Hopt n: ACE MOXHO IPUMEHUTH K MOPTY MO 3TUM
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HOMEPOM, i€ N — HOMEp MopTa KOMMYTaTopa.

Bce: ACE M0XHO IPUMEHUTH K JIFOOOMY TIOPTY.
MommTuka
ACE oTHOCTUTCS K ’TOMY HOMEpY MOJUTUKH, T71e N
(puasTpanun
MO’KET HaXOJAUThCA B uana3one ot 1 o 8.

OtoOpasaer tun kazapa i 3toit ACE. OTtu Tunsl kaapos
SIBIISTIOTCS B3aMMOMCKITIOYAIOIIIUMHU.

JIrooii: Otoit ACE MoxkeT coOOTBETCTBOBATH JIFOOOW THUTI
KaJpa.

Ethernet Tun: Otoit ACE MOryT COOTBETCTBOBATh
tosbko Kaapel Tuma Ethernet. IEEE 802.3 onuceiBaet
3HAYCHHE XapaKTEPUCTUK B TIOJIE [UTMHBI/TUTIA, KOTOPOE
Tun kagpa JIOJDKHO OBITH OOJIBIIIE MIIM PABHO JECITUIHOMY YHCITY
1536 (unu mectHaamarupuaHomy 0600).

ARP: Otoii ACE MOTyT COOTBETCTBOBAThH TOJIBKO
ARP-kanpsl. O6patute BHUMaHue, 4To ARP-kaapsl He
COOTBETCTBYIOT Kajpam ¢ turom Ethernet.

IPv4: Otoit ACE MOTyT COOTBETCTBOBATH TOJIHKO KaJPhI
IPv4. OGpatute BHUMaHuE, 9TO Kajpsl |PV4 He

COOTBETCTBYIOT Kajpam ¢ Turom Ethernet.

Onpenenure, Kakoe IEUCTBUE CIEIYET COBEPIIUTH C
kajapomM, nonasiieMmy B ACE.

HeiicTBUe Paspemmts: Kaap nonyyaer paspeiieHue Ha JeHCTBUE B
pamkax ACE.

3anperuts: Kanp Oyaer orOporeH.

Bo160p orpannyeHust CKOpoCTH B BUJIE Uncia 6a30BbIX
Orpannyenue eauHul B quanaszone ot 1 1o 15. 3nauenue
CKOPOCTH «BBIKJII04€H0)» YKa3bIBAaeT Ha TO, UTO OTPAaHHUYEHUE

CKOPOCTHU OTKIIFOUCHO.

Kanpsi, nonasmne B ACE, konupyroTcst Ha opT ¢
yKa3aHHBIM 37IeCb HOMEpOM. JIoMyCTHUMBIN Jrana3oHn
IlopT nepeaapecanuu | COBNAAAET C AUANIA30HOM ITOPTOB KOMMYTAaTOpa.
3HaueHne « BBIK/II0YEeH0» yKa3bIBaeT Ha TO, YTO

orepanus KOIMpOBaHUA HA IMOPT OTKIIFOYCHA.

3ep|<ano Bxiarouenue pexKuMa 3€pKaJInpOBaHUS TTIOPTOB

Hacrpoiika pynkuun Beaenus xypHana ACE.
3anuceh JlonycTuMBble 3HAYEHHUS:

Bkuaroueno: Kanpsl, coorBerctBytonue ACE, Oynyt
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BHECEHBI B )KypHaJ COOBITHH.

Beixiaroueno: Kanpsl, coorsercrBytomue ACE, He
OyyT BHECEHBI B )KypHAJI COOBITHIA.

OOpaTtuTe BHUMaHKE, YTO 00BEM MMaMATH KypHaja

CcOoOBITHI U CKOPOCTH €10 3a10JIHCHUS OI'PAHUYCHBI.

Hacrpotika pyakmum otkmodenus moptoB ACE.
JomycTuMble 3HaYEHHUS:

Bxuroueno: Eciu xkaap coorBerctByeT ACE, TO BXOHOM

Brikiouenue
nopT Oy/eT OTKIIIOYEH.
Boikiaroveno: OTKIIIOYEHHE TIOPTOB 3aMPELLEHO IS
ACE.

Cuerunk CueTrunk Moka3pIBaeT 4MCIio kajapos, nomasmux B ACE.

NMapameTpbl VLAN

802.1Q " Moo -
T3rMPOBAHHbINA

PunbTp VLAN ID NoGol -
MpHopHTeT T2ra MoGoR -

_ | DTOT mapaMeTp OCyIIECTBISET BKIIOUYCHHE WUIIH
802.1Q TIrupoBaHHbIH
otkimodyeHue 802.1Q.

Onpenenure unbtp VLAN ID s stoit ACE.
JIrooii: dunetp VLAN ID He onpenencH.
Specific: Beibepute 5T0 3HaYEHHUE, €CIIH XOTHTE
®uastp VLAN ID . .
otdmibpoBats onpeaeneHubiii VLAN ID ¢ nannoi ACE.
Ha skpane nosiButcs nose aiis Beojaa 3HaueHus VLAN

ID.

Omnpenenure npuopuret teros aiust 3tol ACE. Kanp,
nonasimuii B ACE, COOTBETCTBYET 3TOMY IPHOPHUTETY
IIpuopurer T3ra Teros. Jlomyctumelii tnana3zoHd — ot 0 1o 7. 3HaueHue

«JI1000i» 03HaYaeT OTCYTCTBHE OINPEAEIECHHOIO

IIPUOPUTETA TCTOB.
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NMapameTpsl IP

Nporoxona Troboi_v
IPTTL MeoGon -
IP ®©parMeHT. NwGoR -
Boibop IP MeofoR -
MunbTp SIP Meofon -
MunbTp DIP MeoGon »

Omnpenenure unbtp IP-ipoTokona mns stoit ACE.
JIrboii: Gunptp IP-ipoToKOIa HE OMIpEIEIeH.

Specific: Beibepute 3T0 3HAUEHHUE, €CIIH XOTHTE
OTQMIbPOBaTh KOHKpPETHBIN |P-mpoToko: ¢ moMobio
nanHoit ACE. Ha skpane nosButcs noJie Jijist BBOAa
¢unpTpa |IP-mpoTokoa.

ICMP: Jlna ¢unbrpanuun kagpos IPv4 mporokona ICMP
BeIOepuTe ICMP. Ha sxpaHe nmosiBATCS JOTIOJTHUTEIBHBIC
noJtst 71s onpeneneHus napamerpos ICMP. Otu momns
®uabTp IP IIpoTokona .
0IPOOHO PACCMOTPEHBI B CIIPABOYHOM dailiie.

UDP: [Ins ¢dunsTparuu kaapos |Pv4 nmporokona UDP
Be1OepuTe UDP. Ha sxpanHe mosiBATCS JOMOTHUTEIBHBIC
noJtst i1s onpeneneHus napamerpoB UDP. Otu mosns
OJIPOOHO PACCMOTPEHBI B CIIPABOYHOM dailiie.

TCP: Ins dunsrpanuu kaapos IPv4 npotokora TCP
Be1IOepuTe TCP. Ha skpaHe mosBsATCS TOTIOJHUTEIbHBIC
noJis JUis onpenenenus napamerpos T CP. Dtu nmons

MOJAPOOHO PACCMOTPEHBI B CIIPABOYHOM (paiiiie.

Korna nns 3nauenus |IP-nmpotokona BEIOpaH MyHKT
«Specificy, BBl MOKeTe BBECTH OIpPECICHHOE 3HAYCHHE.
IP Protocol Value Jomyctumblii iuana3on — ot 0 o 255. Kaapsr,
nonasmuii B ACE, OynyT ucnoiap3oBaTh 3T0O 3HAaUEHUE

IP-nporoxona.

Ompenenure Time-to-Live nactpoiiku (HacTpoiku
IPTTL BpeMeHu xu3Hun) it 3toil ACE.
Hoasw: Kaapsr IPV4 ¢ monem Time-to-Live Gosnbie Hys1st
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HE JIOJDKHBI COOTBETCTBOBATh JIaHHOM 3aIUCH.
He noas: Kanper IPv4 ¢ monem Time-to-Live Gosbiie
HYJISL JIOJDKHBI COOTBETCTBOBATH ITAHHOM 3aIIHCH.

JIroooii: [lomyctumo Jir000€e 3Ha4YCHHUE.

Onpenennure HaCTPONKU CMeEIIEeHUs (hparMeHTa st 3Toi
ACE. Onu BkII04atoT B ce0st HacTpoiiku outa More
fragments (MF) u nonst Fragment Offset (FRAG
OFFSET) nns xanpa IPv4.

Her: Kanpsr IPV4, B koTopeix ycTaHoBieH out MF niu
IP ®parment. nose FRAG OFFSET OGonbie Hymsi, HE JOJKHBI
COOTBETCTBOBATH ITOM 3aIIUCH.

Ha: Kanpsr IPv4, B koTopsix ycranosneH out MF wiun
noste FRAG OFFSET Goubire HyI1s1, TOJKHBL
COOTBETCTBOBAThH ITOU 3aIUCH.

JIwboii: Jlomyctumo J1r060€ 3HAUYCHHE.

Onpenenurte HacTpoiku (hiara mapameTpoB ISl ITOU
ACE.

Het: Kaapsi IPv4, B koTOpBbIX ycTaHOBJECH diar

IP Option [apamMeTpoOB, HE JTOJKHBI COOTBETCTBOBATH 3TOM 3aIUCH.
Ha: Kaaper IPV4, B koTOpBIX ycTaHOBIIEH (har
apaMeTpoB, JOJLKHBI COOTBETCTBOBATH ATON 3aIUCH.

JIxboii: Jlomyctumo J1r060€ 3HaAYCHHE.

Onpenenure IP- dunsTp otnipaBurens ais 3roir ACE.
JIwboii: |IP-bunsTp oTripaBuTENs HE YCTAaHOBJIEH.
Xoct: IP-puiibTp oTIipaBUTENS YCTAHOBJICH B 3HAYCHUE
«Xocr». Ykaxkute |P-anapec otripaButens B

duwibTp SIP nosisuBLIemMcs nosie SIP Address.

Cetb: |IP-dpuibTp oTnpaBuTENs YCTAaHOBIICH B 3HAYCHUE
«Cetb». Yraxure |P-agpec u IP-macky oTnipaBuTens B
nosiBUBIIKMXCS Moysix Agapec SIP u Macka SIP

COOTBETCTBCHHO.

Korna B IP-¢puibTpe oTnipaBuTesst BBIOpaHO 3HaUCHUE
Anpec SIP «Xocr» un «CeTby», BBl MOXKETE BBECTH OTIPEIEIICHHBIH

SIP-agpec B necsiTuuHOM BHIE.

Korna B IP-¢puibTpe otripaButens BBIOpaHO 3HAYCHHE
Macka SIP «CeTb», BbI MOXKETE BBECTH ompeneneHHyto SIP-macky B

JACCATUYHOM BUC.
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Omnpenenure |P-¢punbpTp nomydarens mans sroii ACE.
JIro6oii: |P-¢puibtp momydarens He yCTaHOBIIEH.

Xocrt: IP-gunbTp nmoxyuaTens ycTaHOBJIICH B 3HAYCHUE
«Xocr». Ykaxure |P-anpec nonydarens B nosiBuBLIeMcs
DIP Filter nosie DIP Address.

Certb: IP-dpubTp nomydaTens ycTaHOBJICH B 3HAYCHUE
«Cetb». Ykaxure |IP-agpec u IP-macky nonydarens B
nosiBuBIIMXcs noJisix Agpec DIP u Macka DIP

COOTBETCTBCHHO.

Koraa B IP-¢punbTpe nonydarens BbIOpaHO 3HaYCHHE
Anpec DIP «Xocr» min «CeTby, BBl MOKETE BBECTH OIPE/ICIICHHBIN

DIP-anpec B necasTHYHOM BUJIE.

Koraa B IP-¢punbTpe nomydarens BbIOpaHoO 3HaUEHHE

Macka DIP «Cetb», BBl MOKeTE BBeCTH onpeaeneHHyo DIP-macky B

JCCATUYHOM BUJEC.

NMapameTpbl ARP

ARP/RARP Any ¥ ARP Sender MAC Match Any ¥
2anpoc/OTBET NeoGol » RARP Target MAC Match | Any ¥
OTnpaeuTens IP TioBol ¥ IP/Ethernet Length Any ¥
idunbTpa P Any v
T oHETE L Mool ¥ Ethernet Any ¥
thunbeTpa

Onpenenure goctynubii ¢uar onkoga (OP) ARP/RARP
st ator ACE.

JIr60ii: ®ar OP ARP/RARP He onpeerneH.

ARP: Kaap nommken umets onko ARP/RARP,
ARP/RARP ycraHoBieHHbIN B ARP.

RARP: Kanp nomken umets onkoa ARP/RARP,
ycraHoBieHHbIH B RARP.

Other: Kaap umeet Hen3BeCTHBIH (hiar omKoa

ARP/RARP.
Omnpenenure goctynubiii ¢aar onkoaa (OP) ARP/RARP

st 3tor ACE.
JIroo6oii: dar OP ARP/RARP He omnpenerneH.

3anpoc: Kaap nomkeH uMeTs ycraHoBiIeHHBIH ¢uiar OP

3anpoc/OTBeT
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ARP Request uiiu RARP Request.
OrtBer: Kangp nomken uMmets ycraHoBieHHBIN ¢uiar OP
ARP Reply nmu RARP Reply.

Omnpenenure |P- dpunbtp otnipaBurens mis storo ACE.
JIro60ii: IP-punsTp oTIIpaBUTENS HE YCTAaHOBIIEH.
Xocrt: IP-gunsTp oTIIpaBUTENS YCTAHOBJICH B 3HAYCHUE
«XocT». Ykaxure IP-agpec otnpaBurens B
OrnpaBures |IP
nosisuBinemcs nose SIP Address.
¢puabTpa
Cerb: |IP-QpmibTp oTnpaBuTeNns yCTaHOBIIEH B 3HAUEHUE
«Cetb». Ykaxure |P-agpec u IP-macky oTnipaBuTens B
nosisuBinuxcs moyisix SIP Address u SIP Mask

COOTBETCTBCHHO.

Koraa B IP-¢punbTpe otnpaBuTens BbIOpaHO 3HaYEHHE
Moayuareas IP .
«Xocr» nn «CeTby», BBl MOXKETE BBECTU OIIPEICIICHHBIN
¢puabTpa
IP-anpec otnpaBuTens B A€CATUYHOM BUJIE.

Koraa B IP-¢punbTpe otnpaBuTens BbIOpaHO 3HAYEHHE
OtnpaBuress |IP
«CeTb», BBl MOXKETE BBECTH OIpeiesieHHyIo |P-macky
ajpeca
OTIPABUTEISI B IECITUYHOM BUJIE.

Omnpenenure IP-punbtp nomyuarens s stoit ACE.
JIrooii: IP-bunsTp momyyaTens He yCTaHOBJIEH.

Host: IP-¢unbTp momydarens ycTaHOBJICH B 3HAUCHUE
«Hosty. Ykaxute IP-agpec momydarens B mosiBUBIIEMCS

IMoayuareasn IP
noue Target IP Address.

duabTpa
Cetb: |IP-Gunbtp mosyvaresns yCTaHOBJICH B 3HAUCHUE

«Cetby. Yrkaxute |IP-anpec u IP-macky nomyvaresns B
nosiBuBInxcs noiisix Ioayyarens IP agpeca u

Ioayuareas |P Mackn cOOTBETCTBEHHO.

Korpa B IP-dunbtpe nonydarens BbIOpaHO 3HaYCHHE
Iouyuateas IP anpeca | «Xoer» min «CeTb», BBl MOXKETE BBECTH OIPEICICHHBIH

IP-anpec monydarens B A€CATUYHOM BHJIE.

Korna B IP-¢puibTpe noyuarens BbIOpaHO 3HaUCHHE
IMoayuarteasn IP mackn | «CeTb), BBl MOKETE BBECTH OnpezieeHHyto |P-Macky

noJrydgareiisl B I€CATUIHOM BUC.

Hactpoiika ¢puibTpanuy KapoB Ha OCHOBE X aJpEeCHOTO
TIOJISI alImapaTHoro aapeca ornpaButeasi(SHA).

0: Kagpst ARP, rane SHA ne pasen SMAC-anpecy.

1: Kanpst ARP, rne SHA pasen SMAC-anpecy.

ARP SMAC Match
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Any: JlonycTumo J11000€ 3HaYeHUE.

Hacrpoiika ¢puibTpanuy KaapoB Ha OCHOBE MX apECHOTO
HOJIsI anmapatHoro aapeca ornpasurens. (THA).

RARP SMAC Match 0: Kagpst RARP, rie THA ne paser SMAC-anpecy.

1: Kagpet RARP, rie THA paBer SMAC-anpecy.

Any: JlonycTuMo 11000€ 3HaYEHHE.

Hacrpoiika punbTpaiium kaipoB Ha OCHOBE WX MOJEH
ARP/RARP Annaparunoii [{nunsl Anpeca (HLN) u
[Mpotokonbroii [nuaer Anpeca (PLN).

0: Kagpet ARP/RARP, rie HLD pasen Ethernet (0x06) u
PLN pagen IPv4 (0x04), He 10KHBI COOTBETCTBOBATh
IP/Ethernet Length .
3TOM 3aMuCH.

1: Kaapst ARP/RARP, rae HLD pagen Ethernet (0x06) u
PLN pasen IPv4 (0x04), He 10/KHBI COOTBETCTBOBATH
3TOM 3aIHCH.

Any: JlonycTumo nr0060€ 3HaYEHHE.

Hacrpoiika punbTparuu KaapoB Ha OCHOBE UX MOJICH
ARP/RARP Anmnaparaoro Anpecnoro IIpoctpancra
(HRD).

0: Kagpst ARP/RARP, rae HLD pasen Ethernet (1), ue
JOJIKHBI COOTBETCTBOBATH STOM 3aIHCH.

1: Kampet ARP/RARP, rae HLD pasen Ethernet (1),
JOJIKHBI COOTBETCTBOBATH STOM 3aIHCH.

Any: JlomycTumo 11000€ 3HAaYCHHE.

Hacrpoiika punbpTpanmu kaapoB Ha OCHOBE UX TOJISI
ARP/RARP IIpotokonsHO ApecHOTO
[Ipoctpancrsa(PRO).

0: Kagpsr ARP/RARP, rae PRO pasen IP (0x800), He
JIOJDKHBI COOTBETCTBOBATh ATOH 3aIlHCH.

1: Kagpet ARP/RARP, rae PRO pagen IP (0x800),

JIOJDKHBI COOTBETCTBOBATH DTOM 3aIIHCH.

Ethernet

Any: JlonycTumo J11000€ 3HaYeHHeE.
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ICMP Parameters

®uneTp TMNa ICMP Ocofuid v
JHauyeHWe TANA I5E

ICMP

MunbTp Koga ICMP Ocobulid v
FHaueHne Koga I55

ICMP

Omnpenemure |CMP-dunsTp mis stoii ACE.

JIrooii: ICMP-bunsTp He onpenesncH.

Oco0bl1ii: Ecny Bbl XOTHTE OCYIIECTBIIATH (DUIBTPALIUIO
¢puasTp THNA ICMP . .
yepe3 onpenenenubii |ICMP-¢unbtp ¢ atoit ACE, To BBI
MOKETe BBeCTH ompeencHHoe 3HadeHue |CMP.

ITossurcs mose mis BBoaa 3uauenus ICMP.

Korna mnst ICMP-dunsTpa BIOpaHo 3HaYCHHE

«Oco0bIi», BBl MOKETE BBECTH ONIPEACICHHOE 3HAUCHHUE
3unavyenne Tuna ICMP
ICMP. Jlonyctum nuam3aod ot 0 o 255. Kaapsi,

nonasmue B 3Ty ACE, cooTBercTByI0T 3HaueHui0 |CMP.

Onpenenure Gunbtp koga ICMP mst atoro ACE.
JIrooii: Gunptp koma ICMP He onpeneneH.

Oco0biii: Eciii Bl XOTUTE OCYIIECTBIATH (DUIBTPALIHIO
®uabTp koga ICMP N .
yepe3 onpeneneHubii GuibTp koga ICMP ¢ stoit ACE,
TO BBl MOKETE BECTH OIPEJICIICHHOE 3HAaUeHHE KO/Ia

ICMP. ITosiBurcd moste st BBoga |ICMP-kona.

Korna nns ¢unbrpa koma ICMP BeiOpaHO 3HaUYeHHE
«Oco0BIii», BBl MOJKETE BBECTH OIPEICIICHHOE 3HAYCHHE
3nauvenue xkoaa ICMP | kona ICMP. Jlonyctum nuam3aon ot 0 o 255. Kangpsr,
nomnasiire B 3Ty ACE, COOTBETCTBYIOT 3HAUECHUIO KOJIa
ICMP.
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TCP Parameters

DunNbTP NO NOPTY
HCTOUYHWKA
DuUNbTP NO NOPTY
Ha3HayYeHWA

TCP FIN
TCP SYN
TCP RST
TCP P5SH
TCP ACK
TCP URG

MeoBoi

Meoon

J

J

3

J

I I '.l;- B i
N R R R R |

.

UDP Parameters

MUALTP NO NOPTY
HCTOUHWKA
OUNbLTP N0 NOPTY
HazHayYeHWA

MeoBoi »

MeoBoi

Onpenenure TCP/UDP-dunsTp oTIpaBUTEINS 15 3TOM
ACE.

JIro60ii: TCP/UDP-buibTp OTIIpaBUTENS HE ONPEICIICH.
Oco0biii: Eciii Bl XOTUTE OCYIIECTBIATH (DUIBTPALHIO
yepe3 onpenaenennsiii TCP/UDP-duabsTp oTnpaBuTens ¢
stoii ACE, TOo BbI MOKETE BBECTH OIIPEACICHHOE
TCP/UDP ¢puawstp mo | 3Hauenue otnpasurest TCP/UDP. [TosButcs nose s
nopry BBO/Ia 3HauYeHus otnpasuteis TCP/UDP.

Juana3on: Eciu Bl XOTUTE OCYIIECTBIATH (PHUIBTPALIUIO
yepes onpeaenennslii auanazonnsiii TCP/UDP-duistp
otnpasutens ¢ 3toil ACE, To BBl MOXeTe BBECTH
OTIpe/ieNIeHHOE 3HAUCHUE IMara3oHa OTIPaBUTENs
TCP/UDP. TlosiBuTCS 110J1€ 1711 BBOIA 3HAYEHUS
ornpasutenst TCP/UDP.

Korna st TCP/UDP-¢dunbTpa oTnipaButess BHIOpaHO

3HayeHue «Ocodblii», BBl MOXKETE BBECTU OIPEIEIICHHOE
TCP/UDP Homep 3Hauenue ornpasurenst TCP/UDP. lonyctum quana3ox
NMOPTa HCTOYHHUKA ot 0 1o 65535. Kanpsl, nonasmue B 31y ACE,

COOTBETCTBYIOT 3TOMY 3HAaYEHHIO OTIIPABUTEIS
TCP/UDP.
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Korpna nns TCP/UDP-¢duibTpa oTripaBuTeNns BEHIOPaHO
3Ha4YeHue «/luanazony, Bbl MOXKETE BBECTH

TCP/UDP Source OIIPE/IEJIEHHOE 3HAUEHUE IMaIla30Ha OTIPABUTENs
Range TCP/UDP. Jlonyctum auanazon ot 0 10 65535. Kanpsl,
nonasiue B 3Ty ACE, COOTBETCTBYIOT 3TOMY 3HAYEHHIO
otmpasutesst TCP/UDP.

Onpenenure TCP/UDP-dunsTp noaydaTens s 3Toi
ACE.

JIrwooii: TCP/UDP-duibTp nomy4arens He ONpeIeIcH.

Oco0b1ii: Eciu Bbl XOTUTE OCYIIECTBIIATH (PUIBTPALIUIO
yepe3 TCP/UDP-dunbtp nomyuaress ¢ 3tum ACE, 1o BB

MO>KETe BBECTH OIPEJINICHHOE 3HAUCHNE MOTydaTelis
TCP/UDP ®uabTp no

MOPTY HA3HAYEHUS

TCP/UDP. TlosiBuTCs 110JI€ [UIsS BBOJIA 3HAYEHUS
nony4uarens TCP/UDP.

JAuana3zon: Eciii BbI XOTUTE OCYIIECTBISITH (PHIIBTPAITUIO
yepe3 auana3zouubiii TCP/UDP-dunsTp noaydaress ¢
stoii ACE, To BBl MOKeTE BBECTH ONPEIEICHHOE
3HaveHue auanasona noydarenas TCP/UDP. TosBurcs

noJie Juis BBojAa 3HaueHus mosrydarenas 1CP/UDP.,

Koraa mis TCP/UDP-dunsTpa moxydareis BEIOpaHO

3HaueHue «Oco0bIii», Bl MOKETE BBECTH OIPEICTCHHOE
TCP/UDP Homep

nmopTra Ha3HAYCHUSA

sHadyenue noiydatens TCP/UDP. JlonycTim auama3ox
oT 0 mo 65535. Kanpsl, nonasmue B 3Ty ACE,

COOTBETCTBYIOT 3TOMY 3HaucHHIO moyuarens TCP/UDP.

Koraa mis TCP/UDP-dunsTpa mosaydareiis BEIOpaHO
3HaueHHe «/uana3ony», Bbl MOKETE BBECTH

TCP/UDP Destination | omnpeneneHHOe 3HaYE€HUE TUAITa30Ha ITOJTydaTess

Range TCP/UDP. Jonyctum muamnazon ot 0 g0 65535. Kaapsr,
nomnasiiie B 3Ty ACE, COOTBETCTBYIOT 3TOMY 3HAYCHHUIO
nony4uarens TCP/UDP.

Hacrpoiika 3nauenust TCP «No more data from sender»
(FIN) mmst aToit ACE.

0: Korpna ycranosneno mose FIN, kaapet TCP He gomKHBI

TCP FIN COOTBETCTBOBATH 3TOH 3aIIHCH.
1: Korga ycranoneno mosie FIN, xkaapet TCP momxHBI

COOTBETCTBOBATh ATOM 3aIIHCH.

Any: JlonycTumo 11000€ 3HaYeHHE.
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Hacrpoiika 3nauenust TCP «Synchronize sequence
numbers» (SYN) s aroit ACE.

0: Korna ycranosneno nosne SYN, kagpet TCP ne

TCP SYN JIOJKHBI COOTBETCTBOBATH STOM 3aITHCH.

1: Korpga ycranosineno mosie SYN, kanpsr TCP nomkHEL
COOTBETCTBOBATH ATOM 3aIHCH.

Any: JlonycTumo nt000€ 3HaYEHHE.

Hacrpoiika 3nagenus TCP «Push Function» (PSH) s
sroii ACE.

0: Korpa ycranosieno noie PSH, kaaper TCP He

TCP PSH JIOJDKHBI COOTBETCTBOBATH DTOM 3aIIMICH.

1: Korna ycranosneno mosie PSH, kagper TCP nomxHBL
COOTBETCTBOBATH 3TOW 3aIHCH.

Any: JlonycTumo nr0060€ 3HaYEHHE.

Hacrpoiika 3nagenust TCP «Acknowledgment field
significant» (ACK) mst atoit ACE.

0: Korpa ycranosneno nosie ACK, kaapet TCP ne

TCP ACK JIOJKHEI COOTBETCTBOBATH ATOM 3aMMCH.

1: Korpa ycranosneno nosie ACK, kaapsr TCP nomxHBI
COOTBETCTBOBATH 3TOU 3aIHCH.

Any: JlomycTumo 1r000€ 3HAaYCHHE.

Hactpoiika 3nauenns TCP «HacTpoiika 3HaueHus»
(URG) mns aroit ACE.

0: Korga ycranosneno nosie URG, kaaper TCP ne

TCP URG JOJKHEI COOTBETCTBOBATH 3TOM 3aIIMCH.

1: Korga ycranosneno nosie URG, kanpst TCP nomxHbI

COOTBETCTBOBAThH STOM 3aIIHCH.

Any: JlonycTumo m000€ 3HaYEHHE.
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Hacrtpoiika o0mero cepsepa

Ha 3T0if cTpanuIie BbI MOKETE HACTPOUTH CEPBEPHI AyTCHTHU(HKAIINH.

HacTpoiika cepeepa ayTeHTUdUKaLUn

Obwmne HAacTpOWKK cepBepa

TakMayT

BpeMA npocToA

15 CewyHa

300 CekyHa

TaiimayTt

[Tapamerp Taitm-ayT, 3HaU€HHE KOTOPOTO MOXKET OBITH
YCTaHOBJIEHO B AuanaszoHe ot 3 10 3600 cexyHm, 3To
MaKCUMaJbHOE BPEMS OKUJIAaHUS OTBETA OT CepBeEpa.
Ecnu B Teuenune 3Toro BpeMeHu CepBep HE OTBETUT, TO OH
OyJIET CUMTATHCSI HEUCITPABHBIM U paboTa MPOJOIHKUTCS
CO CJIETYFOIOIIM JIOCTYITHBIM CEPBEPOM (€CTU TaKOBbIE
UMEIOTCSI).

RADIUS-cepBeps! ucnosb3yrot npotokon UDP, ve
SBIIAIOIINNCS HaJIe)KHBIM. [[7151 TOro, YTOOBI CIIPABUTHCS C
MoTepen KaApoB, MHTEPBAJ TaiM-ayTa JEIUTCA Ha 3
MOJIMHTpEBalla OJIMHAKOBOM UTHHBI. Eciu oTBET He ObLI
MOJIyYeH B T€UEHUE MOIUHTEpBaja, 3apocC MOChIIAeTCs
CHOBA. DTOT aJITOPUTM BBIHYX/Ia€T OIPOCHUTH
RADIUS-cepBep 3 paza, mpexe 4eM oH Oyaer

CUHUTAaTbCA HCHUCITPABHBIM.

Bpems npocros

[TapameTp Bpems npocTosi, 3Hau€HHE KOTOPOTO MOXKET
OBITH YCTAaHOBIIEHO B quana3one ot 3 10 3600 cexyH1, 3TO
NEepUo/I, B TEYCHHE KOTOPOTO KOMMYTATOp HE OyIeT
MOCBUIATh HOBBIE 3aIIPOCHI K CEPBEPY, KOTOPBIA HE CMOT
OTBETUTh Ha MPEABIAYIINI 3a1poc. ITO OrpaguT
KOMMYTATOP OT MOCTOSIHHBIX MOMBITOK CBSA3aThCS C
CEpBEPOM, KOTOPBIN OH YK€ OIPEIETUI KaK
HEUCIIPaBHBIN.

VYcranoBka 3HaueHus napamerpa Bpems npocros Ha
BeIMUKHY OoJibie () BKIIOYHUT STOT MapaMeTp, HO TOJIBKO
B TOM CJy4ae, eCJIi ObLII0 HaCTPOEHO 0oJiee OJJHOTO

cepBepa.

Symanitron LTD.

115



PyKOBOACTBO MO 3KCM/AyaTaLuu

5.8.3 RADIUS

Hacrpoiiku cepBepa ayTeHTHGHUKALMHU U y4eTa
B Tabnmme ectp crpoka mist kaxkgoro RADIUS cepeepa ayreHTHHKanmMu W
CJIEIYIOIINE CTOJIOLIBI:

Hactpoika cepeepa ayTeHTMchukaunn RADIUS

# | BKnio4eHo | IP-agpec | Nopr | MNapone
1 1812
2 1812
3 1812
4 1812
3 1812

Homep RADIUS-cepBepa ayreHTHOUKAINH, K KOTOPOMY

OyIyT MPUMEHEHBI YKa3aHHBIC HIDKE HACTPOUKH.

[TocTaBwTe ranouky as BrodeHuss RADIUS-cepeepa
Bxiroueno
ayTeHTU(HUKALIUH.

IP-anpec nnu umsa xocra RADIUS-cepBepa
IP anpec ayrentudukanuu. |P-anpec npeacrasnsercs B

NIECITHYHOM BHUJIE.

UDP-nopr, ucnons3yemsiii RADIUS-cepepom
. ayrentudukanuu. Ecim ycranosnex nopt 0, To

opT
P RADIUS-cepBep ayreHTH(UKAIIMN UCTIOJIB3YET MOPT 10

ymordanuto (1812).

Cekper — JUIMHOM 710 29 CUMBOJIOB — OOLTUHN IS
IMapoanb RADIUS-cepBepa ayrenTuukanuu 1 KOMMyTaTopa

CTCKa.

Hactpoika cepeepa y4eta RADIUS

# | BrnroyeHo | IP-appec | Mopr | Mapone
1 1813
2 1813
3 1813
4 1813
5 1813

COXpaHWTe || COpocuTe
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Homep RADIUS-cepBepa yueta, K KOTOpOMY OyIyT

#

IIPUMEHEHBI YKa3aHHbIE HIDKE HACTPOMKH.

[TocTaBwTe ranouky mas BkioueHuss RADIUS-cepsepa
Bxiroueno

ydera.

IP-anpec mmm ums xocta RADIUS-cepBepa yuera.
IP agpec

IP-anpec npencrapnsercs B JECITUYHOM BUJIE.

UDP-niopt, ucnones3zyemsiii RADIUS-cepBepom yuera.
IopT Ecmu ycranosnen nopr 0, o RADIUS-cepBep yuera

UCIIOJIb3YET MOPT o yMoadyanuio (1812).

Cexpet — IMHOU 710 29 CUMBOJIOB — OOLTUHN IS
IMapoan RADIUS-cepBepa ayreHTH(UKAITIN 1 KOMMYTaTOpa

CTCKa.

0030p craTyca cepBepa ayrTeHTUPUKALMHU U y4deTa
Ha »otoit crpanmme mpencrtaBiaeH o030p coctostHUs  cepBepoB  RADIUS,

HACTPaWBaeMbIX Ha CTpaHUIE KOHPUTYypalluu ayTeHTU(HUKALINH.

Cratyc cepeepa ayTeHTU(puKaumm RADIUS
~ObHoBNTE

# | IP-appec |

ABTOOGHOBNEHKWE

Craryc

Ln B kD~

0.0.0.0:1812
0.0.0.0:1812
0.0.0.0:1812
0.0.0.0:1812
0.0.0.0:1812

BrikntoyeHo
BrlkntoyeHoO
BrikntoyeHo
BrlkntoyeHoO
BrlkntoyeHo

Homep RADIUS-cepBepa. HaxxmuTe Ha HEro a1 BEIBOAA

HO,leO6HOI71 CTAaTUCTHUKH JISL 9TOTO CCPBEpaA.

IP-anpec u Homep UDP-nopta (0603Ha4eHbI B BUJE
IP agpec
<IP-agpec>:<UDP-nopt>) nanHoro cepsepa.

Texyiee cocTostHUE cepBepa. DTO MOJIE MOKET
COJZIEp’KaTh OJIHO U3 CIEAYIOIINX 3HAYEHUI:
Craryc Brikiarodeno: CepBep OTKIIIOYEH.

He roros: Cepsep BkimoueH, HO |P-coeannenue eme He

YCTAHOBJICHO.
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I'oToB: Cepsep BritoueH, |P-coequnenne yctanoBieHo u
RADIUS-moaynb roTOB K IPUEMY MOTBITOK JOCTYIIA.
Dead (X cexyna mpouwuno): K stomy cepBepy Obutn
CJIJIaHBbI MOTIBITKH JIOCTYIA, HO OH HE OTBETHJI B TCUCHHE
3aj1anHoro BpeMeHu. CepBep ObLT BpeMEHHO OTKJIFOYEH,
HO MOYKET OBITh BKJIFOUEH CHOBA 110 HCTECUYCHHUH MEPr0/Ia
BpeMeHH npocTost. KonmmdecTBo cekyH, ocTaBmieecs 10
3TOTO MOMEHTA, 0TOOpa)xkaeTcsi B CkoOKax. ITo

COCTOSTHHE MOXKET OBITh JOCTUTHYTO TOJIBKO B TOM

cirydac, €CJIM BKIITOYCHO 0oJiee OHOTO CCpBEpa.

CrtaTtyc cepBepa y4yeta RADIUS

# | IP-appec | Cratyc
1 0.0.0.0:1813 BrlkniodeHo
2 0.0.0.0:1812 BrikntoueHo
2 0.0.0.0:18132 BrikntoueHo
4 0.0.0.0:18132 BrikntoueHo
5 0.0.0.0:1813 BriknoueHo

Homep RADIUS-cepBepa. Haxkmute Ha Hero a1 BEIBOAA

0ApOOHOM CTaTUCTHUKH JJIsl 3TOTO CepBepa.

IP agpec

IP-anpec u Homep UDP-mopra (0603Ha4eHbI B BUJIE

<IP-anpec>:<UDP-nopt>) nanHoro ceppepa.

Cratyc

Tekymee cocTosHIE cepBepa. ITO MOJIE MOXKET
COJIEPIKaTh OJTHO M3 CIEAYIOIINX 3HAYCHUN:
Boikiaioueno: CepBep OTKIIOYCH.

He roroB: Cepsep BKiIo4eH, HO |P-coenunenme eme He
YCTaHOBIICHO.

I'otoB: Cepep BkitoueH, |P-coenmHenne ycTaHOBIEHO U
RADIUS-mMoaynb roToB K IpUEMY MOMIBITOK JOCTYIA.
Dead (X cexkyna npomwio): K atomy cepepy Obuin
ClIeNIaHbI TOTIBITKY JOCTYMAa, HO OH HE OTBETUII B TCUCHUE
3agaHHOro BpeMeHH. CepBep OblII BpEMEHHO OTKIIOUYEH,
HO MOXKET OBITh BKJIFOUEH CHOBA 110 UCTECUEHHUH Mepro/ia

BpEMs IIPOCTOA. Komnuecrro CCKYH/I, OCTaBIICECA 10

9TOro MOMCHTA, OTO6pa)KaCTC${ B CKOOKax. JT0
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COCTOSIHHE MOKET OBITh JOCTUTHYTO TOJIBKO B TOM

cjrydac, €CJIM BKIOYCHO Ooiee OJIHOT'O CCPBEpa.

CraTucTHKa cepBepa ayTeHTH(PMKAIIMU U y4eTa
OroOpaxenue cratiuctiku moxoxe Ha cranaapt RFC4668 - RADIUS Authentication
Client MIB. Hcnonb3yiiTe mojie BbiOOpa cepBepa i MEPEKIIOYCHUS cepBepa, s

KOTOPOTo 0ToOpaxkaeTcsi nH(popmarusi.

AyTeHTUdMKaLMOHHAA cTaTUCTUKa AnA cepBepa RADIUS #1

Cepeep #1 - ABTooGHoenenme || | OGHosute || Ouncruts |

"pI'IHIlHEIBHbIB NnaKeTbl | "BPEAEIBEIEHI:IB MNaKeTbl
AocTyn pazpewed 0 Zanpoc aocryna 0
B gocryne oTKazaHo 0 MMoBTOpHLIA 3anpoc AoCTyna 0
MpobneMbl gocTyna 0 OmMaarowWwHe anpocol 0
HekoppeKkTHble 0TBEThl Ha Zanpochl gocTyna 0 TaWMayThi 0
HepepHble ayTeHTHDHKATODDI 0
HeonozHaHHbIE THNbI a
OTHpoLlIeHHbIE NAKeTbl 0
JlononHWTenbHaa MHQopMaLIMA
IP-agpec 0.0.0.0:1812
Cocroanne BrlilnioyeHo
BpeMA Mex /1y OTNpaBKoW 3anpoca W NolyYeHHeM oTBeTa 0 ms

5.8.4 NAS (802.1x)

Ota cTpanwuiia mo3Bossier HacTpanBaTh IEEE 802.1X | a taxke ayreHTH(UKAINIO TIO
MAC aapecam, BKIIO4Yasi CUCTEMHbIE HACTPOMKM M HACTPOWMKH HHAWBUIYATbHBIX
MIOPTOB.

Crangapt IEEE 802.1X onpenensier npoueaypy NpeaocTaBlIeHs JOCTYyIa Ha OpTax,
MPeIOTBPAILAIONIYI0 HEABTOPU30BAaHHBIA JIOCTYN B CETh, OO0s3bIBasl IMOJIb30BaTENCH
MPEABAPUTEIIBHO BBECTH JIOTMH U MapoJib. BO3MOXHOCTh TOCTyIA IOJb30BATENs B
CeTh OIpPEAeNSAIOT BbIAEICHHbIE cepBepbl. HacTpoiika mannbix Takux (RADIUS)
cepBepoB mnpousBoauTcs Ha crpanuile "Hactpoiika—AAA". Cranmapt [EEE802.1X
paboTaeT Ass KaKJIOro MopTa WHAMBHUAYaIbHO, OJHAKO HECTaHAAPTHHIC BapHUAHTHI
MOTYT MPEB30UTH YPOBEHb O€30MIACHOCTH, KaK YKa3aHO HIKE.

Aytentudukanus no MAC aapecaMm Mo3BaoisieT ayTeHTU(UIIMPOBATHCS HA OJHOM
MOPTY Cpa3y HECKOJIbKHM IIOJIb30BATENsIM, MPH ATOM, HE O0Os3bIBasi MOJIB30BATEINS
yCTaHABIUBATh CIEIUAIbHOE MPOrpaMMHOE OOecreueHue, MOAepKUBAIoIIee
npotokosn 802.1X. Jlns aBropu3auMM Ha cepBepe IMOJIb30BaTENsl KOMMYTaTOp
ucnoaszyer MAC azipec mojib30BaTeNbCKOTO YCTpoiicTBa. OJIHAKO, 3710 YMBIILIEHHUKA
Moryt mojuenath MAC azapec, 4TO JenaeT STOT BapUaHT ayTeHTHU(HUKAIIMN MeHee

Oe3omacHbIM, ueMm 802.1X.
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Hactpoiika NAS cocTtouT n3 AByX pa3feioB - CUCTEMHBIX M WHIUBUAYAJIbHBIX JUIS

KaKI0ro nopra HaCTpOCK.

AyTeHTH(QUKALMSA HA OCHOBE IIOPTOB

B tepmunonoruu 802.1X, monp3oBaTenh Ha3bIBaCTCS CYMILTUKAHTOM (supplicant),
KOMMYTAaTop - ayreHTudukaropom, a RADIUS cepep - cepBepom ayreHTU(DUKALINH.
AyTeHTu(UKATOp WUrpaeT pojb MOCPEAHMKA, IMEPEHANpaBisisl 3ampochl U OTBETHI
MEXAy CYNIUIMKAaHTOM M cepBepoM ayTeHTu(ukauuu. Kaapel, nepenaBaembie MEXIY
CYNIUTMKAaHTOM M KOMMYTaTOPOM - 3T0 crienrainbHble Kaapbl 802.1X, Takxke n3BeCTHbIE
kak EAPOL (EAP Over LAN). Kagpst EAPOL wunkancynupyror EAP PDU
(RFC3748). Kaapsl, nepenaBaembie Mexay kommytatropom 1 RADIUS cepBepom - 310
naketel RADIUS. Tlaketst RADIUS rtarke wakancyaupyior EAP PDU, a Takxe
JIOTIOTHUTENIbHBIE aTpuOyTHI, TakKe Kak [P angpec koMMyTaTopa, ero Ha3BaHUE U HOMEP
opTa, K KOTOPOMY TNOJKIIOYeH cynmiukaHiT. EAP ouens ruOok u mo3BoJisieT
UCIIOJIb30BATh pa3IMYHbIe METOJbI ayTeHTHU(uKanuu, Harnpumep MD5-Challenge,
PEAP, u TLS. BaxHo moHMMaTh, 4TO ayTeHTH(UKATOp (KOMMYTaTOp) HE JOJDKEH
3HaTh, KAaKOM MMEHHO METO]l ayTeHTHU(UKAIUHU HCIOJb3yeT CYNIUIMKAHT U CEepBeEp
ayTeHTU(UKAMU WM CKOJIBKO KaJpOB HYKHO IepenaTh Uid JaHHOTO METoJa.
KommyraTop mpocto uHkancynupyeT EAP wacTe kaapa B COOTBETCTBYIOUIMWA THII
(EAPOL or RADIUS) u nepenaér ero.

ITocne oxonwanust ayreHtudukanuu, cepsep RADIUS otnpaBnser mnaker,
CoJIepKalluil pe3ynbTaT ONepaluu - ycmex Wiu mpoBai. Kpome mepechuiKH 3TOro
pe3ynbTaTa CYNIUIMKAaHTy, KOMMYTAaTOp HCHOJB3YyeT €ro Ajs MpelOCTaBICHUS U
MpPEeKpaIeHUs] BO3MOXKHOCTHU TepefaBaTh JaHHbIE HAa TIOPTY, K KOTOPOMY MOJIKIIOUYEH
CYIIUIMKAHT.

[Ipumeuanue: MPeANnoNok UM, YTO CYIIECTBYET JBa CepBepa U TailM-ayT cepBepa
yCTaHOBJEH B X CEKyHJ (Ha CTpaHUIlE HACTPOEK ayTeHTHU(HUKAIUHU), a TaKXKe
JOTYCTHUM, YTO MEPBBIN cepBEP B CIIMCKE B JAHHBIA MOMEHT HEAKTUBEH (HO HE IPU3HAH
yTpaueHHbIM). Temepp, eciau CymIUIMKaHT oTmnpaBuT naketsl EAPOL  Start co
CKOPOCTBIO BBIIIE, YeM pa3 B X CEKYH[, TO OH HE CMOXET ObITh ayTeHTU(ULIUPOBAH,
TaKk Kak KOMMyTaTop OyzaeT cOpachiBaThb TEKYIIMH 3arpoc ayTeHTU(UKALUH TNpU
nosydeHun HoBoro makera EAPOL Start or cynmiukaHTa, a Tak Kak OLIMOKa
ayTeHTU(UKAI[MM HE yCIeBaeT BO3HUKHYTh (Tak Kak X CeKyHJ ellé He MPOILIH), TO
3arpoc OyJeT BEYHO OTHPABIATbCS HAa OJUH M TOT K€ HEaKTUBHBIA cepBep. Takum
oOpa3oMm, TaliM-ayT cepBepa JOJDKEH OBITh MEHbIIE, YeM YPOBEHb YaCTOTHI

oBTOpHOTO oTnpasieHus nakeroB EAPOL Start cynminkanra.
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Ayrentudurkanus no MAC-aapecam

B otimmume ot 802.1X Ha moprax, ayreHtudukanus nmo MAC aapecam He SBISETCS
CTaHIAapTOM, a JIMIIb best-practice, IMHUPOKO pacrnpocTpaHéHHON B mHIycTpuu. [lpu
ayreatupukanun o MAC azapecaM, MMOJIb30BaTeNM HA3bIBAIOTCS KIMEHTAMH, a
KOMMYTATOP UTPAeT poJib CyniuinkanTa. [lepBoiii kaap (Jir060ro Tuma), OTIpaBICHHBIN
KIIMEHTOM, HUCCIIETyeTCs KOMMYTaTOpOM, KOTOPBIH B CBOIO ouepeb ucnoib3yeT MAC
aZpec KJIMEHTAa Kak JIOTUH W mapoyib B mocienywomem EAP o6mene ¢ RADIUS
cepBepoM. 6-6aiitoBbii MAC anpec KOHBEPTHUPYETCS B CTPOKY CIEAYIOIIEro THIIA:
"XX-XX-XX-XX-XX-XX", TO ecTb, uepTra (-) HUCHOJB3yeTCSd KakK pa3JeluTenasb JJis
HIeCTHAATEepUUYHbIX U(p B HIDKHEM peructpe. KommyraTop noanep’uBaeT TOIbKO
meto MD5-Challenge, tak uto RADIUS cepBep monkeH OBITH COOTBETCTBYIOIIE
HACTpPOEH.

[Tocne okonuanus ayrentudukanuu, RADIUS cepBep oTchlnaeT crieniaibHbIi MakeT,
COZEpXAIIUN  MOJIOKUTEIbHBI WM OTPULATENIBbHBIA  pPE3yabTaT MPOLELYPHI
ayTeHTU(HUKALUU, KOTOPObI KOMMYTAaTOp HCHOJb3YeT Uil MpPENOCTABJICHUS WIH
3ampera A0CTyna s ONpeNel€HHOrO KIMEHTa, MCIOJIb3ysd MOAY/Ib be3omacHOCTh
nopta. ToIbKO Mociie 3TOro JaHHbIe OT KIHEeHTa OyAyT MepechuiaTbcsi KOMMYTaTOPOM.
ITaketst EAPOL He ywacTBylOT B OTOM THUIIE ayTeHTU(PHUKAIUHU, TOITOMY
ayreHTudukanus Ha ocHoBe MAC anpecoB HUKaK He cBs3aHa co cranmapTom 802.1X.
[TpeumymectBo ayrentudukanuu Ha ocHoBe MAC anpecoB Hag 802.1X B ToM, 4TO K
OJIHOMY U TOMY K€ MOPTY MOTYT OBITh MOJKIIOYEHbI HECKOJIBKO KIMEHTOB ( B TOM
qyclie KOMMYTaTOp CTOPOHHErO MPOU3BOJIUTENS ), HO MpPHU STOM MPOXOJAUTH
HE3aBUCUMYIO ayTEeHTH(UKAIUIO, IUIIOC KIMEHTaM He TpedyeTcs TOTOJHUTENbHOE
nporpamMMHoe obecrieuenue. I[IpenmymiecTBo ayreHTHdukanuun Ha ocHoBe MAC
agpecoB Han 802.1X B TOM, YTO KJIMEHTaM HE TpeOyeTcs IOTOJHUTEIHLHOE
nporpaMMmHoe obecrieuenune. OOpaTHON cTOpPOHOU siBisieTcs TOT PakT, uto MAC anpec
MOXKET OBbITh MOJYYEeH B3JIOMIIHUKAMH M C €ro MOMOIIBIO JII000€ YCTPONCTBO MOKET
BBIJATh ce0s 32 ayTeHTU(PUIUPYEMOTO MOJb30BaTeNsd. Takke HET04ETOM SBISETCS

MOJUIEpXKKa TOJBKO OJJHOTO MeTo1a ayreHTudukanuu - MD5-Challenge.
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HacTpoika cepeepa gocTtyna

HacTpoka cucteMel

Pexnm BriknoyeH v
MoBT. ayTeHTUhMKaLWA BKIOYEHA
MNepnog NOBT. ayTeHTHhHKaUMK 3600 CEH.
TahWmayT EAPOL 30 Cex.
NMepuop cTapeHuAa 300 CEeH.
BpemMAa 3afepmKm 10 CeK.
HacTpoKka nopta
Mopt | Cratyc | Cratyc nopra | MNepesanyck
e <= v
1 | MpWHYQ. 3ETOPWI0BAH T | BeIKAKIUYEHD MoET. AYTEHTUDMKALWA MOET. MHALMANWZALMA
2 | TpwHyQd. aETOPWE0EaH ¥ | BhIKAKYEHD
3 | MpwHyQ. aBTCRMS0EaH v | BoHnwusHo
4 | MpWHyd. 3ETOPH30EAH T BuIKAKYEHD
5 | MpWHyD. 3ETOPKI0EEH T | BeIKAKIUYEHD
6 | [pwHyd. aETOPWE0EaH ¥ | BhIKAKYEHD
7 | MpwHyd. aBTCRMS0EaH v | BoHnwusHo
8 | MpwHyn. 3ETOPM30EAH T BuIKAKYEHD
9 | TpwHya. 3ETOPWEOEAH ¥ | BoKAK4YEHD
10 | MpwsHyd. 3ETOPME0EEH ¥ | BrKAKYEHD
11 |MpwHya. 3ETOLWZ0BaH v | BoHnwusHo
12 | [NpWHYyQ. AETOPW30BAH T BuIKAKYEHD
13 | MpwHyd. 3ETOPME0EEH ¥ | BoKAK4YEHD
14 | MpwHyd. 3BTOpW30BaH ¥ | BrKAKYEHD
[Toka3biBaet, BKItOUeHa U ayreHTuukanus 802.1x uinun
ayrentudukanus no MAC-aapecaMm Ha KOMMYTaToOpe
Pexxum B006H_[e. Ecnu ayreHTI/I(I)I/IKaI_[I/I}I Ha KOMMYTAaTOpeE
IMOJIHOCTBIO BBIKIIFOYCHA, TO BCEM IIOPTAM paspeIICHO
MepeChblIaTh KaJIpPhbI.
Ecmn Q)Ha)KOK YCTAaHOBJICH, KJIMCHTBI MOT'YyT
OCYHICCTBJIATD panTeHTI/ICI)I/IKaLII/IIO JaXe II0CJIC
HOBTOpHaﬂ HHTCPBAJa, OIIPCACIICHHOI'O B IIOJIC «Hepenou
ayTeHTUu(GUKaALUSA NMOBTOPHOIi ayTeHTHUKAINKWY. PeayTeHTH(HKaAIINSA
BKJIIOYEHA JUIS IOPTOB, Mo iepkuBatonux 802.1x, MoxkeT ObITh
HUCITIOJIb30BaHa OJIA 06Hapy)KeHI/I}I HOBOTI'O YCTpOfICTBa,
IMMOAKIIFOYCHHOI'O K IIOPTY KOMMYTATOPA.
Onpez[enﬂeT nepuol, B CCKyHAax, IoCJIC KOTOPOTro
Hepno;[ HOBTOpHOﬁ HpHCOGI{HHHBHleICH KIIMCHT OJOJIPKCH HpOﬁTH MMOBTOPHYHO
ayTeHTH(l)I/IKaHI/II/I aYTeHTI/I(I)I/IKaLII/IIO. HapaMeTp AKTHUBCH TOJIBKO TOI' A,
KOoTrla YCTAHOBJICH (bJ'Ia)KOK B II0JIC HOBTOpHaH
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ayreHTuukanus. JlonycTuMbl 3Ha4eHUs B JUania3oHe

ot 1 10 3600 cexyH.

Omnpenensier Bpemst UIs Iepeadyl MOBTOPHOTO 3arpoca
uneatudukammun EAPOL-xanpos.

Taiimayr EAPOL JlonmyctumMbl 3HaYeHMs B [uana3one ot 1 go 65535
CeKyHJI. DTO HUKAK HE BIMSACT HA TIOPTHI C

ayrentudukanueit mo MAC-aapecam.

DTOT mapameTp NPUMEHSIETCS K CICAYIOIIUM peXXUMaM,
T.€. K p&KHUMaM, UCTIOJB3YIOIUM (PYHKITHIO
6e3zomnacHocTr optoB (Port Security) st 3anuThr
MAC-anpecos:

Ayrentuduxanus no MAC-agpecam:

Koraa moayime NAS ucnosibyer MOAyITh 0€301aCHOCTH
nopToB st 3amuThl MAC-aapecoB, MOTyITb
0€30MacHOCTH MOPTOB HEOOXOIUM JIJISI TPOBEPKH
akTuBHOCTH HAa MAC-aapece mocpeacTBOM 3alIpOCOB
yepe3 peryispHble MPOMEKYTKH BPEMEHHU U IPOBEPKU
HaJIM4Usi CBOOOJHBIX PECYPCOB, €CIIU B TEUECHUE
Ilepuoa crapenust .
3a/IaHHOTO MEepHo/ia BpeMEHH HUKAKOW aKMBHOCTH HE
0o0HapyxeHo. [laHHBIN MapaMeTp KOHTPOJIUPYET UMEHHO
3TOT MEPHUO/I, U €r0 3HAYCHHE MOXKET OBbITh YCTAHOBJICHO B
nuamnazone ot 10 1o 1000000 cexyH.

J1J1s MOPTOB C peKUMOM ayTEHTH(PHUKAIIUH 11O
MAC-aapecam peayTeHTHU(UKAIMS HE BBI3BIBACT
IPSIMOU CBS3H MEXKIY KIMEHTOM U KOMMYTAaTOPOM,
MO03TOMY C €€ IMOMOIIBIO HENb3s ONPEACTUTD,
MOJICOE/IMHEH JIM elle KIUEHT WU HeT, U €IMHCTBEHHBIM
yTeM i1 OCBOOOXKICHUS KaKUX-THOO PECypcoB

ABJIACTCA BO3pPACT 3aIllMCH.

DTOT napameTp NPUMEHSIETCS K CIEAYIOLIUM PexXUMaM,
T.€. K peKUMaM, UCTIONb3YIOINUM (DYHKIIHIO
6e3omacHocTu iopto (Port Security) st 3anuTe
MAC-anpecos:

Bpewms 3aaepxkn
Ayrentupukanus no MAC-aapecam:

Ecnu xinmuenTy OyneT oTkazaHo B JOCTyIe — MO0

notromy, yto RADIUS-cepBep 0TKa3bIBaeT KIUEHTY B

JocTyne, 1100 MoToMy, YTO BpeMsl 3arpoca
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RADIUS-cepBepa uctekiio (B COOTBETCTBUUC
TaliM-ayTOM, OIPEJEIIEHHBIM Ha CTPAHULIE
«Hacrtpoiika»—be3onacHoctb—>AAA)») — KITUEHT
OyZIeT yAepKUBaThCsl B HEABTOPU30BAaHHOM COCTOSIHUM.
Taiimep yaep:kaHus HE BEJIET OTCYET BO BpEMs
ayTeHTU(UKAIIH.

Kommyrarop Oyzer UrHOpupoOBaTh HOBBIE KaIPHI,
MOCTYMAOIIKE OT KJIIMEHTA B IPOLIecce yaepKaHusl.
[MapameTp Hold Time (Bpems yaepskaHus) MOXKeET ObITH

ycTaHoBJIeH B Bujie uncna mexy 10 u 1000000 cekynn

Howmep nopta, k koTopomy Oy1yT IpUMEHEHBI YKa3aHHbIE
Iopt .
HUKE HACTPOUKH.

Ecim NAS 11106a1sH0 BKITFOUEHA (JI7IS BCETO
KOMMYTATopa), TO 3Ta BEIOOPKA YIPABIISET PEKUMOM
ayTeHTU(UKAIMN TTOPTOB. JIOCTYITHEI Clleayronue
PEKHUMBI:

[IpunyauTEeIbHO ABTOPHU30BAH

B sTom pexumMe rpu MosIBICHUH Ha MOPTE KaHalla CBS3H
KoMmyTaTop Oynet moceutatk oauH EAPOL-kamp
ycrexa, v Ji000My KIIMeHTY TopTa OyzeT pa3perieH
JOCTYI K ceTH 0e3 ayTeHTU(UKAITIH.

[IpunyauTEIbHO HEe ABTOPU30BaH

B sToMm pexxume mpu MosiBICHUH Ha MOPTE KaHalla CBS3H
KoMMmyTaTop Oyner nmoceuiath oauH EAPOL-kanp
Cratyc HEey/Jau, U JJI000MY KIMEHTY opTa OyzeT 3arpelieH
JOCTYII K CETH.

802.1x

B Mupe 802.1x moJib30BaTellb Ha3bIBACTCS 3APOCYUKOM,
KOMMYTaTop SIBIISIETCS ayTeHTH(PHUKATOPOM, a
RADIUS-cepBep siBisieTcs cepBepoM ayTeHTHU(UKALIUU.
Kommyrarop paboTaeT Kak  4YelOBEK-B-CEpelUHE,
nepechlias 3ampochl U OTBETHI MEXIY 3alpOCUUKOM H
cepBepoMm ayreHTuukanuu. Kaapel, nepechliaeMble
MEXAy 3alpOCYMKOM U  KOMMYTaTOpOM —  3TO
CIielIMaIbHbIE 802.1x-kaapsl, U3BECTHBIC Kak
EAPOL-kanper (EAP Over LANs). EAPOL-kaapsi
WHKancynmpoBansl B Onoku EAP PDU (RFC3748).
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Kanpsl, mnepecbulaeMble MeEXIy KOMMYTaTOpOM U
RADIUS-cepsepom,  sBustorcst  RADIUS-makeramu.
RADIUS-nakeTbl TakXke HWHKANCYJIMpPOBaHbI B OJOKH
EAP PDU, BmecTe ¢ npyrumu aTpuOyraMu, TAKUMHU Kak
IP-anpec kommyTaTopa, UMs 1 HOMEP MOPTa 3aPOCUUKA
Ha komMmyTtatope. EAP sBnsercs oueHb THOKUM, Tak Kak
OH TI03BOJISIET MCMOJIb30BaTh pa3IUYHbIE METObI
ayrentudukanuu, takue kak MD5-Challenge, PEAP u
TLS. BaxHo TO, 94TO ayreHTH(PHUKATOPY (KOMMYTATOPY)
HE HYXHO 3HaTb O METoJax ayTeHTHU(pHUKaLUU
3alpocurKa U cepBepa ayTeHTU(PHUKALUU, WIN CKOJBKO
KaapoB oOmeHa wuHoOpMaIMern HEOOXOauMo s
KOHKPETHOTO MeTo/1a. Kommyratop POCTO
nHKancynupyer EAP-gacTs kajpa B COOTBETCTBYIOLINN
tun (EAPOL wim RADIUS) u nepecsinaer ero. Korna
ayTeHTHU(UKAIUSI 3aBepIleHa, RADIUS-ceprep
MIOCELIIAET CIelMaIbLHBII MakKerT, coaepKalun
UHIMKATOp ycrnexa wiu Heyaaudu. [lomMuMmo mepechuiku
9TOr0  OMNpeleNeHHs]  3alpoCyuKy,  KOMMYTaTop
UCNOJB3YeT €ro JUlsl OTKPBITUS MM OJOKUPOBKH
Tpaduka HAa COEJUHEHHBIM C 3aIPOCYUKOM TOPTY
KOMMYTAaTopa.

[TprMedanue: NpeanoaoKuM, 4To J1Ba BHYTPEHHHUX
cepBepa BKIIIOYEHBI U UTO TalfM-ayT cepBepa yCTaHOBIIEH
Ha X CceKyH] (C MOMOIIbIO CTPAHULIBI HACTPOEK
ayTeHTU(UKALMH), @ TAKXKE MIPEAIOJIOKUM, YTO MEPBBIN
cepBep B CIIMCKE B HACTOsIIee BpeMs He paboTaeT (HO He
CUMTAeTCsl HeHCIIpaBHbIM). Temnepp, eciu 3anpocuuK
perpanciaupyet craproBble EAPOL-kaapsl co yactoToit
ObIcTpee, yeM X CeKyH]I, TO OH HHKOI'/Ia He NPOoHaeT
ayTeHTU(UKAIUIO, TaK KaK KOMMYTaTop OyAeT OTMEHSATh
TEKYILUH 3alpOC BHYTPEHHETO CEpBEpa
ayTeHTU(UKAIIUK BCSIKHUM pa3, Korja oH OyJeT moyry4yarb
HOBBIN cTapToBbli EAPOL-Kaznp ot 3anpocunka. A Tak
KaK CepBEP JI0 CHX MOP HE CUYUTAETCS HEUCIIPABHBIM

(mockosbky X CeKyH]I ellie He UCTEKIIH), TO OH OyaeT

IBITATHCA YCTAHOBUTH CBA3b 110 CIICAYIOLIEMY 3aIllpoCy
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BHYTPEHHETO CepBepa ayTeHTU(DHUKAIIMHA OT
KOMMYTaTopa. ITOT clieHapuii OyeT MOBTOPSTHCS
Be4HO. TakuMm 00pa3zom, TaiiM-ayT cepBepa J0JKEH OBbITh
MEHbIIIE€ YacTOThI iepenayu ctaptoBbix EAPOL-kanpoB
3arpoCYHKa.

Single 802.1x

[Ipu ayrentuduxaruu 802.1X Ha OCHOBE MOPTOB, KaK
TOJILKO 3aIPOCYHK YCIICITHO ayTeHTU(QHUIIMPOBAIICS HA
HIOPTY, BECh TIOPT CTAHOBUTCSI OTKPBITHIM TSI CETEBOTO
Tpaduka. ITO MO3BOJISIET JPYTUM KIIMEHTaM,

IO IKJTFOUEHHBIM K TIOPTY (Hampumep, yepes
KOHLIEHTPATOP), TAKXKE YCIEITHO ayTeHTU(UIIUPOBATHCS
C TIOMOIIBIO YCTICIITHO ayTeHTU(HUIIMPOBABIIETOCS
KIIMEHTA ¥ MOJIyYUTh JOCTYI K CETH, IaXKe B TOM CITydJae,
€CITM Ha CaMOM JIeJIe OHH He TPOIILTH ayTeHTH(PHKAIIHIO.
UToOBI TPe010JI€Th ATy Opelib B CUCTEME 0€30MMacHOCTH,
ucnop3yiite Bapuant Single 802.1x.

Single 802.1x Ha camMoMm Jielte He SIBISETCS CTaHIapTOM
IEEE, HO mMeeT MHOTO aHAJIOTUYHBIX XapaKTEPUCTHK,
kak u ayreHtudukanus 802.1x Ha ocHOBe opTOB. B
Single 802.1X eqHOBPEMEHHO ITPOXOAUTH
ayTeHTU(UKALMIO MOXKET B JIyYIlIeM CIIy4yae OAUH
3anpocuuk. O6sraabie EAPOL-kampsl HCTIONB3YIOTCS B
OOILIEHUH MEX Y 3alPOCYUKOM U KOMMyTaTtopoM. Eciu k
HOPTY MOAKIIOUEHO 00Jiee OJTHOTO 3aIIPOCUYHKA, TO PU
MOSIBJICHUH KaHaja CBSI3U Ha MOPTE MEPBBIM OyAeT
paccMOTpPEH MEePBbIN U3 MOIKITIOYUBIINXCS 3aIIPOCUUKOB.
Ecnu nanHbIi 3alIpoCYHK HE MPEAOCTABISIET CBOU
NEHCTBUTENbHBIC YUCTHBIC JAHHBIC B TEUCHUE
OTIPEICNIEHHOTO MEPUOJIa BPEMEHHU, IIIAHC TOTyYUT
Ipyro# 3ampocyuk. Kak TOJIbKO 3apOCYUK YCIENTHO
ayTeHTU(DUIUPYETCS, TOCTYI OYAET pa3pelieH TOIbKO
emMy. DTO caMblil Ge30macHbIif U3 BCe3 MOAEPKUBAEMBIX
peKuMOB. B 3TOM pexxume Mo1ynnb 6€3011acHOCTH TOPTOB
ucnoib3yercs A 3amutel MAC-aapeca 3anpocunka,
YCIIEIIHO MPOLIEIIEro ayTeHTU(UKAIHIO.

Multi 802.1x
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[Tpu ayrentudukanuu 802.1x Ha OCHOBE MOPTOB, KaK
TOJIBKO 3aIPOCYHK YCIICIIHO ayTeHTU(UIIMPOBAJICS HA
HIOPTY, BECh IOPT CTAHOBUTCSI OTKPBITHIM JUIsI CETEBOTO
Tpaduka. TO MO3BOJSET APYrUM KIMEHTAM,
HOJIKITFOUYEHHBIM K TIOPTY (Hampumep, yepes
KOHIICHTPATOP), TAK)KE YCHEIIHO ayTeHTH(PHUIINPOBATHCS
C TIOMOIIBIO YCIICITHO ayTeHTU(HUIIMPOBABIIETOCS
KJIMEHTA M TIOJYYHUTh JOCTYI K CETH, TaKe B TOM CIydJae,
€CITM Ha CaMOM JIeJIe OHH He MPOILTH ayTeHTH(PHUKAIIHIO.
UtoObI Ipeo10J1eTh 3Ty Opelllb B CUCTEME O€30MacHOCTH,
ucnoss3yiTe Bapuant Multi 802.1x.

Single 802.1x Ha camoM Jiee He SIBISETCS CTaHIApPTOM
IEEE, HO nMeeT MHOTO aHAJIOTUYHBIX XapaKTEPUCTHK,
kak U ayreHTuukanus 802.1x Ha ocHOBe opToB. Multi
802.1x — xak u Single 802.1X — He sIBJIIETCS CTAaHAAPTOM
IEEE, HO siBNIIeTCS BApUaHTOM € OOJBIITUM KOJIHMYECTBOM
TakuX ke xapakrepuctuk. B Multi 802.1X oxun win
0oJee 3alPOCYUKOB MOTYT €TUHOBPEMEHHO
ayTeHTU(UIIUPOBATHCA HA OJJHOM U TOM XK€ MOPTe.

Kaxx i1t 3anpocunk ayTeHTHOUITHPYETCS
UMHAMBUAYaAIbHO U 00ecIieunBaeTcs 3alluToN B Ta0IHIIe
MAC-anpecoB NOCpeICTBOM UCIIOIB30BAHUS MOTYJIS
0€30MacHOCTH MOPTOB.

B Multi 802.1X HeBO3MOHO HCII0JIb30BAThH
mynbTHaApecHsl BPDU MAC-anpec B kauecTBe
MAC-anpeca naznauenus aiss EAPOL-kaapos,
MOCBUTAEMBIX KOMMYTAaTOPOM 3allPOCUYHKY, TaK KaK 3TO
BBI3BAJIO OBl BCEX MPUKPETICHHBIX K MOPTY 3alPOCUYUKOB
JUIS OTBETa KOMMYTaTopy. BmecTo sToro koMmmyratop
ucnosszyer MAC-aapec 3anpocurka, MoJIydeHHbIN U3
craptoBoro EAPOL-kanpa nnu uz EAPOL-kanpa
3anpoca UACHTH(PHUKAINH, TePeIaHHbIX 3alIPOCUHUKOM.
Hckmouennem siBisieTcs ciaydaid, Koraa MpUKperieHHbIe
3aMpOCYUKH OTCYTCTBYIOT. B 3TOM ciiydae kommyTaTtop
ornpasinsier EAPOL-kanps! 3anpoca uieHTHGUKALUN

ucnoib3ys Mmynbtuaapecusiii BPDU MAC-anpec B

Ka4YCCTBC aIpeCa HA3HAYCHU, YTOOBI AKTUBU3HUPOBATH
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JTFOOBIX 3aIPOCUYMKOB, KOTOPBIE MOTYT OBITH Ha MOPTY.
MaxkcuManbHOE YUCIIO 3aIIPOCYUKOB, MOTYIIUX OBITH
MPHUKPETTICHHBIMU K TIOPTY, MOKHO OI'PaHUYHTH C
nomoineto ¢pyukimu Port Security Limit Control.
ABTopu3aunus Ha ocnope MAC-agpeca

B  ommmune or 802.1x, ayreHTudukauus 1O
MAC-anpecaMm sBAsieTCSs HE CTaHAAPTHOM, a JIMIIb
METOJOM IE€pEOBON IPAKTUKH, NPHUHITOU B OTPACIH.
[Ipu ayrentudukanuu no MAC-agpecam mosib30BaTenn
Ha3bIBAIOTCS KIMEHTaMH, a KOMMYTAaTOp BBICTYINAeT B
pOJIM 3alpoCYMKa OT UMEHU KIIMEHTOB. HauanbHbIM Kaap
(;mro6oro THUIIA), OTTPABIISIEMBIN KJIUEHTOM,
OTCJIGKUBACTCS KOMMYTaTOPOM, KOTOPBIH, B CBOIO
ouepenb, ucnoiabyyer MAC-anpec KIMEHTa B KaueCcTBE
HMMEHU NOJIb30BaTENs U MapoJisd B MOCIEIYIONEM 0OMeHe
EAP ¢ RADIUS-cepsepom. 6-06aiitabiit MAC-aapec
npeoOpasyercsi B CTPOKY (popmaTa «XX-XX-XX-XX-XX-XX»,
TO €CTh TUPE (-) UCIOJB3YETCS B KAUECTBE Pa3ICIUTEIIs
MEXAy IIECTHAAUATUPUYHBIMU HUdpaMH  HIKHETO
peructpa. B kadectBe MeTona ayTeHTU(UKAIUU
KoMMyTaTtop moaaepxkuBaer Toibko MD5-Challenge,
nostomy RADIUS-cepBep nmomkeH OBITh HacCTpOCH
COOTBeTCTBYIOIUM oOpasoMm. Korma ayreHTudukanus
3aBepmieHa, RADIUS-cepBep noceutaer onoemienue 06
ycrexe WM HeyAaye, KOTOpOe MPUBOAUT K OTKPBITHIO
Wi OJIOKHpOBKE Tpaduka JUisi AAHHOTO KOHKPETHOTO
KJIMEHTa C MOMOIIBI0 CTAaTHYECKUX 3amuceil B Tabiuie
MAC-aapecoB. Tonbko Tora Kaapbl OT KIHEHTa MOTYT
nepeganbl  Ha  kommyTrarop. EAPOL-kaaper  He
YYacTBYIOT B JTOM ayTeHTU(UKAIMH, CIelI0BATENIbHO,
ayrentudukanus nmo MAC-agpecaM He HMeEET HUYETO
oOmtero co crangaptom 802.1x.

[IpeumymiectBoM ayrenTudranuu no MAC-aapecam
nepena 802.1x ABIsIETCS TO, YTO HECKOJIBKO KIIMEHTOB
MOTYT OBITh MOJKIIOYEHBI K OJJHOMY TIOPTY (HAIIpUMep,

gyepes3 3-ii KOMMYTaTop IPYIIIbl WA KOHIEHTPATOp) U

HO-TIPEeXKHEMY TPeOOBaTh MHIMBUAYAIHHON
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ayTeHTU(UKAIIUH, a TAKKE TO, YTO Ul ayTeHTU(UKALIUU
KJIMEHTaM He TpeOyeTcsl CIeUaIbHOTO MPOrPaMMHOTO
obecnieuenns 3anpocunka. Hemocratok
ayrenTudukanmu no MAC-aapecaM 3aKJIFOUaeTCs B TOM,
yto MAC-aapeca MOTyT ObITh IOJIMEHEHBI
3JI0yMBIIIJIEHHUKaMU, 00opynoBanune, MAC-aapec
KOTOPOTO SIBJISIETCS IEHCTBUTEIEHBIM TI0JIH30BATENIEM
RADIUS, MoXeT HCIToJIb30BaThCs KEM YTOIHO, a TAKKE
B TOM, YTO TIOJIEP>KUBAETCS TOIBKO METO]]
MD5-Challenge. MakcumaiibHOE KOJTHYECTBO KIIMEHTOB,
MOTYIIUX OBITh IPUCOCTUHEHHBIMU K TIOPTY, MOKET
OBITH OTpaHUYCHO C oMol GyHkuu Port Security
Limit Control.

Tekymiee cocrosiare nopra. OHO MOKET IIPUHUMATH OJTHO
U3 CIEAYIOIINX 3HAYCHHI:

Globally Disabled: NAS rino6anbHo OTKITIOUYCHA.

Link Down: NAS rio6ansHO BKIIOYEHA, HO Ha TIOPTY
OTCYTCTBYET KaHaJ CBS3H.

Autorized: TTopr Haxoautcs B pexume Force Autorized
WK B PSKUME CTUHCTBEHHOTO 3aIPOCYHKa (PEKHM
single-supplicant) u 3ampocurk aBTOpHU30BaH.

CraTyc nopra .
Unautorized: ITopt naxoautcs B pexxume Force
Unautorized win B pe)KUMe eTMHCTBEHHOTO 3alIPOCYHKA
(pexxum single-supplicant) u 3ampocurk He aBTOPHU30BaH
Ha RADIUS-cepgep.

X Auth/Y Unauth: TTopt HaX0IUTCs B PEIKUME
MHOKECTBEHHBIX 3aIIPOCUYUKOB (PEKHUM
multi-supplicant). Tekyriue kKTueHTs X aBTOPU30BaHbI, &

KJIIHEHTHI Y HE ABTOPHU30BAHLI.

JIstst KaX 0¥ CTPOKH JIOCTYITHBI IBE KHOMKU. KHOMKH
BKJIFOUEHBI TOJIBKO TOT/IA, KOT[a ayTeHTUHUKALHS
BKJIOUEHA TJI00AIBHO M COCTOSTHHE aJMUHUCTPATOPA
nopra HaxoauTcs B pexxume EAPOL-based wiu
MAC-based.

HaxaTue Ha 3TH KHOIIKU HE BBI30BET HACTPOCK,

Ilepe3anyck

N3MCHCHHBIX Ha CTpAaHUIIC JIS BCTYIIJICHHUA UX B CUITY.

IloBTOpHas ayreHTUUKaNus: PeayreHTHDUKAIMS

Symanitron LTD. 129



SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

MJIAHUPYETCS KaKJIbIN pa3, KOra 3aKaHYMBACTCs
quiet-period mopra (ayrentudukarms mo EAPOL). Jlns
ayreaTudukanuu no MAC-anapecaM MomnbITKA
peayTeHTHPUKAIIUU OYIET MPEANPUHATA HEMEUICHHO.
KHormka MokeT BO31€MCTBOBATH TOJIBKO HA YCIEITHO
ayTeHTU(UITUPOBAHHBIX KJIUCHTOB U HE BBI3BIBACT
BPEMEHHO HEaBTOPHU30BAHHBIX KIIMEHTOB.

IoBTOpHas nHuuMau3aums : llpunyurensHas
peVMHUIIMATIA3AIMS KIIMEHTOB Ha TIOPTY U, TEM CaMbIM,
HeMe IeHHas peayreHTudukanus. KinueHTs
NEPEBOJIATCS B HEABTOPU30BAHHOE COCTOSIHUE JI0 TEX

op, OKa UJIET MpoIiecc peayTeHTU(PUKAIIIH.

Cratyc NAS

Ha nanHO# cTpanuie oToOpakaercst 0030p Tekyiero coctossaus moptoB NAS.

Howmep nopra kommyratopa. Haxxmure, 4T00B1 YBUIIETH

Mopt
noApoOHyto cratucTuky 802.1X my1st 3TOr0 MopTa.
Tekyiee aiMUHUCTPATUBHOE COCTOSTHHUE MOPTA.
AJIMHHHMCTPATUBHOE )
Oo6parutech k mynkry NAS Admin State qis mosaydenus
COCTOsIHUE .
OTIMCAaHUS BO3MOXKHBIX 3HAUCHUH.
Tekymee cocrosaue nmopra. O6parutech k myHKTY NAS
Cocrosinue mopra Port State asist mosrydyeHus: ONMCaHUs UHAUBUTYaTbHBIX
COCTOSIHUIA.
MAC-aapec oTnpaBuTeNs, COICPKABIIUIACS B
nocneaHem noixydennom EAPOL-kanpe mst
Last Source ayreHTudukanuu Ha ocHoBe EAPOL, u nocneanuit

HpHHfITLIfI KaJlp OT HOBOI'O KJIIMCHTA IJIA

ayrentudukanuu no MAC-anpecy.

WNwms monb3oBatens (TMYHOCTH 3aPOCUUKA),
coJieprKaBIlieecs: B OCIEAHEM MOTyYEHHOM
. EAPOL-kxanpe ans ayrentudukanuu Ha ocHoBe EAPOL,
Mocaexnuii 1D
u MAC-anpec oTpaBUTeNs U3 MOCIEAHETO MPUHITOTO

KaZpa OT HOBOTO IMOJIb30BAaTCIIA IJIs ayTCHTI/I(I)I/IKaI_II/II/I 110

MAC-anpecy.
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Ora cTpaHUIla COACPXKHUT NoapoOHyIo cratucTuky mo |EEE 802.1x mist koHKpeTHOTO
nopra KOMMYyTaropa ¢ 3amylleHHOW ayreHTH(uKanueidl mo mopry. Jias mopToB c
ayrentu¢ukanueir mo MAC-anpecy OHa TOKa3bIBAaeT CTATHUCTUKY TOJBKO JUIS
BbIOpaHnHOTO  BHyTpeHHero  cepeBepa (RADIUS-cepsep  ayreHTHUKAINH).
Hcnonp3yiiTe mosne BbIOOpa HOpTa, YTOOBI ONpENENHTh, JUId Kakoro mopra OynayT

IIOKa3aHbl JCTaJIn.

Cratuctuka cepeepa goctyna lopt 1
MopT1  «» ABTOOOHOBNEHKE QGHOBWTE |

CocrofAHne n opTa

Cratyc MpwWHYAQ. aBTOPKM3I0BAH
CratycC nopra BrelKNHYeHO

Tekyllee aIMUHUCTPATHBHOE COCTOSTHHE TIOPTA.
Crartyc Oopatutech k myHkTy NAS Admin State asst mosydeHust

OIIMCAaHUS BO3MOXKHBIX 3HAUCHUM.

Tekymee cocrossaue mopra. O6paturtech K MyHKTY NAS
CraTyc nopra Port State asist mosrydeHus! ONMCaHUs UHAUBUTYaTIbHBIX

COCTOSIHUM.

OTH CYETUHKHU KaJIpOB 3aIllpOCUYrKa NOCTYITHbI IJIA

CICAYIOMIUX aAMUHUCTPATUBHBIX COCTOSIHUM:

EAPOL Cuyerunkn e Force Autorized
e Force Unautorized
e 802.1x

Otu Bayrpennue (RADIUS) cuetynku KaapoB JOCTYITHBI
JUISL CIICYIOIINX COCTOSIHUM:

° 802.1x

e MAC-based Auth.

Backend Server
Counters

WHdopmariust 0 OCIeAHEM 3aITPOCYHKE/KITUCHTE,
TBITABIIEMCS TIPONTH ayTeHTH()UKAIH0. DTa
Last Supplicant/Client | uHpOpMaius OCTYITHA IS CISAYOIIUX

Info aIMHHHACTPATUBHBIX COCTOSHHIA:

o 802.1x

e MAC-based Auth.
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5.9 Onosemenus
5.9.1 OnoBewieHus o c00AX

Korpa cinydaercs kakoii-mubo cOoil, Ha aHeJIn KOMMYTaTopa 3aropaeTcs HHIUKaTOp

c00sI M PNEKTPUYECKOE peJie TYT JKe CUTHATU3UPYET 0 cOoe.
CurHanusauma o Heucn PaBHOCTH
Ownbka NUTaHUA

MuTaHwme 1 MuTaHue 2

Mopr oTkNo4eH/HencnpaeeH

Mopr | AkTMBHBIA

b B W M=

5.9.2 CucreMHBI€E ONOBEIICHUS

HacTtpoiiku cucremuoro :;xypHaia (SYSLOG)
SYSLOG — 3T0 mpoTOKOJI, KOTOPHKIH MepeaacT YBEAOMIICHHS O COOBITHIX B ceTH. [

noJTydeHus1 gonotHuTeNbHON nHpopManmu cM. RFC 3164 - [Ipotokon BSD SYSLOG.

HacTpoKka cMCTeMHOro XypHana

Pexyium cepeepa | BolKnwoyeHo -

Appec cepeepa | 0000

| CoXpaHUTL || COpocHTE

[Toxa3zeiBaeT pexuM paboTel cepBepa. Korga pexxumom
paboThl sBnsieTcs «BxmroueHoy, coobmenus SYSLOG
otnpasisitorcs Ha cepep SYSLOG. [Ipotokon SYSLOG
Pexunm cepsepa ocHoBaH Ha cBs13u UDP u npuHMMaeT TaHHbIE Ha
UDP-niopt 514, Ho cepBep SYSLOG ne OyzneT nocsuiath

IMMOATBCPKACHUA IIpUEMa O6paTHO OTHPABUTCIIIO, TAK KaK

UDP sBnsieTcs mpoTOKOJIOM 0e3 HEOOXOIMMOCTH
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YCTaHOBKH CIICLIUATBLHOTO COCTMHEHUS, CIICI0BATEIBHO,
JIAHHBI MPOTOKOJI HE JAaeT MOoATBepKaAcHUM. [TlakeT
SYSLOG Bcerna OyaeT oTHpaBiIsAThCS, TaKe €CITU
cepepa SYSLOG ne cymectByet. Bo3MOXHBI
CIICAYIOIINE PEKUMBIL:

Bxuroueno: CepBep BKIIIOUCH

Brikioueno: CepBep BBIKIIOUEH

SYSLOG Server IP
ajapec

[TokassiBaer IPv4-anpec xocra cepepa SYSLOG. Ecnu

KoMMmyTatop noaaepxkuBaet yakuo DNS, ona Taxke

MOKET OBITH UMEHEM XOCTA.

Hactpoiiku SMTP

SMTP — 310 cokpamenue ot Short for Simple Mail Transfer Protocol, mpoToko: st

nepenayd AJIEKTPOHHBIX muceM uepe3 MHrtepHer. [ns moapoOHO#l uHpOpManuu
obpatutech k RFC 821 - Simple Mail Transfer Protocol.

YctaHoBku SMTP

IJNeKTPOHHAA NoYTa ONA OTNPaBKW CUrHaNOoEB TPEBOrKM | Buiknioumte -

Anpeca ceppepa SMTP 0.0.0.0

OmmpaBuTenb afpeca 3NeKTPOHHOW nouThl | administrator

TeMma nHCbMa

Automated Email Alert

AyTentiidbMKaumua

Monyyartens agpeca 3NeKTPOHHOR NouThr 1

Monyuyarenb aApeca INeKTPOHHOH NouThl 2

Monyyartens afpeca 3NeKTPOHHOR NouThl 3

Monyyarens agpeca 2MeKTPpoHHOH NoYThl 4

Monyuarens agpeca 3NeKTPOHHOR NoUTbhl 5

Monyyareno agpeca 3NeKTPOHHOHA NOYTHl 6

CoXpaHuTh

DJIEKTPOHHAs N0YTA
A OTHPABKH

CUTHAJIOB TPEBOI'U

Bximrouenune/BrikitoueHue nepeaaynu CUCTEMHbBIX

OMOBEIICHUN O COOBITHSIX TIO BHCKTPOHHOﬁ no4yTe

Anpec cepgepa SMTP

Hacrpoiika IP-anpeca cepepa SMTP

Ornpasurennb agpeca

Hacrtpoiika yueTHOM 3alMCH DJIEKTPOHHOM ITOYTHI, C
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3JIEKTPOHHOM MOYTHI KOTOPO# OyayT MOCTYNaTh YBEIOMIICHUS

Tema nucbma CO6BITI/I€, 0 KOTOpPOM OIIOBCIIACT MMUCbMO

*  Hmsa mojb30BaTesi. UM II0JI30BATEIII

ayTeHTU(UKAITIN
AyTeHTHGUKAIMNSA
* Ilapoas: naposs ayTeHTUDUKAIH
* IloaTBepikaeHue NapoJsi: MOBTOPHBINA BBOJ IIAPOJIS
IHonyyareas agpeca OnexTpoHHBIN afpec nomydarens. [lognepxxubaercs 10 6
3JIEKTPOHHOI MOYTHI MoJIydaTesaen M1uchbMa.
CoxpaHuthb Haxwmute «CoxpaHuTh» Ui aKTUBALIMM HACTPOEK

Bru10op coobITHI

SYSLOG u SMTP - nBa cnoco0a mpemaynpexIeHus], MOoJAePKUBAEMBIX CHCTEMOI.
YcTaHOBHUTE COOTBETCTBYIOIIUN (PIIaXKOK, YTOOBI BKIIOUUTH CIIOCO0 NMPEAYNpexACHUS
0 CHUCTEeMHBIX cOObITHsX. OOpaTtuTe BHUMaHUE: (UIAXKOK HE MOXKET OBITh MOCTaBJICH

Ipyu OTKIHOYEHHBIX pexxnMax SYSLOG wim SMTP.

CucrtemHoe npeaynpexaeHue - Boloop cobbiTUA

CucremHble cobbiTHA | CuUcTeMHBIR KypHan | SMTP
CTapT CUCTeMbl

CTaTyc MUTAHWA
OTKaz ayTeHTUdMKEaLMe no SNMP

MaMeHeHWe TONONOMMK KONBUEBOrD pe3epBMpOBaHMA

Nopt SYSLOG | SMTP

1 BrlknoyeHo - BriknyeHo -
2 BrlknoyeHo - BriknoyeHo -
3 BelknoyeHo - BrlknoyeHo -
4 BriknueHo - BriknwueHo -
5 BriknwueHo - BriknueHo -

Korz[a YCTpOﬁCTBO 3aIlyCKaeTCAd IMMOCpEACTBOM
CTapT CHCTEMbI XOJIOAHOI'O 3aIlyCKa, CUCTCMaA 3aHOCHUT 3TO B XKXYpHaJI

COOBITUIA

Korna Ha ycTpoiCTBO IOJaeTCsl MUTaHKUE, CUCTEMA
Craryc nuranus .
3aHOCUT 3TO B XKypHaJl COOBITUI
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OTtka3 OnoBemnieHne, eciii Mpou3oies cOoi
ayTeHTU(PMKALMH 110 SNMP-ayrenTuduxanun

SNMP

N3menenne Tonosiornu | OmoBernieHne, €ciiy MpoU30ILII0 H3MEHEHHE TOMOJIOTHH
KOJIb1[€BOT0 Sy-Ring

pe3epBHPOBAHUS

¢  BriximroueHo

* (CBs3b ecTb

SMTP

* (Cps3u HET

*  CBs3b NEPUOINYECKH MPOMAIAET
CoxpaHuthb Haxxmure «CoXpaHUTh» IJIsl aKTHBAIIMN HACTPOEK
IMomomnb [Toka3zate (aitn momomu

MOHUTOPHUHT M THATHOCTHKA
5.9.3 Tab6auna MAC-agpecoB

Ha manHo# cTpanuiie MOkHO HacTpouTh Tadbmuiyy MAC-aapecoB. YCTaHOBUTH BpeMs
KU3HU JUIA 3amuceld B JauHamudeckod Tabmmne MAC-aapecoB W HACTPOUTH

cratudeckyro Tadbnuiy MAC-anpecoB MOKHO 3/€Ch JKeE.

Hactpouka Tabnuubl MAC-agpecoB

Hactpoiika 3agepKn

BbIKNMIOYHTL ABTOMAaTHYECKYHD 3a1epiHKY

BpeMAa 2agepMKn 300 CekyHasl

Tabnuua MAC-agpecoe

YyacTeyOWMe NopTel
1[2[3[4]s]s6[7[8]9[10][M[12[13[14]15]16[17[18][19]20]21[22[23[24][25] 26
ABTO ("} (] @ @ @ @ @ @ (] @ @ @ @ @ @ (] @ @ @ @ @ @ (] @ @ @
BuiknwueHo
JalMugeH

Hactpouka cratu4eckown Tabnuyel MAC-agpecos

YyacTeyrowme noprel
Ypanute | VLAN ID | MAC-agpec [1]2[3[4]5]6]7]8[9]10]11]12[13]14]15]16]17[18[19]20]21|22] 23] 24]25] 26

| NoBaenTs 3anUce CTATMYECKOTD aapeca |

[ coxpanure | [ copocus |
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Hacrpoiiku ycrapeBanus

[To ymonuaHHIO, TUHAMUYECKHE 3alUCH yIAIAIOTCA TaOmuuel mo ucredeHun 300
cexkyHl. Takoe ynaneHue Takxe Ha3blBaTcs ycrapeBaHueM. UToObl HACTPOUTH BpeMs
ycTapeBaHus, BBEIWTE 3HaucHue Bpems 3agepxkm B cexkyHaax. JlomycTumblil
muanazon ot 10 go 1000000 cexynn. OTKIIOYUTE aBTOMATUYECKOE YCTapeBaHUE
JMHAMUYECKUX 3aIliCcei, yCTaHOBHUB (puar B moje BBIKIIOYUTHL aBTOMATHYECKYIO

3a[IEePKKY.

Oo0yuenue Tadaunbt MAC-aapecoB

Ecnu pexxuMm oOyueHust BBIOpaHHOTO TIOpPTa 3aKpallieH CephIM, TO PEKUMOM YIPaBIIsSeT
OpYro MOJyidb, IOATOMY pEXKHUM HE MOXKET ObITh H3MEHEH II0JIb30BaTENIEM.
[Ipumepom Takoro monyns siBisercst ayreHtuduxanus B 802.1X, ocHoBaHHas Ha
MAC-anpecax.

Bel moxxeTe HacTpouTh auHamuueckoe wusydeHue MAC-aapecoB s TMOPTOB,

HCIOJIb3YSl CIEAYIOIINE HACTPOUKU
TaBnuua MAC-agpecoB

Y4yacTeyHOWME NOPThI
1[2][3]4a]s5[6[7][8]9J10[1M[12[13][14]15][16]17[18[19]20[21[22[23[24]25] 26
ABTOD - - - - - - - - - - - - - - - - - - - - - - - - - -
BoiknwueHo

3auMueH

3anojHeHne HAYHETCS aBTOMAaTUYECKU Cpasy Mocie
ABTO MOJIy4eHHs KaJapa ¢ Hen3BecTHbIM MAC-anpecom

OTIPABUTECIIA.

BoikjioueHo 3aroJIHEHUS He IIPpOU3BOJUTCA.

3anoMuHaroTCs ToJdbKo ctatmueckne MAC-3anmcu, Bce
OCTaJIbHBIC KaJIPhl OTOPACHIBAOTCSI.

[Ipumedanue: yoeaurech, 4To KaHaN CBSI3H,
UCIIOJIb3YEMbIH JJIs1 YIIPABICHHSI KOMYTaTOPOM, ObLI
noGaBieH B Tabnuily cratuueckux MAC-aapecoB 10
3amuieH
U3MEHEHHUS peKrMa 0€e30MacHOTO 3aMOJHEHHS, UHAYE
KaHaJ CBSI3U MPOMaAaeT U MOXKET ObITh BOCCTAaHOBIIEH
TOJIBKO C MOMOIIBIO APYTrOTO HE3AIUILEHHOTO OpTa WX

C IIOMOIIBIO IMOAKITHOYUCHUA KOMMYTATOPA Y€PE3

MoCIeI0BaTeIbHBINH HHTEP(EHC.

Symanitron LTD. 136



SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

Hactpoiikn cratnueckoii Tadanubl MAC-agpecos

B oroii Tabnume otoOpaxkarorcs craruyeckue 3anucu B Tabmuine MAC-aapecos.
Crarnueckas tabmuna MAC-aapecoB MOXKeT coaepkarh 64 3amucu (1711 BCETO CTeKa,
a He JIs OTJCNIbHBIX KoMMyTaTopoB). Tabmua MAC-anpecoB copTHpyeTcs cHadaia
no uaeHtudukaropy VLAN, a 3atem mo MAC-anpecy.

HacTtpoiika ctatudeckoi Tabnuuel MAC-agpecos

[ YyacTeyrowme NopTol
Ypanute [ VLANID [ MAC-agpec  [1[2[3[4]5[6]7[8]9]10[11]12][13]14]15[16][17]18]19][20]21]22[23]24[25] 26
ypanuTe | [1 00-00-00-00-00-00

YOanuTe 1 00-00-00-00-00-00

[oG3asMTE 3aNKCE CTATHUSCKOND 3apeca

Ycranosure ¢axxok, 4ToObl yanuth 3anuch. OHa Oyzaer

Yaaaute

yJaeHa Py CISAYIONEM COXPAaHEHUH.
VLAN ID VLAN ID 3amucn.
MAC-anpec MAC-azapec 3amucHy.

YcTaHoBiieHHbIE (DIIaXKKU MOKA3bIBAIOT, KAKHE TOPTHI
YuacTBywIIme NOPThl | BKItoYeHBI B 3anuc. [loctaBbTe min yoepute Giaxok s

HN3MCHCHUA 3aI1MCH.

Haxxmute nst noGaBieHrss HOBOM 3aliCH B TaOIHUITY

cratndeckux MAC-anpeco. Ykaxute VLAN ID,
Jlo0aBUTDH 3aNMUCH
MAC-anpec u MOpPThI, KOTOPBIE OYIYT SIBIAATHCS WICHAMH
CTATHYECKOro ajpeca .
HOBO 3anucu. Haxxmure «CoXpaHUTh», 4TOObI

COXpPaHUTh U3MCHCHMU:I.

Taoanua MAC-aapecos

Kaxnas crpanuma otoOpakaer a0 999 3ammceit m3 tabmuubsl MAC-agpecoB, 10
ymonuanuio 20, 0TOOpaHHBIX Yepe3 IoJie BBOJA «JJIeMEHTOB Ha cTpaHuue». [lpu
MEPBOM MOCEIIEHUH BeO-CTpaHMIbI OyayT MoKaszaHbl mepBble 20 3amuceil ¢ Havana
tabmuubl MAC-agpecoB. IlepBoit Oymer oToOpamkaThCs 3almUCh C HAUMEHBIIUM
VLAN ID u naumensmnm MAC-aapecom, HaliienHas B Tabnuie MAC-aapecos.
[Tons BBoma «Hauwate ¢ MAC-aapecoB» u «VLAN» mO3BOJSIOT MOJIH30BATEIIO
BBIOpaTh HauyalnbHyl0 TOuKy B Tabmuume MAC-agpecoB. HakaTtue Ha KHOMKY
«O0HOBUTBY» OOHOBUT 0TOOpakaeMyro TabIHUIly, HAYMHAs C JaHHOM WM CIeAYIOIIeH
onmmxkaitment Tabnubl MAC-apecoB COOTBETCTBEHHO. Kpome Toro, mpu HaKaTUU

KHONIKH «OOHOBHTDY JABa IIOJI BBOJA 6y,Z[yT MNpUHUMAaTh 3HAYCHUC nepBoﬁ
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oTOOpa’kaeMOl 3amMcH, YTO OOECIEeYMBAET MOCIEAYIOUINEe OOHOBIICHUS C TEM XKe
HadaJIbHBIM aJIpECOM.

Knomka >> OyzmeT HCIoJIb30BaTh MOCIETHIOK 3aKMCh TEKYIIeH 0ToOpaXkaeMoi mapbl
VLAN/MAC-anpec B KaueCTBE OCHOBBI JJIs CJICIYIOIIErO MOUCKa. B KoHIIe moucka B
otoOpakaeMoil Tabnuie OTOOpaxaeTcst TEeKCT «JIeMEHTOB OoJIbIle HeT).

Hcrnonb3yiiTe KHONIKY |<< JijIsl TOTO, 4TOOBI HA4YaTh BCE CHAYaa.

Tabnuua MAC-agpecoB
AgtoobHosnskme || [ OBnosnesue || Ouwncrume || |<= |[ == |

HauwHate 1 VLAN 00-00-00-00-00-00 MAC-agpeca 20 YK333HHLBIM KONMYEeCTBOM SNEMEHTOB Ha CTPaHMLY.

Y4acTBYHIHE NOPThLI
Tun [ VLAN | MAC-appec [cpu[1[2[3]a[s[6]7[8]o]10[11]12]13[14[15][16]17]18[19]20[21[22][23[24]25]26
CraTuecait 1 01-30-C-40 o VN VY VY Y Y Y Y Y YV Y Y Y
CTaTuyeckui 1 48-BE-2D-19-9D-61 ./
OrHaMMueckmin 1 E2-03-9A-F5-82-23
1

v
EIEEIETY v VNN NN AN AN AN NN AN N AN AN NN

CTaTuueckmi

‘ ITapamerp Onncanue
IToka3kIBaeT, SBISCTCS 3aIIMCh THHAMAYECKON HIIH
Tun .
CTaTHUYECKOM.
MAC anpec MAC-agpec 3anucu.
VLAN ID VLAN ID 3amucu.

YuacrBywuue noptsl | [IopThl, BKIIOYEHHBIE B 3aITUCH.

5.9.4 CraTucTuKa NopToB

00630p Tpaduka
Ha nanHo#l cTpaHmiie npeacTaBieH 0030p OOmIeH CTaTUCTUKU Tpaduka s BCex

MOPTOB KOMMYTATOpA.

O630p CTAaTUCTUKKU NopTa
AgTooGHoaneHne [

n I Makerb I BaiiThbi I 0 I Chpocoi [ Oy P
opT \ MNpuHaTbie | MNMep \ MNpuHaTbie | MNMep \ MNMpuHAaTbie | NMep \ MNpuHatbie | NMep \ MNpuuaTbIE
1 0 0 0 0 0 0 0 0 0
2 53394 39330 9508936 17706391 0 0 0 0 591
3 0 a 0 a 0 a 0 a a
a 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 0
6 0 a 0 a 0 a 0 a a
7 0 0 0 0 0 0 0 0 0
‘ ITapamerp Onucanue
Howmep nopra, k KOTOpoMy OYAyT IPUMEHEHBI
IHopT .
CICAYIOIUC HACTPOUKH.
IIakeTn1 KoauuecTtBo NPUHATBHIX U IICPECAAHHBIX TTIOPTOM ITAKETOB.
baiitsl KonnuecTBo NpUHATHIX U NepeJaHHBIX TOPTOM OaNTOB.
Omuoxn KoauuecTBo NPUHATBIX KaAPOB, COACPIKAIIUX OH_II/I6KI/I, a
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TAKXKEC KOJIMYCCTBO HE3aKOHYCHHBIX OTIIPABOK JaHHBIX

4yepes MopT.

KonmuecTBo kaapoB, 0TOPOIIEHHBIX M3-3a MEPETOTHEHHUS
Copocsl . .

BXOJISIEN MM UCXOAAIIEH OUepean.

KonmnuecTBo MpUHSATHIX KaJPOB, OTQUIBTPOBAHHBIX B
OTrduabTpoBaHHbIE

npolecce nepeiadm.

VYcranoBure (hiaaxkok, YTOObI BKIIOUYNTH ABTOMAaTHUECKOE
ABTOOOHOBJICHHUE OOHOBJIEHHE CTPAHHULIBI YEPE3 PETYNIIPHBIE TPOMEKYTKH

BPEMEHH.

OO6HOBIIEHUE 3aITUCEN CYETUNKOB, HAUNMHAs C TEKYIIETo
OoHoB1ICHHE

uAeHTU(UKaTOpa 3aIHCH.
OuucrTurh OuuiaeT Bce 3aUCH CYETUYHKOB.

IMoapoOHast craTucTHKA

Ha nanHoO# cTpanune mnpezacraBiieH 0030p oOmiell craTucTuku Tpapduka aias Bcex

nmopToB KomMmyTaropa. Jlus BeiOOpa mopTta, Uisi KOTOPOTO HYKHA CTaTHCTHKA,

HCTOJIb3YUTE BBINAIAIONIUN CITHCOK.

OtoOpakaeMble CUETYMKU TOKA3bIBAIOT:

o6mee KOJIMYCCTBO IIOJYYCHHBIX H

NEPpEAAHHBIX TaHHBIX, 00BEM MOJIYYECHHBIX W ICPCAAHHBIX HAHHBIX W KOJUYCCTBO

[9)1115(318) JJIA TIOJTYUYCHHBIX U IICPCAaHHBIX TaHHBIX.

IMoapoOHasi craTUCcTHKA — oO0lIee KOJMYECTBO IOJYYEHHBIX M TIepeIaHHbIX

JaHHBIX

[JeTanu3aupoBaHHas cTaTUcTUKa nopta Moprt 1

MopT1 - ABTOOGHOEBNEHWE OOHOBMTE OUHCTHTE

lNpuuaTo BCcero

lMepepano Bcero

Rx MakeTbl

Rx OxTetsl

Rx OHOHanpaB/eHHan nepefaya
Rx Ipynnoean nepegava

Rx lllnpokoBeLjaTeNbHaA nepegava
Rx Mayza

Tx Makerot

Tx OKTeTbl

TX OiHOHaNpaBNeHHan nepefada
Tx IpynnoBas nepegaua

Tx LlLinpokoBeuwjaTenbHan nepefava
Tx Nay3a

cocooaoo

lMpuuato

no pasMepy L1l

ccocooo

0 KafIpoB MO pasMepy

Rx 64 Baiit

Rx 65-127 Baiit

Rx 128-255 BaiT
Rx 256-511 Ba#t
Rx 512-1023 Ga#Tt
Rx 1024-1526 Ba#T
Rx 1527- baiiT

Tx 64 baAT

Tx 65-127 Ba#T

Tx 128-255 baiiT
Tx 256-511 bait
Tx 512-1023 Bait
Tx 1024-1526 Bait
Tx 1527- BaiT

cooeooo

Mpuuato

1POB N0 o4YepensaM

coocoooo

Mepepano kaagpos no o

Rx QO
Rx Q1
Rx Q2
Rx Q3
Rx Q4
RX Q5
Rx Q6
Rx Q7

Tx QO
TxQ1
Tx Q2
Tx Q3
T Q4
< Q5
Tx Q6
TxQ7

ccoooooo

MNpuuaTo Kagpos c ownbkamu

ccoocoocoo

lNepepano kKagpos c ownbkamu

Rx OtbpowenHbie

Rx CRC/CoBnagawume

Rx Menblie o6bluHoro pazMepa
Rx Bonble 06blyHOro pazMepa
Rx ®parMeHTapHble

Rx Owwubounsie

Rx Otdh

0 Tx OtbpoweHHble
0 Tx 3agepm./Ycn. Bbi30B.
a

cooco

o

Rx u Tx ITakersl

KonnuecTBo NEpCHAHHBIX U MOJIYYCHHBIX (BKJ'IIO‘IaSI
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HEKOPPEKTHBIE) IAKETOB.

Rx 1 TX OKTeThI

KonnuecTBo nepenaHHbIX U MOTYYEHHBIX (BKIIOYAs
HeKoppekTHbIe) OaiiT. Bkmowaer FCS, Ho He BKITIOUaeT

OUTHI CUHXPOHU3ALINH.

Rx u Tx
OnHoHanpaBJieHHasA

nepeaavya

KommuectBo NEPCAaHHBIX U MOJTYYCHHBIX (BKJIIO‘-I&?I

HEKOPPEKTHBIE) FOHUKACTOBBIX IIAKETOB.

Rx u Tx I'pynnoBas

Kommuectso NEPCAAHHBIX U MOJTYYCHHBIX (BKJ’II-Oan

nepeaava HEKOPPEKTHBIE) MYJIbTUKACTOBBIX ITAKETOB.
Rx u Tx KonunuecTBo nepegaHHbIX U NOJYyYEHHBIX (BKIIIOYast
IIupoxoBemaTe/bHAsI | HEKOPPEKTHBIE) IIMPOKOBEIIATEIbHBIX TAKETOB.
nepeaava

KonunuecTBo nepegaHHbIX U NOTYyYEHHBIX (BKIIIOYas
Rx u Tx Ilay3a HekoppekTHbie) kaapoB MAC Control ¢ ko1oM onepariuu

PAUSE.

RXx OTOpomeHHbIe

KonundecTBo 0TOpOIIEHHBIX KaJpOB M3-3a MEPENOTHEHUS

BXOJHOM WJIM BBIXOJIHOU OUYepeu.

Rx
CRC/CoBnaparwmme

KonunyecTtBo kaapoB ¢ HekoppekTHOH CRC mmm ommOkon

CUHXPOHHU3AlHH.

RXx MenpbIiie 00LIYHOT0

pa3mepa

KonnuectBo KOpOTKHXl KaapoB ¢ koppekTHoi CRC.

Rx BoJaple 00bLI9HOI0

pa3mepa

2 -
KomnuectBo mmnHHBIX” KaapoB ¢ koppekTHoil CRC.

RXx ®parmeHTapHbIe

1 -
KonunuecTBo kopoTkux™ kaapoB ¢ HekoppekTHoi CRC.

RX Oumoouynbie

2 -
KomuuectBo mymmHHBIX” KaapoB ¢ HekoppekTHO CRC.

RX OtdpuabTpoBaHHbIe

KommuectBo IIPUHATBIX KaJAPOB, OTCbHJIBTpOBaHHBIX

IMpoIcCCoOM Iepcaadu.

TX OTopomenHbie

Kommuectso OT6pOIJ_IeHHLIX KaJIpOB HU3-3a IICPCIIOJIHCHUA

BBIXOJTHOM OUepe.

Tx 3apepx. / Yen.

Bri130oB.

KoanuecTBo OT6pOH_IeHHLIX KaZIpOB HU3-3a YpE3MCPHOI'O

KOJUYECTBA KOJIN3HH.

1. KopoTkumu kafipamu sIBISIOTCS Kaapbl pasMepoM MeHee 64 OailT.

2. I[J'II/IHHLIG KaZpbl UMCHOT IJIUHY 6OJ'IBH_IC, 4YCM MaKCHUMaJIbHaA JUIMHA Kalpa,

HaCTPOCHHAsA IAJId 3TOT'O IMOPTa.
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5.9.5 3epkasupoBaHue NopToB

Ha »10ii cTpanulie Bbl MOKETE HACTPOUTH 3EPKAIMPOBAHNE IOPTOB.

Jnist oTHanku cety BRIOpaHHBINA Tpad UK MOKET KOITMPOBATCS, HITH 3€PKaTHPOBATHCS,
Ha NOPT 3€pKAJIMPOBAHUSA, K KOTOPOMY MOYKET OBbITh IPUCOEIUHEH aHAIM3ATOP KaIpOB
JUIS aHaJIn3a OTOKAa KaJpoB.

Jlnist BBIOOpa Tpaduka, KOMAPYEMOTO Ha OPT 3€PKATMPOBAHMUS, TOCTYITHBI CIETYIOINE
BApUAHTHI:

Bce kanpsl, npuHsAThie Ha BhIOpaHHBIA NOpT (Coco0 Takke M3BECTEH KakK BXOJIHOE
3epKaJIMpPOBAHNE WIH 3€pKATUPOBAHUE UCTOUHHKA).

Bce kanmpei, mepemannble Ha BbIOpaHHOM MOpTy (Crmoco® Takke H3BECTEH Kak

BBIXOJTHOE 3€pKaJIMPOBAHUE WM 3€PKATUPOBAHNE HA3HAYCHMUS).

[Topt 3epkanupoBaHusl TakKe HA3bIBAIOT 3€pKajbHBIM MopToM. Kaapel ¢ mopTos, Ha
KOTOPBIX BKJIOYEHO 3€pKaJMpOBAaHUE HCTOYHMKA (rX) WIM Ha3zHaueHusd (tx),
3epKAIMPYIOTCS HA O3TOT mopT. OTKIIOYeHHE OSTOM (PYHKIMH  OTKIIOYAeT

3epKaJTMpPOBAHHE.

HacTpolika sepkana

| HazHauuTb NOpT K 2epKany | BRIKNKYEHD -

HacrtpoWka sepkana nopta

Mopr | Pexum
* == -
1 BulKnKUeHo -
2 BuolEnmoyeHo -
3 BolEnoueHo -
4  BeIKNKQYeHD -
5  BulEnoueHo -

Howmep nopra, k KOTOpoMy OYAyT IPUMEHEHBI

opt N

CIEAYIOLIME HACTPOUKH.

Br16op pexunma 3epKanupoBaHHUs.

Toabko npuem: Kaapel, nomydyeHHbIe yepe3 TaHHBIN
Pexum IIOPT, OTPAXKAKOTCA HA 3epKaJIbHBIN nopT. [lepenanubie

Kaapbl HE OTpaKar0TCA.

Tonbko nepenayva: Kanpsl, nepenanHblie yepes3 JaHHbINA
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IIOPT, OTPAXKAIOTCS HA 3€pKabHBIN NOPT. [lomyyeHHbIe
KaJIpbl HE OTPa’KarOTCH.

Brikirouyeno: Hu neperannbie, HY OJIy4EHHBIE KaIpPbl
HE OTPaKAIOTCA.

Bxuroyeno: U nomyyenHsle, U nepeiaHHbIE Kaapbl
OTPAKAIOTCS Ha 3€PKAJIbHBIN IOPT.

[Ipumeuanne: [lepenannplie Kaapbl HEBO3MOXKHO
OTPA3UTh Ha 3epKaIbHBIN NOPT. Ilo3TOMy 115

3€PKAJIBbHOr0O MmopTa JOCTYIIHBI TOJIBKO PCKUMbIL

BbikiarouyeHo v ToabKko npuem.

5.9.6 Undopmanusi CHCTEMHOT0 KypHaJia
Ha s10i1 cTpanune otobpaxaercst ”HGOPMAIHsI CHCTEMHOTO JKypHajla KOMMYTaTopa.

MHdpopmauma cucteMHoOro xXypHana

[ OBHoenenne | [ Ounctuts | [ =< |[ == |[ == ][ ==l |

[nsA 33gaHHoro ypoeHA obluee uMcno zanucei paeHo 1

HadwHaTe 1 1D 20 YK333aHHEIM KONWMYECTBOM 3INEMEHTOB Ha CTPaHWLLY.

Maentndmkarop Bpemn | Coobwenne
1 1970-01-01 01:05:10+00:00 E critd 01:05:10 &
1970-01-01 01:05:104+00:00 E critd 01:05:10 6
1970-01-01 00:08:30+00:00 E crtd 00:08:30 6
1970-01-01 00:08:30+00:00 E critd 00:08:30 6
1970-01-01 00:05:30+00:00 E critd 00:05:30 &
1970-01-01 00:05:30+00:00 E critd 00:05:30 6
1970-01-01 00:12:00+00:00 E critd 00:12:00 &
1970-01-01 00:12:00+00:00 E critd 00:12:00 &
9 1970-01-01 00:10:35+00:00 E critd 00:10:356
10 1970-01-01 00:10:35+00:00 Ecritd 00:10:35 6
11 1970-01-01 00:06:40+00:00 E critd 00:06:40 6
12 1970-01-01 00:06:40+00:00 E critd 00:06:40 6
13 1970-01-01 00:02:55+00:00 E critd 00:02:55 6
14 1970-01-01 00:02:55+00:00 E critd 00:02:55 6
15 1970-01-01 00:42:40+00:00 E critd 00:42:40 6
16 1970-01-01 00:42:40+00:00 E critd 00:42:40 6
17 1970-01-01 16:21:37+00:00 Frmware Updating.
18 2016-05-06 09:13:28+00:00 Ecritd 17:13:28 6
19 2016-05-06 09:13:28+00:00 Ecritd 17:13:28 6
20 2016-05-06 09:13:28+00:00 Ecritd 17:13:28 6|

00 =~ @ Ln = Ld RJ

CoXpaHWTb CHCTEMHbIA 3ypHan Ha TFTP cepeep

IP-anpec cepBepa WmAa dakna
Save

COXpaHHTb CHCTEMHbIH HYPHA/ HA KOMIbIOTEP

Save

HNnentuduxarop Wnentudukarop (>=1) 3anucu cUCTEMHOTO XypHaJa.
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Bpems Bpewmst 3anucu cHCTEMHOTO JKypHaja.

Coo0menue MAC-anpec kommyTaTopa.
OO0HOBIIEHUE 3aIIUCEI CUCTEMHOIO KypHaJla, HauMHas ¢

OO0HoBJIeHHE
UICHTHU(PHUKATOPA TEKYIIEH 3aIUCH.

OuncTUTH OuncTKa BCex 3ammuceil CHCTEMHOTO KypHaIa.

e OO0HOBIIEHUE 3aIIUCEI CUCTEMHOIO KypHaJla, HAUHHUas C

| IIEPBOTO JIOCTYITHOTO WACHTU(PHUKATOPA 3aITUCH.

- OO6HOBIIEHUE 3aITUCEN CHCTEMHOTO XypHalla, 3aKaHUNBast
MOCJIeIHEN TEeKYIIel 0TOOpakaeMoi 3aMmuChIO.

o OO6HOBIIEHUE 3aITUCEI CUCTEMHOTO KypHaJla, HaUMHas ¢
MOCJIeTHEN TEeKYIel 0TOOpakaeMoii 3aucu.

o OO6HOBIIEHUE 3aITUCEN CUCTEMHOTO KypHalla, 3aKaHuMBast
MMOCICAHUM OOCTYITHBIM I/IJICHTI/I(l)I/IKaTOPOM 3aIInucCH.

5.9.7 InarnocTuka kabeJei

DTa cTpaHUIla OMUCHIBAET (PYHKIMIO KabenpHOU quarHoctuku VeriPHY.

OnarHocTuka

3anyck

Cratyc Kabenn

1 -

n B L ORJ
]
'

Mopt | Mapa A | IOnuHa A | lMapa B | Onuua B | lMapa C | Onuna C | Mapa D | Onwuna D

Jlns 3amycka IMAarHOCTUKHM HaxMuTe «3amyck». J[marHoctuka 3ailMET MpuUMeEpHO 5

cekyHJ. Eciau BpIOpaHbl Bce MOPTHI YCTPOWCTBA, AUArHOCTUKA MOXKET 3aHATh 0 15

CCKYHI. Ilo 3aBCPIICHNH, CTpaHUILIA OOHOBHUTCS aBTOMAaTHYECKU U HA 9KpaHC MOABATCA

pe3ynbTarel auarHoctukd. OOparute BHHMMaHue, VeriPHY rapantupyer TouyHBIE

pe3ynbTaThl TOJIBKO Juig Kabeneii oT 7 1o 140 meTpos.

ITopter 10 1 100 M6uT/Cc Ha BpeMsi AUATHOCTUKU OyAyT OTKIIOUeHbI. TakuM o0paszom,

KOMMYTAaTOop 6yI[eT HCOOCTYIICH Ha BpEMs IIPOBCPKU
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IHopt

[opT, Ha KOTOPOM BBI 3AITYCTWIIN (PYHKITUIO TUATHOCTUKU
kabes VeriPHY.

Crartyc kabens

IMopt: Homep nopra.

IMapa: CocrosiHue kabeapHO Mapkl.

Jumnua: [{nuna kabenpHOM napsl (B MeTpax).

5.9.8 Monuropunr SFP

SFP-monymu, nomnepxkusatomue pynkuuro DDM (Digital Diagnostic Monitoring),

IMO3BOJIAIOT HU3MEPATH CBOIO TEMIICPATYpPY, CICAUTH 3a COCTOAHHUEM COCAMHCHHA U

MI'HOBE€HHO O6Hapy)KI/IBaTI> omnOKku. Bel MoxkeTre HAaCTPOUTHb N YCTAHOBUTH IICpCaAady
oroBenieHuit o0 coosix uepe3 Web-unrtepdeiic DDM.

MoHuTtop SFP
AsTo0OHOBNEHKUE OfHoBNeHKue
Temnepartypa | HanpaAxkeHue nutaHuA | CmeweHne TX | MowHoete TX MowHocte RX
TR °c) (B) (mA) (MBT) (A6m) (MBT) (AGm)

IN/A
IN/A
IN/A
IN/A

N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A

MNpegynpexaeHWe o NOBBIWEHUW TEMNEPaTyphbl

85 *C{0~100)
TpesowHoe cobbiTHe :

CHUCTEMHBIN ¥ypHan

CoXpaHuTe

5.9.9 Ping

Orta crpanuna no3siset otapasisith ICMP PING 3anpock s nposepku 1P

COCIUHCHMUA.

BeinonHute Ping ICMP

IP-agpec

NnuHa Ping

Cuetuuk Ping

WMuTepsan Ping

0.0.00
56

3

1

Janyck

[Tocne HaxkaTHst KHONIKU «3amyck», otnpasisitores S ICMP nakeroB. OToOpaxkarorcst

HX MMOPAAKOBBIC HOMCPA U BpCMCHA OTKIIMKA. CTpaHI/II_Ia OOHOBJISIETCS ABTOMATHYECKU
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70 TeX IMOp, MOKa BCE OTBETHI HA 3alpoChl HE OYAYT MOJYyYeHBl WM TOKa BpeMs

OTKJIMKAa HC IPCBBICUT BPEMA OKUAAHU.

PINGG server ::
64 bytes from ::
64 bytes from ::
64 bytes from ::
64 bytes from ::
64 bytes from ::

10.10.132.20

10.10.132.20:
10.10.132.20:
10.10.132.20:
10.10.132.20:
10.10.132.20:

icmp_seq=0, time=0ms
icmp_seg=1, time=0ms
icmp_seq=2, time=0ms
icmp_seq=3, time=0ms
icmp_seq=4, time=0ms

Sent 5 packets, received 5 OK, 0 bad

Bb1 MokeTe HacTpouTh crenyroiue napamerpsl otipasisieMblx ICMP nakeros:

‘ ITapamerp Onncanue
IP anpec IP-anpec momyuarens.
. Pazmep nuapopmanmonnoro o6moka |CMP-nakera.
Jomna Ping .
3HaueHne HaxoquTcd B quamasode ot 8 o 1400 Oaiit.
IPv6 Ping

PINGSG6 server :

sendto
sendto
sendto
sendto
sendto

ICMPv6 Ping

IP-anpec

0:0:0:0:0:0:0:0

INnuua Ping

56

CueTunk Ping 5

HuTtepsan Ping | 1

:192.168.10.1

Sent 5 packets, received 0 OK, 0 bad
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5.10 YcrpaHeHue HEMOJIAI0K
5.10.1BoccTaHoBIeHHE 3aBOJICKHX HACTPOEK

Ha nmanHO#W cTpaHuIle BBl MOXETE€ COPOCHUTh HACTPOHKH KOMMYyTaTopa CTeka.

CoxpanuTtcst ToJIbKO KoH(puryparus IP.

3aBoacKue YCTaHOBKH

Bbl yBepeHbl, 4T0 X0TUTE COpPOCHMTbL HACTPOHKM K

3aBO[CKMM YCTaHOBKamM?

["] ocrasuts IP
["] OcTaguTe MMA none3aoeatenAMapons
‘ IIapametp Onucanue
Ja Haxxmute 115t BOCCTaHOBJIEHHUS 3aBOICKUX HACTPOEK.
H Haxxmure st BO3BpalieHust Ha CTpaHUIly COCTOSTHUN
r MOPTOB 0€3 BOCCTAHOBJICHHS 3aBOJICKUX HACTPOCK.

Symanitron LTD. 146



PykoBoAcTBO MO 3Kcn/yaTauuum

5.10.21epe3arpy3ka cucTeMbl

Ha paHHOUW cTpaHune BBl MOXKETE INepe3arpy3uTtb KoMmmyrarop creka. llocne
nepe3arpy3ku YCTPOMCTBO 3arpy3uTCs B OOBIYHOM PEXKHUME, KaK IMOCIE OTKIIOYCHHUS

IIMTaHUA.

MepesarpysuTb yCTPOMNCTBO

Bbl YBEDPEHbDI, YTO XOTUTE BbIMNONMHUTL NEPE3arpyaKy?

ITapamerp Onncanue

Ha Haxxmure 1151 mepe3arpy3ku yrcpoucTsa.

H Haxxmure i1t 11 BO3BpalleHrsi Ha CTPAHUILY COCTOSTHUN
erT

MOPTOB O€3 Mepe3arpys3Ku.

5. Ynpapienue unrepgeiicom KOMaHAHOH CTPOKHU

6.1 O ynpaBienuu nnrepgeiicom komanaHoi crpoku (CLI)
ITomumo yrmpasiienus: uepes BeO-untepdeiic, SWMG-22GT-2GC-2GSFP (-E) Taxxke

noyiepxkuBaet ynpasiaeaue CLI. Bbl MokeTe ucmoip30BaTh KOHCOb win Telnet as

yIpaBieHUs] KOMMYTaTOPOM C MOMOIIBI0 HHTep(delica KOMaHIHOM CTPOKH.

Yupasienue CLI ¢ nomompbio koncosm yepes RS-232 (115200, 8, uer, 1, Her)
Ilepen HacTpoiikoil ¢ momomblo KOHconu 4epe3 RS-232)  wucnosb3yiite
RJ-45/DB9-F-kabenp mis moakmroueHus nopra RS-232 koncomum k' COM-mopty

partrero [1K.

BeinosnnuTe cnemyronume mard, 4To0bl HOIYYUTh TOCTYI K KOHCOJIM Yepe3 Kabemb
RS-232.

Tar 1. C PaGouero crona Windows HaxMute

ITyck->ITporpammbr->CrangaptHeie->CBsa3b->1 unep Tepmunan
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@ Accessibility

% HyperTerminal
» (@] Network and Dial-up Connections
@ System Tools 4 @ HyperTerminal
[2] Acrobat Reader 5.0
W) Address Book
E8 Calculator
B command Prompt
D NetTime

@ Notepad

Windows Update ‘3 Paint
@ Windows Explorer

s 4 m WordPad
@ MNetwork Associates  »
Documents » (3 startup 2
g & Internet Explorer
lﬁ Outlook Express

Programs

Settings

Search 4
Help

Run...

Shut Down...

start || & 2 14 > ||

IIar 2. Beeaure UM HOBOTO COETUHEHUS
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| Tz New Connection - HyperTerminal = A -10] x|
'Flle Edit WView Call Transfer Help

|

Connection Description 21x|

% New Connection

Enter a name and choose an icon for the connection:
Name:

lcon:

BEeE %

0K I Cancel I

Disconnected [autodetect  |Adtodetect  [SCROLL  [CAPS [wum [Capture  [Print echo

NS

[ar 3. Beeaute HOMEp ucnonbpzyemoro COM-nopta

& termnial - HyperTerminal =y n alglﬁl

File Edit View Call Transfer Help

LM EEENE

Ny termnial

Enter details for the phone number that you want to dial:

Country/region: ITaiwan (886) _'J
Area code: IZ_'

Phone number: |

Connect using: v

oK | cancel |

N L

Disconnected [auto detect  |Auto detect  [SCROLL  [CAPS UM [Capiue [Print echio
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Iar 4. Hactpoiiku cBoiicts COM-nopta, 9600 mis OGUTOB B CekyHmy, 8 i OUT
JTaHHBIX, None Jisi TpPOBEpKH HYETHOCTH, | i cTomoBbIX OMTOB M None ais

YIpaBJICHUA TIOTOKOM JaHHBIX.

olermpial - HeperTerming B
4 CoM1 Properties i 21 x|

[ Port Settings |

Bits per second: [hl
Data bits: [s—zl
Parity: Iﬁ

Stop bits: [1—3

Flow control: lNone—H

Restore Defaults

oK | Cancel I Apply l

N L

Disconnected }Autodetect |ﬁut0detect |'5-'1F‘C‘LL \CF&F’S |NUM !Cit‘tu"? Print echo

[ar 5. IlosBUTCS 3KpaH BXoJa B KOHCOJIb. VICIonb3yiiTe KiaBHATypy, YTOOBI BBECTH
Nwms monw3oBarenss u Ilapons (CoBmamaer ¢ maposiem mais Web-Opaysepa), 3arem

HaxMure «Entery.
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“& 9600 - FBRFEnREE
BEE REE SR WG @R S

[ TES-3082GP

Command Line Interface

Username : _

Password :

< >
$E§R 00:19:05  VT1007 0600 8-H-1 NUM

Yupasienue CLI nocpeacrsom Telnet
[Tonws3oBarenu moryt ucnoyib3oBaTh « | ELNET» s mHactpoiiku kommyTaTopa
3HaueHus N0 YMOJYAHUIO MOKA3aHbl HIKE:
IP-anpec mo ymomuanuto: 192.168.10.1
Macka nonceru: 255.255.255.0
o3 mo ymosuanuro: 192.168.10.54
Wwms nonp3oBarens: admin

[Taposs: admin

BrIimosnHuTE Crieyronme maru, 9To0bl HOJIYYUTh JIOCTYI K KoHCcou yepe3 Telnet.
lar 1. Telnet na IP-agpec kommyTtaropa u3 komanasl Windows "BeimoaHuTs" (vim u3
MS-DOS), kak nmokazaHo HIKE.

Reo 2| ]

Type the name of a program, folder, document, or
) Internet resource, and Windows will open it for you.

Open: | telnet 192.168.10.1 4

OK I Cancel I Browse... I

[ar 2. [osiBuTCs OKHO BX0ja. Mcnonp3yiiTe Ki1aBuaTypy, 4ToOsl BBecTH MMs

nosib3oBatens u [lapons (CoBnamaer ¢ maposiem s Web-0Opaysepa), 3aTeM HaKMUTE
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«Entery

‘& 9600 - FBRFEnRiE
BEE FEE WR W R0 HAm

[ TES-3082GP

Command Line Interface

Username : _
Password :
v
< >
SR 001905 | VTI0N 9600 8-N-1 NUM

I'pynnbl komaH
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Firmuare
PTP
Loop Protect

DHCPEerver
Hing

Chain

RCE
Fazstrecovery
SFP
DeviceBinding

MRP

o=

SWMG-22GT-2GC-2GSFP
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System settings and reset options
IF configuration and Ping

Fort management

MAC address tahle

Uirtual LAN

Private ULAN

Security management

Spanning Tree Protocol

Link Aggregation

Link Aggregation Control Protocol
Link Lavyer Discovery Protocol
Power Ouver Ethernet

Quality of Service

Port mirroring

Load-Save of configuration via TFTP
Download of firmware via TFTP
IEEE1588 Precision Time Protocol
Loop Protection

MLD-IGHMP Snooping

Fault Alarm Configuration

Event Selection

DHCP Server Configuration

Ring Configuration

Chain Configuration

Remote Control Security
Faszst—-Recovery Configuration

SFF Monitor Configuration

Device Binding Configuration

MRF Configuration

Modebus TCP Configuration

Configuration [all] [<port_list>]

Reboot

Restore Default [keep_ip]

Contact [<contact>]

Name [<name>]

System>

Location [<location>]

Description [<description>]

Password <password>

Username [<username>]

Timezone [<offset>]

Log [<log_id>] [all|infolwarning|error] [clear]
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P>

Configuration

DHCP [enable|disable]

Setup [<ip_addr>] [<ip_mask>] [<ip_router>] [<vid>]

Ping <ip_addr_string> [<ping_length>]

SNTP [<ip_addr_string>]

Port

port>

Configuration [<port_list>] [up|down]

Mode [<port_list>]
[auto|10hdx|10fdx|100hdx|100fdx|1000fdx|sfp_auto_ams]

Flow Control [<port_list>] [enable|disable]

State [<port_list>] [enable|disable]

MaxFrame [<port_list>] [<max_frame>]

Power [<port_list>] [enable|disablelactiphy|dynamic]

Excessive [<port_list>] [discard|restart]

Statistics [<port_list>] [<command>] [up|down]

VeriPHY [<port_list>]

SFP [<port_list>]

MAC

MAC>

Configuration [<port_list>]

Add <mac_addr> <port_list> [<vid>]

Delete <mac_addr> [<vid>]

Lookup <mac_addr> [<vid>]

Agetime [<age_time>]

Learning [<port_list>] [auto|disable|secure]

Dump [<mac_max>] [<mac_addr>] [<vid>]

Statistics [<port_list>]

Flush
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VLAN>

Configuration [<port_list>]

PVID [<port_list>] [<vid>|none]

FrameType [<port_list>] [all|tagged|untagged]

IngressFilter [<port_list>] [enable|disable]

tx_tag [<port_list>] [untag_pvidjuntag_alljtag_all]

PortType [<port_list>] [unaware|c-port|s-port|s-custom-port]

EtypeCustomSport [<etype>]

Add <vid>|<name> [<ports_list>]

Forbidden Add <vid>|<name> [<port_list>]

Delete <vid>|<name>

Forbidden Delete <vid>|<name>

Forbidden Lookup [<vid>] [(name <name>)]

Lookup [<vid>] [(name <name>)] [combined|static|nas|all]

Name Add <name> <vid>

Name Delete <name>

Name Lookup [<name>]

Status [<port_list>] [combined|static|nas|mstpl|all|conflicts]

Private VLAN

PVLAN>

Configuration [<port_list>]

Add <pvlan_id> [<port_list>]

Delete <pvlan_id>

Lookup [<pvlan_id>]

Isolate [<port_list>] [enable|disable]

Security

Security >

Switch Switch security setting

Network Network security setting

AAA Authenticathion, Authorization and Accounting setting
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Security Switch
Password <password>
Auth Authentication
. . SSH Secure Shell
Security/switch>
HTTPS Hypertext Transfer Protocol over
Secure Socket Layer
RMON Remote Network Monitoring

Security Switch Authentication

Configuration

Security/switch/auth>|Method [console|telnet|ssh|web] [none|local|radius]
[enable|disable]

Security Switch SSH
Configuration
Mode [enable|disable]

Security/switch/ssh>

Security Switch HTTPS
Configuration
Mode [enable|disable]

Security/switch/ssh>

Security Switch RMON

Statistics Add <stats_id> <data_source>

Statistics Delete <stats_id>

Statistics Lookup [<stats_id>]

History Add <history_id> <data_source> [<interval>]
[<buckets>]

History Delete <history_id>

History Lookup [<history_id>]

Alarm Add <alarm_id> <interval> <alarm_variable>
[absolute|delta]<rising_threshold> <rising_event_index>
<falling_threshold> <falling_event_index> [rising|falling|both]
Alarm Delete <alarm_id>

Security/switch/rmon>

Alarm Lookup [<alarm_id>]
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Psec

Port Security Status

NAS

Network Access Server (IEEE 802.1X)

Security/Network>
ACL

Access Control List

DHCP

Dynamic Host Configuration Protocol

Security Network Psec

Switch [<port_list>]

Security/Network/Psec>

Port [<port_list>]

Security Network NAS

Configuration [<port_list>]

Mode [enable|disable]

State [<port_list>] [auto|authorized|unauthorized|macbased]

Reauthentication [enable|disable]

ReauthPeriod [<reauth period>]

Security/Network/NAS>

EapolTimeout [<eapol_timeout>]

Agetime [<age_time>]

Holdtime [<hold_time>]

Authenticate [<port_list>] [now]

Statistics [<port_list>] [clear|eapol|radius]

Security Network ACL

Configuration [<port_list>]

Action [<port_list>] [permit|deny]
[<rate_limiter>][<port_redirect>] [<mirror>] [<logging>]
[<shutdown>]

Policy [<port_list>] [<policy>]

Rate [<rate_limiter_list>] [<rate_unit>] [<rate>]

Security/Network/ACL>|Add [<ace_id>] [<ace_id_next>][(port <port_list>)] [(policy
<policy> <policy_bitmask>)][<tagged>] [<vid>] [<tag_prio>]
[<dmac_type>][(etype [<etype>] [<smac>] [<dmac>]) |

[<arp_flags>]) |

(arp [<sip>] [<dip>] [<smac>] [<arp_opcode>]

(ip  [<sip>] [<dip>] [<protocol>] [<ip_flags>]) |
(icmp [<sip>] [<dip>] [<icmp_type>] [<icmp_code>]
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[<ip_flags>]) |

(udp [<sip>] [<dip>] [<sport>] [<dport>]
[<ip_flags>]) |

(tcp [<sip>] [<dip>] [<sport>] [<dport>]
[<ip_flags>] [<tcp_flags>])]

[permit|deny] [<rate_limiter>] [<port_redirect>]
[<mirror>] [<logging>][<shutdown>]

Delete <ace_id>
Lookup [<ace_id>]
Clear

Status [combined|static|loop_protect|dhcp|ptp|ipmc|conflicts]
Port State [<port_list>] [enable|disable]

Security Network DHCP

Configuration
Mode [enable|disable]
Server [<ip_addr>]

Security/Network/DHCP>

Information Mode [enable|disable]
Information Policy [replace|keep|drop]
Statistics [clear]

Security Network AAA

Configuration

Timeout [<timeout>]

Deadtime [<dead_time>]

RADIUS [<server_index>] [enable|disable]
[<ip_addr_string>] [<secret>] [<server_port>]
ACCT_RADIUS [<server_index>] [enable|disable]
[<ip_addr_string>] [<secret>] [<server_port>]
Statistics [<server_index>]

Security/Network/AAA>

STP

Configuration

Version [<stp_version>]

Non-certified release, v

Txhold [<holdcount>]lt 15:15:15, Dec 6 2007

STP>
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MaxAge [<max_age>]

FwdDelay [<delay>]

bpduFilter [enable|disable]

bpduGuard [enable|disable]

recovery [<timeout>]

CName [<config-name>] [<integer>]

Status [<msti>] [<port_list>]

Msti Priority [<msti>] [<priority>]

Msti Map [<msti>] [clear]

Msti Add <msti> <vid>

Port Configuration [<port_list>]

Port Mode [<port_list>] [enable|disable]

Port Edge [<port_list>] [enable|disable]

Port AutoEdge [<port_list>] [enable|disable]

Port P2P [<port_list>] [enable|disable|auto]

Port RestrictedRole [<port_list>] [enable|disable]

Port RestrictedTcn [<port_list>] [enable|disable]

Port bpduGuard [<port_list>] [enable|disable]

Port Statistics [<port_list>]

Port Mcheck [<port_list>]

Msti Port Configuration [<msti>] [<port_list>]

Msti Port Cost [<msti>] [<port_list>] [<path_cost>]

Msti Port Priority [<msti>] [<port_list>] [<priority>]

Aggr
Configuration
Add <port_list> [<aggr_id>]
Aggr> Delete <aggr_id>
Lookup [<aggr_id>]
Mode [smac|dmac]|ip|port] [enable|disable]
LACP
Configuration [<port_list>]
LACP> Mode [<port_list>] [enable|disable]

Key [<port_list>] [<key>]
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Role [<port_list>] [active|passive]
Status [<port_list>]

Statistics [<port_list>] [clear]

LLDP

Configuration [<port_list>]
Mode [<port_list>] [enable|disable]
LLDP> Statistics [<port_list>] [clear]

Info [<port_list>]

QoS

DSCP Map [<dscp_list>] [<class>] [<dpl>]
DSCP Translation [<dscp_list>] [<trans_dscp>]
DSCP Trust [<dscp_list>] [enable|disable]
DSCP Classification Mode [<dscp_list>] [enable|disable]
DSCP Classification Map [<class_list>] [<dpl_list>] [<dscp>]
DSCP EgressRemap [<dscp_list>] [<dpl_list>] [<dscp>]
Storm Unicast [enable|disable] [<packet_rate>]
Storm Multicast [enable|disable] [<packet_rate>]
Storm Broadcast [enable|disable] [<packet_rate>]
QCL Add [<qce_id>] [<qgce_id_next>]
[<port_list>]
QoS> [<tag>] [<vid>] [<pcp>] [<dei>] [<smac>] [<dmac_type>]
[(etype [<etype>]) |
(LLC [<DSAP>] [<SSAP>] [<control>]) |
(SNAP [<PID>]) |
(ipv4 [<protocol>] [<sip>] [<dscp>] [<fragment>] [<sport>]
[<dport>]) |
(ipv6 [<protocol>] [<sip_v6>] [<dscp>] [<sport>] [<dport>])]
[<class>] [<dp>] [<classified dscp>]
QCL Delete <qce_id>
QCL Lookup [<qce_id>]
QCL Status [combined|static|conflicts]
QCL Refresh
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Mirror

Configuration [<port_list>]
Mirror> Port [<port>|disable]
Mode [<port_list>] [enable|disable|rx|tx]

Dotlx

Configuration [<port_list>]

Mode [enable|disable]

State [<port_list>] [macbased|auto|authorized|unauthorized]
Authenticate [<port_list>] [now]

Reauthentication [enable|disable]

Dotl1x> Period [<reauth_period>]

Timeout [<eapol_timeout>]

Statistics [<port_list>] [clear|eapol|radius]

Clients [<port_list>] [all|<client_cnt>]

Agetime [<age_time>]
Holdtime [<hold_time>]

IGMP

Configuration [<port_list>]

Mode [enable|disable]

State [<vid>] [enable|disable]

Querier [<vid>] [enable|disable]
IGMP> Fastleave [<port_list>] [enable|disable]
Router [<port_list>] [enable|disable]
Flooding [enable|disable]

Groups [<vid>]

Status [<vid>]

ACL

Configuration [<port_list>]

Action [<port_list>] [permit|deny] [<rate_limiter>] [<port_copy>]
ACL> [<logging>] [<shutdown>]

Policy [<port_list>] [<policy>]

Rate [<rate_limiter_list>] [<packet_rate>]
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Add [<ace_id>] [<ace_id_next>] [switch | (port <port>) | (policy <policy>)]
[<vid>] [<tag_prio>] [<dmac_type>]

[(etype [<etype>] [<smac>] [<dmac>]) |

(arp [<sip>] [<dip>] [<smac>] [<arp_opcode>] [<arp_flags>]) |

(ip  [<sip>] [<dip>] [<protocol>] [<ip_flags>]) |

(icmp [<sip>] [<dip>] [<icmp_type>] [<icmp_code>] [<ip_flags>]) |

(udp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>]) |

(tcp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>] [<tcp_flags>])]
[permit|deny] [<rate_limiter>] [<port_copy>] [<logging>] [<shutdown>]
Delete <ace_id>

Lookup [<ace_id>]

Clear

Mirror

Configuration [<port_list>]

Mirror> Port [<port>|disable]
Mode [<port_list>] [enable|disable|rx|tx]
Config
) Save <ip_server> <file_name>
Config>
Load <ip_server> <file_name> [check]
Firmware
Firmware> |Load <ip_addr_string> <file_name>
SNMP
Trap Inform Retry Times [<retries>]
SNMP> Trap Probe Security Engine ID [enable|disable]

Trap Security Engine ID [<engineid>]
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Trap Security Name [<security_name>]

Engine ID [<engineid>]

Community Add <community> [<ip_addr>] [<ip_mask>]

Community Delete <index>

Community Lookup [<index>]
User Add <engineid> <user_name> [MD5|SHA] [<auth_password>] [DES]
[<priv_password>]

User Delete <index>

User Changekey <engineid> <user_name> <auth_password>
[<priv_password>]

User Lookup [<index>]

Group Add <security_model> <security_name> <group_name>
Group Delete <index>

Group Lookup [<index>]

View Add <view_name> [included|excluded] <oid_subtree>

View Delete <index>

View Lookup [<index>]

Access Add <group_name> <security_model> <security _level>
[<read_view_name>] [<write_view_name>]

Access Delete <index>
Access Lookup [<index>]

Firmware

Firmware> |Load <ip_addr_string> <file_name>

PTP

Configuration [<clockinst>]

PortState <clockinst> [<port_list>] [enable|disable|internal]

ClockCreate <clockinst> [<devtype>] [<twostep>] [<protocol>] [<oneway>]
[<clockid>] [<tag_enable>] [<vid>] [<prio>]

PTP> ClockDelete <clockinst> [<devtype>]

DefaultDS <clockinst> [<priorityl>] [<priority2>] [<domain>]

CurrentDS <clockinst>

ParentDS <clockinst>

Timingproperties <clockinst> [<utcoffset>] [<valid>] [<leap59>] [<leap61>]
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[<timetrac>] [<fregtrac>] [<ptptimescale>] [<timesource>]

PTP PortDataSet <clockinst> [<port_list>] [<announceintv>] [<announceto>]
[<syncintv>] [<delaymech>] [<minpdelayreqintv>] [<delayasymmetry>]
[<ingressLatency>]

LocalClock <clockinst> [update|show|ratio] [<clockratio>]

Filter <clockinst> [<def_delay_filt>] [<period>] [<dist>]

Servo <clockinst> [<displaystates>] [<ap_enable>] [<ai_enable>] [<ad_enable>]
[<ap>] [<ai>] [<ad>]

SlaveTableUnicast <clockinst>

UniConfig <clockinst> [<index>] [<duration>] [<ip_addr>]

ForeignMasters <clockinst> [<port_list>]

EgressLatency [show|clear]

MasterTableUnicast <clockinst>

ExtClockMode [<one_pps_mode>] [<ext_enable>] [<clockfreq>]
[<vcxo_enable>]

OnePpsAction [<one_pps_clear>]

DebugMode <clockinst> [<debug_mode>]

Wireless mode <clockinst> [<port_list>] [enable|disable]

Wireless pre notification <clockinst> <port_list>
Wireless delay <clockinst> [<port_list>] [<base_delay>] [<incr_delay>]

Loop Protect

Configuration

Mode [enable|disable]

Transmit [<transmit-time>]

Shutdown [<shutdown-time>]

Loop Protect>  [Port Configuration [<port_list>]

Port Mode [<port_list>] [enable|disable]

Port Action [<port_list>] [shutdown|shut_log|log]
Port Transmit [<port_list>] [enable|disable]
Status [<port_list>]

IPMC

Configuration [igmp]
Mode [igmp] [enable|disable]

IPMC>
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Flooding [igmp] [enable|disable]

VLAN Add [igmp] <vid>

VLAN Delete [igmp] <vid>

State [igmp] [<vid>] [enable|disable]

Querier [igmp] [<vid>] [enable|disable]
Fastleave [igmp] [<port_list>] [enable|disable]
Router [igmp] [<port_list>] [enable|disable]
Status [igmp] [<vid>]

Groups [igmp] [<vid>]

Version [igmp] [<vid>]

Fault
Fault> Alarm PortLinkDown [<port_list>] [enable|disable]
au
Alarm PowerFailure [pwrl|pwr2|pwr3] [enable|disable]
Event

Configuration

Syslog SystemStart [enable|disable]

Syslog PowerStatus [enable|disable]

Syslog SnmpAuthenticationFailure [enable|disable]
Syslog RingTopologyChange [enable|disable]

Event> Syslog Port [<port_list>] [disable|linkup|linkdown|both]
SMTP SystemStart [enable|disable]

SMTP PowerStatus [enable|disable]

SMTP SnmpAuthenticationFailure [enable|disable]
SMTP RingTopologyChange [enable|disable]

SMTP Port [<port_list>] [disable|linkup|linkdown|both]

DHCPServer

Mode [enable|disable]
DHCPServer> (Setup [<ip_start>] [<ip_end>] [<ip_mask>] [<ip_router>] [<ip_dns>]
[<ip_tftp>] [<lease>] [<bootfile>]

Ring
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Mode [enable|disable]
Master [enable|disable]
1stRingPort [<port>]
2ndRingPort [<port>]

Ring> -
Couple Mode [enable|disable]
Couple Port [<port>]
Dualhoming Mode [enable|disable]
Dualhoming Port [<port>]
Chain

Configuration

Mode [enable|disable]
Chain> 1stUplinkPort [<port>]
2ndUplinkPort [<port>]
EdgePort [1st|2nd|none]

RCS
Mode [enable|disable]
Add [<ip_addr>] [<port_list>] [web_on|web_off] [telnet_on|telnet_off]
RCS> [snmp_on|snmp_off]
Del <index>
Configuration
FastReocvery
Mode [enable|disable]
FastRecovery> - —
Port [<port_list>] [<fr_priority>]
SFP
syslog [enable|disable]
SFP> temp [<temperature>]
Info

DeviceBinding

Mode [enable|disable]
Devicebinding>|Port Mode [<port_list>] [disable|scan|binding|shutdown]
Port DDOS Mode [<port_list>] [enable|disable]
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Port DDOS Sensibility [<port_list>] [low|normallmedium|high]
Port DDOS Packet [<port_list>]
[rx_total|rx_unicast|rx_multicast|rx_broadcast|tcp|udp]

Port DDOS Low [<port_list>] [<socket_number>]

Port DDOS High [<port_list>] [<socket_number>]

Port DDOS Filter [<port_list>] [source|destination]

Port DDOS Action [<port_list>]

[do_nothing|block _1_min|block_10_mins|block|shutdown|only_log|reboot
device]

Port DDOS Status [<port_list>]

Port Alive Mode [<port_list>] [enable|disable]

Port Alive Action [<port_list>]
[do_nothing|link_change|shutdown|only_log|reboot_device]
Port Alive Status [<port_list>]

Port Stream Mode [<port_list>] [enable|disable]

Port Stream Action [<port_list>] [do_nothing|only_log]

Port Stream Status [<port_list>]
Port Addr [<port_list>] [<ip_addr>] [<mac_addr>]
Port Alias [<port_list>] [<ip_addr>]

Port DeviceType [<port_list>] [unknownlip_cam|ip_phone|ap|pc|plc|nvr]

Port Location [<port_list>] [<device_location>]

Port Description [<port_list>] [<device_description>]

MRP

Configuration

Mode [enable|disable]
Manager [enable|disable]
React [enable|disable]

1stRingPort [<mrp_port>]

MRP> 2ndRingPort [<mrp_port>]

Parameter MRP_TOPchgT [<value>]
Parameter MRP_TOPNRmax [<value>]
Parameter MRP_TSTshortT [<value>]
Parameter MRP_TSTdefaultT [<value>]
Parameter MRP_TSTNRmax [<value>]
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Parameter MRP_LNKdownT [<value>]
Parameter MRP_LNKupT [<value>]
Parameter MRP_LNKNRmMmax [<value>]

Modbus

Status
Mode [enable|disable]

Modbus>

7/ TexHMYeCKHe XapaKTePUCTUKH

Moaenu SWMG-22GT-2GC-2GSFP | SWMG-22GT-2GC-2GSFP(-E)
MopTbl
10/100/1000Base-T(X), c
asTo MDI/MDIX

fMrabutHble Kombo

22

nopTbi C
10/100/1000Base-T(X) n 2
c 100/1000Base-X SFP
noptamu
100/1000Base-X SFP

nopTbl

TexHonoruu
CraHpapTtbl Ethernet EEE 802.3 for 10Base-T,

IEEE 802.3u for 100Base-T(X) n 100Base-F(X),

IEEE 802.3ab for 1000Base-T

IEEE 802.z for 1000Base-X

IEEE 802.3x for Flow control

IEEE 802.3ad for LACP (Link Aggregation Control Protocol
)
IEEE 802.1p for COS (Class of Service)

IEEE 802.1Q for VLAN Tagging

IEEE 802.1w for RSTP (Rapid Spanning Tree Protocol)
IEEE 802.1s for MSTP (Multiple Spanning Tree Protocol)
IEEE 802.1X for Authentication

IEEE 802.1AB for LLDP (Link Layer Discovery Protocol)
Tabnnya MAC agpecos 8192
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S maANTRON

SWMG-22GT-2GC-2GSFP
PyKoBOACTBO MO 3KCnayaTauuu

Konnuectso ypoBHel
npuoputeTa

o4yepeaHOCTH

TexHonorua nepegaum

Store-and-Forward

CpegcTBa 3aWmThI

Bkn./oTKn. nopToB, 6e3onacHocTb noptos no MAC
agpecam

KoHTponb aoctyna K cetn no noptam (802.1x)
OAMHOYHbBIN N MHOXEeCTBeHHbIN 802.1x
AyteHTudumKauma no MAC-agpecam

Foctesoit VLAN

QoS

OrpaHuyeHune konunvectsa MAC-agpecos

VLAN — nsonmpoBaHue 1 6esonacHocTb TpadpuKa
Radius — LeHTpann3oBaHHOe ynpaB/ieHMe Naponamm
SNMPv3 — wndpposaHue ayteHTUPUKALMK U A0CTyNa
HTTPS/SSH ana nosbiweHna 6e30nacHOCTU ceTH
Web u CLI ayTeHTUdMKaUUA 1 aBTOpMU3aLMA
ABTOpPM3aUMA B KayecTBe afMMHUCTPATOPA U

cynepsusopa

Bo3amoxHoctu 10

Mopaep»ka TOS/Diffserv
QoS

IGMP v2/v3 Snooping

DHCP Server/Client

DHCP Relay

3auwuTa ot DOS / DDOS aTtak
DNS client proxy

SMTP Client
PesepsupoBaHue cetu Sy-Ring

All-Ring

MRP

STP/RSTP/MSTP
MocnepoBaTeNbHbIM RS-232 c pasbemom DB-9
UHTepodeliic
MponssoanTENbHOCTb
Bpems 3apeprKku 7 us
MponyckHasn
CI'IpOC0y6HOCTb 52T6/c
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PyKOBOACTBO MO 3KCM/AyaTaLuu

MakcumanbHoe

Konunyectso ceten VLAN 236

Konnuectso multicast

rpynn Ans Kaxkgom cetu 128

VLAN

CseTtoanoaHble UHAUKATOPbI

NHANKATOPbI NUTAHUA 3eneHblii: UIHANKATOP 3eneHblii: UIHANKATOP
(PWR) nUTaHKUA nuTaHua gna AC mn DC

NuaukaTtop Ring Master | 3eneHbiii: roput npu pabote cuctembl B pexxkmme Sy-Ring

(R.M.) Master

NHankaTop Sy-Ring 3eneHblii: roput npu pabote cnuctembl B pexknume Sy-Ring
(Ring) 3eneHbli: MUraeT Npu paspbiBe KOAbLA

NHAMKaTop ownbKm KenTtbin: ropuT Nnpu ownbke

(Fault)

Mugmkatop RJ4A5 nopTta 3eneHblii: NPY NOAKAOYEHUN / AaKTUBHOCTU YCTPOMCTBA
10/100/1000Base-T(X) Mpu paboTe 2xX MHANKATOPOB: 3eneHblit — 1000M6/cek,
*enTbih - 100M6/cek, He roput - 10M6/cek

Nuankatop SFP nopTa 3eeHblit: NPy NOAKNOYEHMM / aKTUBHOCTM YCTPOMCTBA

100/1000-X

CUTrHaNbHbI KOHTAKT

Pene HeTt KoHTakT pene — 1A npu

24VDC

MuTtaHue

Bxog nutaHma 100~240 VAC yepes 100~240 VAC yepes Kabenb
Kabenb NnuTaHmA nUTaHUA

[lBOMHOE pe3epBMpOBaHME
20~72VDC Ha KneMmmHoOM

Konoake
MoTpebnaemas 33BT

MoLlHOCTb (TMnosas)

3awmTa oT neperpysKu Mpucytcreyer

no TOKy

3awmTa ot ob6paTHOM OTcyTcTBYET MpucytcreyeT TOAbLKO Npyn DC
NONAPHOCTH

dusmnyeckume xa PaKTEPUCTUKU

Knacc 3awuThbl IP-30
Pasmepsi (LU x I x B) 431 x 342 x 44 mm
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PyKOBOACTBO MO 3KCM/AyaTaLuu

Bec 4,3kr 4,5kr

Pa6ouas cpeaa

Temnepatypa xpaHeHua | OT -40°C no +85°C

Pabouan Temnepartypa Ot -40°C po +70°C

Pabouas Bna*KHOCTb OT15% no 95% (6e3 koHAeHcaTa)

CepTtuduKauma n Tectbl

EMI FCC Part 15, CISPR (EN55022) class A
EMS EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4
(EFT),

EN61000-4-5 (Surge), EN61000-4-6 (CS), EN61000-4-8,
EN61000-4-11

Ypap IEC60068-2-27
CBobogHoe nageHue I[EC60068-2-32
Bnbpauma IEC60068-2-6
besonacHocTb EN60950-1
MapaHTMA 5 net
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