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o T'E- o ot s x t e t Switch> ¢ .co TTextt

h ’ a co TE o -t quit

o8 ¢ . . enter, T | Switch# € .c0 Texitt T,

x ¢ch= 7 e |enable quit

(EXEC) co TVETo it

h ’ a

.. a ¢ . 7 cohfig, Switch_config# ¢ .co Texjtt
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interface fO/1
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Switch> enter

Password: <enter password>
Switch# config
Switch_config# interface f0/1
Switch_config_f0/1# quit
Switch_config# quit

Switch#
a
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= ~ . L4 P Y. '
c Xm h xX e x 1
2!1!3 — * . o o ’ O
monitor#boot flash tocal_filename
_I ~ e e ~ ,Y 0 a ~ e ~ ~ C h - e ~ . e ~ ; e ~ ~ /'\,Y . ~ C X m ~ C h
~ £’ a 'yt 5 o) tomd"'"Y hast 'Et e m o T'E o h ~ - :
oaax¢t ™ toh™ ()
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monitor#boot flash switch.bin

214 *eo T e cho h™"aaeo o o* mec
S @ < * < + * < <
o T'E" o ot —~'E a o’ t mco TE"oO *t 'E 'Ht x oa~e?-”
o™ mc¢c . e Y _o0aaxt t oh o ‘Ee o . . X 7 .
- co TE o ™t ~Em  x 0O hme eSO mMmo®e hge ™ ¢ Oa
’ h o “ e "~ ee . g t @ T LD

i e o ey chofh aaeo o0 o mc . e Y omx *
aoe t oh e P

ua’-" h x - - "‘m"T‘FTpch* coao "
monitor#copy tftp flash: [ip_addr]

|]“ee "oy~ e” " c h e e - e ® 7oty h oecth foc “vae 'Yt'YE
— . < « —a < < d o
m mt a (0)) om o "~ oa™~e " . m mt a ™ c h T "o
* < < =] < - e — * < <
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- " x 0O" a c h a h mairebin"™ ;- “te o ¥ t*m 'y n* o h h
om t —E oaaxt™tohd&witch.bire h a e o . - tm "
monitor#copy tftpflash

Prompt: Source file name[]?main.bin

Prompt: Remoteserver ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

please wait ...

HHHHH T R
HHHHH T R
HHAHHHHBH AR R AR R R R R R R R R
HHAHHHHBH AR R AR R R R R R R R R
HHAHHHHBH AR R AR R R R R R R R R
HHAHAHHBH AR AR

TFTP:successfully receive 3377 blocks ,1728902 bytes

monitor#
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g o < * < —_— o ot *  o®

oe o xh~” g Yy _oaaxt”toh m o oh”gtamupLC@nfquNJ’:’Y‘
o " eo — e Y o e x h~* ¢ oamed TFE  x:Qtom 'y t T T
cho h=*aaeo o o% mec e Y

T * " < < T <

monitor#copy tftp flash startugconfig

L4 ~ "
e o e c h coapo
2.1.6. e * . Ctt
switch#copy ftp {flash|cf} [ip_addr|option]
] 7Y o*eo ~ e 'Y c¢cho h ~ aaeo ) o * m c : e Y
ao’ eo mco TE"o0 “tE Q:@py"‘(p’"‘?' - e t x - ma he = &~ me
oaaxt™®toh ¥ - t - ’ Ty . h x - - =
m h h o om o ° oa™e " . m m t a ~ c h ® To

< * . ©

cop\ftp :[[[//login -name:[loginrpasswordi@]location]/directory]/filename}|flash<:filename>}

{{flash<:filename>}ftp:[[[//login -name: [loginpassword]@]location] /directory]/filename}
<blksizee <mode> type>

-

G ~h=~a th
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¢ m ™ " x Q0" a c h a h mainebin™™ - “e o I t“m 7y n* nf h h
e ~ e om t —'E oaaxt ™t o hdwitch.birc h a e o . - tm N
config#copy ftp flash

Prompt: ftp user name[anonymous]? logiame
Prompt: ftp user password[anonymous]? logiassword
Prompt: Source file name[]?main.bin

Prompt: Remoteserver ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

config#copy ftp://loginnam:loginpassword@192.168.20.1/main.bin flash:switch.bin

HHHH R
HHHHH T R
FTP:successfully receive 3377 blocks ,1728902 bytes

config#

o,

M U .o of *h Cét e h=%ot~ x 3 Th: ay]otm™" Y H ~Ycl
" e ™ h a €CR @~ ; "¥aeo 7Y rer pOM | I . a o’ t
o~ T'Ee x Qip tcp syhwaittime © TY |, "a e e Y h aTCP ¢

-
~

e ™ 0 mc’ gt X'E - oxee™ teghE O oa e " x tm YO

HUO h mc EFTPE"® ~“ e toh . g m t -9 x m o Yo
ao’ t'E ¥o.tte om t T'Ee o e" 0o T’oe .@ Qe hme*tohooatt 'E h * - a
coN T T Ty so e Y et T S T T pMHHDY 20T
“h " et h x t oteom t " 'Ee o . mo X O m ohomt 'E h

info@symanitron.ru www.symanitron.ru




SYMANITRON

221" " mthor® h mrt 9FGKSNYSI

monitor#ip address i _addr <nhet_mask

St _oa~e®™” ch “e~ eX®hetm”" " QF¥RBNY S |xgta o[t
M®PHPMCyYy &n dm It 255855.255.0.0 " m t

u “ h ™ a . t h

—

U h a h

-

monitor#ip address 192.168.1.1 255.255.255.0

222" mt hao® h "h x t * co X ao "--"e (0)

0  — 1 *

monitor#ip route default <ip_addr>

D At oa™~e """~ meco TE X tm'y ° 7Y e*mtho a ™ h

—_— * < © —

t o T'E oa “oh®’ hex t c o X a o
.

u h a h

monitor#ip route default 192.168.1.1

2.2.3. 0 a " aifig”

monitor#ping p_address

info@symanitron.ru www.symanitron.ru




D S oa~ e ™ ¢ch “"e™ "e™ - e™ " 7T cho h mo m t
< < < *

g _h a
monitor#ping 192.168.20.100

PING 192.168.20.100: 56 data bytes

64 bytes from 192.168.20.100: icmp_seq=0. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms
64 bytes froml92.168.20.100: icmp_seq=2. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=3. time=0. ms
----192.168.20.100 PING Statisties

4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 0/0/0

3.""mtho ~ t ha e*” ™"
] 00  — < *
o
3.1¢ e
" e < < x <
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Switch_config# line vty 0 31

Switch_config_line# length O
4. .0a™~e® . e™”mtho { {1
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ip accesdist standard sstacl
permit 192.168.20.40

432 * "7 'Y e*mtho -

aaaauthentication login sslauth local
ip sshd authmethod sshkauth

ip sshd accesslass sstacl

ip sshd enable
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Switch_config#show interface g0/2
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GigaEthernet0/2 is administratively down, line protocol is down
Hardware is Gig&€omboeFX, address is 00e0.0f8d.e0el (bia 00e0.0f8d.e0el)
MTU 1500 bytes, BW 10000 kbit, DLY 10 usec
Encapsulation ARPA
portinfo1021
Auto-duplex, Autespeed
flow-control off

Received 0 packets, 0 bytes

0 broadcasts, 0 multicasts

0 discard, 0 error, 0 PAUSE

0 align, 0 FCS, 0 symbol

0 jabber, 0 oversize, 0 undersize

0 carriersense, 0 collision, O fragment
0 L3 packets, 0 discards, 0 Header errors
Transmited O packets, 0 bytes

0 broadcasts, 0 multicasts

0 discard, O error, 0 PAUSE

0 sqgettest, O deferred

0 single, 0 multiple, O excessive, 0O late
0 L3 forwards
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show interface[type [slot|port]] JtoFh™> ™ 't momto ye g
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interface vlan 1
ip address 192.168.1.23 255.255.255.0
h a h ot -0 e ’ et h m ~
12'1'2u * < — O’ < * Y * < v ¢ o
¢ m ™ T x Q" a c h a h c o * " ™"eo ¥ - ot ~0; t E
interface GigaEthernet0/1
shutdown
¢ m ™ T x 0O a c h a h co " eo I - ’“'O; t E
interface GigaEthernet0/1
no shutdown
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et h m o ()
typeY ot eom tm 'y t
et h m o ()
sloty o c h ° Yy ot eoa h
T mm S e” otohoa h = m ¢
portl-port2Y o o "e ™ .-~ ot "
ot oh Fx Tox ot e * mtt h o7y
° moa ¥ o h x ° M
cho® o [0}
[port3-port4¢ Y ao '~ eo x = "7t E
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¢o B t h ’ a e “mtho e t intérface _rangem on c
m™ " x Q" a c ™ h ™ a t h~a Y
switch_config# interface range gigaEthernet-@/1
switch_config_if _range#
14." * mt h o * T oco Te t ~'Ee . 9 0
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1)) . 7~
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¢ eoha™ T Ee 3 xm "o Yg ¢~ t T ee 5 ao’ t *
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” o TYe Y ¢ o e h xcco 0 a x c h e ” XY
.0a™>e"~ "~ c m ™ e
config ¢ 50 o * * & 'Ee o o e
interface g0/1 ¢ g0 . ,et b m3F 0t
[no] switchport protected ¢_7T0; .t Ekot__T0O;.tE X6
cohto
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"o T'Ye Y co h xcco 0 a x c h e " x Y
.0a™>e """~ c m ™ e
config ¢ 590 7 o ™ ~ a 'Ee o o e
[no] port-protected group-id P I E . __"T0; tE M,
h xcc . ¢
group.ido e ” ;‘ t e ”mt ho X
h x cc . o0 T Ye
[no] descriptionword ¢ m~”e ~ hxcec . O
word e ™ ;" t t mt o x 0O
exit ¢ hext 'Em 'Y To *h* T 'Eeao 0
interface g0/1 ¢go "™ et h my3y 0t
[no] switchport protectedgroup-id jo ¥ tEKkX®Tho E"eex QO
(‘;]|-0|_J|p.ido'e"h"’<eE< e"‘mtho<e
B e t “ t oh h x cc
exit ¢ hext 'Em 'Y To *h* T ’Eeao 0
exit ¢ hext 'Em Y h ’ a X ¢ h 7
1427 ¢ h ~ — e "t oha™a
" - < * < *
o h t oaaxt™toh"~ ao xt fLUtE "t o *e . com
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moo~ ™ e Ya d T to a o’ t c h m t . 9o 7 x
coaaxt™toh™ @ o 'Ht o a x .7 c¢ch " xmaoth e a 27
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.0a™>e """~ c m > e
config ¢ g0 ™ o7 "aEe
o e x h ™ ¢
interface g0/1 €90 et h
e x> eo e “m¢tho t
[no] storm-control {broadcast| multicast| unicast "Tmtho T xe |
threshold count x ¢ch= e 7y "to

cohtx @
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aeo o "h me™"Yy
Broadcast "¢~ ; "~ t X
oetho ™ hx t m "
’ h o o T Ee*™t'y
h " mm R )}
Coune e~ ;™ 't co
e "o e s> oto
e 0 70 ° a o e ”m
exit ¢ hext 'Em Y h
~o ¥ * T'Ee o 0o e
exit ¢ hext 'Em Y h
x ¢ h ~ — e Y
14.3 h * e . e m o homt coht?~
g . * LI * < —_— *
] ee ™y X e c Y mco TE tm 7y © TymogohTtrygt - oe cf
coht~ @ "mco TE"x t m x O oa™e?-” B Y o
h ’ a x ¢ h ~ — e YY
.0a™>e """~ c m ™ e
config ¢ 50 o ™ ~ a 'Ee o o e
interface g0/1 ¢ g0 . et h  m3 o0
e ”mt¢tho t 'E
[no] switchport rate-limit {band| Bandwidth|" " m t h o =~ = o h ~e - e
percent} {ingress| egres$ T coht ™ @
Bandit Ists fftoj Hj dz@ dzgOW ¢
Perceng’Ht © o h ™e - e
choge et™ g
|ngressqe'"mth0 - T Tyt o g
Egress;e'"mthom_"' Ty .m
exit ¢ hext 'Em 'Y To *h* T 'Eeao
o e x h ™ ¢
exit ¢ hext 'Em 'Y h ’ a X C
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.o0a™e "~ ™ c m ™ e
config ¢ 590 7 o ™ ~ a 'Ee o o e
interface g0/1 $o0™ et h o om3z _o
e "mtho t 'E
[no] keepalive[second TTmtho 7 h a eeo o
moo* " e S otch=® vy
Second; 'Ht © h a e eo e
moo*"'(e*w ) m(_xeemo
exit ¢ hext 'Em 'Y To *h* T 'Eeao
o e x h ™ ¢
exit ¢ hext 'Em 'Y h ’ a X c
” . > -~ ~
X - c; h m c oht
14.5 ; MAG .
T x e c Y mco TE" X tm 'y 7 Ty "’O:‘;""h My k co’ﬁ"@;”qg
e ”mtho m ™ " x 0O Y
.o0a™ e ™"~ c m ™~ e
config ¢ g0 " o * ~ & 'Ee o o e
interface g0/1 €90"  ,et h ~ m5F _o
e "mt ho t 'E
[no] switchport disablelearning TTmtho 7 IR R e Tye g
¢_70;,tEx, -_"T0;,tE
MAG ° h m coht ™
exit ¢ hext 'Em 'Y To *h* T ’Eeao
o e X h * ¢
exit ¢ hex t 'Em 'Y h ’ a X C

14.6% "o Cc "Tome bt 'E

-~ 4 ~ r A
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mt "~ om0 ARG h, a o*h™  oa3y h™ "h Tt m Ty
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mo o * " Fex "yt ot ¥ h*m “t"Em 'Yd mC o h o’ oat “m e e ’

ot oh 9 m g0 ""he .m M ! 7Y tmy 7 h omo*an ¥ .%x “glt/ ot
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.0a~e """~ c m * e

config ¢ o H~o ™ * & 'Ee o o e

interface g0/1 ¢ g0 ., et hex 'm0y 0
e ”m¢t ho t 'E

[no] switchport port-security mode "*mtho % h > ar ¥

{dynamic]| static accept|reject | sticky} Dynami¢ e~ ;- t ~ e~a
staticaccepp "¢~ ;7 t mt~ t
c h a” o
staticrejece "¢~ ;% t mht ™t a;
ot o e e Y
[no] switchport port-security dynamic ""mtho " a® m a” "ge
maximumnum . x ;" aXhhgmg
[no] switchport port-security static mae ""mtho " mt~*t . m_-o0
addressH.H.H T h om~”
WBAGAUGUOKLIENDIZNRABL |""mtho = ¢t ”hym~ g
{YI E A YstieXy numbet Y I -© R R NB § maximumsticky number ~ e ~ ; ~ 't
H.H.H I 3 AlyAAvading_time} a* m a® "'geo 0o T . m
MAG ~h mo o
mac-addressH.H.H © oe™W tth o
c h Y e & T h @_!/_hx;ex
agingtime aging_timech x ;e ™ 'Y e ™ m

h a e xmt ™ h "MAG 'Y

" h m o

exit 9 hext 'Em 'Y 0o “h* T 'Eeao

o e X h ™ ¢
exit ¢ hex t 'Em 'Y h ’ a X C
h ’ - e t h m *

14'7|.| * O ’Y —_— * < v ¢ ®
S toot oaaxt® teoHE mo Yy Te o " &0 hh mao ae2 dh g gpt e

et h m " htwm6a 67 nhpqggd ¢ ~ x e c Y h~” %ot~

Lt F'wt @

"mco TE X t m ™ T x0O" oa™e " T Ty e "mtho

.0a™>e """~ c m ™ e
config ¢ 9o " Mo ¥ ~da 'Eed
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_Oe.*y)(h‘c**
interface g0/1 €90 et h
e x’ eo e’"mtho*t'
[no] switchport port-security bind|block{ip|arp| both - |~ " m t h o ~ = xe ¢
arp-ip A.B.C.) mac H.H.H} et b om” P
Bindc © 0”’Y<t c _h
to T"'E o t mo o ¥
moot  tmt x Ot t
c h “'Y<' z“* " h x
e a0 xt * t 'E ¢
Blocke t "o e 'yt to
moo*'_<e*’Yz< ot o
moot tmt th t
c h H’Y' z“"‘ omt
”’.;:E ch;cx’ e 1
|po'e"“t;z"<;to <Lxe_
h”% o0 t~t 'E to T'E o
moo® ™ e s ot o
moot  tmt x Ot ot
. ”'Yi Tﬁ
ArpO*'“e”;:(tZ to
fx® ot h*Tot~t E
moo® " e |} NLJ
mo ot tmt x Ot t
ch*””'yi *Tﬁ
Both-arp-ipe "¢~ ;" t X
xe ¢ Y TxtE t" Th
moo"""<e*m AL
mo ot Stmot x O" 1
en N :
exit ¢ hext 'Em Yy "o *h ™
he o entel
exit ¢<he‘xt’Em’Y" h<’
14.8SVL/IVL
Tt ot _ocaaxt™toh ao’ eo e"’mtho*t’E e ” o’:“"'*ao 0{
+[ ! bxpaocd :~"e 1O _m coht . e”‘oo""’th'Y" h » a
.0aaxt™toh a0’<t *.t’E mﬁ:”Y’"'h"emoca"‘e"’*o"‘“hh<a<n!ay<aeee)
et h o m ST htm6ea 85 TM meg o xe ¢ Y hTTot”
Lt . ! wto®
"mco TETX t m"(""x'O"‘*< _6‘9"'5‘50.""‘"\"’Yte<’"m*tmo>;ct1
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. 0 a e ~ c m ™ e
config ¢ 90" Mo *d Ee o
o e Xx h ™ ¢
[no]vlan sharedearning TTmotoh QVL/IVE
exit ¢ hext 'Em Y h
149" " mt h o ~ c ho h m Y
] 00  — o < — o *
h o h - momt o 'Ye ~Yg0mx "y 'm't €Y tcmpoy thc o t° m
m e h o e Y m  omt ao b
1491 " mt h o "o oh ® te e A m e h o
e ®  — t o < < < o — * o
h e ”mt ho h a e eo 0 oe tmho "E™ x mt ~ m Ko
oa™e " x “ho ¥ TwEe o o e x h * ¢
.0a~e """~ c * e
[no] Link scan {normainterval | fast | Normae "¢ = ;~ 't mt ~e® " hte
interval} m_"e ho "e Y
Fasp e ™ " t h ’ a ¥ mtho
X .mt h . h ’ a ome o e o
m Tx *eoax choto o Tx t
|mer\,a|c'e"';<e*< “h<a(eeoto
m ~“e ho "fae T¢ m x e ™ g
1492 h ae *hm t h o
i ¥ < ®  —
" mtho - mt~e® hteo 0 e t h A m “ e h o ~ e
link scan normal 20
14.10" “ m t hho® m ™ h e eo ¢c ho h m
" © — % < © @ < —_—
" mtho - h * m h e eo c ho h m Y - ~0;
mo * e e Y coht ™
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2

t o ~0; t 'Eko t ~0; t 'E h *m h eex O c¢cho t
m™ " x 0O0"x 0O oa™e " " x h ’ a e”mtho et h
.0a™~e "~ "~ c m ™ e
[no] switchport enhancedlink ¢_70;, tEkot_"T0O; tE h"m
momt om'ye “'Y e e 'Y coh t ™

14.10.2_ h , ae “hm t h o

< 00 ik

¢ ~0; e h " m ~’ h e eo c ho h momt o ‘Ye Y m

—_— < * < * <

Switch_config#interface g0/1
Switch_config_g0/1#switchport enhancdidk

14.11" " m t h o *m mt aeo 0 ac¢!

. ®  — * < + |

MTU (Maximum Transmission Uniga = _m a = —'ge . c hh """"a ~h ao o

L ~ I ~ ~
mthow_ m*mt . aeo' o] a-¢| _oaaxt t o h co .

c h "o - ao o ~ % h "~ o t ™ 93 ot oh . a o’

h ~ " a h * " h ™ T e e c h - t Xm¢t ™~ eo — e e

a - * % h S s to a o’ t c h o * t X 99X e

c h "o : T e e 270

1411.T mt e o - re” ;. e Y at¢

@ — 1 < *
"mc o TVE X t m = " x 0O« ’O‘o_':“d"a"""’EE"‘ox ‘o fe > a h ~ ¢
.o0a~e "~ "~ c m ™ e
[no] system mtumtu ""mtho  "m et -a@gQg "YW
h ae *hm t h o
14112 h  ae o
" m¢tho _" a“‘_m a” T 'Ee o 0 h * " a h =~ c h "o - a o
Switch_config#system mtu 2000
15. h * 7™ h o ™e cohto
" < — * o * < o
r e -~ . w~ o~ -~
m¢t ho h h o e
15.1 . ST . .
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X ¢ h om't t
c o h t

0]

cohto a o e o h ~ -

J— * - * < - <

t o

*

mco T E"oO
Y*oa : h cohto

< < * -

>

*
1
*
A
A

t
- ) h “ 7 ho e Y
q\”’e;)e’“"_E’o*eﬂlen} ""’*YQ""
. — L7 <x_’0':“ S

mo o t t

Y5 ¢t L5 x°"6teeq;

m t

<
Yz 7
— L. .

e e 0 a ) h “ ™ ho “ e

e o Mo xse_?e* "'Y oete
6 'E'Qm VID. TPIBP | Y oh . X L. .
90 " ao S “to * c hoa :

t x * T 'Ee o o}

© —_ © < * <

oy - .h

A

2

h x ¢ ¢

*<

-~ W o~

X e e oe

< *

YCTPOACTEO
MCTOUMHMKA

YCTpOWCTBO

YLAN yoanenHoro Ha3Ha4YeHWA

JepEanypoBaHWA

YLAM yoaneHHoro
2epKaNUPOBaHMA

nopT
HAa3HaUEHK

BLIXOOHON

nopt nopt

HCTOUHMKS lNpomexyTouHoe

YCTPOWCTBO

MK .
YCTPOHCTBO
MOHWTOPHHIE

—_— * - * < < * * T

n o= et 'Ht o

S t

—_— * - * (=] ®© - 1 < < < <

< <

“ - e Y e "™ X
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oaax ¢t~

E e ™

*

" lbx cd bt to®” eox mt mo &M t* B
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o " e ;
t Moy  apo
oe 'yt vy

c
o e h o :
<

A X
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c oht ™ e ~
ix['.\!mb/—
- S

: h
T 'Ee o
h o

-~

m t




X - ’: eeo o . l]m_"“*’\* Mo cte t “Yg)’\( e . c.oe"‘* te © . ey
co "™ " h > - t mo ¢ dm X~ T7Ee ® EQ@ ™M O'Eeo” em t ao’
c hebd™~e™ xmtho m t 0 a o e t oh e - m coao ™"'EQ m
o B t h ’ a 9. 9/ .co "e t m™—™ " x QO"
cohto Y
.0a~e "™ "~ c m ™ e
config ¢ 50 7 o ™ ~ & 'Ee o o e
mirror sessionsession_numbegdestination | " m t h o~ . h_ "7 ho
{interface interfaceid} {rspanvid tpid} | sessioanumber¢e ©a h m mm
source{interfaceinterfaceid [, | -] rx | tx | . h_ "7 ho Te Y
both] } destination¢ce o h t e ™ e ™ - e
vidt - x = T eeo 0 f
tpid t . x T 7T eeo0o o
sourcege ° h t mto -e *
rxc" OO - 'Y-h . . kol -~ e e .
tXC* m 00 * rY-I- ) . DS e e )
both¢, o0 " °Y"_ _ . _m 9o " "y
exit ¢ hext 'Em 'Y h ’ a X C
write . © ah ™ e t 'E e *"mt ho
152 t o *h =~ e e oha" g 0 :
= < * < * . *  * <
T cxmghow¥ to¥ . oto¥h~ t 'E e oha* g 10O o o e
.o0a~e "~ "~ c m ™ e
show mirror[sessionsession_number] S to®h~ >~ "t e oha” g
h “ ™ ho "~ e Y coh to
sessionnumberge © a h .oh_
153 h a ohe x h ™ ¢ x T ™ eeo o
T * —_— Vo ot *  * < +
. U0 o hx A co e o e m . x 0" a h*m
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djlsjots?
OdzOdzd L Ols 56

Go/1 GO/2

G0/3 ssBBEZISO s GO/3

o T'E" o ot —Ya e o % g0 7 a o oetho ™ ho "t 'E c ot
o h ™ . e ™ m t 0 a “e™ ™ ™ toh 5 = to a
h ~w o~ hrom m"'tehrTD’Yq)""“x Or -~ ,Y

.0 aax tgL toh

mirror session 1 destination interfag0/3 rspan 100 0x8100
mirror session 1 source interface g0/1 both

.0 aax tg t oh

mirror session 1 destination interface g0/3 rspan 1000 0x8100
mirror session 1 source interface g0/1 both

.0 aax tC toh

interface GigaEthernet0/1

switchport mode trunk
!
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interface GigaEthernet0/2
switchport mode trunk

!

interface GigaEthernet0/3
switchport mode trunk

|

!

vlan 1,100,1000

|

.0 aaxtptoh

mirror session 1 destination interface g0/2

mirror session 1 source interface g0/1 both

r oW -~ o D
mt ho tl h™™ meo. |
16. L .mee-, al/
¢ mo T T cﬂ'b’:morlom_< al /
""mtho oomt *XtT h: mm* o o al /
f """ mtho ~ h a e Z “xhm tm™*h “ e Y al
" mtho Z*h ahckhole
f to*h~’ e "% Tme . al /
1~ "~ T e e™a ;MA{G"’hom
16.1" “m t h o * mt *t" h- mm o o al! /
. ©  — * 1< < —_— * -
(_t"'t*;<"'mc_”m”_"";§|!<ﬁ’@o'Hﬁto ""c:"m*h<naq!z _otoh.< e .
ao xt i t ' E x 77T e . to T'E o hx -ex Op ¢ mo ot
chog mm h ~ * ot ) ao ' . To Tt TThytmEg Y mxctor T
m~™ " x 0O"x 0O 0o a ™ e x heod* ~ ek oa x h o e S S to*
mt ™t . omZ T h mgy /
.o0a~e "~ "~ c m ™ e
config ¢ go " h > "a*® ™ T'Ee o o e
[no] mac addresdable staticmacaddrvian [ {0~ t 'Exkx ° " T t E mt~
vlarrid interfaceinterfaceid “Th m” @
macaddrg¢x __ "~ T2 th am o
vlanid¢x __~ LTt ejod cir
"ocxmt'ea¥.:51e4094.
interface-id¢x __ "~ Lo, ay
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exit ¢ hext 'Em Ych™*h 7 ea 'Y
write . © ah ™ e t 'E e *"mt ho
2
162" " m t h oh a” e xmt *h™ h "me” Y gl
- o ® = < * < o< * -
|m ® e ™ a 22 "mhom eg ! / meco TE" X tm "y t :
x mt ™ h ~ e YE© *oayaot *tt*o*h ™ Fd.h mb/ ¢ €h a 'y -xmt "~
“ " h m ~ ao’ eo e "mtho t 'E mo x ao 'mtee "Q m c
momt ~ mYy tx eg ndn
"f*mtho t h a 'Y Zx"mht *mh~ “echy gl T h o “eeo0 a
o % h ™ oay
.0a~e """~ c m ™ e

config ¢ 90 7 o * * & 'Ee o o e
mac addresdable agingtime [0 | 10- T*mtho % h a e . xm
100000Q *Th o om” o

0Ox - - mt e ™ ot imx a

xmt ® h "B hty dm ad / x °

Joc xmt a o e "o e Y

m x e ”
exit ¢ hext 'Em Y h ’ a X c
write . © o h e tE e mthow .

163" " mt hAG *h m~ 5| Ol K2t §
=~ c m t~ " hgmog!l /[of | O] K2f S ot ewomtyt.m 'ye  th~a
. . ee .a . _otoh . a0’ ea “xh" M™ t§E [tO1 KR
o T~ vt E x vt E mo ot t mt m - t

- * - - <

caaxt®toh* @ J 7Y To**r*h em*y gf kOTK2ES '@"‘ma‘:!o/j‘
a .

.0a™>e """~ c m ™ e

config ¢ 90" Mo * ~d Eeo
0o e x h ™ ¢

[no] mac addresgable blackholenac-addrvlan Jo ¥ T e gkx T T_e

vlarrid "th o m~* o5flO1lK2fSo®
macaddr¢x _ " - "X th gm ¢
vlanidgx _7 - 7t eoa
] "¢~ "oe T ocxmt a
1~4094

exit ¢ hext 'Em 'Y h ’ a

write (_ooh’"e*t’E e’"mthom_
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L ~ > »
16.4_ t o © h e, ., YT*Rh“me. al/
Lom_o TE_x i chog mm h %ot . th “xQOtm'y o
e 0% go " ao et E mo " I ha oo t""_*o’a\*ae.t”ta)!h/’"(
oa‘ghbw*""yoto’:‘h‘"’<e*’Ymo*<h’*ao'o t"*"*c.q)
.0 a™>“e" "™ "~ Lc*m"e*<
show mac addrestable [dynamic dynamice t o *h = >~ 't to TE
[interface interfaceid | vlanvlan-id] | static |~ ¢ m =~ " &l mo
| brief | multicast | interface interfaceid | interffacec t o ¥ h * > t 7 e ™ a
vlanvlarid | H.H.H | blackhole] MAG " h mo —e™ x ~ "Tee
interface-idx _ "~ ~ . _© t a’y
vlano t o T h ™ =t °*e’"a*’
MAG"’h<mo“ 3 x " T eeqo
vlan-idx _~ "~ . 7t eoa h 4
ocxm_t aio e * o e

* A * ©

statico t o ¥ h >~ t to T'E o
c m &1 mo S "o %~

a e mah™toho

briefx _~ © . _ "t _h"t_x0
MAG “h m o
multicaste t © * h "t ™™ X X " g | n

.

~o

aeo o™ " h me o h * mm ]
interfacec t o ¥ h * >~ t m

* % h m o S m YO " e e

e t h moa 3y e - m

* < v < o < o x

viane t o ¥ h * > * t MA@ " h " "mco

x_”“'”“eeom (i[!ﬁbz<e: -
H_H_|-pto*h“"’“"<t e omo
“"h mo ¥ moot tmt X
c o0 e o0 ax *"‘* ;“‘:’m“th*zl:ne(o
blackholee t o * h = > ~ ~t  ™h m
coa<;<ee . _”’_ Z;(he
o * ;e 0T E mxc ot m 'y oy F
och ® -
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c h - h o " e e o0 a h ’ a Y
.0a™"e "~ "~ c m "~ e
clear mac addrestable dynamic [address |~ ~ © —_e 7 e”a - .m
mac-addr| interfaceinterfaceid | vlan vlan- |© " h  mo @
id] dynamice " e " T T eta MAG
m’:‘h mlﬂ ¢
Mac-addrx _ "~ = . =t o & "Hh
»:\,—\,Y X»:m,—\ e ,Y . t~+,—
oaaxt™toh x 5ot t o
X - ""ee_"a*har_hpa (0))
Interface-idx _~ .~ t et h
otoho ) m — 7 x t x =
s e ” a : mf°h:) mgo!l / P
V|an_idx_"".“"’(t eoa(h E
® e ” a N L K hg mgol [ ot
m — 7 x t x =Tt E

a
17."* mt h o “* mc¢ m ~ o mht xnmco* e ™
0  — * — < ©

" mtho “ mc¢c m * " omtxc™ ~0:; " m * vy
ﬂeo T e m c m - “"omtxc "~ al /
1 " m¢tho “ mpe " ma ~“e toomt x c * al /
q N a e e mec m ~ " omtxc” al /

. @ )
17.1. o v e mc m omt¢t xc ”

e * < * —_—
.  mo ‘"otrnnetoxﬁc‘”;""‘al!‘/m(MA*C ACL)& . o * 90 ° o ao mo % "~ t E
c a e 'Yt 'E 0 cohtx ¢ om m o T e Y Ht o
o x h ~ ¢ oS’ e o ®tmhiha 8 E -~ " H™ a e t m
¢ o ® t c h - h o e e . h ’ a c o e
- x 7 7 t 'E mmemo X ““dol mmtox c *
.0a™>e """~ c m ™ e

config ¢ 50 o * * & 'Ee o o e
[no] mac accesdist name jo®~ T e MACAECL ~ .
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¢ h ’ a e “mtho mec m ~ "omtxc ™ X e t S
MAG = : m . mto -e *w = . ’“:_" *ac<hn< Tt e ee. _"_"a*!}/< <rrf"o
e” "e” . e YO e . t T H™, a et . ao’eo e ”m
<.‘om**t< . h<’MACA(CCmt”h.cng’“*e*t< m’“(*x'O"‘*< ""'
v oc . m EY
.0 a"™*“e """~ Lc*m"e*<
[no] {permit | deny} {any| hostsremac |1 ® ~ .t 'Ekx ° "MACACE " ¢ _
addr | sremacaddr sremacmask} {any| | [noJg¢. m . Hto c¢ch mxtmt
host dstmacaddr | dstmacaddr dst- coebdx " 't mco TVE'o ~ t 'Em
mac-masK[ arp [{any | srcip-addi} {any | |m o o t tmt x Q" o c¢ch™
dst-ip-addr}] | ethertype |cos valup {perm|t|deny}c T _h ot 3 htoh
.., Tceh t tE ORSYy&0
x % o ’“(t“thO . _h ot
{any | host sremacaddr | src—mac -addr sre
macmask}¢  ~ " © _t  xm Ta " h
omto Y 700 gl yeoyI
srcmacl RRNL . 7. 7 "¢ nae® ¢

addr sremacmask).
{any | host dstmacaddr | dst-macaddr dst

macmask}¢  ~ ° ~ _t  xm Ta " h
coTx ;" t 7YY TOY e oly
(hostdstmacl RRNDH 2~ ©~ "oe ~°
macaddr dstmacmask).
[arp [{any | srcip-addr} {any | dstip-addr}] |
ethertype |cos value]ge ¢ h = 7t
"oco e 't e . _h t h
alpY . TEth ™ e Y th™.o ~
'”’chomo“ “ ® h m'qp-|'|§|§f\
cooxTh Tt -|p‘add0)Ra'
ethertypey . TEth " e, Y th "
Ethernet h o t o o ™" @
cosvalu¢ ~ TEth T e Y th”
e e Yy 20 o/tlaa 2
ch*oh*t*'*e** th""**
exit ¢ .t " h * a™ e™*mth
“<;e;<t’:EIm 'Y'“:0~;1‘"<:Eeeaom'xr
exit ¢ hext Em Y h ; a‘xch
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|Wl’ite .0 9oh~ e tE e”mtho |

h a h e "mt ho al / VA

— * < ©

Switch_config#mac accelst 1

Switchconfigmacl#permit host 1.1.1 any
Switchconfigmacl#permit host 2.2.2 any

Switch_config#mac accedist 1m o ~ " MACWACL. ~ et~ J7ct ohh o a0 * 't
h * _@e  xMAC ACL (Switatonfigmacl).
Switch-configmacl#permit host 1.1.1any "~ ° *~ _ 7~y _t ¢ h ~ To o al/

h =~ “h Tt t h = T " ho tmogpompmPMmOM 4 h /MO o gk y@d D

Switch-configmacl#permit host 2.2.2any "o *~  —~7vy_ t " ~o%eo ch™
otoho h = *h Tt CHh mooao ty dyodut T h MMOZ b H K y &0

17.3 h a emce m ~

e0" e e . al / !/[ a o e o ch*a<e*tEth OV 0 & x
c h a e t 'E Ot ~'E o o * e m c m o ()] ® e t ot >
coht™a @ Co t c h - h o e e h ’ a
e “mtho al / !/[Y
.0a~e"* "~ c m ™ e

config ¢ 590 © o * * a 'Ee o o e
interface g0/1 ¢g90® ~ h > a e”"mtho

e t h m *
[no] mac accesgroup name Jhoa et Exelt/a le/ [t 'E T

t x " 0 coht ™ ¢

nameg, @2 MAC ACL
exit ¢ hex t Em 'Y To *h* T ’Eeao

o e x h ™ ¢
exit ¢ hext 'Em 'Y h i a X C
write . 0 gh "ee™ mt t'ph o

info@symanitron.ru www.symanitron.ru




row ~
18." " mt ho YNHPMED
¢ . mo .t c o e”m¢tho ynHO®ME
f "“mtho * *xt ed™ omé€og oy onhy tpom_E
T ""mtho - aeo ocohto 0 *ox ot e t e y nt
f "“mtho  co toheo *xt et e yNnHOME
q mth_oow_*’cmE£.651>et<et*m‘8(*:)2_1X .
T ""mtho L ; © mmtooot™.” <8@2_*:]])&” B
T ""mtho - c h A co T"E" o ot Y ynHodmE
ﬂ"'mtho - a t o *"go21X ¥ tt o h t * *P¢
q ¢ * o h t c ™ * x802.1KtT°Y co*h g ~
ﬂ"‘mtho - “x MAB t B
ﬂ""’mthow_" X;<t”' ynHQDME
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show dotlx{interface|statistics|misemab- | _©° _ " ¢ ™ m tgh o ., momt
db} Tttt . _Te., ynHow

www.syman itron.ru

info@symanitron.ru




SYMANITRON

Radius{cepeep
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username switch password 0 TST

username TST password O TST

aaa authentication dotlx TS30/2 group radius

aaa authentication dotlx TS30/4 local

aaa authentication dotlx TS30/6 group radius

aaa accounting network dotlx_astart-stop group radius
dotlx enable

dotlx reauthentication

dotlx timeout reauthperiod 10

dotlx mabformat 2
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dotlx guestvlan

interface VLAN1

ip address 192.168.20.24 255.255.255.0

!

vian 2

radiusserver host 192.168.20.2 auftort 1812 accfport 1813
radiusserver key TST

mt hcoo h GOT2
interface GigaEthernet0/2
dotlx portcontrol auto
dotlx authentication method TS&0/2
dotlx userpermit radiusTST
dotlx accounting enable

dotlx accounting method dotlx_acc

"~ mt heoo h GO4
InterfaceGigaEthernet0/4
dotlx authentication multiplehosts
dotlx portcontrol auto
dotlx authentication method TS&0/4
dotlx guestvlan 2

mthom_" coht™ Dnkece
interface GigaEthernet0/6
dotlx mab

dotlx authentication method TSE0/6
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¢ .co Te t m ™ " x O"x QO e*mtho X h ’ a o e
.0a™>e """~ c m ™ e
[no] gvrp q —A,O; ” < t KO t —A’O’ " < t * € t < h < © m
t o ¥ coNtt mte~.a X »mt e 0 a D+wt = me ™ "~ "
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19.5 . o oe” L. L D+wt
¢ c o e t m ™ " x 0O o c h ~ ¢ h > a 9 9/ Y
.0a~e "~ "~ c m ™ e
show gvrp statistic§interfaceport listf | to *h >~ 't mt~t mt
show gvrp status toFh~>~ 't e oha”g 0O
momt o ’Ye D+ wt
[no] debug gvrppacket| event] ¢_7T0;" , t kot _ TO;" t ot
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0_ D+wt e

e o0 h a C
packetg. _ T 0ot "X "o e x O e
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to':“h"'m}é‘*t*r@\yR*P
Switch# show gvrp statistics interfadghernet0/1
GVRP statistics on port Ethernet0/1
GVRP Status: Enabled
GVRP Failed Registrations: 0
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GVRP Last Pdu Origin: 0000.0000.0000
GVRP Registratiofype: Normal

to*h~> e e oha~ g 0 ~o ¥ * T'Eeoa momt o 'Ye
= < * < * 3 *  x T

Switch#show gvrp status
GVRP is enabled

196 h a h e "mtho

< 00 e

o * "'O; e m t c ho m g0 ° t m ™ " x 0O" a )
o e X h ™ ¢ i[ I b oaaxt ™%t oeht™ ;!eo S 0 a.a xato™’t
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1)""mtho t coh't M > : hAco ~ o7tT@;h” . tm Yo a Bx to"ata
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Switch_config_g0/1# switchport mode trunk

2)¢_T0; t o * * TEe . D+wt _oaaxt™®toh?"~ 1Y
Switch_config#gvrp
3)&‘_"\'0; t D+ wt e t h m ~ M _oaaxt™toh?" 1Y

Switch_config_g0/1#gvrp

4)"‘“mthomt(V|_&[\[.|hly|7A|M3@Z _oaax:t"'toh( |
Switch_config#vlan 10,20,30

5)""mtho t coh't H X : h ) otoh . 0oaaxt™t
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oeoomot t h*e 0 0 oY

—_ 1 < - < JE— -

1 < < [ © —_—

Switch_config_g0/2# switchport mode trunk
"’O;*t< "\o':“""\’Ee.:Dth _oaaxt™®toh"

©

Switch_config#gvrp
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Switch_config_g0/2gvrp
8)" " m t hYLAN 40YLANSO andVLAN6Ce = o a a xgt ™ t o h

Switch_config#vlan 40,50,60
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no private-vlan association oyt o m o "mmo ¢ "¢
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Interfaceinterface ¢ go ” h  a e *mtho
switchport mode privatevlan host mt*e™ T |2 h co& tc

no switchportmode STyt e”mtho o xoh

coh t"” [ H
switchport private-vlan hostassociationp_vid |, . Y - =t coht [H O
s_vid
no switchport privatevlan hostassociaton |~~~ —7Y_t m Y ' 'E a " x
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no switchport mode STt Tyt _oe o xhTog
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switchport private-vlan mapping LY LTt NP W AR O;dz2
p_vid{svlist | addsvlist | removesvlist} VLAN
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no switchport privatevlan mapping STyt m YT E ac o F i
[H r " mteo i[ I b

exit ¢ . 90" “ h ’ a” e"™m
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show vlan privae-vlan interfaceinterface
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214 h a h e "mtho

< 00 e

i VLANZ Ocrosnas VLAN

G0/1 Promiscuous-nopt

G075 XocT-nopr

G042 ¥ocT- 5
oeT mé%}:ﬁ ¥oeT-nopT ""\._ GO/6 XocT-nopT
e

G0/4 XocT-nopr

VLAN3 MyBnuukan VLAN LANA TlyBrusnas VLA

VLAMS Msonupoeannas VLAN

o mx@®logc co " Y e~mtho ~ t+[!b
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Switch_config#interface GigaEthernet0/1
Switch_config_g0/1#switchport mode privatan promiscuous

Switch_config_g0/1#switchport privatdan mapping 2 -5
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Switch_config_g0/1#switchport pvid 2

info@symanitron.ru

Switch_config#interface GigaEthernet0/2
Switch_config_g0/2#switchport mode privatan host
Switch_onfig_g0/2#switchport privateslan hostassociation 2 3

Switch_config_g0/2#switchport pvid 3

Switch_config#interface GigaEthernet0/3
Switch_config_g0/3#switchport mode privatan host
Switch_config_g0/3#switchport privatdan hostassociation 2 3
Switch_config_g0/3#switchport pvid 3

Switch_config#interface GigaEthernet0/4
Switch_config_g0/4#switchport mode privatan host
Switch_config_g0/4#switchport privatdan hostassociation 2 4
Switch_config_g0/4# switchport pvid 4

Switch_config#interfae GigaEthernet0/5
Switch_config_g0/5#switchport mode privatan host
Switch_config_g0/5#switchport privatdan hostassociation 2 5
Switch_config_g0/5#switchport pvid 5

Switch_config#interface GigaEthernet0/6
Switch_config_g0/5#switchport mode privatan host
Switch_config_g0/5#switchport privatdan hostassociation 2 5
Switch_config_g0/5#switchport pvid 5

Switch_config#vlan 2
Switch_config_vlan2#privatean primary

Switch_config_vlan2#privatdan association-3

Switch_config#vlan 3
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Switch_config_vlan3#privatedlan community

Switch_config#vlan 4

Switch_config_vland#privatedan community

Switch_config#vlan 5

Switch_config_vlan5#privatelan isolated

Switch_config#show vlan privatdan

Primary Secondary Type Ports

2 3 community g0/1, g0/2, g0/3
2 4 community g0/1, g0/4

2 5 isolated g0/1, g0/5, g0/6
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