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SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

BeBeaeHune

[aHHbIN OOKYMEHT cogepXuT MHOOPMALMIO O HAaCTPOMKaX U BO3MOMKHOCTAX MPOrpaMMHOro
obecneyeHna KommyTtatopoB cepum SEWMI10A-D. Kpome TOro, B AOKYMeHTe NpuMBOAMTCA
AeTanbHaa MHGOPMALMA NO HACTPOMKe KOMMYTAaTOPOB ¢ nomolbio WEB-nHTepdelica.

CTpyKTypa AOKYMEHTa

[laHHOEe PYKOBOACTBO BKAKOYAET CAeAyHoLLY0 MHPOpMaLmIo:
OcHOBHaA nHpopmauus OnucaHue
1. UHdopmauma o npoayKTe * OnucaHue npoayKTa
* BO3MOXHOCTU NporpammHoro obecneyeHus
2. Cnocobbl nogkntoyeHua K yctpoiictay | ©  O630p BO3MOXKHOCTEN
* [loaxntoyeHne Yepes KOHCObHbIN NOPT
* [loaxntoyeHune c ucnonb3osaHnem Telnet
* [oakntoueHune yepes Web-nHtepdeic
3. YnpasneHue * [lepesarpysKa
* 3arpysKa 3aBOACKUX HAaCTPOEK
*  3anucb TEKYLMX HACTPOEK
e 3arpyska/Bbirpyska daina KoHpurypaumm
4. OCHOBHble HAaCTPOMKMK *  WHdopmauyma o cucreme
* HacTtpoiku cucrtemol
* YposeHb 3arpy3ku CPU
* O6HoBneHue npownsku (HTTP, SFTP)
5. Hactpoitku IP * Hactpouka IP agpecos
* Hactpowka ARP
* Hactpownka DHCP

6. Yacol * Hactpoika vacos
* SNTP
7. HacTtpoitka noptos * HacTpoiKa cTatyca nopTtos
* CraTucTmka nopTos
8. Hactpoiika QoS * ConocTtaBneHMe NPUOPUTETOB OYepPeEN Ha

OCHOBE NOpPTOB

* 802.1Q ConocTtaBneHne npuopmuTeTOB
oyepeam Ha OCHOBE 3aro/I0BKOB

* |EEE802.1p

» ConocTtaBneHue NpMopuTeTOB ovepesel Ha
ocHose DSCP

e QCL

¢ ®uKcauma CKOPOCTU AOCTyMNa Ha OCHOBE
nopTtos

*  ®duKcauma CKOPOCTU AOCTyMNa Ha OCHOBE
oyepegen

* [naHMpoBaHMe oyepeam Ha OCHOBE NopTa
* ®opmupoaHuMe TpadrKa Ha OCHOBE NOPTOB
* [opgaBneHue WMPOKOBELLATENbHbIX LUITOPMOB
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9. besonacHocTb * Ynpas/aeHue Nosb3oBaTeNAMM

* HacTponku ayTeHTUGMKaLmm npu
NOAKNIOYEHMM K YCTPOMNCTBY

* HacTtpowku SSH

* HacTtpowku SSL

* YnpasneHue gOCTyNnom

* SNMPv1/v2c/v3

* Hactponkn RMON

* Hactpownkn TACACS+

* Hactpownkn RADIUS

10. Cetb * be3onacHoOCTb NOPTOB

* HacTtpownkn IEEE802.1X

* Hactpowka ACL

11. ArpermpoBaHue NOpTOB * Cratucrtuka
* Hactpoika LACP
12. O6bHapyskeHue netenb (Loop) * HacTtpoika ¢pyHKLUMOHaNa obHapyKeHus
neTtenb
13. MynbTMKacTOBbIE NPOTOKObI * IGMP Snooping
* GMRP
14. NMpoTokon LLDP * HacTtpoWKa ¢yHKUMN NpoTOKOAA
15. MAC-agpeca * Hactpoika MAC-agpecos
16. VLAN * Hactpowka VLAN
* Hactpoika PVLAN
* GVRP
17. Pe3epBupoBaHue * Sy2-Ring
* Sy2-RP
» STP/RSTP/MSTP
18. ABapuiiHble coobleHns * [lo nuTaHuto

* O npobnemax c namaTbio nan CPU

* [lonoptam

* [lo KONbLLEBOMY pe3epBMPOBAHUIO

* o koHpAuKTam IP nnu MAC agpecos
* O notepe naketos n CRC

19. 3epkanmpoBaHuMe NOPTOB * Hactpowka ¢yHKLMOHaNa 3epKannmpoBaHus
nopTos
20. CUCTEMHDBIN XKypHan * BeaeHue cnuctemHoro *KypHana Syslog
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YcnoBHble 0603HavyeHuA
1. YcnoBHble 0603HaYeHMA B TEeKCTe

dopmar OnucaHue
<> CKOBKM < > 0603HAYAIOT «KHOMKNY». Hanpumep, HaxkmuTe KHonky <Apply>
CKoOKu [ ] 0603HayatoT UMSA OKHa UK UMA MeHo. Hanpumep, HaxkmuTe
[l NYHKT meHto [File]
Cko6ku { } ob6o3HauatoT rpynny. Hanpumep {IP address, MAC address}
{1} 03HauaerT, yto IP agpec u MAC agpec coCcTaBAAOT rpynny u moryT 6biTb
HaCTPOEHbl M NOKa3aHbl BMecTe.
MynbTUYpPOBHEBOE MEHIO pa3aenseTca NoCPeACcTBOM 3HAKA K> ».
Hanpumep, Start->AllPrograms—>Accessories. Haxxmute meHto [Start],
K BonguTe B nogmeHto [All programs], 3aTtem BoliauTe B NOAMEHIO
[Accessories].
/ Bbibop ogHoM, ABYX UAun 6onee onuuii NPy NOMOLLM CUMBONA «/».

Hanpumep, «Add/Subtract» o3HayaeT 406aBUTb UM YAANUTD.

3HaK «~» o603HayaeT AManasoH 3HayeHnn. Hanpumep, «1~255» yKasbiBaer
Ha Ananas3oH oT 1 go 255

2. YcnoBHble obo3HauyeHusa CLI

dopmar OnucaHue
Bold OsHauvaeT KomaHap! 1 kntoyeBsble cnosa. Hanpumep, show version 6yaet
NMOKa3blBaTbCA C UCMNoNb30BaHMem wpudTa Bold
MapameTpbl, 414 KOTOPbIX Bbl YKa3blBaeTe 3HAYEHMUs C NOMOLLbIO WprdTa
Italic italic. Hanpumep, ans komaHgbl show vlan vian id ykasbiBaetca akTyasibHOE

3HayeHune KomaHabl vian id nocpeactsom wpudTa italic

3. YcnoBHbIe CUMBO/IbI

Cumson OnucaHue
3T BoNpocbl TPebylT BHUMMAHMA BO Bpema paboTbl C
n YCTPOMCTBOM NPM HACTPOMKE, @ TaKXKe AatoT AOMNONHUTENbHYIO
pepocTeperkeHue HdopMaLMio.
HeobxoamMmble MNOACHEHWSA K COAEPKMMOMY BbIMOJHAEMbIX
onepaunii c yCTpoCTBOM.
3ameTKa
Bonpocbl, Tpebywouwme ocoboro BHMMaHUA. HeKoppeKTHas
paboTa C yCTPOMCTBOM MOXKET NPUBECTM K NoTepe AaHHbIX UK
BHUMaHue
NoBpPEXAEHUIO.
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1. Mudopmanus 00 ycTpoiicTBe

1.1. OcHoBHasA MHPOPMALLMA O KOMMYTATOpe

MpombiwneHHble KommyTaTtopbl cepun SEWMI1O0A-D moryt mMcnonb3oBaTbCA B Pas/IMYHbIX
061acTAX NPOMBIWAEHHOCTM: CUCTEMAX Mepesayn AaHHbIX B 3HEpPreTuke, Ha TpaHchnopTe, B
ropHoAo06bIBatOWEN MPOMbBIWAEHHOCTN U T.4. JaHHble CepuM KOMMYTAaTOPOB NOAAEpKMBAET
npotokon MSTP n nponpueTapHbln NpoToKon Sy2-Ring, rapaHTUpya HagexkHyto paboty
cuctembl. Cepua  kKommyTtatopoB SEWMI10A-D noppep:kuBaet ¢GyHKUMO  undposon
AMarHoCTMKM ONTMYecKMx moaynen SFP, KoTopas obecrneynmBaeT KOHTPOJIb MOLLHOCTU
nepegayn n npnema NTUYECKOro NpMemonepesaTymKka B peXxXume peanbHOro BpemMeHu.

1.2. ®yHKUMOHaNbHbIE BO3MOXHOCTM 10

MporpammHoe obecneyeHne KommyTtatop SEWMI10A-D noaaepKmMBaeT MHOMKECTBO Pa3INYHbIX
bYHKUMM:

* [lpoTOKo/bl KOAbLEBOTO pe3epBuposaHma: RSTP/STP, Sy2-Ring u MSTP;

* [lpoToKonbl MynbTHaapecHon paccbliku (Multicast): IMGP Snooping, GMRP, Static;

e @yHKumn Kommytaumm: VLAN, PVLAN, GVRP, QoS, ARP;

* YnpaBieHMe NPOMNYCKHOM CNOCOOHOCTbIO: CTaTUYecKas arperaums noptos, LACP,
OorpaHMYeHMe CKOPOCTM NOPTA U NOLaBAEHNE WMPOKOBELLATE/IbHbIX LUTOPMOB;

* be30onacHoCTb: Yynpas/aeHMe NONb30BaATENAMM, ynpasneHne pgoctynom, SSH, SSL,
TACACS+, RADIUS, IEEE802.1X 1 ACL;

e [IpOTOKOAbI CUHXPOHM3aUMK BpemeHn: SNMP, PTP;

* YnpasseHue YCTPOMCTBOM: obHoBNEHME nporpammHoOro obecneyeHus,
3arpysKa/sbirpy3ka ¢aina KoHPUrypaumm, 3anmcb 1 BbIrpy3Ka KypHana;

* [lnarHocTUKa YyCTPOMCTBA: 3epKanMpoBaHue noptos (port mirroring), LLDP, nposepka
ctatyca coeauHenus (Link check) 1 3awmTa ot netens (Loop Detection);

* CucTema TPEBOKHbIX OMOBelleHMI: owKnbka nopta (port alarm), owwnbka nuTaHus
(power alarm), owubKka Konbua (ring alarm), onoseuieHns o KoHdpankTax IP 1 MAC
aapecos, OWNBKN ncnosb3oBaHuA namatu n CPU;

e CeteBol AocTyn K ycTpoictey wu ynpasneHue: CLI, Telnet, Web, NMS Symanitron,
SNMP;

2. llonkJIr04eHue K yCTPOMCTBY

YCTPOIACTBO MOYKHO HaCTpaMBaTb OAHUM U3 YETbIPEX HUMKENEPEUYNCAEHHbIX CNOCO6OB:
* yepes KOHCO/IbHbIN NopPT
* nocpeactsom Telnet
* cucnonb3oBaHnem WEB-untepdeiica
* cnomouwblo Nnporpammel Symanitron NMS
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2.1. BapuaHTbl NpOCMOTpPa 1 OTObparKeHmn

Korga nosb3oBatenb (agAMUHUCTPATOP CETM) NMOAKAYaeTca K ycTpokcTtey nocpeactsom CLI
yepes KOHCONbHbIM NopT nan Telnet, OH UMeeT BO3MOXKHOCTb, MCMO/Ib3YA Pa3/IMYHbIE KOMAHAbI,
noay4yatb MHGOPMaLNIO O COCTOAHNM YCTPOMCTBA U BbINOJIHATL HACTPONKM KOMMYyTaTOpa:

Tabn. 1
MoAackasKa Tun otobparkeHusa DYHKUMA KomaHpga
SWITCH # MpuBMNErnpoBaHHbIN | 3arpy3nTb/BbIrpy3unTb Besegute «Configure
pexum KOHOUIypaunoHHbI dann | terminal» ana

BepHyTbCA K 3aBOACKUM nepekntoYeHma ns3
HaCTpoMnKam NPUBUAErMPOBAHHOIO
OT06pa3unTb pesynbraThbl peXXMma B peXnm
KOMaHAbl ping HaCTPOMKM
MepesarpysnTb
KOMMyTaTop Beeaute «exit» ana
3anucaTtb TeKyLLyo BO3BpaTa B OCHOBHOM
KoHbUrypaumio peXnm
O6HoBUTL MO

SWITCH Pexkum Hactpoiku Hactpoutb BCe Beegute «exit» unu

(config) # bYHKLUMOHaNbHbIe «end» gns Bo3BpaTa B
BO3MOXHOCTH NPUBUAErMPOBAHHbIN
KoMmMyTaTopa pexxnm

Koraa BbIMOAHAETCA HAacTPOMKa KommyTaTopa nocpenctsom cepsuca CLI, cumBon «?» moxer
MCMNONb30BaTbCA ANA MOJAYYEHMA MOMOLM MO MCNOJAb3yeMblM KOomMaHAaam. [nA nonydeHuA
NOMOLLKN, HY)KHO BBECTW OMNWCaHMe napameTpos, Hanpumep, <1,255> o3HavaeT AmanasoH
yncen, <H.H.H.H> o3HauvaeT IP agpec, <xX:XX:XX:XX:XX:Xxx> o3HayaeT MAC agpec, <word31>
O3HauyaeT AmanasoH cTpok 1~31. Takxke cumsonbl I M | Moryt ucnonbsosatbca ANnn
NPOCMOTPA HEAABHO UCMONb30BAaHHbIX KOMaHA,

2.2. [ogkntoyeHmne yepes KOHCOMbHbIM NOPT

Monb3oBaTeNb MOMET MNOAKAKYUTBCA K YCTPOWMCTBY MNOCPEACTBOM KOHCO/IbHOrO MnopTa C
nomouibto HyperTerminal onepaumoHHol cuctembl Windows uAM € NOMOLWBIO Apyroro
nporpammHoro obecneyeHus, KOTopoe NoAAEPKUBAET NOAKAKOYEHWNE NO NOC/eA0BaTeIbHOMY
nopty, Hanpumep HTT3.3. B npumepe HUXKe NOKa3aHO, KaK MCNO1b30BaTb KOHCO/IbHbIA MOPT U
HyperTerminal ana gocryna kK KommyTtaTtopy.
1. Moaknwounte USB Kabenb K MK M KoHconbHOMY WHTepdelicy ycTpolictBa (Kabenb
[0/1XKeH bbITb OCcHalWEH pasbémom DBI ¢ ogHoM cTopoHbl u RJ45 ¢ apyron).
2. 3anyctute HyperTerminal B ocHoBHOM oOKHe Windows, Haxmute [Start]—>[All
Programs]—>[Accessories] —>[Communications] —>[Hyper Terminal] (cm. Puc. 1).
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-

@ Co B o
@) Entertainment
i) System Tools

) Address Book
1:;., Administrator & calcustor

B Command Prompt

-

o\

@ Network Connections
% Network Setup Wizard
New Connection Wizard
< Wireless Network 5

é Internet __J My Documents » No.tepad
Internet Explorer e W Paint
@3 E-mail | ;h My Recent Documents ©) Program Compatibility Wizard
L&I Outlook Express @ Set Program Access and Defaults G Remote Deskiop Connection
v - : mm & Synchronize

. 3 Tour windows xp
@ Windows Media Play W oec it S Wrdovs Explores

[A wordrad

D Tour Windows XP @) Games »

@) Startup »
Files and Settings Tr. @
Wizard @ Intemnet Explorer

MSN
- Command Prompt: »
@ Outlook Express
¢~ Remote Assistance
e Windows Media Player

e
@! Log OFf l§| Turn OF

ctio

J start *a Network Co

Puc. 1. 3anyck HyperTerminal

3. Co3paiTe HOBOE NOAKAOYEHME, HANPUMEP, C UMeHeM «Switch» (cm. puc. 2).

info@symanitron.ru

", Mew Connection - HyperTerminal N =] 3

' Mew Connection
Enter a name and choose an icon for the connechion:

Marne:
|Switch |

lcon:

L OF. ” Caticel ]

Imnadld duto detect: Mo detect . UM

Puc. 2. Co3pgaHve HOBOro NOAKNHOYEHUSA
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4. Bbibepute COM nopT Ana nogKAo4eHus.

>
K

Connect To

Enter detailz for the phone number that pou want to dial:

Country/region:

frea code;

Phone number: | |

Comnect using: | T ~ |

L Q. J[ Cancel ]

Puc. 3. Bbibop COM nopTa 419 NoAKAoYeHuUn

/

Onsa noateepxkaeHns COM nopTta HaxkmuTe [My Computer]->[Property]->[Hardware]-
>[Device Manager]->[Port] 1 nposepbTe paboTy NopTa, KOTOPbIN UCNOMb3YeTCA KakK

KOHCONbHbIN.

5. Hactpoiite napameTtpbl COM nopta. CkopocTb (Baud rate): 115200, Butbl AaHHbIX (Data bits):
8, YétHocTb (Parity): None, CtonoBbie 6uTbl (Stop bits): 1, KoHTponb notoka (Flow control):

None.

info@symanitron.ru

COM1 Properties

Port Settings
Bitz per second: |115ZUU vl
Data bits: |8 vl
Earity: |None vl
Stap bits: |‘| vl
Bowcan
L QK ] [ Cancel ] [ Apply ]

Puc. 4. Hactpoitka napametpos COM nopTa
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6. Haxkmute <OK> ana Bxoga B KomaHgHyko cTpoky CLI. Haxmwute <Enter> ana Bxopa B
No/sb30BaTe/IbCKUI peXXnMm. Beegute Mma Nnonb3oBaTena no ymondaHuo «admin» M naposb
«123», yTobbl BOMTN B MPUBUNEIMPOBAHHbIN pexum. B pganbHenwem Bbl TaKKe morxkeTe
BBECTM MMA MONAb30BaTENA W NAPOJIb, CO34aHHbIE CAMOCTOATE/NbHO.

& Switch - HyperTerminal

File Edit Wiew Cal Transfer Help

D @ 5 DB &

Username: admin
Password:
SWITCH# _

Connected 0:00:03 Auto detect Auto detect | SCROLL CAPS | pM | Capture

Puc. 5. 3kpaH CLI

2.3. [logkntoyeHmne K KommyTaTopy nocpeactsom Telnet

1. NoakntoumnTe nobon RIA5 nopt KommyTaTopa K Ethernet nopty MK.
2. Otkpoiite <BbinonHutb> Ha MK, Tam BBeaute «telnet IP-agpecy», no ymonyaHuio IP-agpec -
192.168.0.2.

= Type the name of a program, Folder, document, or
E Internet resource, and Windows will open it For wou,

Open: |telnet 192 166.0.2 v|

L 0K ] [ Cancel ] [ Browse. .. ]

Puc. 6. octyn uepes Telnet

Mpu noaTeepxaeHuu |P-agpeca, noxanyiicra, obpatutecb K pasgeny «IP agpec»
HacToALWEro pykoBoACTBa gns noaydeHnn nipopmaumm o IP agpece.
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3. B untepoeliice Telnet BBegnTe Mma noab3osatensa «admin» n naponb «123» gna Bxoaa B
KommyTaTop. B panbHelwem Bbl TaKe MoOXeTe BBECTM MMA MONb30BaTeNA M NApOSib,
CO3aHHble CAMOCTOATE/BbHO.

& Telnet 192.168.0.2 A=

Username: admin
Password:
SWITCHE

Puc. 7. UuTepdeiic TepmmHana Telnet

2.4. [octyn yepe3s WEB-uHTepdeic

1. Noakntoumnte nobon RIA5 nopt KommyTtaTopa K Ethernet nopty MK.
2. Beeaute IP agpec kommyTaTtopa B web-bpaysepe (IP agpec no ymonyaHuio - 192.168.0.2).
MosBUTCA AMANOroBOe OKHO aBTOPM3aLLMK, MOKA3aHHOe HUKe. BBeauTe:
JNlorvH - admin
MNaponb —123
Haxkmute KHonKy <Login>.

Mpu ncnonb3oBaHun Internet Explorer, pekomeHayeTcs WMCNO/b30BaTb BEPCUID HE
Huxe 8.0.
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Usemame:

Password:
Verification: K5k

[ Login | (reset)

Puc. 8. AsTopusauma yepes WEB-mnHTepdeiic

3. MNocne noaxnouveHns K Web-uHtepdeiicy KommyTaTopa Bbl YBUAUTE «HABUraLMOHHOE
AepeBo» (MeH0) B IeBOM YaCTU dKpaHa:

mSystem System Information Auto-refresh ) [ Refrash
 Sem ]
e Usgrade Contact Symanitron L13., phone number +7 499 635 1790; symanitron ru
aFirmwara Agpication Name. SWITCH
Activate Location 111674 Moscow Russia 17 Rudnavka strast

»IP Configuration Hardware

» Clock System Device Type SEWMT0A-154T

» Port Configuration Device MAC Address 45-5e-2a-00-43-34

»QoS SN $30U0039A220100264

»

= System Date T670-01-01100.25 05+00 00

» Aggregation d 00.25.05

» Loop Protection

» Industry Protocol Software Version  R1001

» Multicast Code Date. Apr 232020 11:2557

»LLDP Code Revisio Build-24.0.98.1

» MAC Table Hardware Version :

»VLAN Logic Version v3nn

» Redundancy

» Alarm

» Link Check

»Log

» Mirror

» Disgnostice

Puc. 9. CtpaHnua WEB-uHTepoelica
Y BaC eCTb BO3MOHOCTb CBOPA4YMBaTb UM PA3BOPAYMBATb MEHIO HaBMUraumMn. Haxkmmute KHOMKy

™

.p,nﬂ nepexona K OCHOBHOMY MEHI0 UIn KHonKyp,nﬂ BbIxoaa u3 WEB-uHTepdeiica.

Kak nokasaHo Ha pucyHke 10, cTpaHMua KOHOUrypauuu/mpocmoTpa Kaxgoro moayns
HaCTPOMKN COAEP)KUT HECKONbKO KHOMOK ynpaB/ieHusa. Hanpumep, Bbl MOXKeTe HaxKaTb
<Submit>, yTobbl Tekyuwas KoHPpurypauua Obina akTMBMpoBaHa. HaxkmuTte <Reset>, 4yTOObI
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OTMEHUTb TEKYLLYID KOHOUIypaumio M  MCNONb30BaTb KOHUrypaumto, Kotopaa 6Obina
akTMBMpoOBaHa. Haxmute <Cancel>, 4ToObl 3aKpbITb CTPAHULY KOHOUIypauuu M BEepHYTbCs K
npeabiaywen crpaHuue Hactpoek. Haxmute <Refresh>, ytobbl 06HOBUTH MHOPMaLUIO Ha
TEeKylWen cTpaHuue. Bbl TakKe moxkeTe BblbpaTb «ABTOOOHOBAEHME», YTOObI MHbOPMaUMA
obHOBNSINACb aBTOMATMYECKU C WHTepBasiom B 4 ceKyHAbl uan Haxkmute <Clear>, 4ToObI
OYUCTUTb U Nepe3anyCcTUTb CTAaTUCTUKY.

QoS Egress Port Tag Remarking Port3
| Tag Remarking Mode | Default v|

PCP/DEI Configuration

Default PCP (5  +
Default DEI [0~/

’_ Submit ”_ Rezet H Cancel ]

Access Management Statistics  Auto-refiesh [ [ Refresh | [ Clear |

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 513 513 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 46 16 0
§5H 0 0 0

Puc. 10. HTepdeiic cTaTUCTUKM U KoHUTYpaLmm

3. YipaBjieHue yCTPOiiCTBOM

1. Nepesarpy3ka ycTpoicTBa.

Restart Device

Are you sure you want to perform a Restart?

Puc. 11. NMepesarpy3ka ycTponcTea

Mepen nepesarpysKoit YyCTPOMCTBA HEOOXOAMMO NMOATBEPAUTD, HYXKHO JIN COXPAHATL TEKYLLYIO
KoHourypauuto. Ecnm Bbl BblbepeTe «Yes», nocne nepesarpyskMm KOMMYTaTop 3anycTuT
TeKylwylo KoHdurypaumio. Ecam Bbl Bbibepete «NO», KOMMYTaTOp 3anycTUT NpeablayLiyto
COXPaHEHHYI KoHdUrypaumio. Ecam koHdurypauma He bblna coxpaHeHa, Nocae nepesarpysku
KOMMYTaTOpP BOCCTAHOBUT KOHOUIYPaALIMIO MO YMOJTHAHWIO.
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2. BoccraHoBeHMe 3aBOACKUX HACTPOEK.

Factory Defaults

Are you sure you want to reset the configuration to
Factory Defaults?

Puc. 12. BoccTaHOBNEHME 3aBOACKMX HACTPOEK

( | TMocne TOro Kak Bbl U3MEHWUAMN 3aBOACKME YCTAaHOBKM M 3aMMCany HOBble MapameTpbl,
HeobxoAMMO nepesarpysuTb YCTPOWCTBO A/A TOro, 4tobbl HOBble MNapameTpbl
BCTYNWAW B CUANY.

3. CoxpaHeHue TeKylleln paboyeit KOHPUrypauum.

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming. depending on the amount of non-default configuration.

| Save Configuration |

Puc. 13. CoxpaHeHMWe TeKYLLMX HACTPOEK

4. BbirpysKka ¢aiina 3 KommyTaTopa Ha IOKaNbHbIN cepBep.

Upload From Switch

| Transport protocols | ® Hitp O Sitp |

Select file to save.

Please note: running-config may take a while to prepare for upload.

File Name
O ram-log
* running-config
O default-config
() startup-config

[ Upload From Switch ]

Puc. 14. Bbirpy3Ka ¢aina c ncnonbsosaHmem HTTP
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Upload From Switch

Transport protocols | C Hitp @ Shp
User name admin

Password 123
Server IP address 192 168.0.23

Select file to save.

Please note: running-config may take a while to prepare for upload.

File Name

Oram-log

& running-config
O default-config
O startup-config

[ Upload From Switch ]

Puc. 15. Bbirpy3Ka ¢aina c ucnonbsosaHmem SFTP

Mmsa nonb3osatens, naponb ({User name, Password})

OunanasoH 3HavyeHuin: {1~63 cumsosos, 1763 cMmBO10B}

OnucaHue: BBOA UMEHM NONb30BaTENA M NAapos, CO34aHHOro Ha cepsepe SFTP.
IP-agpec cepsepa (Server IP address)

®opmart: A.B.C.D

OnwucaHue: Hactpolika IP-agpeca cepsepa SFTP.

| '« [Ina nepegaun daiinos nocpeactsBom SFTP  HeobXOAMMO HACTPOUTb UM
ﬂ nonb3osaTena SFTP, naponb n IP-agpec cepsepa SFTP.
* B npouecce nepepaun ¢$annoB HyKHO cneauTb 3a Tem, 4YTobbl cepsep SFTP
Haxoau/cs B paboyem coCToAHUM.

¢

B ¢daine «ram-log» 3anucbiBaeTca MHbOpmaumMa KypHana, «running-config» - 3To TekyLwmi
pabouunit dan KoHoUrypaumm kommytatopa, «default-config» - aTo dann KoHbUrypaumm no
yMo/l4aHuio, a «startup-config» - ato daiin 3anycka KommyTaTopa. Bbibepute daiin n HaxkmuTe
<Upload From Switch>, 4To6bl coxpaHUTb daita Ha IOKaIbHOM CepBepe.

5. 3arpy3Ka ¢alina KoHPUrypauum ¢ IOKabHOIo cepBepa B KOMMYTATOP.

Download To Switch

File To Download

Transport protocels | ® Hitp O Stp
Local File |D:‘nrunning-cunﬁg

Destination File

File Hame
® startup-config

[ Download To Switch ]

Puc. 16. 3arpy3Ka ¢aiina c ucnonb3osaHmem HTTP
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Download To Switch

File To Download

Transport protocols | O Hitp ® Sfp
User name admin
Password 123

Server IP address 192.168.0.23
Server file name running-config

Destination File

File Hame

® startup-config

[ Download To Switch ]

Puc. 17. 3arpy3Ka ¢aina c ucnonbsoaHuem SFTP

NoKanbHbiK ¢airn (Local File)

OnucaHue: BbIbop daiina KOHPUrypauumn, COXpaHEHHOTO Ha IOKaZIbHOM CepBepE.
Mma nonb3osatens, naponb ({User name, Password})

OunanasoH 3HaveHunin: {1~63 cumsonos, 1763 cumBonos}

OnuncaHue: BBOA MMEHM NONb30BATENA M NAPOA, CO3A4aHHOro Ha cepsepe SFTP.
IP-aapec cepBepa (Server IP address)

®opmat: A.B.C.D

OnwucaHue: Hactpoliika IP-agpeca cepsepa SFTP.

Mma daitna Ha cepsepe (Server file name)

Jnana3oH 3HayeHun: 1763 cMmBONOB

OnucaHwue: BbIbop daiina, 3aNnnMcaHHOro Ha IOKaJIbHOM CepBepe.

| .« [lna nepegaun ¢aiinoB nocpeactBom SFTP  HeobX0AMMO HAcTpOUTb WMMA
nonv3osaTtena SFTP, naponb n IP-agpec cepsepa SFTP.

* B npouecce nepegayn ¢amnoB HyXKHO cnegutb 3a Tem, 4Tobbl cepsep SFTP
Haxoamca B paboyem coCToAHUM.

g

Bbl MoKeTe 3arpy3autb KOHGUIypaLMOHHbIN Gaiii C NI0KaAbHOTO CepBepa B KOMMYTaTOp Kak
HOBbIM 3arpy304HbIN dann. HoBbIl 3arpy304Hblit Gaiil 3aMeHUT OpUrMHanbHbIN dakn «startup-
config». Haxmute <Download To Switch> ana 3arpysku KoHuUrypauuoHHoro danna us
JIOKaNbHOTO cepBepa.

6. Hactpoiika yepes nopt USB
Bbirpyska/3arpysKka ¢ainos KOHPUrypaLumm ¢ NOMOLLBIO BHELHEro ¢pa3wW-HakonuTens.
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Auto Configuration

Please note: USB download/upload config file is startup-config.

[ Auto Configuration | @ Disable © Enable |

After the state is enabled, the device automatically downloads the configuration file and takes effect when the device boots,

[Index USB File List |

USE flash may not exist.

| USB File name | | ']

To download or delete files, you need to enter the existing filename in the list of USE files.

Upload configuration file does not need to enter the file name.

[ Submit ” Configuration Dowload from USH ][ Configuration Upload to USH ” Delete USE file ]

Puc. 18. Bbirpy3sKka/3arpyska ¢aiinos ¢ ncnonb3sosaHmem USB

4. OCHOBHbIE HACTPOMKH

4.1. OcHOoBHas MHOPMALMA O KOMMYyTaTOpe

OcHoBHas nHdopmaLMa O KOMMYyTaTope BK/OYaeT MMA YCTPOMCTBa, TMN ycTpoictBa, MAC-
afpec, CepUitHbIN HOMEpP, CUCTEMHbIE AaTy U BPEMS, BEPCUIO MPOLLIMNBKU.

System Information

System
Contact Symanitron Ltd., phone number +7 499 685 1790; symanitron.ru
Name SWITCH
Location 111674 Moscow Russia 17 Rudnevka strest
Hardware
Device Type SEWM10A-184T
Device MAC Address 4E8-oe-2d-00-43-54
SIN S30U0039A220100264
Time
System Date 1970-01-01T00:28:50+00:00
System Uptime 0d 00:28:50
Software
Software Version R1001
Code Date Apr 23 2020 11:25:57
Code Revision Build-24.0.981
Hardware Version V21
Logic Version V3.0.0

Puc. 19. OcHoBHaA nHopMauua o KommyTaTope

4.2. HacTpoWKu cucTembl

HaCTpOﬁKM CMCTEMbl BK/AOYaloT B cebs KOHTaKTHYIO MHd)OpMaLI,MlO, MMA  CUCTEMDLI U
MeCTONO/IOXKEHMNE.
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System Configuration

System Contact |Symanitrur1 Ltd., phone number +7 |
System Name | |SWITCH |
System Location | 111674 Moscow Russia 17 Rudnevk|

[ Submit ][ Reset]

Puc. 20. HacTpoiku cuctembl

KoHTaKTbl (System Contact)

JunanasoH 3HaveHunin: 0~255 cumsonos (cumsonbl ASCII ot 32 no 126).

Mma cuctembl (System Name)

[nanasoH 3HayeHnin: 0~255 cumBonos (6ykebl A~Z/a~z, undpbl 0~9, 3HaK MUHYca -. MNepBbIit
CUMBO/ AO0/IKEH ObITb OYKBOM, NpPM 3TOM NEPBbIN UAN NOCAEAHUN CUMBOJI HE A0NXHbI ObITb
3HAaKOM MMUHyCa).

MecTtononoxeHue (System Location)

JunanasoH 3HaveHunin: 0~255 cumsosios (cumsonbl ASCII ot 32 o 126).

4.3. 3arpyska CPU

Harpyska mnamepsaeTca KaKk cpegHee 3HadyeHue 3a nocnegHme 100 mc, 1 ¢ u 10 cekyHAa, Kak
NOKa3aHO Ha puUcyHke 21.

CPU Load
Running Time | CPU Load
100ms 2%
1sec 0%
10sec A%

Puc. 21. 3arpy3ka CPU

4.4, OBHOBNEHME NPOLLIMBKM

O6HOB/MIEHME MPOLWMBKM MOMET MNOMOYb KOMMYTATOPy YAydWwuTb ero paboty. [ns
KOMMYTaTOpPOB 3TOM cepun 06HOBNEHUE NPOLINBKM BKAOYAET OOHOBIEHME BEPCUN 3arpy34umKa
(Boot) n obHOBNEHME BEpCcUM CUCTEMHOrO NMPOrpaMmmHoro obecneyeHus. Bepcua 3arpysuumka
[OMKHA BbITb 06HOBNEHA [0 BEPCUM CUCTEMHOTO MPOrpaMmHoOro obecnevenus. Ecnm sepcua
3arpysymka He MeHAEeTCA, Bbl MOXeTe 0OHOBUTbL TO/IbKO BEPCUI0 CUCTEMHOFO NMPOrPaMMHOr0
obecneyeHus. [Ina o6bHoBNEHMA NPOLWMBKM TpebyeTca noaaepkka HTTP / SFTP.

4.4.1. ObHOBNEHME NPOLWNBKKM Yepe3 HTTP

1. O6HOBNEHME NPOLUNBKMU.
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Firmware Upgrade

Transport protocols | @ Hitp () Sfip

Upgrade Target ® Application O Bootloader
Upgrade Mode ® First (O Second Al

Local File [ BribepuTe dain ] Dain He ebIbpaH

Submit |

Puc. 22. O6HoBNEeHNE NpoWKNBKM Yepe3 HTTP

Lienb o6HoBneHun (Upgrade Target)

Onuwmn: MNO/3arpy3umnk (Application/Bootloader).

®PyHKUMA: BbibOp LEen 0OHOoBAEHUA.

Pexxum obHoBneHus (Upgrade Mode)

Onuwmun: Nepsbiit/BTopoit/Bcee (First/Second/All)

OnucaHWe: B KOMMYTAaTOp MOXHO 3arpy3suTb [Be BepCcMM NPOrpaMmmHOro obecrneyeHus,
KOTOPble MOryT 6bITb OANHAKOBbIMM UK pa3HbiMU. «All» 3arpyxaet Bepcuio 1 v Bepcuio 2.
NoKanbHbiK ¢aiin (Local File)

®yHKUMA: BbIGOP daiinia 06HOBNEHUSA, XPaHALLErOCA Ha I0Ka/IbHOM cepBepe.

2. Korga obHoBneHne OyaeT 3aBeplUeHO, MOoXKaayincTa, akTUBUMPYMTE BEPCUD MPOTrPaMMHOro
obecrneyeHna v nepesarpysurte yctpomctso. OTKponTe cTpaHuuy «System Informationy,
4yTOb6bI NPOBEPUTH, YCNELIHO N BbINOJIHEHO OBHOBAEHME N aKTUBHA 1N HOBAsA BEPCUS.

Firmware update in progress

The uploaded firmware image is being transferred to flash.

During the process, do not reset or power off the device!

v

Completed!

Puc. 23. O6HOBNEHME 3aBEPLUEHO

————

A' * [locne 3aBeplieHNA OOHOBNEHWMA HYKHO aKTMBMPOBaATb HOBYH Bepcuto MO. AnA
A 3TOro nepesarpy3ute KOMMyTaTop.

WARKINE * B cnyyae cbos obHOBNEHWs He nepesarpyxamte yCTPOMCTBO, YTOObI M3bexaTb
notepu daina c NO.

4.4.2. ObHoBNEHME NpoWnBKK Yepe3 SFTP

MNpoToKkon besonacHoi nepenaun dainos (SFTP) - aTo npoTokon nepenayn ¢arinoB Ha OCHOBE
SSH. OH obecneunBaeT 3awnppoBaHHyIO Nnepeaady pannos gna obecneveHna 6e3onacHoOCTU.

B cnepyowem npumepe mncnonbsyetca MSFTP ans onucaHua KoHpurypauum cepsepa SFTP u
npouecca 06HOBAEHMA NPOLLUMBKW.
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1. Jo6asneHne nonb3osatens SFTP. BBeante nonb3osBaTensa M Naponb, Hanpumep admin n 123.

YcTaHoBUTE HOMeEp nopTa Ha 22. BeeguTe nyTb ANs CoxpaHeHusa ¢ainna Bepcun
MUKponporpammeol B none Root path.

Puc. 24. NobaBneHue nonb3osatena SFTP
2. ObHOBNEHME NPOLLMBKMU

Firmware Upgrade

Transport protocels | O Hitp @ Sftp

Upgrade Target ® Application © Bootloader
Upgrade Mode O First O Second @ Al
User name admin

Password 123

Server IP address 192.168.0.23

File name FO002Z kin

Submit

Puc. 25. lobaBneHne npownekm Yyepes SFTP

Llenb o6HoBneHua (Upgrade Target)

Onuwmun: MNO/3arpy3umnk (Application/Bootloader).
PyHKUMA: BbIOOP LLes i 06HOBAEHMA.

Pexxum obHoBneHuns (Upgrade Mode)

Onuuu: Mepsblin/BTopoit/Bcee (First/Second/All)
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OnucaHMe: B KOMMYTATOp MOMHO 3arpysuTb fABe BepcUM MporpammHoro obecneyeHus,
KOTOpble MOryT 6bITb OANHAKOBbIMU UK pa3HbiMK. «All» 3arpyskaeT Bepcuio 1 1 Bepcuio 2.
Mma nonb3osatens, naponb ({User name, Password})

[OunanasoH 3HavyeHuin: {1~63 cumsosos, 1763 cMmBO0B}

OnucaHue: BBOA MMEHM NONb30BATENA U NAPONA, CO34aHHOIO Ha cepBepe SFTP.

IP-agpec cepBepa (Server IP address)

®opmart: A.B.C.D

OnwucaHue: HacTpolika IP-agpeca cepsepa SFTP.

Mma daitna (Server File name)

[nana3oH 3Ha4yeHnin: 1~63 cumBo/10B

OnucaHue: Bbi6op daiina NpoLWmnBKM, 3aNMCAaHHOIO HA IOKabHOM CepBepe.

3. Korga obHoBneHMe OyaeT 3aBeplUeHO, MOoXKaayncTa, akTUBUPYNTE BEPCUD MPOTrPammMHOro
obecrneyeHna v nepesarpysurte yctpomcTtso. OTKponTe cTpaHuuy «System Informationy,
4yTOObI NPOBEPUTD, YCNELIHO 1N BbINOJIHEHO OOHOB/NIEHME W AaKTUBHA /1IN HOBAA BEPCUA.

Firmware update in progress

The uploaded firmware image is being transferred to flash.

During the process, do not reset or power off the device!

v

Completed!

Puc. 26. ObHOB/IEHWE 3aBEPLLEHO

—

A + B npouecce o6HOBNEHMA NPOLUNBKM HE OTK/toYalTe cepeep SFTP.

A » [locne 3aBeplueHNss 0OHOBNEHUA NepesarpysnTe yCTPOMCTBO, YTOObI aKTMBMPOBATb

WARNINE HOBYIO BepCUIO.

+ B cnyyae cbosi o6HOB/EHUA He Mepesarpy)kamte yCTPoMncTBO, 4Tobbl u3berkaTb
notepu ¢aina MNo.

4.5. AKTMBaLMA BEPCUN NMPUSTOKEHUA NPOLLINBKM

1. AKTMBaLMA COOTBETCTBYIOWLEN BEPCUM NPUIOKEHUSA NPOLLMBKMU.

Fireware Application Activate

Select application file to activate.

Application Selected | Current Startup | Application Version | Version
® Vv App-1 RO00Z
@) App-2 RO002

[ Activate Application ]

Puc. 27. AKTUBaLMA BEPCUMN NPUIOKEHUSA NPOLLUBKN
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BbibepuTe oAHY M3 Bepcuil M Ha)KMUTe KHOMKY <Activate Application>, HacTpous Bepcuto,
KoTopas byaeT akKTUBHOW, TO eCTb CaeAytoLLel 3arpy3o4Hol Bepcmein. OA4HOBPEMEHHO MOXKET
ObITb aKTMBHA TO/IbKO O4HA BEPCUS.

5. Hacrpoiiku IP

5.1. HacTpownKa IP-agpeca

1. OTobpaxkeHue IP-agpeca, NCNONb3yA KOHCONbHbIN NOPT.
MogKNUMTECH K KOMMYTATOPY Yepe3 KOHCO/bHbIN nopT. Beegute KomaHay «show interface
vlan 1» B npnBUAErMpoBaHHOM peXMMe pexmme 4aa npoBepku IP agpeca KommyTtaTopa:

& Switch - HyperTerminal

File Edit Wiew Call Transfer Help
D& =3 DB

Username: admin
Password:
gﬁgﬁgH# show interface vlan 1

LINK: 00-01-c1-00-00-00 Mtu:1500 <UP BROADCAST RUNNING MULTICAST>
[IPv4: 192 168.0.2/24 [192.168.0.255

IPv6: fe80::201:clff:feBB:0/64 <UP RUNNING>
SWITCH#

Connected 0:00:31 futo detect gaoo g-§-1 | OCROLL  CAPSMUM | Capbure | Brinkecho

Puc. 28. OTobparkeHue IP agpeca

2. Co3gaHue uHtepoetica IP.

XocTbl B pasHbiX VLAN He moryT cBA3bIBAaTbCA APYr C Apyrom. X KOMMYHUKaUMOHHbIe NaKeTbl
O0/KHbI NepecbiNaTbCA MApPLLPYTU3aTOPOM MAM KOMMYTATOPOM YpOBHA 3 yepes IP-uHtepderic.
KommyTaTopbl 3TOM cepumn nopaep:kueatoT IP-uHTepdeicbl, KoTopble NpeacTtaBastoT coboi
BMUpPTYyasnbHble MHTepdencbl ypoBHA 3, ucnonblyemblie ana csasn mexay VLAN. Bbl moxkete
co3patb oauH IP-untepderic gna kaxkgon VLAN. UHTepdelic ncnonblyerca Ana nepecbisikun
naketos yposHa 3 B VLAN.

3. Hacrpoiika IP-agpeca
IP-agpec KommyTaTopa MOX¥HO HAaCTPOUTb BPYUHYHO UM NONYYNTb aBTOMATUYECKN.
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IP Configuration

[Mode [ [Host ]

IP Interfaces

[ DHCPv4 [ 1Pvd [ IPv6
Lezi ‘ Ll | Enable [ Fallback [Current Address]| Address [ Mask Len, Address [ Mask Len

O 1 10 |192.158.[].1[]Uf£ 192.168.0.20 24
O 2 O | 192.168.1.20 24

O 3 @ o | | T | [ ]

IP Routes
[ Delete [ Network | Mask Length | Gateway [ Next Hop VLAN |

Puc.29. Hactpoitka IP agpeca

VLAN

®dyHKUMA: HacTpoiiKka aTpubyta VLAN IP-uHTepdeica; noptbl B 310 VLAN cmoryT nonyyutb
poctyn K IP-uHtepdeiicy.

BknioueHne DHCPv4 (DHCPv4-Enable)

Onumun: Bkaountb/BbiknounTs (Enable/Disable)

®dyHKuMA: oTkaouyeHne DHCPv4, HacTpolika IP-agpeca 1 macku Bpy4dHyto; BKAoYeHne DHCPv4,
npu asTom KommyTtatop (Kak DHCP-KnueHT) aBTOMaTuyeckun nonydaet IP-agpec yepes DHCP. B
ceTu gonKeH 6biTb DHCP-cepBep gnsa HasHayeHus IP-aapecoB 1 MacoK KAMEHTaM.
OTtcpoueHHblit DHCPv4 (DHCPv4-Fallback)

OnanasoH 3HayeHnin: 074294967295 cek.

®PyYHKUMA: ecnn 3HaYeHne He pPaBHO HY/I0, KOMMYTaTOp NOAyyYaeT onpeaeneHHoe Bpemsa ANA
noayyeHua IP-agpeca no npotokony DHCP. Ecam no ucteyeHnUn BpemeHmn NonbiTKMU 3aKOHYaTCA
HeyaauyHo, IP-agpec HeO6X0AMMO HacTpOUTb BPYYHYH. Ecnn 3HayeHne pasHO 0, KOMMyTaTOP
HEOAHOKpPATHO NbiTaeTca nonyumtb IP-agpec, noka He nonyuut ero yepes DHCP. B atom cnyyae
HeT Heob6xo4MMOCTM HacTpamneaTb IP-agpec BpyyHyto.

Tekywuit agpec DHCPv4 (DHCPv4-Current Address)

®yHKUMA: oToObparkeHne IP-agpeca n AMHBI MacKM, aBTOMATUYECKM NOJy4aeMbix OT cepBepa
DHCP. Ecan KommyTaTtopy He ypaetca nonyumtb IP-agpec yepes DHCP, B none «Current
Address» otobparkatotca IP-agpec 1 AnMHa MacKn, HACTPOEHHbIE BPYYHYIO.

IP-agpec IPv4 (IPv4-Address)

®opmart: A.B.C.D

dyHKuUMA: HacTpolika IP-agpeca Bpy4Hyto.

OnvHa mackum IPv4 (IPv4-Mask Length)

®YHKLMA: MACKa NOACETH - 3TO YNCAO ANnHOM 32 BUTa, cocToALee U3 CTPOKM «1» 1 CTPOKM «O».
«1» coOTBETCTBYET NOAAM HOMEPA CeTU U NONAM HoOMepa noaceTu, a «0» coOTBETCTBYET NOJIAM
HOMepa xocTa. [IMHa MacKu - 3To Uncno «1» B macke noaceTu.

Haxkmute <Add Interface>, ytobbl £06aBUTb HOBLIN IP-MHTEPENC; NOAAEPKMBAETCA MAaKCUMYM
8 nHtepdelicos.
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+ IP-apgpeca pasHbIX CErMEHTOB CETWU AO0J/IKHbl OblTb HACTPOEHbl ANA pasHbix |P-
nHTepdericos.

ﬂ «  Kaxabih IP-uHTepdeiic nogaepkusaet oguH IP-agpec.

4. NMpocmoTp IP-uHTEpdEcos

IP Interfaces
Interface | Type | Address | Status
0%:1o LiMK  00-00-00-00-00-00 <UP LOOPBACK RUMMIMG MULTICAST=
0S:lo IPvd  127.0.01/8
05lo IPv6 17128
0S:o IPv6  feB0::1/64
WLANT LIMK  00-01-c1-00-00-00 <LIP BROADCAST RUNMING MULTICAST=

WLANA IPvd 192 168.0.100/24

WLANT IPvE  feg0:201:c1fffe00:0/64

V0LANZ  LINK 00-01-c1-00-00-00 <BROADCAST MULTICAST=
WLANZ IPvd 182 168.1.20/24

WLANZ IPv6  feB0::201:c1fife00:0/64

VLAN3Z  LINK  00-01-c1-00-00-00 <BROADCAST RUNMING MULTICAST=
WVLAN3Z  IPv6  feB0::201:c1fffe00:0/64
IP Routes

Metwork | Gateway |  Status
127.0.01/32 127001 <UP HOST=
2240004 127001 <UP=
21128 A =P HOST=

Neighbour Cache

IP Address | Link Address

192 168.0 184 VLAN1:44-37-26-88-6e-90
feB0:-201-c1fffe00:0  VLANA:00-01-c1-00-00-00
feB0-201-c1ffFfa00:0 VLAMZ:00-01-c1-00-00-00
feB0:-201-c1fffe00:0  VLAN3:00-01-c1-00-00-00

Puc.30. MpocmoTp IP-uHTepdelicos

5.2. Tllpotokon ARP
5.2.1. BeegeHue

Mpotokon ARP paspewaeTr conoctasnaeHne mexagy IP-agpecammn un  MAC-agpecamu
nocpeacTBOM MexaHM3Ma 3anpoca M oTBeTa agpecoB. KommyTaTop nosyyvaeT MHOPMaLUIO O
cooTBeTcTBUM Mexay IP-agpecamun n MAC-agpecamun gpyrux XoCTOB B TOM Ke CErMEeHTe CeTu.
JaHHbIA  MexaHM3M TaKXKe noAAep)KuBaeT craTudecknme 3anmcu ARP  ana  ykasaHuA
conoctasneHma mexay IP-agpecammn u  MAC-agpecamun. [AuHamunyeckme 3anucm  ARP
nepuogMyeckm yctapeBatoT, obecneumBas cornacoBaHue mexkay 3anucamm  ARP  u
GaKTUUYECKMMU NPUSTONKEHUAMM.

KommyTaTopbl AaHHOM cepun obecneynmBatoT He TONIbKO QYHKLUMIO KOMMYTaLMWU YPOBHSA 2, HO
TakxKe ¢yHKumMio ARP ana paspeweHus IP-agpecoB gpyrMx XOCTOB B TOM K€ CErMeHTe CeTH,
obecneumnBasn cazb mexay NMS v ynpaBaaembiMn XOCTamMu.

5.2.2. HacTtpoiika yepe3 WEB-nHTepdeic

1. HacTtpoiika BpemeHu ctapeHns ARP.
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Dynamic ARP timeout

timeout{min) | |5

Puc.31. Hactpoika BpemeHu cTapeHua

TaiimayrT (timeout)

Onana3oH 3HayeHuin: 0~60 MmuH.

3Ha4YyeHMe No YMOAYaHMUIO: 5 MUH.

®PyHKUMA: HACcTpOMKa BpemeHW yctapeBaHna ARP; ecanm ana BpemeHu ycTapeBaHuA
YCTaHOBAEHO 3Ha4veHue 0, ycTapeBaHuMe 3anpeLLeHo.

OnucaHue: BpemaA ycrtapeBaHua ARP - 3TO NpoAonKUTeNbHOCTb C MOMEHTa A06aBieHus
AMHammyeckon 3anncu ARP B Tabanuy A0 MOMEHTA yaaNeHUs 3anucy ms Tabanubl.

2. [lobasneHue ctatmyeckomn 3anmcu ARP.

Add/Del Static ARP

Delete | IPvd Address | MAC Address
O 192168123  00-01-01-01-01-02
] 192.168.023  00-01-01-01-01-01

Add

[ Submit H Reset ]

Puc.32. JobasneHune cratnyeckoi sanncu ARP

ARP

HacTpoiKa 3HayeHui: {IP address, MAC address}

®opmar: {A.B.C.D, HHHHHHHHHHHH} (H - wecTHaguaTepuyHoe Yncno)
PyHKUMA: HACTPOWMKa cTaTMyeckom 3anmcn ARP.

( | Kak npaBu/iio, KOMMYTaTop aBTOMaTUYecKM ulyyaeT 3anucu ARP. PyuHas HacTpoiika He
TpebyeTcs.

\ e/

Haxmute <Add>, 4Ttobbl A06aBMTbL HOBYI CTaTU4YecKyto 3anuce ARP; noaaep:kusaertcs
MaKcMmym 128 ctaTuyeckux sanmncen ARP.

5.3. Hactpownka DHCP

C NOCTOAHHbBIM pacWIMPEHMEM MACLUTAbOB CETel M POCTOM MX C/IOXKHOCTHU, @ TaKXKe B YC/IOBUAX
YyacToro nepemeLLeHnss KOMMboTepoB (TakMX, Hanpumep, Kak HOYTOYK) M MX KO/MYecTBa,
NPEBbLIWALWNX KONAMYECTBO Bblaensembix |IP-agpecos, npoTokon BootP, cneunanbHo
npeAHasHauyeHHbIN ans KOHPUrypaLmmM CTaTUYECKOro XOCTa, MOCTOAHHO TepseT CnocobHOCTb
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YyA0BNETBOPATL peasbHble noTpebHocTn B IP-agpecax. Ana 6bICTpOro AOCTyna K CeTH, a TaKxKe
nosbllleHns KoaddMUMeEHTA MCNONb30BaHMA pecypcoB |P-agpecoB aencTesutenbHo 6bisio
HeobxoamMmo pa3paboTaTb aBTOMATUYECKMIA MEXaHU3M ANA Ha3HavyeHus IP-agpecos Ha OCHOBe
BootP. lnAa peweHuna astnux npobnem 6bin co3gaH npotokon DHCP (Dynamic Host Configuration
Protocol, MpoTokon AMHaMmn4ecKo HaCTPOMKKN XOCTOB).

Mpotokon DHCP wucnonb3yeT mopenb B3aMMOLEWCTBUA KAMEHT-cepBep. KnmeHT oTtnpasnser
3anpoc O KoHUrypauuum cepBepy, a CepBeEp OTBEYaeT Ha MapamMeTpbl KOHPUrypauum,
obecneumBana pgMHaMM4YecKylo KoHdurypauuio IP-agpecoB. Cxema TUNUYHOIO BapMaHTa
ncnonb3oBaHuA NpoTokona DHCP nokasaHa Ha pUCYHKe HUXKe.

Rauent DHCP Kanent DHCP
Cepesep DHCP

~——
3~z

Kanent DHCP Kanent DHCP

Puc. 33. TunuyHaa cxema DHCP

( | B npouecce AMHaMMUYECKOro nosnyyeHusa IP-aapecoB coobleHMa paccbinaloTca nyTem
ﬂ LUMPOKOBELLATE/IbHOW PACCbIIKKU, NosTomy Tpebyetcs, 4ytobbl DHCP-knneHT n DHCP-
cepBep HaxoauAUCb B OQHOM cermeHTe. ECM OHWM HaxomAaTcAa B pa3HbiX CErMEHTaX,
K/IMEHT MOMKET cBA3aTbcA ¢ cepsepom yepe3 DHCP Relay, utobbl nonyuutsb |IP-agpeca u
napameTpbl KOHPUTrypaLmu.

- v/

MpoTtokon DHCP noaaeprknBaeT ABa MexaHM3Ma pacnpegeneHus IP-agpecos.

CraTMyeckoe  pacnpegeneHuve:  CeTeBOM  aAMWMHUCTPATOP  CTAaTUYHO  NpPUBA3bIBaeT
¢duKcmpoBaHHble |P-agpeca K HECKO/IbKUM KOHKPETHbIM K/MEHTaM, TaKMM Kak, Hanpumep,
WWW-cepBep, W OTCblfaeT npuBAsaHHble IP-agpeca KaveHTam u4epe3 npotokon DHCP.
AnHamunueckoe pacnpegeneHue: DHCP-cepsep nponssogmT guHamuyeckyto pasgady IP-agpeca
KAWEHTY. DTOT MexXaHU3M pacnpeneneHua MOXKET Ha3HauYuTb NOCTOAHHbIN IP-agpec waum IP-
agpec C orpaHUYeHHbIM CPOKOM MONb30BaHMA ANA KnMeHTa. Korga Bpema apeHabl agpeca
UCTEKaeT, KAMEHT AO/I)KeH MOBTOPHO 3anpocuTb IP-agpec. CeTeBOM agMWHUCTPATOP MOXKET
BbIOMPATb 418 KAXKL0r0 KAMEeHTa CBOM MexaHW3M pacnpegeneHna no npotokony DHCP.
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5.3.1. HacTtpomka cepsepa DHCP
5.3.1.1. BsepgeHwue

Cepsep DHCP sBnsetca noctaswwmkom ycnyr DHCP. OH ucnonbayet coobuweHna DHCP ana ceasum
¢ kKnneHtom DHCP, ans Ttoro 4tobbl HasHauMTb noaxoaAwmMn IP aapec KAMEHTY, a TaKKe, no
Mepe HeobXxo0ANMMOCTHM, HAa3HaUYNTb Apyrme ceTesBble NapameTpbl KaneHTty. Cepsep DHCP 06bluHO
MCnonb3yeTca ana pacnpeaeneHma IP agpecos npu cnegyrowmx ycaoBuax:
* bonbwon macwTtab cetn. CAUWKOM CNOMKHO BPYYHYH OCYLLECTBUTb KOHOUIrypauuio
CEeTU, CNI0XKHO YNPaBAATb TAKOM CETbIO.
* KOnMyecTBO XOCTOB MpPEeBbIWAKT YMCAO Ha3Havaemblx IP agpecoB M HEBO3MOXHO
Ha3HauMTb GUKCMPOBaAHHDbIN IP agpec AnAa Kaxkagoro xocTa.
* ToNbKO HECKO/IbKO XOCTOB B CETU HYXKAAl0TCA B PUKCMPOBaHHBIX IP agpecax.

5.3.1.2. T[lynagpecos DHCP

DHCP-cepsep BbibupaeT IP agpec “3 nyna agpecoB U nepedaer ero BMecTe C APYyrumu
napameTpamm KnmeHty. [NocnegosatenbHOCTb BblaeneHua IP agpecos cheaytowas:

1. IP agpec, cTtaTMyeckn cBaAsaHHbIM K MAC agpecy KavMeHTa wUaM naeHtTuduKaTop nopra,
NOAK/OYEHHbIN K CEPBEPY.

IP agpec, KoTopblit 3anncaH Ha cepsepe DHCP, koraa-nmb6o 6bin BblAEIEH KINEHTY.

IP agpec, KOTOpbIN YKa3aH B 3anNpoce, NOJy4eHHOM OT KANEHTA.

MepBbIn AOCTYNHbIM IP agpec, HaNAEHHbIM B Ny/ae agpecos.

Ecnn HeT gocTtynHoro IP agpeca, nposepaetca IP agpec, cpoK AeNCTBUA KOTOPOro UCTEKAET,
Ny KOTOpOro 6b11n KOHPAKUKTLI B NpoLecce ucnonb3oBaHus. Ecnum Takol IP agpec HallaeH,
OH NpUCBaMBaETCA KAUEHTY. ECn HeT, TO He NPOMCXOAMT HUKAKOro npoLiecca.

vk wnwn

5.3.1.3. HacTtpoikKa yepe3s WEB-nHTepdpelic

1. BkntoyeHue cepsepa DHCP

DHCP Server Mode Configuration
Global Mode

[ Mode | [Enabled /]

VLAN Mode
| VLAN Range [ Mode
1-2 Enabled
6-20 Enabled
[ Cancel ] | || | |Enabled v

[ Add VLAN Range ] | Delete VLAN Range |

Puc. 34. BkntoueHue cepsepa DHCP
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Cratyc cepsepa DHCP (Global Mode)

Onuwuun: Enable/Disable (BkatounTb/BbIKNHOYUTD)

3HauyeHne no ymonyaHuto: Disable (BbikntoueHo)

OnwucaHue: BbI6Op AaHHOrO KOMMYyTaTopa B KadecTBe cepBepa DHCP gns HasHa4YyeHUs KAMEHTY
IP apgpeca.

Pexxum pabotbl cepsepa u guanasoH VLAN ({VLAN Range, Mode})

[nana3oH HacTpoiku: {1~4095, Disabled/Enabled} ((BkatounTb/BbiknounTh)

®dyHKumA: ecam ana KnveHta VLAN, KoTopbiit obpawaetca 3a IP-agpecom, ycTaHOBAEHO
3HayeHue «Enable», DHCP-cepBep Bbiaenset IP-agpec KnneHTy. B npotnsHom cnydae DHCP-
cepBep He BblaensaeT KnmMeHTy IP-agpec.

2. Co3paHue nyna agpecos DHCP

DHCP Server Pool Configuration

Pool Setting
Subnet .
Delete Name Type IP Mask Lease Time
[l pool-1 - - - 1 days 0 hours 0 minutes

Add Mew Pool

L Subrmit ” Reset l

Puc. 35. CosgaHune nyna agpecos DHCP

Mma (Name)

HacTpansaemblii ananasoH: 1~32 cMmMBO/OB;

OnwucaHue: HacTpolika MmeHu nyna IP-agpecos.

Haxxmute <Add New Pool> ans cospaHunsa HoBoro nyna agpecos DHCP.

3. Ons HacTpoiikn nyna IP-agpecos DHCP Heobxoaumo HaxaTb Ha ero umsa (<Name>, cm.
puc.35). Mocne aToro NOABUTCA OKHO HAaCTPOWMKM (puc. 36).
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DHCP Pool Configuration

Pool
[Mame | [pool 1 +]]
Setting
Pool Name pool-1 |
Type Host V|
IP 192.168.0.6
Subnet Mask 285 2852550
1 days (0-365)
Lease Time 0 hours (0-23)
0 minutes (0-59)
Domain Name domain.com
Broadcast Address
192.168.0.201
Default Router 0.000
0.0.0.0
0.0.0.0
192.168.0.202
DNS Server 0.000
0.0.0.0
0.0.0.0
192.168.0.203
NTP Server 0000
0.0.0.0
0.0.0.0
NetBIOS Node Type Mone v
NetBIOS Scope
0.0.0.0
NetBIOS Name Server 0.000
0.0.0.0
0.0.0.0
NIS Domain Name
0.0.0.0
NIS Server 0000
0.0.0.0
0000
) ) MAC
Client Identifier 001122334455
Hardware Address 00-11-22-33-44-55
Client Name
Vendor 1 Class ldentifier
Vendor 1 Specific Information
Vendor 2 Class ldentifier
Vendor 2 Specific Information
Vendor 3 Class ldentifier
Vendor 3 Specific Information
Vendor 4 Class ldentifier
Vendor 4 Specific Information

Puc. 36. CosgaHune nyna agpecos DHCP
Mma (Name)
®yHKLMA: BbIBOP CO34aHHOrO UMEHM NyNa.
Tun (Type)

Onuwun: None/Network/Host (Het/CeTb/XocCT).

3HayeHune no ymonyaHuto: None (Her)

®yHKumA: Hactpolika TMna nyna agpecos. «Network» - KomMyTaTop AMHAMUYECKN BblaenaeT
IP-agpeca HeckonbkMm DHCP-knmeHTam. «Host» - KOMMyTaTOp NoAafep’kMBaeT CTaTUdeckoe
Ha3Ha4yeHune IP-agpecos cneunanbHbim DHCP-knneHTam.
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IP-agpec, macka nogcetu ({IP, Subnet Mask})

®dyHKumA: «Network» o3HayaeT, YTO Bbl MOXKeTe HacTpouTb AuMana3oH nyna IP-agpecos, a
AManasoH agpecosB onpenenAeTca mMackon noacetn. Macka nogceTtu - 3To YMCNO gNnHOK 32
6uTa, cocrosulee u3 cTpokn 1 m ctpokm 0. «1» CcOOTBETCTBYET MONAAM HOMEpa CETU U MOAsSM
HoMepa noaceTn, a «0» COOTBETCTBYET MNOJIAM HOMEpPA XOCTa. ITO 3HavyeHune 06bIYHO HAaCTPOEHO
Kak 255.255.255.0.

«Host» 03Ha4aeT, YTO Bbl MOXKeTe HACTPOUTb OrpaHMYEHHbIN CTaTUYecKui IP-agpec KaneHTa.
PacnpeaeneHne cratuyeckmx IP-agpecos ocyuiecTsnaerca nytem orpaHndyeHna MAC-agpeca u
IP-agpeca knneHTa. Korga KnmneHT ¢ stum MAC-agpecom 3anpawwusaert IP-agpec, DHCP-cepsep
HaxoauTt IP-agpec, cooTBeTcTBYtoWwMn MAC-agpecy KAMeHTa, U BblaensaeT |P-agpec KAMEHTY.
MpropuTeT 3TOro pexmma pacnpegeneHua Bbllle, Yem Y AMHAMMYECKOro pacnpegeneHusa IP-
a4pecoB, U CPOK AeNCTBUA agpeca ABNAETCA NOCTOAHHbIM.

Bpemsa geicteusa IP agpecos (Lease Time)

Hactpansaembit ananasoHn: 0 gHel, 0 yacos, 0 MuHYT ~ 365 aHelt, 23 yaca, 59 MUHYT.
3HayeHue no ymonyaHuto: 1 geHb, 0 yacos, 0 MUHYT.

OnucaHMe: HacTpoiKa TaMM-ayTa AMHAMMYECKOro BblaeneHus aapecoB. [1nA pasHbIX Nynos
agpecoB DHCP-cepBep MOXET yCTaHaBANBaTb Pa3HOE BpemMs AelCTBUA aapecoB, HO ajpeca B
oaHom nyne agpecos DHCP nmetoT oaMHaKoBOE BpemMsa AeNCTBUA.

Mma gomeHa (Domain Name)

HacTpansaemblii ananasoH: 1 ~ 36 cumBonoB.

PyYHKUMA: HAaCTPOMKA [OMEHHOIO MMeHu nyna IP-agpecos. MNpu HasHavyeHuu IP-agpeca KAMeHTa
HY>XHO MPUCBOUTb EMY TaKKe JOMEHHOE NMSA.

LnpoKoBewatenbHblii agpec (Broadcast Address)

®opmat: A.B.C.D

®PyHKUMA: HACTPOMKA LUMPOKOBELLLATENbHOTO aZpeca KANeHTa.

PoyTtep no ymonuanuio (Default Router)

®opmart: A.B.C.D

PYHKUMA: HACTPOMKA aZpeca KIMEHTCKOrO LWO3a.

OnucaHune: koraa DHCP-KAMEHT NOAKAKOYAETCS K XOCTY, KOTOPbIA Haxogutca B ApPYrom
cermeHTe, AaHHble AO0MXKHbI nepecblnatbea Yyepes watosbl. Koraa DHCP-cepsep BbigensaeT IP-
agpeca KAueHTam, OH MOMKeT OAHOBPEMEHHO YKasaTb ajpeca w/aw308B. [na nyna agpecos
DHCP morKeT HacTponTb MakcMmym 4 wintosa.

Cepsep DNS (DNS Server)

®opmat: A.B.C.D

PyHKUMA: HAaCcTPONKa agpeca KaneHTckoro DNS-cepsepa.

OnucaHMe: Npu NOAKNHOYEHUN K XOCTy 4yepe3 AOMeHHoe mmA, TpebyeTca npeobpasoBaHue
OOMeHHOro umeHu B IP-agpec. 3To AelcTBME peanm3yeTca C NOMOLLBbI CUCTEMbI AOMEHHbIX
nmeH DNS (Domain Name System). YTobbl paspewmnts DHCP-KAMEHTY NOAKNOUUTLCA K XOCTY
yepes gomeHHoe mmA, DHCP-cepBep MOXKeT He TOAbKO BblaenaTb IP-agpeca KaMeHTam, HO U
OAHOBpPEeMEHHO YyKasbiBaTb IP-agpeca cepBepoB gomeHHbIX nmeH. Nyn DHCP-agpecos moxet
HacTpamsaTtb A0 4-x DNS-cepsepos.

Cepsep NTP (NTP Server)

®opmat: A.B.C.D
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®PyHKUMA: HacTponKa agpeca cepsepa DNS.

Tun y3na NetBIOS (NetBIOS Node Type)

Onuwuun: None/B-node/P-node/M-node/H-node (B-y3en/P-y3en/M-y3en/H-y3en).

3HayeHue no ymonyanuio: None (Her)

PyHKUMA: HacTpolKa Tnuna KameHtckoro y3na NetBIOS. Koraa knnent DHCP gna csasum no cetn
ncnonblyet npotokon NetBIOS, He06X04MMO YCTaHOBUTL COOTBETCTBME MEXKAY MMEHEM XOCTa
n IP-agpecom, T.e. HacTpouTb NOPALOK W MeTo[, KOTOpble WCNOAb3yeT KAMEHT npwu
npeobpasosaHnn nmeH NetBIOS B IP-agpeca. PasnnyHble Tvnbl Y3108 3Ty MHPOpPMAUUIO B
Pa3HbIX peXXUMax.

B-y3en ncnonb3syeT WHpoKoBeLLaTebHble paccblkK. P-y3en ncnonbsyet cepsep nmeH NetBIOS,
OTNpaBNAA oAHOaApPeCcHbIM nakeT ana ceasm ¢ WINS-cepsepom. M-y3en obveanHseT B-yzen n
P-yzen, HO no ymonyaHuio OYHKUMOHUPYET Kak B-ysen wn oTnpasnseTr nepsbii
WMpPOKOBeLWATeNbHbIM NakeT. Ecam M-y3en He MoXeT paspewntb MMA C NOMOLLbBIO
LWMPOKOBELLATENbHOM PACCbINKK, OH ucnonb3lyeT P-y3en cepsepa mmeH NetBIOS, otnpasnas
ofHoaApecHbI nakeT ana ceasm ¢ WINS-cepsepom Bo BTOpoi pas. H-y3en obbeanHset P-y3en
n B-y3en, HO Mo ymosiyaHuio GYHKLUMOHUPYET KaK P-y3en. Ecan H-y3en He moXeT paspeLumnTb
MMma c nomouwbto cepsepa mmeH NetBIOS, mcnonb3yetca WMpoKoBewaTenbHaa PaACCbi/Ka
UMEHMU.

KoHTteKcTt NetBIOS (NetBIOS Scope)

Hactpausaembiii ananasoH: 1 ~ 36 cumBonoB.

®PyHKUMA: HacTpolKa nmeHn NetBIOS.

Mma cepsepa NetBIOS (NetBIOS Name Server)

dopmart: A.B.C.D.

®PyHKUMA: HacTpolika agpeca WINS-cepsepa.

OnucaHue: pgns KAWeHTa, paboTalolero nog ynpasieHMeM onepauuoHHoi cuctembl (OC)
Microsoft Windows, cepsep Windows Internet Naming Service (WINS) npeaocrasnsaet ycayry
npeobpasoBaHMA uMeHM xocTa B IP-agpec TOro xocTa, KOTOpbIM MCNOAb3yeT ANA CBA3M
npotokon NetBIOS. Mostomy 60/blUMHCTBY KaMeHTOB Ha 6ase OC Windows Tpebyertcs
HacTponKa WINS. Y1obbl paspewnTts DHCP-knneHTy npeobpa3oBbiBaTb MMa xocTa B IP-agpec,
yKaxkute agpec WINS-cepsepa, korga DHCP-cepep sbigensaet IP-agpec knneHty. lNyn agpecos
DHCP nossondet HacTpouTb 40 4 cepsepos WINS.

DomeHHoe umsa NIS (NIS Domain Name)

HacTpansaemblii ananasoH: 1 ~ 36 cumBonoB.

PyYHKUMA: HAaCTPOMKa AOMEHHOro umeHu NIS.

Cepsep NIS (NIS Server)

®opmar: A.B.C.D.

dPyHKUMA: HacTpOMKa agpeca cepBepa NIS.

NaeHtTndukarop Knuenrta (Client Identifier)

Onuuu: None/FQDN*/MAC.

3HayeHue no ymonyanuto: None (Her)

®PyHKUMA: €CAn TUN NyNa - XOCT, He0OX04MMO YKasaTb YHUKaNbHbIA UAEHTUPUKATOP KNMEHTA.

* FQDN - nonHoe gomeHHoe umsa (aHrn. «Fully Qualified Domain Name» unu FQDN, aocnoBHo:
NOJIHOCTbIO OnpesesieHHOe MMA AOMEHA) — UMA, OAHO3HAYHO ONpeAensatoLLee y3en B CeTu.
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AnnapaTHbii agpec (Hardware Address)

®opmat: HH-HH-HH-HH-HH-HH (H - wecTHaauaTepuyHoe 4ncno).

®PyHKUMA: ecnn TMN Nyfaa - XOCT, HEOOBXOAMMO HACTPOUTb OFPaHMYEHHbIN cTatuyecknin MAC-
agpec KAneHTa.

Mma knuneHTa (Client Name)

HacTtpavBaemblit gnanas3oH: 1 ~ 36 cMMBO/IOB.

®PyHKUMA: HACTPOMKA MMEHM NOIb30BaATENS KAMEHTA.

NaeHTnduKaropbl Knacca seHgopa (Vendor N Class Identifier)
HacTpansaemblii ananasoH: 1 ~ 64 cumseonoB.

PyHKUMA: HAacTpPOMKa naeHTMPUKaTopa Knacca BeHA0pa.

NaeHTnduKaropbl Knacca seHgopa (Vendor N Class Identifier)
HacTpavBaemblit AMana3oH: 1 ~ 64 cMMBONOB (WecTHaAuaTepuyHble Ynucna).
PyHKUMA: HacTpolKa MHOPMaLIMM O BEHOOPE.

4. HacTtpolika ucKknatoudeHuit IP-agpecoB (IP-agpeca He BblAenAlTCA AMHAMUYECKU B nyne
agpecos DHCP).

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
O 192.168.0.1 - 192.168.0.10

| Add IP Range |

[ Subrmnit ” Reset ]

Puc. 37. Hactpoiika ncknouenui IP-agpecos

DOwnana3soH IP-agpecos (IP Range)

®yHKLMA: HACTPOWMKa AnanasoHa IP-agpecos, KOTOpble He BblAENATCA AMHAMUYECKU B nyne
aagpecoB DHCP. Mpu Ha3HayeHuun IP-agpecoB DHCP-cepBep A0NXKEH UCKAKOUYUTb 3aHATbIN |IP-
agpec (Hanpumep, IP-agpeca wnto3a u DNS-cepsepa). B npoTMBHOM cay4yae OAMH U TOT e IP-
aapec MoxKeT 6bITb Ha3HAaYeH ABYM KAMEHTAM, YTO NpUBeAET K KOHOAUKTY IP-agpecos.

YT106bl HacTpoWTb AMana3oH IP-aapecos, KoTopble He BbIAENATCA AMHAMMUYECKMU, HaKMUTE
<Add IP Range>.

5. OtobpaskeHune cTtaTUcTnKK cepsepa DHCP.
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DHCP Server Statistics

Database Counters

Pool | Excluded IP Address | Declined IP Address
1 1 0

Binding Counters

Automatic Binding | Manual Binding | Expired Binding
1 0 0

DHCP Message Received Counters

Discover | Request | Decline | Release | Inform
20 9 0 0 40

DHCP Message Sent Counters

Offer | ACK | NAK
5 5 2

Puc. 38. Cratuctuka cepsepa DHCP

6. NMpocmoTp nHPopmaumm ob IP-agpecax, BbiaeneHHbix DHCP-cepsepom.

DHCP S3erver Binding IP
Binding IP Address

Delete | P |  Type | State | PoolName | ServerID
L] 192.168.0.11  Automatic Committed poal-1 192.168.0.223

Puc. 39. MHdopmauma ob IP-agpecax

7. NpocmoTp IP-aapecos, oTKAOHEHHbIX DHCP-KnneHTamm

DHCP Server Declined IP
Declined IP Address

Declined IP
192.168.0.11

Puc. 40. Nudopmauma ob IP-agpecax
Korga KauneHT o6HapyKuBaeT, 4to IP-agpec, BblaeNeHHbI cepBepom, KOHOIMKTYeT Co
cTaTnyeckum IP-agpecom B TOM e CermeHTe ceTu, OH OTNpaBadAeT Ha cepBep NakeT
OTKNOHEHUA, 4TOobbl OTKNOHUTL 3TOT IP-appec. Cepsep 3anucbiBaeT IP-agapec, OTKNOHEHHbIN
KAMEHTOM, M He byaeT BblgenaTb 3TOT IP-agpec apyrum KnveHTam B TedeHWe onpeaesieHHoro
nepuoga BpemeHu.
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5.3.1.4. Tlpumep TMNOBOM HACTPOMKM

KaKk nokasaHo Ha pucyHke 41, kommyTaTop A paboTtaeT Kak DHCP-cepBep, a KommyTaTtop B - Kak
DHCP-knneHT. lMopT 3 KommyTaTopa A coeamHAeTca ¢ noptom 4 KommyTtaTtopa B. KnmeHT
oTnpasnaseT coobueHns ¢ 3anpocom IP-agpeca, n cepBep MOXKeT Ha3HauuTb IP-agpec KAMeHTy
AByms cnocobamu. lnanasoH uckao4veHHbIx IP-agpecos coctasnaet 192.168.0.1~192.168.0.10,
B TOM cnyyae, ecam DHCP-cepBep anHamumyeckm sblgenset IP-agpec.

DHCP
DHCP
Cepeep 3 4 KnueHt
Kommyrarop A Kommyratop B

Puc. 41. NMpumep TMNoBoM HacTpoikn DHCP

Cratnueckue IP-agpeca:
1. HacTpolika KommyTaTopa A:

ycTaHoBuTe ctatyc cepepa DHCP B coctoaHune «Enable» (BkniouyeHo) B
cootBeTcTBytoWwmx VLAN (cm. puc. 34);

cosgauTe nyn IP-aapecos DHCP: pool-1, cm. puc. 35;

yCTaHOBUTE TMN Nyna Kak «Host»; IP-agpec 192.168.0.6; macka 255.255.255.0; Ceaxute
MAC-aapec KommyTaTtopa B: 00-11-22-33-44-55 (cm. puc. 36);

2. HacTtpoika kommyTaTopa B:

HacTpoinTte KommyTaTop Ha aBTOMaTU4YecKoe nosiydeHue IP-agpeca yepes DHCP;
Kommytatop B nonyumt IP agpec 192.168.0.6 n macKy noacetn 255.255.255.0 ot
cepsepa DHCP (cm. puc. 42).

IP Configuration

[Mode [ Host ]

IP Interfaces

[ DHCPvd [ 1Pvd [ 1Pv6
D2t ‘V“‘" [ Enable | Fallback [Current Address| Address [ Mask Length | Address [ Mask Length

O 1 E [[192. 16806024 | [192168.0222 | [24a | | | ] |

Add Interface
IP Routes
[ Delete [N tk | Mask Length | Gateway | Next Hop VLAN |

Puc. 42. DHCP-knueHT nony4yaet IP-agpec-1

AunHamunueckue IP-agpeca:
3. HacTtpoiKka KommyTaTopa A:

info@symanitron.ru

ycTaHOBUTE cTaTyc cepBepa DHCP B coctoaHume «Enable» (BkntoueHo) B
cootBeTcTBytoWmMX VLAN (cm. puc. 34);
cosgauTe nyn IP-anpecos DHCP: pool-1 (cm. puc. 35);
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e ycTtaHoBuTe TMN nyna Kak «Network»; IP-agpec 192.168.0.6; macka 255.255.255.0;
Ceaxute MAC-agpec kommyTtaTtopa B: 00-11-22-33-44-55 (cm. puc. 36);
4. Hactpoika KommyTtaTtopa B:
* HacTpoiTte KOMMYyTaTOpP Ha aBTOMATUYECKOe nosyvyeHue IP-agpeca yepes DHCP;
*  DHCP-cepBep no nopAaKy BbINOAHAET NOMCK Ha3HAYaembIx IP-aapecos B nyse agpecos
N BblgenaeT NepBbl HarMAeHHbIN IP-agpec, a TakKe gpyrve ceTesBble napameTpbl ANA
KomMmyTaTopa B; macka noacetn 255.255.255.0 (cm. puc. 43).

IP Configuration

[Mode [[Host ]

IP Interfaces

DHCPv4 [ 1Pvd [ IPvE
Fallback [Current Address| Address [ Mask Length | Address [ Mask Length

O 1 |5 [[192.168.0.11/24 [192168.0222 | [24 | | | ] |

Add Interface
IP Routes
[ Delete [ Network | Mask Length | Gateway [ Next Hop VLAN |

|
Delete ‘ VLAN | Enahle |

Puc. 43. DHCP-knueHTt nony4aet IP-agpec-2

5.3.2. DHCP Snooping
5.3.2.1. BsepeHune

DHCP Snooping - 310 ¢yHKLMA MOHUTOPUHra cepBncos DHCP Ha 2-m ypoBHe, KOTOpas TaKXke
asnaetca  ¢yHKumen 6HesonacHoctn DHCP, obecneumBatoweit 6€30MacHOCTb  KAMEHTA.
MexaHusm 6e3onacHoct DHCP Snooping ocCywecTBAAET KOHTPO/b 3@ TeM, YTOObl TO/IbKO
[OBEPEHHbIM MOPT MOr MepeHanpasuTb cooblieHMe ¢ 3anpocom KaneHta DHCP Ha
aenctentenbHblii cepBep. Kpome Ttoro DHCP Snooping MOXKeT KOHTPO/AMPOBaTb WCTOYMHUK
oTBeTHOro coobuweHua cepsepa DHCP, rapaHTupya KauveHTy nonydyeHue IP agpeca ot
OENCTBUTENbHOrO cepBepa, NpeaoTBpaliaA  HasHayveHua [P apgpecos uAM  napameTpos
KOHOUIypauum gpyrmm XxocTam oT NoAAENbHbIX MU HeAoNyCTUMbIX cepsepos DHCP.
MexaHu3am 6e3onacHocTi DHCP Snooping AenuT nopTbl Ha AOBEPEHHbIE U HE I0BEPEHHbIN (He
HaAEeMHbIN).
e JloBepeHHbIN MOPT: 3TO MOPT, KOTOPbIA MOAKAOYAETCA K AeNCTBUTE/IbHOMY CepBepy
DHCP. [loBepeHHbI NOPT 0ObIYHO NepeHanpasaseT coobLLEeHUA C 3aNPOCOM KAMEHTOB
DHCP u oTBeTHble coobuieHunsa cepsepos DHCP, yTo6bl KnmMeHTbl DHCP mornu nonyyatb
aevictButenbHble IP agpeca rapaHTUPOBAHHO.
* He poBepeHHbIN NOPT: 3TO NOPT, KOTOPbIMA NOAKNIOYEH K HEAEeUCTBUTEIbHOMY CepBepy
DHCP. He poBepeHHbI1 NOPT He nepeHanpaBaAeT coobLLeHMA C 3aNpOCOM K/IMEHTOB
DHCP un oTtBeTHble cooblieHns cepsepoB cepBepoB DHCP, ytobbl KaneHtbl DHCP He
nosy4anu HegencteuTenbHble IP agpeca.
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5.3.2.2. Hactpolika yepe3 WEB-nHTepdelic
1. BrntoueHune pyHKumm DHCP Snooping.

DHCP Snooping Configuration

| Snooping Mode ||Enabled V| |

Puc. 44. Cratyc DHCP Snooping

Pexxum DHCP Snooping (DHCP Snooping Mode)
Onuuu: Enable/Disable (BkntoueHo/BbikaoueHo)
3HayeHue no ymonyaHuto: Disable (BbikntoyeHo)
OnucaHue: BknoyeHne/BbikntoyeHne ¢pyHKumMmM DHCP Snooping.

| | Y KomMmyTaTopa, KOTopblii paboTaeT M Kak cepsep DHCP M KaK KAWEHT, Henb3s
BKAOUNTL yHKUMo DHCP Snooping.

2. HacTpoliika foBepeHHbIX NOPTOB

Port Mode Configuration
Port | Mode

| b
1 [Tsted |
2 [Trusted v
3 |Trusted |
4 [Tusied |

5 | Trusted w

Puc. 45. Cratyc DHCP Snooping

Pexxum (Mode)

Onuwmun: Trust/Untrust (JosBepeHHbl/He oBepeHHbIN)

3HayeHue no ymonyaHuio: Untrust (He gosepeHHbIN)

OnucaHue: HacTpoiKa nopTa B pexxumbl [losepeHHbiii/He poBepeHHbIA. MopTbl, KOTOpbie
MOAK/IOYAIOTCA K AencTBuTe/IbHbIM cepepam DHCP Hanpamylo wauM KOCBEHHO, SABAAKOTCA

A0BEPEHHbIMU MOPTAMMU.

| | HacTpoiika nopTa Kak [OBEPEHHOr0 M Ha3HauyeHue ero TpaHKoBbIM noptom (Port
ﬂ Trunk) ABnAlOTCA B3aMMOMUCKAOYAOWMMKU. [lopT, NpUHAANEKAWMA TPAHKOBOW
rpynne, HeNb3sA HaCTPOUTb KaK AOBEPEHHbIN NopT. JoBepPeHHbI NOPT HE MOXKET BbITb
npUcoeanHeEH K TPaHKOBOWM rpynne.

g

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM10A-D

5.3.2.3. Tlpvmep TMNOBOM HACTPOMKM

Kak nokasaHo Ha puc. 46, knneHTt DHCP 3anpawwusaet IP agpec y cepsepa DHCP. B cetu
nNpPUCyTCTBYET HeaencTBuTenbHbi cepsep DHCP. Hactponte nopt 1 Kak p[oBepeHHbId ¢
nomoubto ¢pyHKummM DHCP Snooping, 4tobbl MOXKHO 6bIN0 Nepecnatb coobuieHme ¢ 3anpocom
knmeHta DHCP Ha cepBep DHCP n HanpaBuTb oTBeTHoe coobuieHne cepBepa DHCP kaneHTy
DHCP. YcTaHoBMTE NOPT 3 KaK He J0BEePEHHbIN (He HAaAEeKHbIN), KOTOPbIN HE CMOXKET NepecnaTb
coobuieHne ¢ 3anpocom KaneHTa DHCP 1 nonyunTb oTBETHOE COObLEHNE HEAENCTBUTE/IbHOIO
cepsepa DHCP, 4tobbl rapaHTMpOBATb KAMEHTY MOAyyYeHWe aeincteutenbHoro IP agpeca ot
aenctentenobHoro cepsepa DHCP.

DHCP Cepeep

,‘1‘:;" KommyTtatop A

Mopt1l
AOBEpEeHHBIW
DHCP Snooping

MopT3
HEH3AEMHBIN

\K

HeaeTOopM3OBaHbLIM
DHCP Cepsep
—» DHCP otgert

DHCP KnueHr

»  DHCP 3anpoc
Puc. 46. Mpumep TMnosoi HacTpoikn DHCP Snooping

HacTpoika kommyTaTopa B:
e Bkawounte ¢pyHKumnto DHCP Snooping, cm. puc. 44;
* Hactpounte nopt 1 KommyTaTopa B Kak goBepeHHbI (Trust), a nopT 3 HacTponTe KakK
HeHagexHbI (Untrust), cm. puc. 45.

5.3.3. ®yHKuma Option 82 DHCP

®yHKumA Option 82 (Relay Agent Information Entry) obecneumBaet 3anucb MHboOpmauum o
kKnueHTe. Korga DHCP Snooping ¢ noaaep»koi Option 82 nonyyaeT coobuieHume ¢ 3anpocom oT
kKnueHta DHCP, oH pobasnser cootseTcTByollee none Option 82 B coobuleHune, a 3aTem
nepepaet coobuieHne Ha cepsep DHCP. Cepsep, nogaep:xusatowmii Option 82, moxeTt rubko
pacnpefenATb agpeca B COOTBETCTBMM € coobuieHnem Option 82. Mocne Toro, Kak ¢yHKUMA
Option 82 6blna BK/OYEHa, B cooblieHne Heobxoammo AobasuTb nose Option 82. Mone Option
82 KOMMYTaTOPOB AAHHOM CepUM COAEPKUT ABa NoAnapameTpa: BCMOMOraTe/ibHyo onuuio 1
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(Circuit ID, naoeHTMdMKaTOop nopTa 3anpoca) U BcromoratenbHyio onuumio 2 (Remote ID,
naeHtTuoumkaTop camoro DHCP). HuxKe npeacrasneHbl popmaTbl STUX ABYX NOANAPAMETPOB:
* Mopgnapametp 1 cogepxut naeHtudukatop VLAN n Homep nopta, KOTOPbIA noayyaeT
coobuieHune ¢ 3anpocom oT KnmeHTa DHCP.

Tabn. 2
®opmart noneit nognapametpa 1:
Tun nognapameTpa OnnHa (0x04) VLAN ID Homep nopTa
(0x01)
OanH 6anT OanH 6anT [Ba balita [Ba 6aliTa

Tun nognapameTpa: TN nognapameTpa 1-n ns 1-ro;

[nnHa: Konnyectso 6anTOB, KOTOpble 3aHUMatOT naeHTUdMKaTop VLAN M HOMep nopTa;

VLAN ID: Ha ycTpoicTtee ¢ BKAtoYeHHOU ¢yHKuUmneir DHCP Snooping - naeHtudukatop VLAN

nopTa, KOTOpbI NoAyYaeT coobLieHne ¢ 3anpocom oT KnmeHTa DHCP;

Homep nopTa: Ha ycTponcTBe € BKAtYeHHOW ¢yHKumelr DHCP Snooping - Homep nopTa,

KOTOPbIN Nosy4aeT coobuieHne ¢ 3anpocom oT KameHTta DHCP.

* Copgepxumbim nognapameTpa 2 ssnsetca MAC-agpec yctpoictBa ¢ ¢yHKkumen DHCP
Snooping, KOTopoe nosyyaeT cooblieHMe C 3anpocom OT KaveHTa DHCP wam ctpoky
CMMBOJI0B, HAaCTPOEHHYIO NO/Ib30BaTeNAMM (CM. Tab. 3).

Tabn. 3

dopmat nonent MAC agpeca nognapametpa 2:

Tun noanapametpa (0x02) Onvna (0x06) MAC agpec
OanH 6anT OanH 6anT 6 6anT

Tun nognapameTpa: TMN nognapameTpa 2-n us 2-x;

[NnHa: KonmyectBo 6aMTOB, KOTOPblE 3aHMMAIOT coaepmMmoe noanapametpa 2; MAC-aapec
3aHMMaeT 6 6aiToB, a CTPOKa CMMBOJIOB 3aHMMAET 16 baliT;

MAC-agpec: cogep:xumoe noanapamerpa 2 asaserca MAC-agpecom ycTpoicTea ¢ yHKUMEN
DHCP Snooping, KoTopoe noay4yaeT coobuieHMe ¢ 3anpocom oT KaneHta DHCP.

5.3.3.1. DHCP Snooping c noaaepxKkon pyHKLMM Option 82

1. BeegeHune

Ecnn yctpoicteo ¢ ¢yHKumet DHCP Snooping nogaep:kusaet ¢yHKumnto Option 82, To Koraa
DHCP Snooping nony4yaet coobueHune ¢ 3anpocom DHCP, oHo obpabaTbiBaeT 3TO coobuieHne B
COOTBETCTBMM C TEM, COAEPKUT NN coobuweHne Option 82 M MOAUTUKY KAWEHTa, a 3aTem
nepeHanpasnneTr obpabotaHHoe coobuleHne Ha cepsep DHCP. Metoa 06paboTkM nokasaH B

Tabanue 4:

NonyyeHue coobuieHuns ¢ KoHdurypaumoHHan O6paboTka coobuieHuns ¢

3anpocom ot kKameHta DHCP | nonautuka 3anNpocoMm YCTPOICTBOM C
DHCP Snooping

OTbpacbiBaHMe OT6pocKuTb 3anpoc

CoobLeHMe ¢ 3anpocom YaeprkaHue CoxpaHuTb popmaTt

copepxut none Option 82 coobuieHnsa 6e3 nsmeHeHumn
W nepecnatb
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3amelleHune 3ameHunTb nose Option 82 B
coobueHnn nonem Option
82 ycTpotiictea Snooping u
nepecnatb HoOBoOE

coobleHne
CoobLueHure ¢ 3anpocom He Ot6pacbiBaHne/ CoxpaHeHune/ | Job6aBuTb B coobuieHme
copepxut none Option 82 3amelleHmne none Option 82 ycTpolicTea

Snooping u nepecnaTb ero

Korpa yctpoicteo ¢ ¢pyHKkumen DHCP Snooping nonyyaeT oTBeTHoe coobuieHne oT cepsepa
DHCP, u ecan coobuieHune coaep*ut none Option 82, none Option 82 yaanserca, oTBeTHoe
cooblieHne 0b6pabaTbiBaeTCs M HANPABAAETCA K/IUEHTY.

2. Hactpoiika yepe3 WEB-nHTepdeic
HacTtpownka DHCP Snooping Option 82:

Option82 Configuration

Option82 Status | & Enabled O Disahbled
Client Policy O Replace ® Keep O Drop

[ Submit H Reset ]

Puc. 47. Hactpoiika pyHKumm Option 82 Ha ycTpoictee ¢ DHCP Snooping

CraTtyc Option 82 (Option 82 Status)

Onuuun: Enable/Disable (BkatoueHo/Bbikato4eHO)

3HayeHue no ymondaHuio: Disable (BbikntoueHo)

dyHKuMA: BratoveHne/BbikatoveHne dyHKUmm Option 82 Ha yctpoiictee ¢ DHCP Snooping.
Monutuka Knmnenta (Client Policy)

Onuun: Drop/Replace/Keep (OTbpacbiBaHne/3amelteHme/CoxpaHeHme)

3HayeHue no ymondyaHuio: Replace (3ameuieHune)

®PyHKUMA: HacTpoMKa nNOAUTMKM KaneHTa. YctponctBo ¢ ¢yHKumerr DHCP  Snooping
obpabaTtbiBaeT coobuieHWe C 3anpocom, OTNPaBNEHHOE OT K/AWEeHTa B COOTBETCTBUM C
NONUTUKOM KNneHTa (cm. Taban. 4).

6. Hacel

6.1. HacTponka yacos

1. HacTtpolika yacoBoro nosca
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Time Zone Configuration

Time Zone Configuration
Time Zone |{GMT+D3:UD] Moscow, 5t. Petersburg, Volgograd hd
Acronym | | (0 -16 characters )

Puc. 48. Hactpoiika yacoBoro nosica

Yacosoit noac (Time Zone)

®yHKUMA: BbiboOp YacoBOro nosca.
AKpoHum (Acronym)

®yHKuMA: ONncaHMe 4YacoBOro Mnosca.

6.2. [lpotokon SNTP

Mpotokon SNTP (Simple Network Time Protocol) obecneuynBaeT CMHXPOHWU3ALUIO BPEMEHMU
MeXJy CepBepoM U KAMEHTOM NyTéM 3arpocoB M OTBeTOB. Ecnu KommyTaTop BbICTynaeT B
KayecTBe K/INeHTa, OH CUHXPOHU3NPYET CBOE Bpemsa CO BpemMeHeM cepBepa.

ﬂ * [AnAa cuHxpoHmsaumm BpemeHn no SNTP gonxKeH Cyl,ecTBOBaTb akTUBHbIN cepBep
SNTP.

* Bca nHbopmauma o BpemeHM, nepegaBaemas B npoTokone SNTP, asnsetcsa
CTaHAapPTHON MHbOpPMaumen o BpemeHn ana vyacosoro nosca 0.

SNTP Configuration

Mode Enabled v
Server Address | 192 165 0 184 |

L Subrnit ” Reset ]

Puc. 49. HactpoiKa yacoBoro nosca

Cratyc SNTP (Mode)

Onuwmun: Enable/Disable (BkatounTb/BbIKNHOYNUTD)

3HayeHue no ymondanuio: Disable (BbikntoueHo)

dyHKUMA: BkatoyeHne nnm BbikatoyeHne SNTP.

Appec cepsepa (Server IP)

®opmat: A.B.C.D

Onucanue: Hactpoika IP agpeca cepsepa SNTP. KnaneHTbl 6yayT CMHXPOHM3MPOBATb CBOE
BPemMA B COOTBETCTBMMW C COODLLLEHNAMM ITOFO cepBepa.

MpoBepbTe, CUHXPOHUIMPYIOTCA /1N BPEMS.

Haxkmute [Basic Configuration] = [System Information], yto6bl NpocmoTpeTb MHPOPMaLMIO O
BpemeHu (cm. puc. 52).
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System Information

System
Contact Symanitron Ltd., phone number +7 495 685 1790; symanitron.ru
Name SWITCH
Location 111674 Moscow Russia 17 Rudnevka street
Hardware
Device Type SEWM10A-154T
Device MAC Address 4E-b=-2d-00-45-54
SIN S30U0039A220100264
J
ISEstem Date 1970-01-01T00:40:03+00:00 I
ystem Uptime -4
Software
Software Version R1001
Code Date Apr23 2020 11:25:57
Code Revision Build-24.0.98 1
Hardware Version V2.1
Logic Version V3.0.0

Puc. 50. MpocmoTp nHdopmauum o gaTe U BpEMEHMU

/. HacTpoiika nopToB

1. Mpy nomowm GYHKUMM KOHPUIypaumm NOPTOB MOMKHO HACTPOWUTb CKOPOCTb MopTta (port
speed), cratyc nopTta (port status), Tun ynpasneHus notokom (flow control) n apyrue
napameTpbl:

Port Configuration

[ e ‘ T I Typ:Td(lZan_J%pﬁred I Current [ SPEzI:.ﬁ ured I?:: Elluﬂl:: I 11%&%!%:?16 } EnableFlk(y;:lrcr‘:lr;(trloliurrTxI F'fame Size el

[ v] [ ~] O O [ o600 [
1 @ FE  copperv Down oox o x g
2 | @F e~ Dom O sk s O
3 ® rc copper ¥ 100fdx O X X O
4 4 | @ ke copper ¥ | Down O X ' O
5 |5 ® fiber v Down [100Mbps FDX__ | O e X 9500 O

Puc. 57. HacTtpolika nopTtos

Cratyc coeguHeHusa (Link)
dYHKUMA: 0TOBParkeHNe TeKyLLEero ctaTyca coeamMHeHNA Ha NopTy.

Green (3eneHbli): nopT HaxoauTca B coctoAaHuK LinkUp, T.e. B cOCTOAHMM coeanHeHUs.
Red (KpacHbiii): nopT HaxoauTca B coctossiHum LinkDown, T.e. Ha NOPTY COeAUHEHUSA HeT.

CKopocTb U TN nogkatoueHus (Speed-Current)
®yHKUMA: OTOOparKeHne TeKylen CKOpoCTU MOPTOB B cOCTOAHUM LinkUp, T.e B COCTOAHUM

coefInHeHUs, a TakxKe oTobparkeHue cnocoba ceasu Ha nopTy (Full-duplex nnu Half-duplex).
CKopocTb noprta (Speed-Configured)

Onuwun: Disabled/Auto/10Mbps HDX/10Mbps FDX/100Mbps HDX/100Mbps FDX/1Gbps FDX
(OtkntoueH/ABT0/10M6/Cc, nonyaynnkec/10Mbps, FDX/100M6/c, nonyaynnekc/100M6/c,
aynnekc/1r6/c, aynnekc).

3HauyeHWe no ymonyaHuto: Auto (ABTo)
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®PYHKUMA: HAaCTPOMKa CKOPOCTM U pexnuma paboTbl nopToB. Disabled (OTkAtoYeH) 03HaYaeT, YTo
NOPT OTK/IOYEH M Nepesaya AaHHbIX HEBO3MOMKHA. ITOT 3HaYeHne GU3NYECKM OTKAKOYAET NopT
1 BblAaeTCcsA aBapuiMHas CUrHaNM3aLmMa Ha NopTy.

OnucaHune: CKOPOCTb U PeXMM paboTbl NOPTOB MOTYT ObITb COr1acOBaHbl aBTOMATUYECKM UM
YCTaHOB/NIEHbl NPUHYAMTENbHO. Korga yctaHoBNeHO 3HayeHue Auto (ABTO), CKOpPOCTb MopTa U
pexum paboTbl OyayT cornacoBaHbl aBTOMATMYECKM B COOTBETCTBUM C  COCTOSIHUEM
NOAKNOYEHUA NOPTa K UCTOYHWUKY AaHHbIX. PEKOMeEHAyeTcA BKAOYUTL aBTOCOrNacoBaHue A
KaXgoro nopTa, 4tobbl n3bexkaTb NpobaemM ¢ NOAKNIOYEHNEM, BbI3BAHHbIX HECOOTBETCTBYOLLEN
KOoHduUrypaumelt nopta. Eciv Bbl XOTUTE NPUHYAUTENBHO YCTaHOBUTb CKOPOCTb MOPTA U PEKMM
paboTbl, ybeauTecb, YTO Ha MOAK/IOYEHHbIX MOPTax HAa OOOMX CTOPOHAX JIMHUM CBA3M
04 MHAKoBas KOHUIypaLuma CKOPOCTU U peXUMA.

peXmMmax 10M6wuT/c, nonyaynnekc/10Méut/c, aynnekc/100M6éut/c,
nonyaynnekc/100M6éwut/c, aynnekc.

* MopTbl 10/100/1000Base-TX moryT 6biTb HACTPOEHbl B pexknme Auto, a TakKe B
peXmMmax 10M6uT/c, nonyaynnekc/10Méut/c, aynnekc/100Méwut/c,
nonyaynnekc/100Méwut/c, aynnekc/1 6/c, aynnekc.

n * MopTtbl 10/100Base-TX moryT 6biTb HacCTpOeHbl B pexume Auto, a TaKke B

ABTOCOrnacoBaHue pexkuma pa6otbi (Adv Duplex)

Onuwmun: Fdx/Hdx (Qynnekc/Monyaynnekc).

PyYHKUMA: HACTPOIMKA aBTOCOr1acoBaHMA pexmma paboTbl NOpPTOB.

OnucaHue: Fdx 03HayaeT, 4To NOPT MOXKET NPUHMMATL U NepenaBaTb AaHHbIE OAHOBPEMEHHO;
Hdx o3HauaeT, 4To ofiHOBPEMEHHO MOopT AMbO NpuHMMmaeT, NMbo nepepaet AaHHble. Koraa
PeXMM nopTa ycTaHoBAeH B Auto, AyNJEKCHbIM peXxum nopTa onpenenaetca NocpeacTsom
COrflacoBaHMA C yAANeHHbIM Y3/1I0M MO YMOJ4YaHMIO. COrnacoBaHHbIN AYNAEKCHbIA PeXUM
MO3KeT bbITb Anbo Fdx, nnbo Hdx.

ABTocornacoBaHue ckopoctu (Adv Speed)

Onuuun: 10M/100M/1G (10M6wuTt/c / 100M6ut/c/ 1 T6/c).

®YHKLMA: HACTPOMKa aBTOCOrNacoBaHUA CKOPOCTM paboTbl NOPTOB.

OnucaHue: ecnn ANA peMma MnopTa YCTaHOB/MEHO 3HayeHue Auto, CKOpOCTb MnopTa no
YMONYAHUIO Onpesensercs MNyTeM COrNacoBaHUA C yAaneHHbiM y3nom. CornacoBaHHas
CKOPOCTb MOKET b6bITb N1060I B Npeaenax A4ONYCTMMOro AnanasoHa CKOpocTu nopTa. MapameTp
MOKHO HaCTPOMTb TaK, YTOBbl MOPT COrNacoBbIBa/N TONbKO HEKOTOPbIE CKOPOCTM, TEM CaMbIM
yNpaBAATb COr1acoBaHMEM CKOPOCTM.

( | KoHdurypauma «Adv Duplex» n «Adv Speed» paboTaloT TONbKO B aBTOMaTUYECKOM
pexunme.

\ v/

YnpasneHue notokom (Flow Control)

Onuwuun: Enabled/Disabled (BbikntoueHo/BkatoueHo).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).

OyHKUMA: BKAOUUTL/BbIKNIOUNUTL PEKMUM YNPaBAEHUA NOTOKOM A8 onpeaeieHHOro nopra.
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OnucaHue: MNocne Toro, Kak GpyHKUMA ynpasneHua notokom (Flow Control) 6yaeT BkatoueHa,
NOpT COOOLWIMT OTNPaBUTE/IIO O 3aMedleHUN CKOPOCTU nepedaydn, Ytobbl M3berkaTb noTepwu
MaKeToB B COOTBETCTBMM C KAaKMM-MOO anroputmom WMauM MPOTOKO/SIOM, B TOM C/y4ae, eciu
MOTOK, MOJIy4YeHHbIA NopTomM 6onblue, 4em pasmep Kiwa nopTa. HacTpoiKa pexumos
ynpaBieHnss MOTOKOM AAa YCTPOMCTB, paboTalowmx no pasHbiM TuUnam cnocoba cBA3M
(mynnekc/nonyaynnekc) BbINONHAETCA pasHbIMKW cnocobamu. Ons ycTpoicts, paboTalowmx B
NOZIHOAYN/IEKCHOM peXKMMe, NMPUHUMAOLWAsA CTOPOHA AO0/IKHA OTNPaBUTb CNeunanbHbIM Kaap
(Pause frame), uTobbl COO6LNTL OTNPABUTENIO O NMPEKPALLEHNUN OTNPABKK coobuieHni. Koraa
oTnpaBuTenb nonyuymt Pause frame, oH fONXKEH NPEKPaTUTb OTNPABKY COOBLLEHNI Ha nepuog,
«BpeMeHu oxumpaHua» (wait time), ykasaHHoro B Pause frame u npogoKuTb OTNpPaBKY
COOOLEHNI NOC/e OKOHYaHMA «BPEeMEeHU oOXuaaHua». [ns ycTponcts, paboTaowmx B
nonyayniekCHOM pexume, obecneymBaeTca MNOAAEP)KKA PeXMMa ynpaBaeHUMA MOTOKOM
MeToAO0M obpaTHOro AasneHus. [leno B Tom, YTO NPUHUMAOLWANA CTOPOHA HAMEpPEeHHOo co3aaeT
KOHOMKT MAK BblgaeT curHan Hecywei. CooTBETCTBEHHO, Korga oTnpaBuTenb obHapyKuBaeT
KOHOIMKT MM CUTHAN Hecywen, HeobxoaMma 3a4epKKa nepesayn AaHHbIX.

Curr Rx/Curr Tx

®PyHKUMA: oTOOpaXKeHWe cTaTyca ynpaBaeHUA NOTOKOM Ha NopTax.

MakcumanbHblii pasamep Kagpa (Maximum Frame Size)

Hactpausaembiii aAnanasoH: 1518 ~ 9600 6aur.

3HavyeHue no ymonyaHumo: 9600 6anT.

®PyHKUMA: HACTPOMKa MaKCMManbHOrO pasmepa MnakeTa, NPUHUMaemMoro nopTom. [lakeTsbl,
pa3mep KOTOpbIX NPEBbILIAET YKa3aHHOe 3HauyeHne, oTbpacbiBatoTCA.

C6poc (Reset)

Onuuu: Enabled/Disabled (BbikntoueHo/BKato4yeHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®yHKumA: COpOCUTb NOPT UK HET.

2. OTobpaskeHue CTaTUCTUKM NOPTOB

Port Statistics Overview

Port Packets Bytes Errors Drops Filtered
Received | Transmitted | Received | Transmitted | Received [ Transmitted | Received | Transmitted | Received

1 0 0 0 0 0 0 0 0 0

2 0 0 0 0 0 0 0 0 0

3 2511 2031 482759 880414 0 0 0 ] 824

4 0 0 0 0 0 0 0 0 0

5 0 0 0 0 0 0 0 0 0

Puc. 58. Ctatuctnka noptos
MoprT (Port)

HaxmuTe <port> gns BbiBoAa CTPaHULbI C AeTaNM3aUMEN CTAaTUCTUKN NO KOHKPETHOMY MOPTY.
Naketbl (Packets)

OTobparkeHne KoMYeCcTBa NakeToB, KOTOPbIe OTMNPAaBAAET M NOAYYaET KaXKAbli NOpT.

baiiTbl (Bytes)

OTobparkeHne KonnyecTsa 6aiT, KOTopble OTNPABAAET U NOJYYAET KaXKabli NOPT.
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OwunbKu (Errors)

OTobparkeHne KoNMYecTBa MaKeToB C OWMBKamMM, KOTopble OTNPaBAAET M MOJyYaeT KarKabln
nopr.

OT16poc (Drops)

OTobparkeHrMe KonuMyecTBa MNaAKeToB, KOTopble Oblin  OTOpOLWEHbl WK3-3a  KOHMUKTOB
npuema/nepenayv AaHHbIX.

NonyueHo otdpunbrpoBaHHbIX (Filtered Received)

OTobparkeHne KoNMYecTBa NakeTos, KOTopble BblIN OTPUALTPOBAHbI NPU NPUEME AaHHbIX.

3. OTobparkeHne AeTanbHOW CTaTUCTMKKM NOpTa
HaxkmuTe <port> ana BbiBOAA CTPAHULbI C AeTan3aLMelN CTaTUCTUKN MO KOHKPETHOMY NOpPTY.

Detailed Port Statistics Port 1 [Port 1 v]Auto-refresh ()

Receive Total T Transmit Total
Rx Packets 2081 Tx Packets 3607
Rx Octets 405707 Tx Octets 639551
Rx Unicast 760  Tx Unicast 633
Rx Multicast 11681 Tx Multicast 2973
Rx Broadcast 160 Tx Broadcast 1
Rx Pause 0 TxPause 0
Receive Size Counters Transmit Size Counters
Rx 64 Bytes 696 Tx 64 Bytes 79
Rx 65-127 Bytes 398 Tx 65-127 Bytes 26
Rx 128-255 Bytes 566 Tx 128-255 Bytes 3351
Rx 256-511 Bytes 350 Tx 256-511 Bytes 26
Rx 512-1023 Bytes 61 Tx 512-1023 Bytes 49
Rx 1024-1526 Bytes 10 Tx 1024-1526 Bytes 76
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters | Transmit Queue Counters
Rx Q0 2081 Tx QO 0
Rx Q1 TxQl 0
Rx Q2 Tx Q2 0
Rx Q3 0
Rx Q4 Tx Q4 0
Rx Q5 Tx Q5 0
0
7
0
0

TxQ3

0
0
0
0
0
Rx Q6 0 TxQb
Rx Q7 0 TxQ7f 360

0

0

0

[}

0

0

8

Receive Error Counters Transmit Error Counters

Rx Drops

Rx CRC/Alignment

Rx Undersize

Rx Oversize

Rx Fragments

Rx Jabber

Rx Filtered 104

Tx Drops
Tx Late/Exc. Coll.

Puc. 59. letanbHaA cTaTUMCTUKA NopTa

8. Hactpoiika Q0S

8.1. BeepeHwue

®yHKumMAa QoS (Quality of Service) nossonset guddepeHUNPOBaATL CEPBUCHI, B 3aBUCUMOCTM OT
pa3HbIX TPeboBaHUI B YCNOBUAX OrPaHUYEHHOM MPOMYCKHOM CMOCOBHOCTM MYTEM KOHTPOAS
TpaduKa MU ynpasneHMa NoTokom Tpaduka B IP ceTax. QoS nbiTaeTca yAOBNETBOPUTL 33434u
nepegayn [aHHbIX Pas/IMYHbIX CEePBUCOB, CHU3UTb 334EPKKM B Mepenayn OaHHbIX U
MWHUMM3UPOBATL IPPEKT OT 3a4EPKEK, B 3aBUCMMOCTM OT NPUOPUTETA CEPBUCA.
Knaccndumkauma TpaduKka, KoHTponb TpaduKa, dopmupoBaHMe Tpaduka, ynpassieHue
neperpyskou 1 npeaoTBpaLLeHNE NEPErpy3Kkn ABNAIOTCA OCHOBHOM KoHuenumein QoS.
Knaccudumkauma TpaduKka: maeHTMOUMUMPYET OOBLEKT Ha OCHOBE OnpeAeneHHbIX NpaBun
conocTaBnieHua. KnaccuouKkaums TpaduKa - ocHoBononararowas ¢pyHKuma Qos.

KoHTponb TpadurKa: KOHTPOIMPYET CKOPOCTb TPaduKa NaKeToB, NepesaBaeMbiX Ha YCTPOMCTBO.
Korga ckopocTb TpadmKa NpeBbilaeT YKa3aHHYH CKOPOCTb, YCTPOWCTBO MPUHMMAET MepbI
OrpaHMYEHUA WU 3aWMUTbl CETeBbIX pecypcoB. KoHTponb TpaduKka noapasgensercs Ha
KOHTPO/b TPadpUKa Ha OCHOBE MOPTOB U KOHTPO/Ib TPadMKa Ha OCHOBE oYepesen.
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dopmumpoBaHue TpaduKa: peryampyer ckopocTb padpmka. PyHKUMA HaNpaBaeHa Ha aganTauumio
TpaduMKa K AOCTYNHbIM CETEBbIM PecypcaM HWUCXOAALLEro YCTPOMCTBA ANA NpeaoTBpalLeHuA
HeHy>KHOro oTbpacbiBaHMA MakeToOB U neperpyskn. PopmmposaHue Tpaduka noapasgenserca
Ha ¢opmupoBaHMe TpaduKa Ha OCHoBe NOpPTOB M QopmupoBaHMe TpadMKa Ha OCHOBE
oyepegen.

YnpaBneHne neperpyskon: 3To 06M3aTeNbHO ANA peweHua npobnembl KOHKYpeHUMW 3a
pecypcbl. YnpasneHue neperpyskor KIWMpyeT MaKeTbl B o4vepessax W onpegenset
nocnenoBaTeNIbHOCTb  NEPECbIIKM  MAKETOB Ha OCHOBE  OMNPEeAEeNeHHOro  anroputmMma
NNaHUMPOBaHKUA, obecneyunBan NPeAnoYTUTENbHYIO NEPECBIIKY ANA KAOUYEBLIX CNYHKO.
MpepoTBpalleHNe Neperpysok: YpeamepHOe KOIMYECTBO 3a4EPKEK Mepeaayn AaHHbIX MOryT
nospeguTb AaHHbIM, MepegaBaeMbiM 4yepe3 ceTb. PyHKUMA NpefoTBPALLEHUA Neperpysok
CNeauT 3a UCNONb30BAaHUEM BCEX CETEBbLIX pecypcoB. MNpu obHapyKeHUN NOBbIWEHHOFO YMCAa
3afepKeK, [AaHHaa OYHKUMA 3anyckaeT MexaHWsm npeaynpeauTenbHoro otbpacbiBaHuMA
MaKeToB U U3MEHAET KOIMYECTBO NepeaaBaemMblX AaHHbIX ANA M36aBAEHMA OT NeperpysKku cetu.

8.2. MpuHumn paboTsbl

Kaxkablh NOpT KOMMYTaTOPOB 3TOM CeEPUM NoAAepPKUBAET 8 odyepeneit KawmposaHusa ot 0 go 7
B NoOpAgKe BO3pACTaHUA NpuopuTeTa.

Korga Kagp gocturaet nopta, KOMMyTaToOp onpegenser odepesb oA Kagpa B COOTBETCTBUMU C
nHpopmaumMen o Kagpe U AaHHbIX nopTa. KommyTaTopbl 3TOM CcepuM Moaaep’KuBatoT
Knaccudukaumio Tpadmka B CAeOyoLWmnX Penmax oTobparkeHns odyepeau: nopT, MHopmaums
3aronoBka 802.1Q, KopoBas Touka auddepeHumpoBaHHbIX ycnyr (DSCP) M KOHTPO/bHbIN
cnucok QoS (QCL) c npuopuTeToM B NopsKe Bo3pacTaHuUA.

Mpn nepecblike AaHHbIX NOPT UCNONb3YET PEXMM NNAHUPOBAHMA AaHHbIX B 8 oyepeasx B
COOTBETCTBMMU C MPOMYCKHOM CNOCOOHOCTbIO KaxaoW o4vepean. KommyTtatopbl 3TOM cepum
NoAAEP’KMBAIOT ABa PeXMMa MNAaHUPOBaHMA: 6 B3BeELIEHHbIX o4yepeaed u SP (cTporui
npuopwuTteT, Strict Priority).

WRR (Weighted Round Robin) nnaHupyeT noTokn AaHHbIX Ha OCHOBE BECOBOrO OTHOLLEHMA.
Ouepegm MNosyy4atoT MPOMYCKHYH CNOCOBHOCTb B 3aBUCMMOCTM OT MX BECOBOrO OTHOLLEHMA.
WRR oTgaetr npuoputeT ouepensm C BbICOKMM COOTHOLIEHMEM Beca. bonbuyto nonocy
NponycKaHuA BblAENAOT ovepenam ¢ 6onee BbICOKMM KoadduumeHTOM Beca.

B pexume SP npeanoytutenbHO MNepecbiNaloTca NakeTbl C BbICOKMM npuoputetom. OH B
OCHOBHOM MCNONb3YyeTca ANs nepefadynm AaHHbIX C MaKCMMasbHbIM npuoputetom. Ecam kaap
nonagaeT B o4yepedb C BbICOKMM MPUOPUTETOM, KOMMYTATOP MpPeKpalaeT naaHUMpoBaHue
oyepeselt C HU3KMM MNPUOPUTETOM WM HauyMHaeT 06PabOTKy AaHHbIX O4Yepenu C BbICOKMM
npuoputeTom. Korga oyepesb C BbICOKMM MPUOPUTETOM HE COAEPHKUT AaHHbIX, KOMMYTaTOpP
HaunHaeT obpabaTbiBaTb AaHHbIE o4Yepean ¢ 6onee HU3KMM NPUOPUTETOM.

6-A B3BeweHHaa ouyepeab (Queues Weighted) o3HauyaeT, 4yTO oOuepeap 6 u o4vepeap 7
NCNONb3YIOT PEXMM MIAHMPOBAHUA CO CTPOrMM npuopuTeTom, a ovyepeam 0 ~ 5 ncnonbsyroT
pexxnm nnaHnposaHma WRR. [laHHble B ovyepean 7 obpabaTtbiBatoTca A0 AaHHbIX B odepeam 6.
Korga oyepeab MaKCMManbHOrO npuopuTeTa MycTa, YCTPOWMCTBO NepexoguT K nepepaye
OaHHbIX cieaytowen no Ba*KHOCTM ovyepeamn 1 TaKk ganee.

8.3. HacTtpoika yepe3s Web-untepdeitc

1. HacTpolika perKmMma conocTaBneHua oyepesei Ha OCHOBe NOPTOB.
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Qo3 Ingress Port Classification

Port | CoS [ DPL | PCP | DEI | Tag Class. | DSCP Based | Address Mode
[ov] o v[ev]ov] 0 =~
1 0v Disabled 0O
2 0v Disabled O
3 0v Disabled O
4 0v Disabled O
5 |0w| 0w |[0w| [0w| Disabled O Source w

Puc. 60. Hactpoika QoS

CoS

HacTpansaemblii ananasoH: 0 ~ 7

3Ha4vyeHMe no ymonyanumio: 0

PyYHKUMA: HAaCTPOIKa 3HauYeHUA nopTa CoS No ymonyaHuto.

OnucaHue: 3HaveHne CoS onpegendaeTt ovepenb XpaHeHUA NnakeToB. 3HavyeHne CoS HaxoauTcA B
Amana3oHe oT 0 4o 7, YTO COOTBETCTBEHHO COOTBETCTBYET ovepean ot 0 go 7. Nocne T0ro, Kak
NakeT nepegaetca Ha KOMMYTATOp, KOMMYTAaTOp NpucBamBaeT NakeTy 3HaveHue CoS. Ecau
NMO/ly4YeHHbI TEerMpoBaHHbIA NAKeT, a KnaccuduKauma Teros OTKAOYEHa, MO0 NONYyYEeHHbIN
nakeT He TerMposBaHHbIN, 3HaYeHne CoS B nakeTe asaseTca 3HadeHnem CoS nNo ymonyaHuo ans
nopTa, KOTOPbI NOMyYaeT Naker.

PCP

Hactpausaembit amanasoH: 0 ~ 7

3HauyeHune no ymonyaHuto: 0

dyHKUMA: HacTpoMKa 3HayeHusa napametpa PCP (Priority Code Point) no ymonyaHuio Aana
nopra.

OnucaHMe: ecnn NakeT He TerMpoBaHHbIN, NpUopuTeT B Tere AobaBNAeTCA K NakeTy, KOTOPbIN
ANA nopta Aaaerca 3HavyeHmem PCP no ymonyaHmio.

DEI

HactpauBaembit amanasoH: 0~ 1

3Ha4yeHue no ymonyaHuto: 0

dyHKUMA: HacTpolKa 3HadYeHns napameTtpa DEI (Drop Eligible Indicator) no ymonuanuio ana
nopra.

OnucaHue: ecnu nNakeT He TerMpoBaHHbIK, CFl B Tere gobaBnseTca K MaKeTy, KOTOPbIM AnA
nopTa asnaetca 3HayeHnem DEI no ymonyaHumio.

2. HacTtpowka pexrMma conocTaBieHna ovepenm Ha OCHOBE 3aro/0BKa Kagpa 802.1Q.
Haxmute <Tag Cliass> (cm. Ha puc. 60), 4ToBbl OTKPbITb CTPAHWULY HACTPOEK PEeXMMA
COMOCTaB/IeHMA oYepeam 3aroioBKa Kagpa 802.1Q (cm puc. 61).
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QoS Ingress Port Tag Classification Port 2
Tagged Frames Settings

| Tag Classification || Enabled v||

(PCP, DEI) to (QoS class, DP level) Mapping

PCP | DEI | Qo5 Class | DP Level
= = B
0 0 (2 @ [0 &
0 1 EEE
1 0 [0 & [0 &
1 1 0 M (1 ™
2 0 [z M| [0 &
2 1 [z M [1 ™
3 0 E
3 1 E
4 0 4 » [0 &
4 1 4~ (1~
5 0 (5 = [0 v
5 1 5w [t
5 0 (6 | [0 |+
6 1 6 v [1 v
7 0 [T & [0 &
7 1 T s~ (1~

[ Submit H Feset H Cancel l

Puc. 61. Hactpolika perknma conocTaB/eHNs odepeam 3aronoBKa Kagpa 802.1Q

Knaccudukauyua tera (Tag Classification)

Onuwuun: Enabled/Disabled (BbikntoueHo/BkatoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®yHKUMA: BKAOYEHNE U BbIK/IIOYEHUE PeXXMMa OTOBpaXKeHUs ouepean Ha OCHoBe MHPOopMaLUK
3aronoBKa 802.1Q. ITOT perkum oTobparkeHua oyepean umeet 60Jiee BbICOKUI MPUOPUTET MO
CPaBHEHMIO C PEXMMOM 0TOBpParKeHMA oyepeamn Ha OCHOBE NOPTOB.

( | PeXXMM CcOMOCTaBNeHMA ouepeauM Ha OCHOBe WHpopmMaumum 3aronoska 802.1Q
NPMMEHNM TOJIbKO K TETMPOBAHHbIM NakeTam, MPUHMMAEMbIM MOPTOM.

- v/

Conocrtasnenue (PCP, DEI) k (knacc QoS, yposeHb DP) ((PCP, DEI) to (QoS class, DP level)
Mapping)

Hactpausaembiii ananasoH: 0 ~ 7 (QoS class), 0 ~ 1 (DP Level).

3HayeHMe NO YMOJIMaHUIO: AManasoH 3HadyenHuint PCP - 0, 1, 2, 3, 4, 5, 6 n 7, KoTopble
COOTBETCTBEHHO COMOCTAaBAAOTCA € Knaccamm QoS 1, 0, 2, 3,4, 5, 6 n 7. 3HayeHMe gnanasoHa
DEIl coctaBnaet O n 1, KoTopble COOTBETCTBYIOT ypoBHAM DP O u 1.

®yHKLMA: HacTpoiKa conoctasneHua (PCP, DEI) k (CoS, DPL) Ha ocHoBe 3HauyeHuit PCP n DEIl B
nakeTax AaHHbIX.

OnuncaHue: knacc QoS akBmBaneHTeH 3HayeHUto CoS. 3HavyeHne CoS onpepensaeTt oyepedb oA
XpaHeHMA nakeTos, a 3HavyeHmAa CoS 0-7 cooTBeTcTBYHOT ovepegam 0-7. Nocae Toro, Kak naker
nepefaH KOMMYTaToOpy, KOMMYTaTOp Ha3Ha4vaeT nakeTy 3HavyeHne CoS n DPL. 3HayeHune CoS u
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3HayeHue DPL naketa (CoS, DPL) conocrtasnstotca c (PCP, DEIl), ecnn npuHATbIA NakeT
TEerMpoBaHHbIN N BKAOYEHA KaccuduKaums Teros.

Bbl moxeTe BblbpaTb MOPT ANA HACTPOWMKM PEXMMA COMOCTAB/EHMA OYepeau Ha OCHOBe
nHpopmaumm 3aronoska 802.1Q B NpaBOM BEPXHEM YTy CTPAHULbI.

3. Hactpoitka ternposaHua 802.1p.

QoS Egress Port Tag Remarking

Port | Mode
Classified
Mapped
Default
Classified
Classified

11 [ [ ID =

Puc. 62. Hactpolika TermpoBaHua 802.1p

Pexxum TernpoBaHua (Mode)

Onuuu: Classified/Mapped/Default (Knaccudpmumposan/ConocrasneH/MNMo ymonyaHuio)
®OyHKUMA: pexum cmeHbl TeroB 802.1p, Korga MWCXo4AwWwMK MNOPT NepecbiaeT NaKeTbl.
N3meHeHne TeroB 802.1p ucnonb3yetca ana obHoBneHua 3HayeHuss PCP u 3HauyeHusa DEI B
naKeTax, Koraa UcXoaalmi NopT NnepecbiNaeT NaKeTbl.

( | Ecnn nakeTbl, nepecbliaeMble UCXOAALLMM NOPTOM, He TerMpoBaHbl, PYHKLUMA CMEHbI
Teros 802.1p HegoCTyNHa.
HaxkmuTe <Port>, yto6bl NepeinTn Ha CTpaHULY HAaCTPOMKM TernposaHua 802.1p.

1.1. HacTpolika pexxuma TermposaHusa 802.1p Kak «KnaccudpuuymposaHo» (Classified):

QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Classified w |

[ Submit ][ Eezet ][ Cancel ]

Puc. 63. 802.1p Kak «KnaccudumumposaHHbiin» (Classified)

Pexkum o6HoBneHuA Teros (Tag Remarking Mode)

Onuuu: Classified/Mapped/Default (Knaccudpmumposarn/ConocrasneH/MNMo ymonuaHuio)
3HavyeHune no ymondanuio: Classified (Knaccudmumposan)

PyHKUMA: HacTpolka pexuma TermposaHusa 802.1p Kak 3HayeHue «KnaccuopumumpoBaHoO»
(Classified): PCP v DEI B nakeTax He 0OHOBAAKOTCA, KOrAa UCXOAAWMIA NOPT Nepechl/IaeT NaKeTbl.
Bbl moKeTe BbI6paTbh NOPT ANA HACTPOMKKN pexuma cmeHbl Teros 802.1p B NpaBoM BepXHEM
yray cTpaHuubl.

1.2. Hactpolika pexuma TermposanHus 802.1p «Mo ymonyanuio» (Default):
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QoS Egress Port Tag Remarking Port 3

| Tag Remarking Mode | Default  ~|

PCP/DEI Configuration

Default PCP |5 +|
Default DEI [0 |

[ Submit ”_ Reset ][ Cancel ]

Puc. 64. 802.1p B pexkume «Mo ymonyaHuio» (Default)

Pexxum ob6HoBneHua Teros (Tag Remarking Mode)

Onuuu: Classified/Mapped/Default (Knaccudpmumposan/ConocrasneH/MNMo ymonyaHuio)
3HayeHue no ymonyanutio: Classified (Knaccudumumposan)

dyHKUMA: HAcTpolKa pexxum TermpoBaHua 802.1p Kak 3HadyeHune «Mo ymonyaHuio» (Default):
PCP n DEI B nakeTax 06HOBIAKOTCA A0 3HAYEHWUI MO YMONYAHUIO (CM. 3HAUYEHUS B HUMKHEN YacTU
CTPaHMLbI), KOTAA UCXOAALLMIN MOPT NepecbiiaeT NaKeTbl.

PCP no ymonuaHuio (Default PCP)

HactpauBaembit amanasoH: 0 ~ 7

3Ha4veHMe no ymonyanumio: 0

®PyHKUMA: HAaCTPOMKa 3HaYeHMA napameTpa PCP no ymon4aHWUIO oA UCXOAALLEro NopTa.

DEI no ymonyanuto (Default DEI)

Hactpaneaembit gmanason: 0~ 1

3Ha4yeHMe no ymonyanumio: 0

®PyHKUMA: HAaCTPOMKa 3HaYeHMA napameTpa DEI no ymonyaHuio ana ncxogduLero nopra.

Bbl MoKeTe BblbpaTb NOPT ANA HACTPOMKKU pexnma cmeHbl TeroB 802.1p B NpaBoM BepXHEM
yray CTpaHuupl.

1.3. Hactpolika pexuma Termposanma 802.1p Kak «ConoctasneH» (Mapped):

QoS Egress Port Tag Remarking Port 2

| Tag Remarking Mode | Mapped v

(QoS class, DP level) to (PCP, DEI) Mapping

QoS Class | DP Level [ PCP DEI
* * <> <

L e S o L LS
e A 5 L S

1]
1
0
1
1]
1
1]
1
1]
1
1]
1
1]
1
1]
1

LI R PR X T QY SN SN VISV T R =]
P R R O O O — R
= m| o oo e e w oo =] -~

[ Submit H Rezet H Cancel ]

Puc. 65. 802.1p B pexkume «ConocrtasneH» (Mapped)
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Pexxum ob6HoBneHua Teros (Tag Remarking Mode)

Onuuu: Classified/Mapped/Default (Knaccupunumposarn/ConocrasneHo/MNMo ymonyaHuio)
3HauyeHune no ymonyaHuto: Classified (KnaccuoumumposaH)

®PyHKUMA: HACTpoMKa pexum TermpoBaHusa 802.1p Kak 3HayeHue «ConoctaBneH» (Mapped):
PCP n DEl B naketax obHosnsiotca ao (PCP, DEl), conoctaBneHHoro ¢ (CoS, DPL), Korpa
ncxogAWMM nopT nepecbinaeT naketbl. ConocTtaBneHMe HaCTPaMBAETCA B HUMKHEM 4acTu
CTPaHMLbI.

ConocraBneHue (Knacc QoS, yposeHb DP) Kk (PCP, DEI) ((QoS class, DP level) to (PCP, DEI)
Mapping)

HacTtpauBaembiit guanasoH: 0~ 7 (PCP), 0 ~ 1 (DEI).

3HayeHMe MO YMOAN4YaHWUIO: AnanasoH Knaccos QoS - 0, 1, 2, 3, 4, 5, 6 n 7, KoTOpble,
COOTBETCTBEHHO, COMOCTaBAAOTCA CO 3HavyeHmamum PCP 1, 0, 2, 3, 4, 5, 6 u 7. Qnana3oH
3HayeHui DP coctasnaeT 0 n 1, KoTopble, COOTBETCTBEHHO, CONOCTABAAOTCA CO 3HaYeHnAMmM DEI
Onl.

®yHKUMA: HacTpolKa conoctaBneHua (CoS, DPL) K (PCP, DEI) Ha ocHoBe 3HayeHuit CoS n DPL B
nakeTax AaHHbIX.

Bbl MoKeTe BblbpaTb NOPT ANA HACTPOMKM pexkuma cmeHbl TeroB 802.1p B NpaBoM BEPXHEM
yray cTpaHuupl.

4. BKAOYEHUE peXxkrma ComnocTaB/eHusa ovepeaen Ha ocHoBe DSCP.

Qo3 Ingress Port Classification

Port [ CoS [ DPL [ PCP | DEI [ Tag Class. | DSCP Based | Address Mode
ez v v (22w v| W <> v
1 [0v] o~ Diabes O
210~ ]lov Disabled [
3 0v Disabled
4 0w Disabled O
5 0w Disabled Source v

Puc. 66. Pexxnum conocrtassieHns oyepeaen Ha ocHose DSCP

ConocrtasneHue Ha ocHoBe DSCP (DSCP Based)

Onuuu: Enable/Disable (Bkatountb/BbIKa04MTD)

3HayeHue no ymonyanuto: Disable (BbikntoueHo)

PYHKUMA: BKAOYEHNE N BbIKIOYEHNE pPEXMMA CONOCTaBAEHMA ovepeaeit Ha ocHose DSCP. 3ToT
DPpexnm conoctaBneHus odepean umeeT 6osiee BbICOKMM NPUOPUTET MO CPABHEHUIO C
peXMmMOM COMOCTaB/IEHNA o4Yepean Ha ocHoBe MHPopmaumm 3aronosKka 802.1Q.

5. BkawouyeHune npeobpasoBaHua DSCP BxopgdAwiero nopta U ¢yHKumMn nepesanucu DSCP
ncxogALLero nopra.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM10A-D

QoS Port DSCP Configuration

Port Ingress Egress
Translate [ Classify Rewrite
0 [ vile v
1 O [Disable ~| [Disable v|
2 O [Disable | [Disable ~|
3 [Al ~| [Enable ~|
4 O |Disable v | [Disable v
5 O [Disable | [Disable v

Puc. 67. Hactpolika ¢pyHKumMi nopta DSCP

Mpeo6pa3soBaHue (Translate)

Onuuu: Enable/Disable (Bkntountb/BbIKA04MTD)

3HayeHue no ymonyanuto: Disable (BbikntoueHo)

®PyHKUMA: BKAOYEHME U BbIKNOYEHNE Npeobpa3oBaHms 3HavyeHMa DSCP B nakeTe, NoNy4eHHOM
BXOAALWMM nopToM. Ecnm ycTaHoBneHO 3HayeHue «Enable», 3HaueHne DSCP npeobpasyetca B
CooTBEeTCTBMMU € Tabanuen npeobpasosaHnsa DSCP (KonoHKa «Translate» Ha puc. 69).
Knaccudukarop (Classify)

Onuuu: Disable/DSCP=0/Selected/All (Bbikntounts/ DSCP=0/BbibpaHo/Bce)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

dyHKUMA: ecan  ana napametpa «Rewrite» 3agaHo 3HadeHue «Enable» Bbibupaetcs
nepesanncaHHoe 3HavyeHne DSCP ucxogAawero nopra.

OTknoumnThb (Disable): 3HaueHne DSCP B nakeTax He Nepe3anncbiBaeTca, Koraa UCXOAsaLWmniA nopT
nepecblnaeT nakeTbl.

DSCP = 0: ecnu 3HayeHua DSCP B nakeTtax pasBHbl 0 U UCXOAAWMK MOPT MepPechbiIaeT NakeThbl,
3HayeHuA DSCP B nakeTax nepesanucbiBalOTCs B COOTBETCTBUM C Knaccudukaumen Ha puc. 70.
BbibpaHo (Selected): ecnn 3HauyeHus DSCP B nakeTax sBAAKOTCA BblOpaHHbIM 3HayeHUEM
(konoHKa «Classify» Ha puc. 69) U ncxoasawmn NOPT NepecbinaeT nakeTbl, 3HayeHns DSCP B
nakeTax nepesanuncbiBaloTCA.

Bce (All): Korma wucxofAawmii nopT nepecbifaeT nakeTbl, 3HadeHua DSCP B naketax
3aNM1CbIBAOTCA B COOTBETCTBUM C Knaccudukaumen (cm. puc. 70).

MNepe3anucb (Rewrite)

Onuwun: Disable/Enable/Remap DP Unaware/Remap DP Aware

3HayeHue no ymondanuio: Disable (BbikntoueHo)

®PyHKUMA: HAaCTPOMKA pexnma nepesanucy 3HadeHna DSCP B nakeTtax, Korga ncxogawmm nopt
nepecblnaeT nakeTbl.

Otknoumntb (Disable): 3HaueHmMa DSCP B nakeTax He Mepe3anmcbiBaloTCA, KOrda UCXoAALLUM
nopT NepecbiNaeT NakeThbl.

Bkntountb (Enable): Koraa mcxoaawmii nopT nepecbifiaeT NakeTbl, BOSMOXHOCTb Nepesanunucu
3HayeHui DSCP B nakeTax onpenenneTca Ha ocHoBe HacTpoek Knaccuoumkatopa (Classify).
Remap DP Unaware: 3HaueHna DSCP B nakeTax nepe3anucbiBaloTCA Ha OCHOBE COMNOCTaBAEHUA
(ctonbeuy, «Remap DPO» Ha puc. 69) us (DSCP, DPL=0) B DSCP, Korga ucxopAwmin nopt
nepecblnaeT nakeTbl.
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Remap DP Aware: 3HayeHua DSCP B makeTax nepe3anucbiBalOTCA HA OCHOBE COMNOCTAaB/IEHMA
(konoHKM «Remap DPO» n «Remap DP1» Ha pwuc. 69) ns (DSCP, DPL) 8 DSCP, Koraa ucxoasiumm
NOpT nepecblaaeT NaKkeTbl.

6. HacTpoiika pexxunma conoctaBieHus odepeaei Ha ocHose DSCP.

DSCP-Based QoS Ingress Classification
DSCP [ Trust [ QoS Class [ DPL

<EW <

x

0 (BE)
)

(CS1)

(= e B = T s R S 7S R L]

ol [al el e [a] [ m] e el [al el [=
0 10 0 0 O 0 5 0 4 9

OO0O00O00FEBOO0OOO

10 (AF11)

Puc. 68. Hactpolika perkmma conocTaB/ieHns odepeneit Ha ocHose DSCP

[oBepeHHblit pexkxum (Trust)

Onuuu: Enable/Disable (Bkatountb/BbIKA04MTD)

3HayeHue no ymonyanuto: Disable (BbikntoueHo)

PYHKUMA: BKAOYEHNE U BbIK/IOYEHNE AOBEPEHHOrO pernuma 3HavyeHusa DSCP.

( | PexXMM conocTasieHunsa odyepeaeit Ha ocHoBe DSCP npMMEHMM TONbKO K 3HAYeHUAM
DSCP B nakeTax, NOAy4YeHHbIX MOPTOM, KOTOPbIN ABNAETCA AOBEPEHHbIM.

\ v/

Knacc QoS (QosS Class)

Hactpausaemblii aAnanasoH: 0~ 7

3HauyeHue no ymonyaHuto: 0

PyHKUMA: HacTpoliKa conocTtaBneHnAaDSCP k CoS.

OnucaHune: Knacc QoS skeuBaneHTeH 3HadeHuto CoS. 3HaueHne CoS onpependeTr ovepenb
XpaHeHMA nakeTos, a 3HayeHua CoS 0 ~ 7 cooTBeTtcTBYIOT ovepeaam 0 ~ 7. [locne Toro, Kak
naket co 3HayeHnem DSCP, apnstowminca goBepeHHbIM, NepegaH KOMMYTAaTopy, KOMMYyTaTop
BblaenseT 3HadeHue CoS B nakeTe B COOTBETCTBUMN C oTobparkeHnem ot DSCP k CoS.

3HayeHune CoS Ha ocHoBe npeobpa3oBaHHOro 3HaveHuA DSCP. B npoTuBHOM cnyyae
KOMMYTaTop BblaenaeT 3HadeHne CoS Ha ocHoBe ucxoaHOro 3HayveHua DSCP B
nakeTax.

m Ecan ana sxopAawero nopra BKAOYEH pexum «Translate», kommyTtaTop Bblaenset
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7. Hactpowka pexunmos npeobpasoBaHua n nepesanmcm DSCP.

DSCP Translation

il I T 'Ir:grml CIassifyI fomn DPlfg]esiiemap P
z < v < vl [« v
0 (BE} 7 v 0 (BE) ~| |0 (BE} v
1 5 v 1 v 1 v
2 8 (C51)  » 2 v |2 v
3 3 v ] 3 v |3 v
4 4 v O & (CS1)  »| |4 v
[ 5 v [F1 ] v| |B v
6 4 v O 4 v |6 v
7 T v ] T w| [T v
3(CS1) g (CS1) v O % (CS1) w8 (CS1) v
9 9 v ] 9 v |9 v
10 (AF11) [10 (4F11) v O 10 (4F11) ~| [10 (4F11)

Puc. 69. HacTpoiika pexxmmoB npeobpasoBaHua n nepesanuncu DSCP

Mpeo6pa3soBaHue (Translate)

Hactpansaemblii ananasoH: 0 ~ 63

®PyHKUMA: HacTpoMKa Tabaumubl NnpeobpaszoBaHnsA 3HaYeHn DSCP.

Knaccudukarop (Classify)

Onuuu: Enable/Disable (Bkntountb/BbIKA04MTD)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

®PyHKUMA: 3TOT nNapameTp MCNOAb3yeTcA AAA YCTAaHOBKM BblbpaHHOro 3HayeHus DSC, ecam
3HauyeHue Knaccudukatopa (Classify) yctaHoBneHo KaK «BbibpaHo» (Selected).

DSCP sBnsetca 3HayeHMem DSCP nocne npeobpa3oBaHuAa. B npoTuBHOM cayyae

m Koroa ansa BxodAuiero noprta BKAOYEH peskum «Translate», BbibpaHHOe 3HauyeHue
o
BblbpaHHOe 3HayeHne DSCP siBnseTca ncxogHbim 3HadyeHnem DSCP B nakeTax.

Remap DPO/ Remap DP1
Hactpausaembiii aAnanasoH: 0 ~ 63
®yHKUMA: HacTpoMKa cornacoBaHus oT (DSCP, DPL) K 3HaueHuto DSCP.

8. Hacrtpoiika knaccudmkaumm DSCP.

D3CP Classification

QoS Class | DSCPDPD__ |  DSCP DP1
E <> <

(BE}
(BE)
(BE)
(BE)
(BE)

(BE}
(BE)
(BE)
(BE}
(BE}

(BE)
(BE)

(BE)
(EE)

- b R s S
o|lo|la|lo|lo|loa|o
LS 5 10 L (] [ S
o|lo|lo|lalelola|o
LS 5 10 L (] [ S

Puc. 70. HactpoiiKa perknmoBs npeobpasoBaHunsa 1 nepesanucu DSCP
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DSCP DP0O/DSCP DP1

Hactpausaembiii ananasoH: 0 ~ 63

®dyHKuMA: ycTaHoBUTe conoctaBneHne ot (CoS, DPL) Kk 3HauveHuo DSCP. Knacc QoS
3KBMBaneHTeH 3HadeHuto CoS. 3HauveHue CoOS onpepensaeT oyepenb XPAHEHWA MAKeETOB, a
3HayeHuna CoS 0-7 cooTseTcTBYIOT Ovepeaam 0-7.

9. Hactpoiika 3anucen QCL.

QoS Control List Configuration

ace ‘ Port | DMAC ‘ SMAC | T;‘:i ‘ VD ‘ PCP ‘ DEI ‘ F{;;"ee I =T DSCF‘?T“;;:P =T I

1 2 Unicast  Any Any Any  Any  Any  Any ] Default Default Default Default Default g+go

2 3 Any Any Any 10 46  Any Any 6 Default Default 6 0 Default

3 4 Any 00-00-00-00-00-23  Any Any  Any Any 1P 7 1 9 Default Default Default

5 Any  Any Any Any Any  Any  Any  Any 1 Default Default Default Default Default

4 Any  Any Any Untagged  Any  Any  Any  Any 4 Default Default Default Default Default
©)

Puc. 71. Hactpomka 3anumcei QCL

ConocTaBneHne o4yepenm NakeToB peanusyerca nyTem conoctaBneHus 3anuceit QCL. Kaxpaas
3aMMCb COCTOUT U3 HECKO/IbKUX YCI0BUIN B OTHOWEHUK nornyeckoro «M» (AND). Cuntaetcs, uto
MakeT, MNOJly4YeHHbIA MopTom, cooTBeTcTByeT 3anucu QCL TonbKo TOraa, Korga naker
ygosneTtsopaeT Bcem ycnosuam. 3anucu QCL HesaBMCKMMbI Apyr OT Apyra.

Koraa nmeetcs HeckosibKo 3anuceit QCL, ycTponcTBo cpaBHMBaeT naket ¢ 3anucammn QCL (oany
3a Apyron, csepxy BHM3). Kak TONbKO coBMageHWe HalZeHOo, BbINOJIHAETCA AencTBue, u
Ja/bHelliee cpaBHeHMe He nposoauTtca. Haxmurte <@>, ytobbl A06aBMTb HOBYIO 3anuck QCL;
HaxkmuTe <@>, yTob6bl pegakTMpoBath 3anmcb QCL; HaxkmuTe <®@>, ytobbl YaanuTb 3anucs QCL;
Haxkmute <O>, ytobbl NepemecTUTb TEKyLY 3anucb BBepx; Haxkmute <O>, yTobbI
NnepemecTuTb TEKYLLYIO 3aMNCb BHU3.

QCE - 310 wmaeHtudukatop 3anmcn QCL, KOTOPbIA HYMEpYyeTcs Ha OCHOBE BPEMEHHOM
nocnesoBaTe/IbHOCTM CO34aHNA 3arnucu.

10. HacTpolika napameTtpos 3anucen QCL.
10.1. Bbi6op NnopTa-y4acTHMKA, Ha KOTOPOM AelcTByeT Tekylian 3annck QCL.

QCE Configuration

Part Members
112[3]als5]6]7]8]9]10
O0O00CMOO000O O

Puc. 72. Bbibop nopta

NopT (Port members)
®yHKuMA: BbIGOP nopTa, Ha KOTOPOM AeicTByeT TeKywas 3anucb QCL. Bce nopTbl no
YMOYaHUIO ABAAKOTCA MOPTaMU-Y4aCTHUKAMMU.
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10.2. HacTpoliika napameTpos 3anucein QCL.

Key Parameters

DMAC iny v

SMAC Specific w |DU—DD—DD—DD—DD—23
Tag Arey L

VID by W

PCP Ay W

DEI ny W

Frame Type | | IPvd v|

Puc. 73. Hactpolika napameTtpos 3anucei QCL

DMAC

Onuwmun: Any/Unicast/Multicast /Broadcast

3Ha4yeHue No ymonyaHuto: Any

PyHKUMA: ycTaHOBKA ycnosuit ana MAC-agpeca HasHauyeHus. Echm MAC-agpec HasHayeHun B
nakeTte, MNONY4EHHOM MOPTOM-Y4aCTHMKOM, COOTBETCTBYET HACTPOMKAM 3TOro napameTpa,
YCNOBMeE BbINOAHAETCA YCMNELHO.

SMAC

Onuwnn: Any/Specific

3Ha4yeHue No ymonyaHuto: Any

®PyHKUMA: ycTaHOBKa ycnosun ana MAC-agpeca MCTOYHMKA. Ecnm ycTaHOBMEHO 3HauyeHue
«Specificy, HeobxogMmo HasHaumutb MAC-agpec. Korga wucxogHbin MAC-agpec B nakeTe,
Nosly4EHHOM MOPTOM-Y4AaCTHUKOM, COOTBETCTBYET HACTPOMKAm 3TOro napameTpa, ycaosue
BbINO/HAETCA YCNEeLHO.

Tag

Onuwun: Any/Untagged/Tagged

3HayeHue No ymonyaHuto: Any

PyYHKUMA: YCTAaHOBKA YC/IOBMIN TErMpoBaHHbIX NakeToB. Korga nakeT, NO/yYeHHbIA MOPTOM-
YYaCTHMKOM, COOTBETCTBYET HAaCTPOMKaM 3TOro napameTpa, YCI10BUE BbINOAHAETCS YCMNELIHO.
VID

Onuwun: Any/Specific (1 ~ 4095)/Range (1 ~ 4095)

3HayeHue No ymonyaHuto: Any

®dyHKuMA: ycTaHoBKa ycnosuii ans VID. Ecam yctaHoBneHo 3HadyeHue «Specific», Heobxoanmo
ycTaHoBUTb 3HayeHue VID. Korga ero 3HayeHuMe ycCTaHOB/EHO Kak «Range», Heobxoaumo
ycTaHosuTb AaunanasoH VID. Korga VID B nakete, MNOAy4eHHOM MOPTOM-YYACTHUKOM,
COOTBETCTBYET HACTPOIMKaM 3TOro napameTpa, yC10BMeE BbINONHAETCA yCnewHo. ITOT napameTp
HeOoCTyNeH, eciun ans napameTpa «Tag» ycTaHOBAEHO 3HayeHne «Untagged».

VID

Onuuu: Any/0/1/2/3/4/5/6/7/0-1/2-3/4-5/6-7/0-3/4-7

3Ha4yeHue No ymon4yaHuto: Any

®PyHKUMA: ycTaHoBKa ycnosuii ana PCP. Korga 3HayeHne PCP B nakeTe, NO/ly4eHHOM MOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HACTPOIMKaM 3TOr0 MapameTpa, YC/10BME BbIMONHAETCA YCMNeLWHO.
3TOT NapameTp HeAOoCTyNeH, ecin Ana napameTpa «Tag» ycraHoBeHO 3HadyeHne «Untagged».
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DEI

Onuwnn: Any/0/1

3Ha4veHue no ymonyanumio: Any

®PyHKUMA: ycTaHOBKa ycnosuin gna DEI. Korga 3HadyeHue DEl B nakeTe, nony4yeHHOM MOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HACTPOMKaM 3TOr0 napameTpa, yC/10BMe BbIMONHAETCA YCMNeLwHo.
3TOT NapameTp HeAOCTyNeH, eCN ANA NapameTpa «Tag» ycTaHOBAEHO 3HavyeHne «Untagged».
Frame Type

Onuwun: Any/EtherType/LLC/SNAP/IPv4/IPv6

3HayeHne no ymonyaHuio: Any

®yHKuMA: BbIOOP TMNA Kagpa.

10.3. Hactpoiika napameTpos EtherType.

EtherType Parameters

| Ether Type | Specific +| Value: UxiEIEEIE | |

[ Submit ][ Eezet H Cancel ]

Puc. 74. Hactpoiika napameTtpos EtherType

Ether Type

Onuwmn: Any/Specific (0x0600 ~ OxFFFF)

3Ha4yeHue No ymonyaHuto: Any

dyHKUMA: ycTaHoBKa ycnosuii ana DEI. Ecam ycTtaHoBieHO 3HadeHue «Specific», Heobxoanmo
yKasatb Tin Ethernet. Korga naket Ethernet, nonyyeHHbIi NOPTOM-Yy4aCTHUKOM, COOTBETCTBYET
HACTPOMKaM 3TOro NapameTpa, yCN0oBME BbIMNOIHAETCA YCNEeLHO.

10.4. HacTpolika napameTpoB Kaapa LLC.

LLC Parameters

DSAP Address | | Specific | Value: 0x|&0
SS5AP Address | | iny ~
Control Specific »| Walue: 0x/85

[ Submit H Feszet H Cancel

Puc. 75. Hactpoika napameTtpoB Kagpa LLC

DSAP Address/SSAP Address/Control

Onuuu: Any/Specific (0x00 ~ OxFF)

3HayeHue No ymon4vaHuio: Any

®PyHKUMA: YCTAHOBKa yCnoBWi pgnAa napametpos naketa LLC. Ecam pgna napametpos «DSAP
Address», «SSAP Address» nnu «Control» 3agaHo 3HavyeHue «Specific», Heobxoanmo BBecTH
KOHKpeTHoe 3HadeHue. Korga naket LLC, nonyyYyeHHbI MOPTOM-YY4AaCTHMKOM, COOTBETCTBYET
HACTPOMKaM 3TMX NapaMeTPOB, YC0BUE BbIMOJIHAETCA YCNELHO.
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10.5. HacTpolika napameTpos Kagpa SNAP.

SMNAP Parameters

| PID | | iny v |

[ Submit H Eezet H Cancel ]

Puc. 76. Hactpolika napameTtpoB Kagpa SNAP

PID

Onuuu: Any/Specific (0x0000 ~ OxFFFF)

3HayeHne no ymonyaHuio: Any

®PyHKUMA: YCTAaHOBKA YCNOBUIN Ana napameTpoB naketa SNAP. Ecin ycTaHOBNEHO 3HayeHwue
«Specific», Heobxoanmo BeecTn 3HayeHue PID. Korga PID B nakeTe SNAP, nosiy4eHHOM NOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HAaCTPOMKAM 3TOro NapameTpa, YC/I0BME BbINOHAETCA YCNeLWHO.

10.6. HacTpoiika napameTpos Kagpa IPv4/ IPv6.

IPv4 Parameters UDP Parameters

Protocol TP | Sport | | Specific v Value:|4154 |
SIp Specific | Value:[192.168.1.100| Mask: [255. 255. 256. Dport | | sny v

IP Fragment | | iny v |

DSCP Ary v

[ Submit H Rezet ” Cancel ]

Puc. 77. Hactpoika napameTpoB Kagpa IPv4

Protocol

Onuwun: Any/UDP/TCP/Other (0 ~ 255)

3Ha4yeHue No ymonyaHuto: Any

®PyHKUMA: YCTAHOBKA YCNOBUIA ANA TMMA NPOTOKOMa naketa IPv4. Ecim ycTaHOBNEHO 3HayeHue
UDP unnun TCP, HeobxoaMMO YCTaHOBUTb UAEHTUDUKATOP NOPTa UCTOYHUKA U naeHTUdUKaTop
nopta HasHayeHuA. Ecam  yctaHoBneHo 3HaveHue «Other», HeobxoAuMMO YCTAHOBMUTL
naeHTuouMKaTtop npoTokona. Korga TvN NPOTOKO/MA B MNaKeTe, MNOJYy4eHHOM MNOPTOM-
YY4aCTHMKOM, COOTBETCTBYET HAaCTPOMKAM 3TOro NapameTpa, YC/I0BME BbINOHAETCA YCMeLHo.
Sport/ Dport

Onuwmn: Any/Specific (0 ~ 65535)/Range (0 ~ 65535)

3Ha4yeHue No ymon4yaHuto: Any

®PyHKUMA: yCTaHOBKa ycnoBun ana wuaeHtuoukatopa (ID) nopta wmctouyHmka u ID nopta
HasHayeHuAa. Ecanm ans HUX ycTaHoBneHO 3HauveHue «Specificy, HeobxogmMmo yKasaTb
naeHTudumkaTop nopta. Ecam gna HUX yctaHoBNeHO 3HadyeHMe «Range», HeO6x0AMMO yKasaTb
AvanasoH wuageHTuduKatopos noptoB. Koraa wuaeHtndukatopbl noptoB B IP-nakerte,
NONYYEeHHblEe MOPTOM-Yy4aCTHMKOM, COOTBETCTBYIOT HACTPOMKam 3TOro napameTpa, YC/1oBue
BbIMOJIHAETCA YCNELWHO.

SIP

Onuuu: Any/Specific
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3Ha4veHue no ymonyanumio: Any

®PyHKUMA: yCTaHOBKA ycnoBuit ana IP-agpeca MCTOYHMKA M Macku IP-agpeca ucToudHKKa. Ecan
ONA Hero ycraHoB/eHO 3HayeHue «Specificy, HeobxogMmo HasHauuTb IP-agpec n macky IP-
agpeca. Korga SIP B IP-nakeTe, nony4YeHHbIM NOPTOM-YYaCTHUKOM, COOTBETCTBYET HAaCTPOMKaM
3TOro napameTpa, yCA0BUe BbINOHAETCA YCneLHO.

IP Fragment

Onuwmn: Any/Yes/No

3HayeHune no ymonyaHuio: Any

®yHKLMA: YyCTAaHOBKA YCNOBUIA Ana nakeTta IP-pparmeHTa. Ecan dpparmeHT (fragment) B nakete
IPv4, nony4yeHHbIM MNOPTOM-Y4aCTHMKOM, COOTBETCTBYET HACTPOMKamM I3TOro napameTpa,
yCnoBMe BbINOIHAETCA YCNeLHo.

DSCP

Onuwmn: Any/Specific (0 ~ 63)/Range (0 ~ 63)

3HayeHne no ymonyaHuio: Any

®PyHKUMA: ycTaHOBKa ycnoBuii ana 3HadyeHums DSCP. Ecnun yctaHoBneHo 3HauveHue «Specificy,
Heobxoammo BBecTM 3HavyeHue DSCP. Ecnm ycTaHOBNEHO 3HauyeHue «Range», Heobxoammo
yCTaHoBUTb gmana3oH DSCP. Korpa DSCP B IP-nakete, nosy4eHHbIM MOPTOM-YYACTHUKOM,
COOTBETCTBYET HAaCTPOMKaM 3TOro napameTpa, YCI0BUE BbINOAHAETCA YCMeLWHoO.

10.7. HacTpolika napameTpos aenctauii QCL.

Action Parameters

Cos 5 v
DPL Default »
DSCP g v
PCP Default »
DEI Default
Policy

Puc. 78. Hactpoika napameTtpos gencteuin QCL

CoS

Onuuu: 0 ~ 7/Default

3Ha4yeHue no ymonyaHuto: 0

dyHKumMa: 3HaudeHme CoS onpepenseT ouyepedb ANA XpaHeHUA naketoB. 3HauyeHue CoS
HaxoauTca B AnanasoHe ot 0 Ao 7, 4yTo cooTtBeTcTBYeT odyepeaun oT 0 Ao 7. 3HayeHne «Default»
O3HayaeT, 4yto 3HayeHne CoS paBHo 0. Koraa nakeT, NOJy4eHHbIN MOPTOM-YYACTHUKOM,
cosnagaer ¢ 3anucbto QCL, KommyTaTop BblaenseT 3HayeHne CoS Ans naker.

DPL

Onuuun: Default/0/1

3HavyeHue no ymondaHuio: Default

PyHKUNA: n3MeHeHMe 3HavyeHnA DPL B nakeTe, No/ly4eHHbIM MOPTOM-Y4ACTHUKOM, Ha 3HAYEHNE
3TOro MapameTpa, ecnu nakeTt comepkut 3anucb QCL. 3HayeHune «Default» yKasbiBaeT, yTo
3HayeHue DPL B nakeTe He U3MEHMANOCD.
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DSCP

Onuuu: Default/0 ~ 63

3HayeHue no ymonyanuto: Default

®PyHKUMA: n3MeHeHMe 3HavyeHuMa DSCP B nakeTe, MNOAy4YeHHbIM MNOPTOM-YYAaCTHUMKOM, Ha
3HaYyeHMe 3TOro napameTpa, ecan naket coaeput 3anmcb QCL. 3HauveHue «Default»
yKasblBaeT, 4To 3HayeHne DSCP B nakeTe He MU3MEHWUNOCh.

PCP

Onuuu: Default/0~ 7

3HayeHue no ymonyaHuto: Default

®PyHKUMA: U3meHeHMe 3HaYeHus PCP B nakeTe, Nosly4eHHbIM NOPTOM-Y4aCTHUKOM, Ha 3Ha4YeHue
3TOro MapameTpa, ecnu nakeTt comeput 3anucb QCL. 3HayeHune «Default» yKasbiBaeT, yTo
3HayeHne DSCP B nakeTe He U3MEHUNOCh.

DEI

Onuuu: Default/0/1

3HayeHue no ymonyaHuto: Default

®PyHKUMA: n3meHeHMe 3HavyeHma DEI B nakeTe, Nony4yeHHbIM NOPTOM-YY4aCTHUKOM, Ha 3HayeHue
3TOro MapameTpa, ecnu nakeTt cogeput 3anucb QCL. 3HayeHune «Default» yKasbiBaeT, yTo
3Ha4vyeHme DSCP B nakeTe He M3MEHUNOCh.

3HayeHua PCP u DEl gonkHbl 6bITb U3MEHEHbI OJHOBPEMEHHO W/IM COXPAaHUTb CBOWU
NCXOOHbIE 3HaYeHMA.

ﬂ 3HayeHune PCP u 3HayeHune DEI B nakeTe He MoryT 6bITb U3SMEHEHbI OTAeNbHO. To ecTb

10.8. MpocmoTp 3anmcen QCL.

QoS Control List Status

Frame Action .
User | QCE | Port | 'y . [CoS| DPL | DSCP | PCP | DEI | Policy | Comict
Static 1 2 Any 5 Default Default Default Default Default Mo
Static 2 3 Ay ] Default Default 6 0 Default Mo
Static 3 4 (P4 7 1 9 Default Default Default Mo
Static & Any  Any 1 Default Default Default Default Default Mo
Static 4 Any  Any 2 Default  Default Default Default Default Mo

Puc. 79. NMpocmoTp 3anmcen QCL

Conflict

Onuuu: No/Yes (Het/Aa).

®dyHKUMA: oTobparkaeT cTaTyc KoHPAMKTOB 3anuceit QCL. Ecamn pecypcoB Ana co3gaHua 3anmcu
QCL HepocTtaToyHO, 3Ha4YeHue nona «Conflict» yctaHaBnmBaetca B «Yes» gna 3Tol 3anucu. B
NPOTMBHOM CNy4yae A1a 3TON 3anncKu ycTaHaBANBaeTCs 3HavyeHne «Noy.

Haxkmute <Resolve Confilct>, ut0obbl 0OCBOG6OAWMTL  pecypcbl, Heobxoaumbie  ANns
KOHpAMKTYoWMX 3anuceit QCL.
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11. HacTpolika orpaHu4eHnit ana BxogaALLero nopra.

QoS Ingress Port Policers

Port | Enable | Rate |  Unit [ Flow Control
= 0O | 500 [«> v O
10 | 500| [kbps v O
2 | 2| [Mbps v O
3 | 200| [fps O
4 O | 500| [kbps v O
s O | 500| |kbps v| O

Puc. 80. HacTpoiika orpaHnyeHuni BXO4ALLErO NOPTa

Enable

Onuuu: Enable/Disable (Bkntountb/BbIKAOUMTD)

3HauyeHKne no ymonyaHuto: Disable (BbikntoueHo)

®YHKUMA: BKAOYEHNE W BbIKNKOYEHUE OTPaHMYEHUIA A8 BXoAALLero nopTa. KoHTponb Tpaduka
nopTa peanusyetcs C NMOMOLLbIO OrpaHUYEHUA CKOPOCTU MopTa WUAM (GYHKUMM yhnpaBaeHUN
NOTOKOM.

Rate, Unit

HactpanBaembit ananasoH: 100 ~ 3276700 Kéut/c / 1 ~ 3276 M6éut/c / 100 ~ 3276700 Kap/c /
1~ 3276 Kkap/c

3HauyeHue no ymonyaHuio: 500 Kbut/c

®YHKLUMA: OrpaHUYEeHMEe CKOPOCTM NAKETOB, MOJyYyaembiXx MOPTOM. [MaKeTbl CO CKOPOCTbHO,
npeBsblllaoLEen 3HaYeHne, OTOpacbIBatOTCA.

Flow Control

Onuwuun: Enable/Disable (BkatounTb/BbiKntounTb)

3HayeHue no ymondanuio: Disable (BbikntoueHo)

®YHKUMA: BKAOYEHME W BbIK/IOYEHME (YHKLMM ynpaBiaeHWa MOTOKOM Ana nopTa. Mocne
BK/OYEHMA 3TOM GYHKUMM B CAydyae, Korda TpaduK, MOYyYEeHHbIM MOPTOM, MpeBbIlIaeT
npeaenbHoe 3HayeHue, OTNPaBUTENb C MOMOLLbI a/NTOPUTMOB WM MPOTOKONOB MOMyYyaeT
yKasaHue 3aMea/IUTb nepegady, YtTobbl NpesoTBpaTUTL NOTEPO NAKETOB.

BCTynunaa B CUNy, ABNAETCA BKAKOYEHUE yNpaBZEHNA NMOTOKOM NOPTA HA CTPpaHuUE

m MpeaBapuUTeNbHbBIM YCIOBUEM AN TOro, 4Tobbl GYHKUMS ynNpaBieHUA MOTOKOM
k KOHUrypauum nopTa.

12. HacTpolika orpaHUYeHn Ana BXoaawmnx oyepene.
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Qo3 Ingress Queue Policers

Port Queue 0 | Queue 1 Queue 2 _ Queue 3 | Queue 4 | Queue 5 | Queue 6 | Queue 7
Enable Enable |E Rate Unit | Enable Enable | Enable | Enable Enable
O OJ | 500 <= w|[] | O O OJ
10 a m] 500 | kbps v |(] O O QO a
2 0 a /] 20| Mbps v |[] O O O a
30 O ] 500 | kbps v |[] O (] (] O
4 [ J ] 500 | kbps v |[] ] ] ] J
5 0 0 500 | kbps v |0 O O O O

Puc. 81. Hactpolika orpaHM4eHnn gna BXo4AWMX oHepeaen

E

Onuuu: Enable/Disable (Bkntountb/BbIkN04MTD)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

®PYHKUMA: BKAOYEHME UK BbIKAOYEHME OFPaHUYEHUIN ANs BXOAALLMX odepeaen. Heobxoanmo
YCTaHOBMWTb NapameTpbl CKOPOCTU MOC/e BKAOYEHUA KOHTPOAA TpaduKa ans ovepenei.

Rate, Unit

HacTpanBaemsbiii gnanasoH: 100 ~ 3276700 Kéut/c / 1~ 3276 MbéuTt/c

3HauyeHKne no ymonyaHuio: 500 KéuTt/c

®PyHKUMA: OrpaHMYEeHne CKOPOCTU MAKeTOB, MOJy4aembix odepeasmu. MakeTbl CO CKOPOCTbIO,
npeBsblllaoLWen 3Ha4YeHne, OTOpacbIBatOTCA.

13. HacTpolika pexknuma nnaHupoBaHus 418 odyepeaei.

QoS Egress Port Schedulers

Weight
Port| Mode o 5iTor [Q3[GA[GE
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -
Strict Priority - - - - - -

Strict Priority - - - - - -

161 | o [P |—

Puc. 82. MpocmoTp perknma niaHMpoBaHUs 418 odepenen

Haxkmute <Port>, 4To6bl BOWTU Ha CTPAHWULY KOHPUIYpaLUKM «peXmMma NAaHUMpoBaHMA ovyepeamn
nopToBY.
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QoS Egress Port Scheduler and Shapers Port 2

| Scheduler Mode || 6 Queues Weighted v ||

Queue Shaper Queue Scheduler
Queue | Enable | Rate [ Unit [ Excess [ Weight | Percent
Q7 O 500 kbps v ~ -~
ol O 500 kbps v ~ -~
Qs O 500 kbps v 16.67%
a4 0O 500 | |kbps v 16.67%
Q3 O 500 kbps v 16.67%
Q2 O 500 kbps ~ 16.67%
Qt O 500 kbps v 16.67%
Qo O 500 kbps v 17 16.67%

Port Shaper

Enable | Rate | Unit
O 500 kbps ~

| Submit || Reset || Back |

Puc. 83. Pexkum nnaHnpoBaHMA oyepeam NopTos
Scheduler Mode
Onuwmu: Strict Priority/6 Queues Weighted (Ctporuit npuopuTeT/6 B3BeLleHHbIX oyepeaeit)
3HayeHue No ymonyaHutio: Strict Priority (Ctporuii npuoputer)
PyYHKUMA: HACTPOIMKA PeXMMA UCXOAALLEN oYepean AN1A BblIOpaHHOro nopTa.
B3selwweHHan oyepepb (Queue Weight)
Hactpausaembiii ananasoH: 1~ 100
3Ha4yeHue nNo ymonyaHuio: 17
PyYHKLUMA: HACTPOIKA BECOBbIX 3HAaUYEHUI ouepeaun.
Bbl MorKeTe BbIOpaTb NOPT AN HACTPOMKMN pPeXMMa NIAaHMPOBAHUA OYepean B MPaBOM BEPXHEM
Yry CTPaHULBbI.

14. HacTtpolika popmmpoBaHua TpadmnKa NcxoasLlero nopra.

Port Shaper
Enable | Rate | Unit | Excess

4 Mbps % |-

[ Submit ” Feset H Back ]

Puc. 84. Hactpoitka popmnposaHma Tpaduka ncxogawero nopra

Enable

Onuwuun: Enable/Disable (BkatounTb/BbIKNHOYNUTD)

3HauyeHne no ymonyaHuto: Disable (BbikntoueHo)

®PyHKUMA: BKAKOYEHWE WU BblKAOYeHWe GopMMpOoBaHMA TpaduKa ANa mucxogAwero nopra.
®dopmumpoBaHue TpadmKa NopTa peanmsyeTca orpaHMYeHMEeM CKOPOCTM NopTa.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM10A-D

Rate, Unit

HactpanBaembiit gnanasoH: 100 ~ 3281943 Kéut/c / 1~ 3281 Mbut/c

3HayeHuMe no ymonyaHuto: 500 Kébut/c

PyYHKUMA: OrpaHMYEHME CKOPOCTU MAKETOB, NepegaBaemblXx MOPTOM. [aKeTbl CO CKOPOCTbIO,
npesbllWatoLLeN 3HaYeHMe, oTbpacbIBatoTCA.

Haxmute <Back>, u4TOObl 3aKpbITb TEKyLWYH CTPaHWULY KOHPUrypaumm W BepHYTbCA K
npeablayLwen cTpaHuLe.

Bbl MoKeTe BblOpaTb NMOPT ANA HACTPOMKM GopmMMpoBaHMA TpadMKa B NPaBOM BEPXHEM Yray
CTPaHULbI.

15. HacTpolika popmmpoBaHMa ovepeei.

Queue Shaper Queue Scheduler
Queue | Enable | Rate Unit | Excess Weight | Percent
ar | 500 kbps - —
Qs 4 [Mbps +| O - .
Qs 3 [Mbps v|& 13%
a4 O kbps 13%
3 O kbps 13%
Q2 O kbps 25%
Q1 O kbps 255,
Qo . 500 kbps 20 13%

Puc. 85. Hactpoiika popmupoBaHus oyepeaen

Enable

Onuwuun: Enable/Disable (BkatounTb/BbIKNHOUNUTD)

3HayeHue no ymondanuio: Disable (BbikntoueHo)

DYHKLMA: BKAIOYEHUE U BbIKNHOYEHME pexXMMa GOPMUPOBaHMA oUepesen.

Rate, Unit

HactpanBaemsblit gnanasoH: 100~3281943 Kéut/c / 1~3281 MbuTt/c

3HauyeHKne no ymonyaHuio: 500 KébuTt/c

®YHKLMA: OrpaHNYEHNE CKOPOCTM NAKETOB, NepeAaBaemMblx odyepesbto. MakeTbl CO CKOPOCTbLIO,
npeBblWatoLLel 3Ha4YeHMe, oTbpacbiBatoTCA.

HaxmuTte <Back>, u4TOObl 3aKpbITb TEKyLWY CTPaHWULY KOHPUIrypaumm W BepHYTbCA K
npeablaywen cTpaHuue.

Bbl morKeTe BblbpaTb NOPT ANA HACTPOMKM GOpMMPOBaHMA TpaduMKa B NPABOM BEPXHEM Yray
CTPaHULBbI.

16. HacTpolika ynpaBneHua WTOpMamm Ha NopTy.
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Global 3torm Policer Configuration

Frame Type | Enable | Rate | Unit

Unicast 1| |kfpz w
Multicast ] 1| |fps =
Broadcast ] 1 |fps v|

[ Submit H Eezet ]

Puc. 86. YnpasneHue wropmamm

PeXXMm ynpaBieHMa WTOpMamMM MpefHa3HayeH ANA OrpaHUYeHUA MNPUHMMAEMbIX MOPTOM
broadcast/unknown multicast/unknown (WwnpokoBelLaTeNbHbIX/HEN3BECTHbIX MHOrOaAPECHbIX
/Hen3BecTHbIX 0AHOaAPECHbIX NakeTos). Korga cKopocTb AaHHbIX MNAaKeTOB, NOJYYEHHbIX Yepes
NnopT, NpeBblllaeT HACTPOEHHbIM Mopor, cuctema oTbpacbiBaeT MaKeTbl, YTOObl COXPaHMUTb
TpaduK B AONYCTUMOM AMana3oHe ana obecneyeHma HopmMmanbHoOM paboTbl ceTu.

Enable

Onuuu: Enable/Disable (Bkntountb/BbIKA04MTD)

3HayeHue no ymonyanuto: Disable (BbikntoueHo)

®PYHKUMA: BKAOYEHWNE U BbIKJOYEHME PEXKMMA YNPABAEHUA LUTOPMAMU.

Rate, Unit

HactpanBaemsblit gnanasoH: 11024000 Kap/c / 1~1024 Kkap/c

3HauyeHKne no ymonyaHuio: 1 Kap/c

®PyHKUMA: HAcTpoOMKa nopora Ans OrpaHMYeHWs MPONYCKHOM crnocobHocTM nopTa. lakeTsl,
npesbllWatoLmne nopor, byayTt oT6poLLeHbl.

HaxmuTte <Back>, u4TOObl 3aKpbiTb TEKyLY CTPaHWULY KOHPUIrypaumum W BepHYTbCA K
npeablayuein cTpaHuLe.

Bbl moxkeTe BbibpaTb NOPT A8 HACTPOMUKK PopmMpoBaHUA TpaduKa B NPaBOM BEPXHEM YI/y
CTPaHMLbI.

17. lMpocmoTp CHETYMKOB oUepean.

Queuing Counters

Port Qo Q1 Q2 Q3 Q4 Qs Q6 Q7
Rx | Tx |Rx|[Tx|Rx|Tx|[Rx|Tx|Rx|[Tu|Rx|[Tx|[Rx|[Tx[Rx] Tx
1 1328270 87 0 0 0 0 0 0 0 0 0 0 0 0 0 6852
2 23399 1092247 0 0 O 0O O 0O 0O O 0O 0O 0O 0 0 693
3 284 222112 0 0 0 0O 0 0 0 0 0 0 O 0 0 1309
4 0 ¢ 0 0 0 0 0 0 0 0O O 0 0 0 O 0
5 0 ¢ 0 0 0 0 0 0 0 0 0O 0 0 0 0 0
6 0 ¢ 0 0 0 0O 0 0 0 0 O 0 0 0 O 0
7 0 ¢ 0 0 0 0 0 0 0 0 0O 0 0 0 0 0
3 0 ¢ 0 0 0 0O 0 0 0 0 O 0 0 0 O 0
9 0 ¢ 0 0 0 0 0 0 0 0 0O 0 0 0 0 0
10 0 ¢ 0 0 0 0O 0 0 0 0 O 0 0 0 O 0
EEl 0 ¢ 0 0 0 0 0 0 0 0 0O 0 0 0 0 0
12 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0O 0

Puc. 87. MpocmoTp cueTunKoB ovepeam
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OTOb6pakeHNe KoNMYECTBA NAKETOB, KOTOPbIE OTNPABAAET/NONYYAET KaxKaan ovepesp.
Haxkmute <port>, 4tobbl NepenTn Ha CTpaHULy OTOo6pa)keHns NoapobHOM CTAaTUCTUKM nopTa
(cm. puc. 59).

8.4. Tpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pwuc. 92, noptbl 1-5 nepecbinatoT coobuweHna B nopT 6. [lakeTobl,

NpPUHMMaeMble NOPTOM 1, ABNAOTCA HE TErMPOBAHHbLIMM M COOTBETCTBYIOT o4yepeam 2.

3HayeHne PCP nakeToB, NpuHMMaemblx NOpTom 2, paBHO «0», 3HayeHue DEI paBHO «1».

MaKeTbl, NPUHMMaeMble NOPTOM 2, COOTBETCTBYIOT o4yepeamn 3.

3HavyeHue DSCP nakeToB, npuHMMaemblx nopTtom 3, paBHO «4». [lakeTbl, NPUHUMaEMble

nopTom 3, COOTBETCTBYIOT ouepeamn 6.

MopT 4 conoctaBnAeT BCe NOAyYeHHble NaKeTbl OT UCTOYHMKA ¢ MAC-agpecom 00-00-00-00-00-

23 c ouepeapto 5 1 ana nocneayrouleit Nepecbiikn 3ameHsAeT 3HadyeHne DSCP B 3TMX naKeTax Ha

«9».

3HavyeHue DSCP nakeToB, npuHMMaemblx nNoptom 5, paBHO «5». [lakeTbl, npuHUMmaemble

NOPTOM 5, COOTBETCTBYIOT ouepeamn 2.

LLlarn HacTponKM KommyTaTopa:

1. HactpoliiTe 3HayeHue CoS nopTta 1 paBHbIM «2» (cm puc. 60).

2. BkAawounTe pexkum KnaccuduKaumm tera nopta 2 u conocrasbte (PCP=0, DEI=1) c CoS=3 (cm.

puc. 61).

Bkntounte conocrasneHume Ha ocHose DSCP nopTtos 3 1 5 (cm. puc. 66).

4. YctaHoBuTe 3HadeHUA «4» n «5» DSCP KaK «[JoBepeHHble» M COMOCTaBbTE 3HaYeHune «4»
DSCP c oyepeabto 6, a 3HaueHue «5» DSCP c ouepeabto 2 (cm. puc 68).

5. BkawouuTe 3anucu QCL ans nopta 4 (cm. puc. 72).

6. HacTtpoitTte napameTpbl 3anuceit QCL: yctaHoBUTe 3HavyeHne SMSC Kak 00-00-00-00-00-23, a
TUN Kagpa Kak IPv4 (cm. puc. 75).

7. Hactpoite napametpbl gericteua 3anmcen QCL: yctaHoBuTe 3HadveHne CoS Kak «5», a
3HayeHue DSCP KakK «9» (cm. puc. 78).

8. HactpoiiTe perMm nnAaHUMPOBAHMA odyepean nopTa 6 Ha 6 B3BELWEHHbIX o4Yepenen, Bec
ouyepeamn ot QO ~ Q5 Kak 20, 40, 40, 20, 20, 20 (cm. puc. 83).

w

Mopt 1
—_—P
Mopt 6
Kommyratop |f—m————oip
MopT 5
—Pb

Puc. 88. Mpumep HacTponkn QoS

MakeTbl nopToB 1 1 5 BXOAAT B ouepeap 2, NakeTbl NopTa 2 BXO4AT B oyepeab 3, nakeTbl nopTta 3
BXOAAT B ovepeb 6, NaKeTbl NopTa 4 BXOAAT B ovepeab 5.
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Ouepepb 6 1 oyepesb 7 UCNONb3YIOT PEXUM NAAHUPOBAHUA CO CTPOrMM npuopuTeTom (Strict
priority), a oyepean ¢ 0 no 5 Mcnonb3yT pexum nnaHnposaHmMa WRR. [aHHble B ovyepean 6
obpabatbiBatoTca nepBbiMU. Korgaa odepegb 6 nycta, gaHHble B odepeasx ¢ 0 no 5
NNAHUPYIOTCA MO BECOBOMY COOTHOLLEHUIO.

Bec ouepeaum - 20, 40, 40, 20, 20, 20. Takum ob6pasom, 40,14 NONAOCbI NPONYCKaHWUSA, Bblae/ieHHan
naketam BxoAadllei oyepeam 2, coctasnset 40 / (20 + 40 + 40 + 20 + 20 + 20) = 25%, nakeTam
BxoAaAulen ovepean 3: 20 / (20 + 40 + 40 + 20 + 20 + 20) = 13%, a nakeTam BXoAAlLel oyepeam
5:20/ (20 + 40 + 40 + 20 + 20 + 20) = 13%. MakeTbl NnopToB 1 1 5 BXOAAT B o4epeab 2, N0O3TOMY
OHM MNepecbiNatTca B COOTBETCTBMM C npasunom FIFO (First In, First out «nepsbim npuwwen -
nepsBbiM ylen), ogHako obuwaa [onAa nponyckHoM cnocobHocTn noptoB 1 M 5 A0nKHA
cocCTaBnATb 25%.

9. Be3onacHocThb (Security)

9.1. ¥Ynpas/ieHue Nosib30BaTeNAMM

9.1.1. BeeageHue

Bo wus3berkaHne npobnem c 6e30MacHOCTbIO, BbI3BAHHbIX MOAKIOYEHMEM HE3AKOHHbIX
nonb3oBaTesien, KOMMYTaToOpbl AaHHOM cepun 0becrneuynmBaloT MepapxmMyeckoe ynpaBaeHue
nosib3oBatenamu. KommyTaTop npeaocTaBAseT pas/iMyHble npaBa Mo MNOAK/IYEHUIO B
3aBMCUMOCTM OT YPOBHSA NoJsib3oBaTens. JoCTynHbl TPU YPOBHS NOJIb30BaTeNs:

Tabn. 5
YpoBeHb MpuBUNerMpoBaHHbIN OnucaHue
nonb3oBaTtens pexum

Guest 5~9 CaMbli1 HU3KWUIA YPOBEHb, KOTOPbIN MO3BOMSIET TOMBKO
npocMaTpuBaTh KOHMUIypaumio KoMMyTaTopa

System 10~ 14 CpeaHuit ypoBeHb, NosIb30BaTENN CUCTEMbI UMEIOT
onpeaeneHHble NpaBa AOCTYNa U HAaCTPOVKM.
Monb3oBaTenu cUCTeMbl HE MOTYT MOMYYNUTb
AOCTYN K cneayowmnm @yHKUMaM: yrnpasneHme
nonb3osaTtensmMmn, 0bHoBNEHMe NPOrpaMMHOro
obecneveHus, nepe3arpyska, 3arpyska no
YMOJIYaHUIO 1 nepefada ¢hannos.

Admin 15 CaMblii BbICOKMIA YPOBEHb, aAAMUHUCTPATOPbI UMEKOT
npaBa Ha BbINoNHEHWE BCeX YHKLMIA.

9.1.2. Hactpoika yepe3s WEB-mnHTepdeic

1. Co3HaHMe HOBbIX NO/b30BaTe/NEN.
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Users Configuration

User Name | Privilege Level
admin 15

L Add Mew User ]

Puc. 89. CosgaHue HOBbIX NO/Ib30BaTENEN

Haxkmute <Add New User>, 4t0bbl p[06aBuMTb HOBOro nosb3osatens. KommyTtatop
noaaeprknsaetr makcumym 20 nosib3oBaTenen.

2. HacTtpoiika ypoBHA 40OCTyna nosib3oBaTenen.

Add User
User Settings
User Name aaa
Password “en |

|
Password (again) ||" |
|

Privilege Level |10 v |

L Submit ” Reset H Cancel ]

Puc. 90. HacTpolika ypoBHS A0CTyna noJib3oBaTesnemn

Mma nonb3zoBartena (User Name)

Hactpansaembit ananasoH: 1~31 cumBoOoB.

®PyHKUMA: HACTPOMKA MMEHM NONb30BaTENSA.

Maponb (Password)

Hactpausaembiit ananasoH: 1~31 cumBoJIOB.

®yHKLMA: HAaCTPOMKA NaponsA, KOTOpbIN ByaeT MCNONb30BaTb NO/Ib30BaTeNb ANA MNOAKAOYEHUA
K KOMMYTaTOpY.

NoareeppeHue naponsa (Password (again))

HacTpansaembit ananasoH: 1~31 cumBoOoB.

dyHKUMA: noaTBEPKAEHME Napoaa JOCTyna.

YpoBeHb aocrtyna (Privilege Level)

HactpauBaembiii AnanasoH: 1~15.

®YHKLMA: HACTPOMKA YPOBHA NONb30BaTenA. Pa3Hble ypOBHU A0OCTyna No/ab30BaTeNen MMetoT
pa3Hble npaBa A4oCTyna.
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3. MpocmoTp CnmcKa Nonb3oBaTeneu.

Users Configuration

User Name | Privilege Level
333 3

555 5

888 B

aaa 10

ddd 13

admin 15

L Add MNew User ]

Puc. 91. Cnucok nonb3osaTtenemn
Haxkmute <User Name>, 4To6bl U3MEHUTb TEKYLLME HAaCTPOMKM NOJIb30BaTe A,

4. ameHeHune HaCTpPOEK No/sib30BaATENA.

Edit User
User Settings
User Name aaa
Password |||-|- |
Password [again) |II-I- |
Privilege Level | 10 v |

L Submit ”_ Reset H Cancel ]

Delete Lser

Puc. 92. Cnucok nonb3osaTtenemn

Bbl MOKeTe M3MEHUTb Napo/ib N0/1b30BATE/IA U ero YPoBeHb A0CTyNa.
Haxxmute <Delete User> ana yaaneHua nonb3osaTtens.

S * [Monb3osatenb «Admin» He moxKeT bbITb yaaneH.
..’ * YpoBeHb npusuneruit ana nonv3osatena «Admin» no ymonyaHuto: 15 u He
MOXeT BbITb U3MmeHeH. MOXHO M3MEeHUTb TO/IbKO Mapo/b Nonb3osaTena «Adminy».
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5. Hactpoiika ypoBHA NpMBUIErNiA ANA rPynn Nosib3oBaTeneun.

Privilege Level Configuration

Privilege Level
Group Name | Configuration | C ion/Execute | Status/Statistics | Status/Statistics
Read-only Readiwrite Read-only Readiwrite

Aggregation
ALARM
Debug
DHCP 10w 10w

DHCPv6_Client 10w 10w

Diagnostics m
ETHERNETIP [10 ]
GMRP [10~]
P [10~]
IPC
IPMC_Snooping
LACP 10w 10w

LINKCHECK. 10w 10w

LLDP [10v]
Loop_Protect m
MAC_Table [ov]
Maintenance
MODBUS
Operate_Log
PNIO_DEV 10w 10w

Ports [10v]
QoS [10v]
RMirror [10v]
Security [10~]
SNTP
Spanning_Tree
Sy2-Ring 10w 10w

Sy2-RP 10w 10w

System
VLANS 10w 10w

Puc. 93. YpoBeHb NpuBUAErUiA ANA rpynn nonb3oBaTenem
Korga ypoBeHb NMpuBWUIErviA NOMb30BaTENA TAKOW Ke WAW Bbille, YeM YPOBEHb MPUBUAETUN
rpynnbl, NONb30BaTe/NIb MOXET MOAYYUTb AOCTYN K rpynne uamM HactpouTb ee. MpaBo AocTyna
WA HAaCTPOMKM 3aBUCUT OT YPOBHSA NPUBMAETNIA NONb30BaTENS.

9.2. HacTpoiKa ayTeHTMdUKaLmm

1. HacTpoiika perKrMma A0CTyna K KOMMYTaTopy, PeXnuma 1 nopsaaka ayTeHTUdUKauuu.

Authentication Method Configuration

Client | Method

console  |no | [no no

telnet tacacs % | |local | no

ssh radius ¥| |tacacs ¥ |I|:|t:al V|
hitp local [*| no no

Puc. 94. HacTpoiKa pexmma ayTeHTUdMKaLmm

Pexxum poctyna (Client)
Onuuun: console/telnet/ssh/http.

®YHKUMA: BbIBOP pekmnma JoCTyna K KOMMYTaTopy.
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Metopg 1/Metopg 2/Metog, 3 (Method 1/Method 2/Method 3)

Onuuu: no/local/tacacs/radius.

3HayeHue no ymonyaHnuto: local

dyHKUMA: meToabl B Tabnuue nokasaHbl cieBa Hanpaso: Metog 1, Metog 2 n Metopg 3.
CHavana BbINONAHAETCA MeToZ ayTeHTuduKaumm 1. Ecnm  ayTeHTUOMKAuMA He yaanachb,
npMmeHseTca meTod ayTeHTudukaumum 2. Ecam u meton, ayTeHTUdMKaumm 1, n metopq
ayTeHTUPUKaLMM 2 HeyAauHbl, BbINONHAETCA MeTOZ ayTeHTUDMKaLmm 3.

OnucaHuMe: «no» 03HAYaAET, YTO AYTEHTUPMKALMNA OTKAKOYEHA U BXOL B CUCTEMY HEBO3MOMKEH;
«local» noapasymeBaer, 4YTO ANA BbINOJHEHUS AyTEeHTUOMKALMM  UCNONL3YIOTCA MMA
nonb3oBaTena M Naponb, YCTaHOBAEHHble HA JIOKAa/IbHOM YpOBHe; «tacacs» O3Havaer
MCNONb30BaHME MMEHW NOJNb30BaTeNA WM NApPOoAA, YCTaHOBAEHHbIX Ha cepsepe TACACS +;
«radius» O3Ha4yaeT WUCNo/sb30BaHWE MMEHM MO0/b30BaTeNA WM NAPOAA, YCTAHOB/EHHbIX HA
cepsepe RADIUS ans ayTeHTUPUKaLUK.

HacTpouTb MeTog 3 Kak «local». OTo MO3BO/MMUT BbLINOAHUTL BXOA4 B CUCTEMY ANA
JIOKaNbHOro Mo/b30BaTeNA, €C/IM HU OAMH M3 HACTPOEHHbIX YAANeHHbIX CepBepoB
ayteHTUdMKauun He paboTaer.

ﬂ Ecnv pns metoza 1 n metona 2 BbibpaHbl pexkumbl «tacacs/radius», pekomeHgyeTca

\ e/

9.3. HacTtpowka npotokona SSH

9.3.1. BeegeHue

SSH - 3To ceTeBOM NPOTOKOAN ANA 6e3onacHOro yaaneHHoro Bxoga B cuctemy. OH wudpyeT Bce
nepeaaBaemble AaHHble, 4TOObl MPeAoTBPaTUTbL packpbiTe MHopmaumu. Korga paHHble
wudpyroTca ¢ nomowbio SSH, nonb3oBaTenn MoryT UCNO/b30BaTb TO/IbKO PEXMM KOMaHAHOM
CTPOKM AN HACTPOMKM KOMMYTATOPOB.

JaHHas cepusa KOMMYTaTOpPOB nogjep:kuBaeT ¢GyHKUMIO cepBepa SSH v AaeT BO3MOMKHOCTb
NOAKNKYATLCA MHOXKECTBY KAMeHTOB SSH, KOTOopble MOryT NOAKAKYUTLCA K yAa/lleHHOMY
KOMMYTaTOpy NOCpeacTsom nNpoToKkona SSH.

9.3.2. Peanunsauus

Y106bl OCywecTBuTb 6e3onacHoe SSH noakntouveHWe, cepBep WM KAWEHT AOKHbI MPOUTU
cneaylouwme nNATb 3Tanos:

* Craama cornacoBaHMA Bepcuit: B HacToswee Bpema SSH coctonT 13 asyx Bepcmint: SSH1 m
SSH2. O6e cTopOHbI A0NKHbI COr/1TacoBaTb BEPCUIO 418 UCMO/Ib30BAHUS;

* Cragma cornacoBaHuA Katoyen u anroputmos: SSH noaaeprKmMBaeT HECKO/IbKO TUMOB
anropntmos WwndposaHma. Obe CTOPOHbI JONXKHbI COr1AacoBaTb, KaKoW anroputm byaet
MCMNONb30BaTbCA;

e Cragua ayTeHTUdMKauum: KaneHT SSH oTnpaBnseTr Ha cepBep 3anpoc Ha
ayTeHTUPUKaLMIo, MOC/e Yero cepBep AO0MKEH AyTEHTUPULMPOBATL KANEHT];

* CragmAa 3anpoca ceaHcCa: K/AMEHT OTNpaBfifAeT 3anpoc Ha CeaHC K cepBepy nocne
NPOXOXAEHMA ayTEHTUPUKALMY;

* Cragma ceccuu: KNMEHT M cepBep HAYMHALIOT CBA3b NOC/Ae nepesayum 3anpoca Ha ceaHc.
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1. BKkaoyeHmne npoTokonaa SSH.

8SH Configuration

| Mode | |Enabled +| |

L Submit ” Reset ]

Puc. 95. BkntoueHune npotokona SSH

Pexxum (Mode)

Onuuu: Enable/Disable (BkntoueHo/BbikntoueHo)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

PyHKUMA: BKAOYEHME U BbIKAOYEHME npoTokona SSH. Ecan pexmm paboTbl NpoTOKoNa
BK/IlOYEH, KOMMYTaTOp paboTaeT Ka cepsep SSH.

9.3.3. Mpnmep TMNOBON HACTPOMKM

XocT paboTaeT Kak KAneHT SSH ana ycraHOBNEHUS IOKa/IbHOTO COeANHEHUS C KOMMYTAaTOPOM,
KaK NOKa3aHo Ha pucyHke 102.

SSH Knuenrt SSH Cepsep
192.168.0.23 192.168.0.2 @
Xoct KommyTatop

Puc. 96. BkntoueHune npotokona SSH

1. BKkatoumte npotoKon SSH.

2. YctaHoBuTe coegunHeHmne ¢ SSH-cepsepom. CHavana 3anyctute nporpammy PuTTY.exe, Kak
nokKasaHo Ha puc. 97; seegute IP-agpec SSH-cepsepa «192. 168.0.2» B nose MMeHM XocTa
(nnun IP-agpeca).
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PuTTY Configuration

Cateqany:

=l Session | Bagic options for pour PUT T sezsion |

L Llngglng Specify the destination you want to connect to
[=) Terminal

Host Hame [or IP address) PBort
- Keyboard
Bl [192.168.0.2 | 22 |

- Features Connection type:
= Wwfindaw () Baw () Telnet O Rlogin 53 55H () Serial
- fppearance

- Behaviour
- Trcrelim Saved Sezsionz

Load, zave or delete a stored zession

- Selection | |
- Colours
(=) Connection

[ Losd ]
- Data

Default Settings Load

- Prozy
- Telnet Delete
- Rlagin
[+ 55H

- Sernial

Cloze window on exit;
O &ways (O Mever (3 Only on clean exit

L Open J [ Cancel

Puc. 97. BkntoveHue npoTtokona SSH

3. Haxkmute KHoOMKy <Open>, nocne 3TOoro MoOABMTCA npeaynpexpatouee coobueHue,
NOKasaHHOe Ha puc. 98. Haxkmunte KHOMNKy <[a>.

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa key fingerprint is:

ssh-rsa 1040 1d:24:76:38:72:9b: c5:45:50:54:b2:3d:82:05:62:f9
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,

la H Her ] [ omena | [ Cnpasxa

Puc. 98. Mpeaynpesxkaatouiee coobuieHne

4. BeeguTte uma KaveHta «admin» u naponb «123», gna Toro 4Ytobbl BOUTU B UHTEpdeic
HacTpoek KommyTaTopa (puc. 99).
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2 192, 168. 0.2 — PuITY

Puc. 99. UHTepdodeliic aBTopmsaumm

9.4. HacTtpowka npotokona SSL

9.4.1. BeegeHue

SSL (Secure Socket Layer) - aTo npoToKko/1 6e30nacHOCTU, KOTOPbIN obecneynBaeT 6e30nacHyo
CBA3b Ha YpPOBHE MPOTOKONO0B npunoxkeHuns TCP, Hanpumep, HTTPS. SSL wudpyer cetesoe
coegMHEHME Ha TPAHCMOPTHOM YPOBHE U UCMOJIb3yeT CUMMETPUYHbIA anropuTm WndposBaHua
ans obecneyeHns 6e3onacHOCTU AaHHbIX. MpoTokon SSL ucnonb3yeT Kog ayTeHTUGUKaLuMmM Ha
6a3e CEeKPEeTHOro K/k4a A/18 COXpaHeHMA nepegaBaemon U NnpuHMmaemon nHopmaymm. 3ToT
NPOTOKOAN LMPOKO NPUMeHAeTcs B Beb-bpay3epax, 3/IeKTPOHHOW MoyTe, U T.A4., UCMOJb3ys
NpPOTOKOAbI WKdpoBaHMA Ana 6esonacHon nepeaayn MHGOPMaLUK MO CETH.

[na pocTyna K KOMMYTAToOpy C BK/IKOYEHHbIM MPOTOKOAOM SSL, monb3oBaTenu AOJIKHbI
ucnonb3oBaTb  Hes3onacHoe  MNoOAKAOYeHMe € ucnosnb3oBaHMem  https, Hanpumep
https://192.168.0.2.

9.4.2. HacTtpoiika yepe3 WEB-nHTepdeic

1. BkntoyeHune npotokona HTTPS.

HTTP S Configuration

Mode Enahled v
Automatic Redirect | |Disabled »
Certificate Maintain | | MNone v
Certificate Status Switch secure HTTP certificate is presented

Submit H Reset ]
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Puc. 100. BkntoyeHune npotokona HTTPS

Pexxum (Mode)

Onuuu: Enable/Disable (BkntoueHo/BbikntoyeHo)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

@OyHKUMA: BKAOYEHME W  OTKAOYeHMe npoTokona HTTPS. [Mocne BKawoueHmsa HTTPS
no/ib3oBaTenu AN A0CTyNna K KOMMYTaTOpy MOryT MCMonb30BaTb ccbiiky http://ip-address u
3alMLLLEHHYIO ccbinky https://ip- address.

ABTOMaTHUuecKoe nepeHanpasneHue (Automatic Redirect)

Onuuu: Enable/Disable (BkntoueHo/BbikntoyeHo)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

®yHKumA: Enable (BkntoyeHo) o3HayaeT, YTO MO/Ib30BATENIN AO/KHbI MCMNONb30BaTb TObKO
3alMLLEHHYIO CCbinKy https://ip-address ana aoctyna K KommyTtatopy. Disable (BbikatoueHo)
O3HayaeT, 4YTO MONb30BaTe/IM MOFYT MCMNO/b30BaTb KaK ccbiaky http://ip-address, Taku u
3aWmlLeHHYo0  ccbiiky  https://ip-address ana  pgoctyna K KommyTtatopy. [apameTtp
«ABTOMaTM4YeCKoe nepeHanpaB/iieHMe» MOXHO HACTPOUTb, TONbKO E€C/AN BK/KOYEH PEXKUM
HTTPS.

YnpasneHue ceptudpukarom (Certificate Maintain)

Onuuu: Enable/Disable (BkntoueHo/BbikntoueHo)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

®yHKuMA: ynpasneHue ceptudmkatom HTTPS. Mapametp «Certificate Maintain» moXKHO
HaCTPOUTb, TONIbKO €C/NU OTKAlYeH pexum HTTPS. «Delete» (yaanutb) mcnonb3yetca ans
yaoaneHus cyuiectsyoulero ceptudukata HTTPS m3 kommytatopa. «Upload» (3arpyska)
ncnonb3yeTca ANA 3arpysku npasuabHoro ceptnudumkata HTTPS Ha KOommyTaTop C NOMOLLbHO
Be6-6paysepa unm URL-agpeca. «Generate» (reHepaums) yKasbiBaeT, 4YTO KOMMYyTaTop
aBTOMATMYECKM FEHEPUPYET NPaBUAbHbIN cepTudmkat HTTPS.

Cratyc ceptudukara (Certificate Status)

Onumn: Switch secure HTTP certificate is presented/Switch secure HTTP certificate is not
presented/Switch secure HTTP certificate is generating (Ceptudukar npeacrasneH/Ceptudukar
He npeacTasneH/CeptTudukaT cosgaerca).

PyHKUMA: oTObpaxkeHue crtatyca ceptudukata HTTPS ana Kommytatopa. «CeptuduKkar
npeacTaBieH» O03Ha4YyaeT, YTo cepTUdUKaT AoCTyneH. B aTom cnydyae Bbl MOXKeTe BOWTU Ha Beb-
CTpaHuUy KommyTaTopa 4epe3s HTTPS. «CepTuduKaT He npeacTaBleH» O3Ha4yaeT, yTo Ha
KOMMYyTaToOpe HeT AOCTYMHbIX cepTUdMKaToB. B 3TOM c/iydae Bbl HE MOXKeTe BOMTW Ha Beb-
cTpaHuuy 4Yepe3 HTTPS. Co3gaHue ceptudmkata 6esonacHocT KommyTtatopa HTTP o3Hauvaer,
yTO co3aaetca cepTudukat HTTPS.
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2. TeHepauma ceptnudmkata HTTPS.

HTTPS Configuration

Mode Disabled v
Automatic Redirect Disabled

Certificate Maintain | | Generate hd
Certificate Algorithm | RSA b
Certificate Status Switch secure HTTP certificate is not presented

L Submit ” Reset ]

Puc. 101. l'eHepaums ceptndmkata
Crartyc ceptudukara (Certificate Status)
Onuun: RSA/DSA.
3Ha4vyeHMe nNo ymonyaHumio: RSA.
®yHKuMA: BbIGOp anroputma ansa Bbibopa ceptudmkata HTTPS.

3. 3arpyska ceptudukata HTTPS.

HTTPS Configuration

Mode | Disabled v
Automatic Redirect Disabled v
Certificate Maintain | | Upload ~|
Certificate Algorithm | | RSA A
PassPhrase
Certificate Upload Web Browser hd
File Upload BribepuTe dhaiin ] Qain He BriDpaH
Certificate Status Switch secure HTTP certificate is presented
Puc. 102. 3arpy3ka ceptuduKkaTa yepes Beb-bpaysep

HTTPS Configuration
Mode | Disabled v
Automatic Redirect | Dizabled
Certificate Maintain | Upload v
PassPhrase e |
Certificate Upload | URL v
URL |
Certificate Status Switch secure HTTP certificate is not presented

Puc. 103. 3arpy3Ka ceptudukata yepes URL

Naponb (PassPhrase)
®yHKUMA: ncnonb3yetcsa ans wudposaHMa cepTudmKara.
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3arpy3Ka ceptudukara (Certificate Upload)

Onuuun: Web Browser/URL.

3HayeHue no ymonyaHuto: Web Browser.

®dyHKUMA: BbIGOp meToaa ANA 3arpy3kn ceptnudmkata HTTPS.

3arpyskKa ¢aiina (File Upload)

®yHKumA: BbIbOp darina c ceptudmkatom HTTPS 3anmncaHHOro Ha IOKaNbHOM cepBepe.
URL

PyHKUMA: HACTpoMKa nNyTM XxpaHeHua danna ceptudumkata HTTPS. TMNogpep)kusaemble
npotoKonbl: HTTP, HTTPS, TFTP n FTP. ®opmaT HaCTpOMKM Cneaytowmii:
http://10.10.10.10:80/new_image_path/new_image.dat nnm
FTP://username:password@10.10.10.10/new_image_path/new_image.dat.

4. Echn ceptudukat HTTPS npeacrtaBneH B KommyTaTope, BBeAMTE MMA MOJb30BaTens wu
Naponb ANA YCMeLwWwHOoro Bxoga B KommyTtaTtop vyepes HTTPS.

9.5. YnpasneHune AOCTYNOM

9.5.1. BeegeHue

[na ynpaBneHns AOCTYNMOM K KOMMYTaTOPy MOXHO cO34aTb CMUCOK A40CTyna ANA TOro, Ytobbl
OrPaHMUYNTb KONIMYECTBO XOCTOB, KOTOPblE MOTYT MOJYYUTb AOCTYNn K KOmMMmyTatopy. Cnucok
[0CTyna MOXET coaepKaTb A0 16 3annceit. XocT, KOTOPbIN COOTBETCTBYET N0OON M3 3anucein B
CMWCKe A0CTYNa, MOXKET YCNEewWwHO NoyYnTb A4OCTYyN K KOMMYTATopy.

1. HacTpolika cnmncka gocTyna

Haxkmute <Add New Entry>, 4Tobbl HAaCTPOUTb CMMCOK ynpasBaeHusa goctynom. KommyraTtop

nognepxmMBaeT CNUCOK ynpasaieHnA 4OCTynoM MaKCUMMym U3 16 3anucein.
Access Management Configuration

ot s 1]

Delete [ VLAN ID | Start IP Address [ End IP Address [HTTP/HTTPS | SNMP | TELNET/SSH
O 1 192 168 010 192 168 0 250
O 2 192.168.15 192.168.1.60 O O

Puc. 104. HacTtpolika cnucka gocTyna

Pexxum (Mode)

Onuwuun: Enable/Disable (BkntoyeHo/BbikatoueHo)

3HauyeHWe no ymonyaHuto: Disable (BbikntoyeHo)

®PYHKUMA: BKAKOYEHME U BbIKNKOYEHNE PEXMMA YyNPaBAEHUA AOCTYyNoM K KommyTaTopy. Disable
(BbIKNHOYEHO): AOCTYN K KOMMYTATOPY HE OFPaHUYEH.

NaeHtudpukartop VLAN (VLAN ID)

HacTpauBaembit amanasoH: 1 ~ 4094
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PyHKUMA: HacTpoMKa naeHTduKkaTopa VLAN ans cnmcka ynpaBneHma gOCTYMNOM.

HauanbHbi IP-agpec/KoHeuHbiit IP-agpec (Start IP Address/End IP Address)

PyYHKUMA: HACTPOMKA AMana3oHa IP-agpecoB 4na cnucka ynpaBaeHUa gOCTYNOM.

HTTP/HTTPS

®yHKUMA: ecnn BbibpaH pexnum HTTP/HTTPS, XOCT, KOTOPbIN COOTBETCTBYET UAEHTUPUKATOPY
VLAN u IP-agpecy B cnmcke A0CTyna, MOXeT MOJYyYMTb AOCTYN K KOMMYyTATOpy 4epes
HTTP/HTTPS.

SNMP

®dyHKUMA: ecnn BbibpaH pexknum SNMP, xocT, KOTopbIn cooTBeTcTBYeT naeHTudumkatopy VLAN un
IP-agpecy B cnucKe A0CTyNa, MOXKeT NOAYYUTb AOCTYN K KOMMyTaTopy Yepe3s SNMP.
TELNET/SSH

®yHKumMA: ecnm BblbpaH TELNET/SSH, xocT, KoTopblii cooTBeTcTBYeT naeHTudukatopy VLAN u
IP-afpecy B cnMcKe AOCTyNa, MOXKET Noy4nTb A0CTYyN K KommyTaTopy Yepe3 TELNET/SSH.

2. MNpocmoTp CTaTUCTMKM yrnpaBaeHNA A4OCTYNOM.

Access Management Statistics  Auto-refresh [J | Refresh | | Clear |

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 513 513 0
HTTPS 0 0 0
SNIMP 0 0 0
TELNET 46 46 0
SSH 0 0 0

Puc. 105. MpocmoTp CTaTUCTUKKU YNPaBAEHUA AOCTYNOM
3. Hactpoiika TaliMayToB Ans peXXMMOB A0CTYNa K KOMMyTaTopy.

Login Timeout

Service Type | Timeout
Command Line |10 min| 0 SEC
WEB b min| 0 Sec

[ Subrnit H Reset ]

Puc. 106. Hactpoiika TanmayToB

Pexxum (Mode)

HacTtamBaemblit gnanasoH: (0~1440) muH. (0~3600) cek.

3HayeHue no ymonyanuto: 10 muH. ana CLI, 5 mnH. ana web-nnHtepodeiica.

®PyHKUMA: HACTPOMKa BPEMEHW OXMAAHMA BXO4A NO/b30BATENA U BPEMEHMU €ro OTKAYEHUA.
OTcyeT BpeMeHW HaAYMHAETCA, KOrAa Mo/Jib30BaTe/lb 3aBEPLIMT BCE HACTPOMKKM. Cuctema
aBTOMATUYECKMN OTKIOUUT PEXMM A0CTYNa, KOrAa Bpems 3aKoHUuTcA. Ecnm Bpema yctaHOBAEHO
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Ha 0, pyHKUMA Talm-ayTa OTKAKOYEHA. B aToM cnyyae cepBep He ByaeT NpoBepATb, UCTEKIO U
Bpems paboTbl N0Nb30BaTENA B CUCTEME, M, CNeA0BaTe/IbHO, NO/Ib30BaTe /b He ByAeT OTKNtoYeH
OT CUCTEMbI.

9.6. Mpotokon SNMP v1/SNMP v2c
9.6.1. BeegeHune

Simple Network Management Protocol (SNMP) - npoToKOn ynpaBieHUs CeTeBbIMU
YyCTPOMCTBAaMM C  UCMNOJIb30BaHMEM npoTokona TCP/IP. bBnarogaps o¢yHKumn SNMP,
aAMUHUCTPATOP MOMXKeT 3anpawunBaTtb MHGOpMauUMio 06 YCTPOMCTBE, MEHATb HACTPOWMKM,
CNefuTb 3a COCTOAHMEM YCTPOICTBA U OOHAPYKMBATb HEMOMALKM CETU.

9.6.2. Peanusauma

Ona ynpasneHua yctponctBamu, SNMP ucnonb3yeT apxuUTeKkTypy «manager/agent»
(meHearkep/areHT). Takum 06pasom, No GyHKLMOHANbHOCTM OH BKAOYAET ABE COCTaBasloWMe:
«NMS» n «AreHT».

* Network Management Station (NMS) - 310 pabouas cTaHUMA, Ha KOTOpol paboTaeT
SNMP-npunoxeHne ana ynpaBaeHUA CETblO KIMEHTOB, UrpaloLLes OCHOBHYIO POJ/b B
ynpaBaeHUM CeTbio C NOMOLLbIO NPoTOKoAa SNMP.

* AreHT - 3TO NMpPOrpamMMmHbIN MpOLLEecC Ha ynpaBnsemom yctpoictee. OH oTBevaeT 3a
npuem M obpaboTky 3anpocos ot NMS. Mpn BO3HUMKHOBEHUWU aBapUMHOM CUTyaL UK
areHT aBTomaTuyeckun nHpopmunpyet 06 stom NMS.

NMS asndaetca cpeactsom ynpasneHna cetbto SNMP, a AreHT ynpasnsetca cetbto SNMP.
ObmeH nHpopmaumen ynpasneHua mexagy NMS 1 AreHTom OCyLLEeCcTBASETCS Yepes NPOTOKON
SNMP. SNMP obecneymnBaeT BbINOJIHEHNE 5 OCHOBHbIX ONnepauui:

* Get-Request

* Get-Response

¢ Get-Next-Request

¢ Set-Request

e Trap

NMS otnpasnaet naketbl «Get-Request», «Get-Next-Request» n «Set-Request» ana 3anpoca
OaHHbIX, HAaCTPOMKM M ynpaBAeHUA YCTPoMCTBOM. lMocne nosyyYyeHusa 3TUX 3anpocoB, AreHTbl
oTBeYaloT naketamu «Get-Response». [pu BO3HMKHOBEHWW TPEBOTM areHT aBTOMATUYECKMU
oTnpasut coobuleHne «Trap» B NMS, 4TOobbl COOOLIUTL O BO3HMKHOBEHMW AHOMAJIbHbIX
cobbITHN.

9.6.3. OnuncaHune

[aHHanA cepma KommyTaTopos noaaeprkusaet sepcun SNMPv2c n SNMPv3. Mpu stom SNMPv2
cosmectum ¢ SNMPv1.

SNMPv1 ncnonb3yeT NpUMHUMN ayTeHTUOUKAUMKM MO MMeHM coobuectBa (Community Name
Authentication). ma coobuwectBa paboTaeT Kak Naposib M UCNOAb3YeTCA AN OrpaHUYeHUs
poctyna AreHta SNMP Kk SNMP NMS. Ecam uma coobuwectsa SNMP-coobuieHns He MOXKeT
NPONTN ayTEHTUOUKALMIO YCTPOMCTBA, OTNPaBAeHHOe cooblieHne byaeT yaaneHo.
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SNMPv2 Takxe wucnonb3yeT ayTeHTUOMKauMo no wMmeHu coobuwectea. OH He npocTo
coBmectum ¢ SNMPv1, HOo u pacwmpseT ¢yHKkumMm SNMPv1. KoppeKTHas coBmecTHas paboTa
NMS 1 AreHTa OCHOBbIBAeTCS Ha corfiacoBaHHoM Bepcun SNMP. AreHT MoKeT ObiTb HacTpoeH
ana paboTbl C HECKONbKMMU BEPCUAMWU OLHOBPEMEHHO U MUCNO/b30BATb Pa3Hble BepcuMu ANA
CBA3M C pasHbimu NMS.

9.6.4. OnucanHne MIB (Management Information Base)

/lioboit  ynpaBasiemblii pecypc MOXHO pPacCMaTpuBaTb KaK OOBEKT, COOTBETCTBEHHO OH
Ha3blBaeTCA yNpaBaaemMbiM 06beKTOM.

MIB (Management Information Base) - 3T0 COBOKYMNHOCTb BCex ynpaBasemMbix ob6bekToB. MIB
onpeaenseT MepapXMYecKMe OTHOLWIEHWUA MeXay ynpaBasembiMu obbekTamu u onpegenser
OCHOBHble aTpMbyTbl 06BLEKTOB, HanpMmep, UM 06beKTa, NpaBa AOCTyna, TUMNbl AaHHbIX U T.4. Y
Kaxgoro AreHTta ectb cBoa MIB. NMS moxeT 4uMTatb MAKM 3anucbiBaTb 06beKTbl B MIB B
COOTBETCTBMMU CO cBOMMM npaBamu. CBasb NMS, AreHTa n MIB nokasaHa (cm puc. 107).

Npuem/nepepaya
3anpocos

+—
nOﬂ'\f‘-IEHHE OoTBETA K

NMS «Trap» coobweHuin AreHT

Puc. 107. Bsaumocsasb NMS, AreHTa 1 6a3bl MIB

MIB onpezenseT ApeBOBUAHYIO CTPYKTYPY, F4e KaxKAabl y3en aepesa ABAAETCA ynpaBaAaeMbim
obbekTtom. Kaxkapit y3en aepesa coaeput OID (MaeHTUPUKaTop 06beKTa), KOTOPbIA MOXKET
YKasblBaTb NO3MUMIO y3/1a B CTpyKType aepesa MIB. OID ynpasnsemoro obbekta A paBeH
1.2.1.1 (cm. puc. 108).

KopeHs

Yaen (2)

Yaen (1)
Nonyuarens (1)

MNanyyatens (2)
Monysarens (1)

Puc. 108. Ctpyktypa gepesa MIB
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9.6.5. HacTpoliika ¢ nomoupto WEB-nHTepdeica

1. BkntoueHue npotokona SNMP n Bbibop Bepcum.

SNMP System Configuration

Mode | Enabled v
Version | SNMP v2¢ v |
Read Community |pub|ic |
Read/Write Community | private |
Engine ID 500007e5017f000001

Local Port 161 |

Pwuc. 109. BkntoyeHme SNMP

Pexxum (Mode)

Onuwuun: Enable/Disable (BkatounTb/BbIKnoUnTb)

3HayeHue no ymonyaHuio: Enable (BkntoueHo)

OnucaHue: BkAOUYEHMNE M BbIKIOYEHUE npoToKkoaa SNMP.

Bepcusa 2 (Version)

Onuumn: SNMP v1/SNMP v2¢c/SNMP v3

3HaueHune no ymonyaHuto: SNMP v2c

OnucaHue: Bblbop Bepcun SNMP. Bepcna SNMP v2c coBmectuma c Bepcmeit SNMP v1. Bepcusa

SNMP v3 cosmectma ¢ sepcuamm SNMP v2¢c n SNMP v1.

Coobuwectso «Tonbko ureHne» (Read-Only Community)
Hactpausaembiii ananasoHn: 0 ~ 255 cumsonos

3HayeHue no ymonyaHuto: Public (OTKpbITbIN)

dyHKUMA: HaCTpOMKa MMeHu coobulectBa «TonbKo YTeHne» (Read-only community).

OnucaHue: nudopmauma MIB kKommyTaTopa MOXKET ObITb MPOYUTAHA TOIBKO B TOM Cy4vae, eCau
nma coobuiectsa, nepesasaemoe naketom SNMP, coBnagaeT ¢ MMeHeM, HaCTPOEHHbIM Ha
KoMMmyTaTope.

CoobuwectBo «YteHne/3anuco» (Read/Write Community)
Hactpausaembiii ananasoHn: 0 ~ 255 cumsonos

3HayeHue No ymon4yaHuio: Private (3akpbITbiit)

®YHKUMA: HAacTpoMKa MMeHn coobuiecTBa «YteHme/3anumcb».

OnucaHue: nHpopmauma MIB kKommyTaTopa MOXKET ObITb MPOYUTAHA M 3aNMCaHa TO/IbKO B TOM
cnyyae, ecnnm uma coobulectBa, nepegaBaemoe B nakete SNMP, coBmagaeT ¢ vMmeHem,
HaCTPOEHHbIM Ha KOMMYyTaTope.

2. Hacrtpoiika rnobanbHOro pexunma coobueHnn «Trap».
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Trap Configuration

Global Settings

[ Mode | [Enabled v |

Trap Destination Configurations

Delete [ Name | Enable | Version | Destination Address | Destination Port
O 111 Enabled SHNMPv2c 192.168.0.23 162

Puc. 110. HacTpoiKa rnobanbHOro pexuma coobueHnit «Trap»

Pexxum (Mode)

Onuwuun: Enable/Disable (BkitoueHo/Bbikato4eHO)

3HayeHue no ymondaHuio: Disable (BbikntoueHo)

OnucaHue: BKAOYEHNE U BbIKAOYEHUE rN06aNbHOro peXkmMma coobuieHuin «Trap».

Haxmnte <Add New Entry>, ytobbl HAcTpouTb CNMUCOK coobLlieHui «Trap». KommyTtatop
noaaep*kmeaet makcumym 4 3anucu. Haxkmute <Name>, 4Tobbl U3MEHUTb CMUCOK CO0bLWEeHnI
«Trap».

3. Hacrtpoiika cnucka coobuieHnii «Trap».

SNMP Trap Configuration

Trap Config Name 111

Trap Mode Enabled bt
Trap Version SHMP v2c b
Trap Community Public

Trap Destination Address 192.1658.0.23

Trap Destination Port 162

Trap Inform Mode Enabled bt
Trap Inform Timeout (seconds) | |3

Trap Inform Retry Times 5

Trap Probe Security Engine ID | “rab=0

Trap Security Engine ID | |
Trap Security Name MNone

SNMP Trap Event

System = [“Warm Start ¥ Cold Start
Link up Cnone O specific @ all switches
Interface = Link down O none O specific @ all switches

LLDP Cnone O specific @ all switches
Authentication * I SNIMP Authentication Fail

Switch = [V]sTP RIMON

Puc. 111. Hactpotika cnucka coobuieHmnii «Trap»
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Hactpoiika umeHu cnucka coobweHuin «Trap» (Trap Config Name)

HactanBaembin gnanasoH: 1 ~ 255 cusonos.

®PYHKUMA: HACTPOMKA MMEHM CNUCKa cooblieHnn «Trap».

Bbi6op pexxuma coobweHnii «Trap» (Trap Mode)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HayeHKne no ymonyaHuto: Disable (BbikntoyeHo).

PYHKUMA: BKIOYEHUE U BbIK/IIOYEHUE pPeXMMaA coobLeHni «Trap». MNocne BKAOYEHUA AaHHOTMO
peXXnMma KOMMyTaTop MOXKET OTNPaBAATbL coobweHuna «Trap» B NMS.

Bepcua coobuweHuii «Trap» (Trap Version)

Onuumn: SNMP v1/SNMP v2¢c/SNMP v3.

3HayeHune no ymonyaHuto: SNMP v2c

®PyHKUMA: HAcTpoOMKa BepcuM npoToKona ¢ coobuweHuamn «Trap», OTNPaBAAEMbIX
KOMMYTaTOPOM Ha cepBep.

Coobuwectso coobweHuit «Trap» (Trap Community)

HactanBaembit gnanasoH: 1 ~ 255 cumsosios.

3HayeHue no ymonyaHuio: Public (OTKpbITbINA).

®PyHKUMA: HaACTpoMKa MMeHM coobliectBa, KoTopoe 6OyaeT nepepaBatbCA NOCPEACTBOM
coobueHunin «Trapy.

Aapec Ha3HauyeHua ana coobuwenunii «Trap» (Trap Destination Address)

®opmat: A.B.C.D

®PyHKUMA: HACTPOMKA agpeca cepBepa ANa npuema cooblueHnn «Trap».

MNopT Ha3HauyeHue ana coobweHunit «Trap» (Trap Destination Port)

HactanBaembin agnanasoH: 1 ~ 65535,

3Ha4yeHMe No ymonyaHumio: 162,

PyHKUMA: HAaCcTPOMKa HOMepa NopTa ANsA Nepeaayun coobueHn «Trap».

Pexxum nnpopmuposaHua coobuweHnin «Trap» (Trap Inform Mode)

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHwuto: Disable (BbikntoyeHo).

PyHKUMA: HAaCTPOMKa PyHKUUM OTBETAa KOMMYTATOPYy NOC/Ie TOrO, KaK cepBep NOAYYUT NakeT C
coobueHnem «Trapy.

TaiimayT gna pexxuma nipopmupoBaHua coobuieHunii «Trap» (Trap Inform Timeout)
HactanBaembin gnanasoH: 1 ~ 2147 cek.

3HayeHWe No YMOAYaHUIO: 3 CeK.

®PyHKUMA: HACTPOMKA BPEMEHW OXWOAHUA ONA OTNPABKM MAKeTOB C coobueHuamu «Trap».
Mocne oTnpaBKKM MaKeTa Ha cepBep KOMMYTAaTOp MOBTOPHO MNepeAaeT MakeT ¢ coobuweHnaMmn
«Trap», eCnv OH He NoJslyYaeT OTBETa OT CepBepa B TeYeHUe AaHHOro nepmoaa.

Konuuectso TaiimaytoB ana pexuma uHpopmupoBaHua coobuieHuit «Trap» (Trap Inform
Retry Times)

Hactansaembiit ananasoH: 0 ~ 255.

3HayeHue No ymon4yaHuto: 5.

®PYHKUMA: HAaCTPOMKA KONIMYECTBa TalkMayTOB MOBTOPHOM OTMPABKM MAKETOB C cOObWweHMAMM
«Trap». EcnM KonmnyectBO NMOBTOPOB MpEeBbIWAET 3HAYEeHMEe 3TOro MapameTpa U cepsBep He
OTBEYAET, CYNTAETCA, YTO Nepesaya NakeTa He yaanace.
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«lFopAauunit ctapt»/»XonoaHblii» crapt (Warm Start/Cold Start)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®yHKLMA: HAacTpoMKa GYHKUMM nepeaaym naketoB ¢ coobuweHnammn «Trap» Npu BbINOJHEHUM
«lopsayero cTapT»/»XonoAHOro» cTapTa KOMMyTaTopa.

CBAa3b ecTb/CBA3M HeT (Link up/ Link down)

Onuuun: none/specific/all switches.

3HayeHne No yMOIYaHUIO: none.

®PyHKUMA: HacTpoMKa GyHKUMM nepesaynm NakeToB C coobuweHnamn «Trap» Npu U3MeHeHUU
cTaTyca nopra.

LLDP

Onuwmun: none/specific/all switches.

3Ha4yeHne No YMOJIYaAHUIO: hone.

®PyHKUMA: HacTpoMKa GyHKUMM nepesaynm NakeToB C coobuweHuamu «Trap» Npu U3MeHeHUM
cTaTyca «cocefar.

OwunbKa ayteHTUPUKaumm SNMP (SNMP Authentication Fail)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

®yHKUMA: HAacTpOMKa GYHKUMM OTNpaBKM coobuieHnin «Trap» npu owmnbKe ayTeHTUDMKaLUM
SNMP.

STP

Onuuu: Enable/Disable (BkntoueHo/BbiKkato4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: HAaCcTPOMKa PYHKUMM OTNPaBKM coobLieHuin «Trap» npu U3meHeHuu ctaTtyca STP.

9.6.6. Mpumep TMNOBON HACTPOMKM

Ynpasnatowuii cepsep (NMS) SNMP nogkntouaeTcs K KommyTaTopy 4epes ceTb Ethernet. IP
agpec ynpasasawouwero cepsepa: 192.168.0.23, a IP agpec KommytaTtopa: 192.168.0.2. NMS
YyNpaB/faeT N KOHTPOAMPYET AreHTa ¢ NOMoLLbio NPoToKosia SNMPV2, KOTOPbIA MOMKET YUMTaTb U
3anucbiBaTb MHPopMaLmio MIB AreHTa. AreHT aBTOMaTUYECKU OTNPaBAAeT coobuieHns «Trap» B
NMS, korga y AreHTa NponcxoauT aBapuinHaa cutyauma (cm. puc. 112).

AreHT 192.168.0.23

152.168.0.2

NMS

Puc. 112. Mpumep HacTporikn SNMPv2
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HacTtpoika AreHra:

*  Bkawouute npotokon SNMP Bepcum v2; HacTpoKnTe npaBa AOCTYNa, YCTAHOBUB PEKUM
CoobuwectBa Tonbko ana uyteHua (Read-only Community) kak «Publicy n pexum
CoobuiectBa uyteHus 1 3anmcu (Read&write Community) Kak «Private» (cm. puc. 109);

*  BkawouunTe rnobanbHbiM pexum coobuieHnn «Trap» (cm. puc. 110).

* Cospaute 3anucb ana coobuweHuit «Trap» Kak 111, BKAOUUTE pexXMm coobLleHui
«Trap»; HacTpouTe Bepcuto pna coobuweHnit «Trap» Kak SNMP v2c u IP-agpec
Ha3HayeHMAa Kak 192.168.0.23. Bbibepute cuctemy, nHtepdeic, ayTeHTMPpurKaLuunto u Bce
coobuenuns «Trap» o8 KOMMYTATOPA, @ TaKKe YCTAaHOBUTEE HACTPOMKM MO YMOJIYAHUIO
ONA Apyrux napameTpos (cm. puc. 111).

Echv nonb3oBatento HeobxoAMMO yNpaBAATb M KOHTPO/AMpoBaTb AreHTa, Heobxogumo
MCNonb30BaTb COOTBETCTBYIOLWEE NpOorpaMmHoe obecnedeHune (NMS).

9.7. MNpotokon SNMP v3
9.7.1. BeegeHue

SNMPv3 npegocTasnset coboit mexaHnsm ayteHTUduKaumm USM (User-Based Security Model).
Monb3oBaTe/lb MOXKET HAaCTPOUTb QYHKUMU WNPPOBAHMA U ayTeHTUPUKaLMN. AyTeHTUdMKaums
ncnonb3yeTca AN NPOBEPKM NeranbHOCTM OTNpaBuTeNna coobuweHma ans Toro, YTobbl M3bexaTb
AO0CTyNna HeneranbHbiX nosnb3oBaTenei. SNMPv3 obecneumBaeT wundpoBaHWe nepenaBaemblx
coobuweHnit mexagy NMS un areHTom, 4TOBbl M36eXaTb MX HE3aKOHHOro MnpocMoTpa.
KombuHauma ayteHTUOUKaUMKN U WindpoBaHMA yaydllaeT 6e30nacHoOCTb cBsdn mexay SNMP
NMS u AreHtom SNMP.

Onsa obecneyenuna ceasm mexay NMS u areHtom ux Bepcun SNMP gomkHbl coBnagaTb. Ans
areHTa MOKHO HacTpPOUTb pa3Hble Bepcun SNMP, yTobBbl OH MOT MCNONb30BaTb Pa3Hble BEPCUU
ANA cBA3mn ¢ pasHbimmn NMS.

9.7.2. Peannsauus

SNMPv3 umeeT 4 Tabnuubl KOHOUrypauuu, AN KaxKAOW M3 KOTOPbIX MOXHO co3aaTtb 16
3anucen. 3TM Tabamubl onpeaenatoT, MOryT /I YKa3aHHble N0/Ab30BaTe/IM NOAyYaTb AOCTYN K
nHpopmauymmn MIB.

Bbl MoO)eTe co34aTb HECKO/IbKO MoJsib3oBaTenei B Tabnuue nonb3oBatenei. Kaxabin
nosb3oBaTe/ib MOXET MCMNO/Ib30BaTb pPa3Hble MOJUTUKM 6e30nacHOCTM Aas  peanusauum
YHKUMI ayTeHTUOMKAUMK, WiMPPOBaHNA U APYrnX PYHKLUMA Be3onacHoCTy.

Tabanuya pgoctyna moxkeT obpalaTtbca K MHopmauum y3na MIB, conoctaBnsaa ums rpynnbi,
KOHTEKCTHOE UMS U YCTaHaBAMBaTb COOTBETCTBYHOLWMI YPOBEHb 6€30MacHOCTM.

lpynnosasa Tabauvua - 3TO COBOKYMHOCTb HECKONbKMX Mosb3oBaTenen. [lpaBa p[ocTyna
YyCTaHaB/AMBAIOTCA ANA TPynnbl NOMb30BaTeNEd U MPUMEHMMbI ANA BCEX MNO/b30BaTeNen B
roynne. KoHTeKcTHaa Tabauua - 3TO UYMTaemble CTPOKM CUMMBONOB AnA unaeHTUdUKaumm
nosb3oBaTesieid. ITO HE UMEET HUKAKOIro OTHOLLEHWUA K KOHKpeTHOM moaenn 6e3onacHocTMy.

9.7.3. Hactpowka c nomoulbto WEB-nHTepdeinca

1. BkntoyeHue npotokona SNMP u Bbibop Bepcun.
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SNMP System Configuration
Mode | Enabled v
Version | SNMP v3 v
Read Community public
Read/Write Community | private
Engine ID |800007e5017f000001 |
Local Port | 161 |

Puc. 113. BkntoueHne SNMP

Pexxum (Mode)

Onuwuun: Enable/Disable (BkatounTb/BbiKntounTb)

3HayeHue no ymonyaHuio: Enable (BkntoueHo)

OnucaHue: BkAOUYEHMNE M BbIKAOYEHUE NpoTokoaa SNMP.

Bepcusa (Version)

Onuumn: SNMP v1/SNMP v2¢c/SNMP v3

3HaueHune no ymondyaHuto: SNMP v2c

OnucaHue: Bblbop Bepcun SNMP. Bepcna SNMP v2c coBmectuma c Bepcmeit SNMP v1. Bepcusa
SNMP v3 cosmectma ¢ sepcuamm SNMP v2¢c n SNMP v1.

Naentudukarop aapa (Engine ID)

[Anana3oH KoHdUrypaLmm: YeTHOe KOIMYECTBO LWEeCTHAALATUPUYHBIX YNCEN, KOTOPOE HE MOXKeT
coAepKaTb TONbKO BCE CMMBO/bI «0» UM BCE CMMBOADbI «F»; AMANA30H YeTHOro yncna umdp
J0oKeH bbiTb oT 10 a0 64.

PyHKUMA: HacTpolKa naeHtTduKaTopa agpa ansa cuctembl SNMPV3. Ecnm ngeHtudukatop agpa
6bl1 M3MEHeH, MONb30BaTeNM, COOTBETCTBYHOWME MAEHTUPUKATOPAM YCTPOMCTB B Tabauue
nonb3oBaTesien, yaanaoTcs.

2. HacTpoiika rnobanbHoro pexmma coobueHui «Trapy».

Trap Configuration

Global Settings

| Mode | [Enabled v/ |

Trap Destination Configurations

Delete | Name | Enable | Version | Destination Address | Destination Port
[ 222 Enabled SMNMPv3 192.168.0 23 162

Add Mew Entry

l, Submit ” Reset I

Puc. 114. Hactpolika rnobasnbHOro pexknma coobuueHnii «Trap»
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Pexxum (Mode)

Onuwuun: Enable/Disable (BkntoueHo/Bbikato4YeHO)

3HayeHue no ymonyaHutio: Disable (BbikntoueHo)

OnucaHue: BKOYEHUE U BbIKNOYEHUE 1106abHOTo peXkrnma coobLueHnin «Trap».

Haxkmute <Add New Entry>, uytobbl HacTpouTb CNMUCOK cooblieHui «Trap». KommyTtatop
noAaaepXusaeT makcumym 4 3anvcu. Haxkmute <Name>, 4Tobbl U3MEHWUTb CMIUCOK COOBLLLEHNI
«Trap».

3. Hacrtpoiika cnucka coobuieHnii «Trap».

SNMP Trap Configuration

Trap Config Hame 222

Trap Mode Enabled hd
Trap Version SHIMP w3 b
Trap Community Public

Trap Destination Address 192.165.0.23

Trap Destination Port 162

Trap Inform Mode Enabled ‘V|
Trap Inform Timeout (seconds) | |3

Trap Inform Retry Times 5

Trap Probe Security Engine ID | |Enabled b |
Trap Security Engine 1D Probe Fail

Trap Security Name MNone v|
SNMP Trap Event

System = [lwarm Start Cold Start

Link up O none O specific @ all switches

Interface “Link down O nene O specific ® all switches

LLOP O none O specific ® all switches
Authentication |[v]* [¥] SNMP Authentication Fail
Switch = A sTP RMON

[ Submit ” Reset ]

Puc. 115. HacTpoiKa cnmcka coobuieHnin «Trap»

HacTpoiika umeHu cnucKa coobweHuii «Trap» (Trap Config Name)

Hactansaembiii ananasoH: 1 ~ 255 cMBo/ioB.

®PYHKUMA: HACTPONKA MMEHU CNUCKa coobuieHnn «Trap».

Bbi6bop pexuma coobweHuii «Trap» (Trap Mode)

Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®yHKLUMA: BKNOYEHME N BbIKIIOYEHUE pexuma coobueHnin «Trap». MNocne BKAOYEHUA [AHHOTO
peXnMma KOMMyTaToOp MOXKET OTNPaBAATb coobweHuna «Trap» 8 NMS.
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Bepcua coobuweHuii «Trap» (Trap Version)

Onuumn: SNMP v1/SNMP v2¢c/SNMP v3.

3HayeHune no ymonyaHuto: SNMP v2c

®PyHKUMA: HACTpPOMKa BepcuMM MNpoTOKoMa C coobuweHnamn «Trap», OTNPaBAAEMbIX
KOMMYTaTOPOM Ha cepBep.

Coobuwectso coobueHuit «Trap» (Trap Community)

HactanBaembit gnanasoH: 1 ~ 255 cumsosios.

3HauyeHne no ymonyaHuto: Public (OTKpbITbIN).

®PyHKUMA: HaACTpoMKa WMMeHM coobliectBa, KoTopoe 6OyaeT nepepaBaTbCA NOCPEACTBOM
coobueHnin «Trap».

Appec HasHaueHua ana coobweHui «Trap» (Trap Destination Address)

®opmart: A.B.C.D

®PyHKUMA: HAaCTPOMKa aapeca cepBepa Ana npuema coobuieHnn « Trap».

MNopT Ha3HaueHue ana coobweHunit «Trap» (Trap Destination Port)

HactanBaembin gnanasoH: 1 ~ 65535.

3HauyeHue No ymonyaHuio: 162.

®PyHKUMA: HAaCTPOMKa HOMepa NopTa AN1a nepeaaydm coobuweHui «Trap».

Pexxum nHpopmupoBaHua coobweHunii «Trap» (Trap Inform Mode)

Onuwuun: Enable/Disable (BkntoueHo/Bbikato4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®PyHKUMA: HAaCTpOMKa PyHKUMM OTBETa KOMMYTATOPYy MOC/Ie TOro, KaK cepBep NOAYYUT NakeT C
coobuweHnem «Trapy.

Tanmayt gna pexkuma nHpopmuposaHus coobueHnii «Trap» (Trap Inform Timeout)
HactanBaembin gnana3oH: 1 ~ 2147 cek.

3HayeHWe No YMOAYaHUIO: 3 CeK.

®PyHKUMA: HACTPOMKA BPEMEHU OXWOAHUA ONA OTNPABKM MAKETOB C coobueHuamu «Trap».
Mocne oTnpaBKKM MaKeTa Ha cepBep KOMMYyTAaTOp MOBTOPHO MNepeaaeT nakeT ¢ coobuweHnamn
«Trap», eCnv OH He Nosly4aeT OTBETa OT cepBepa B Te4eHWe AaHHOTo nepmoaa.

KonnuectBo TaimaytoB gna pexmma MHGopmupoBaHusa coobuieHuin «Trap» (Trap Inform
Retry Times)

HactanBaembin gnanasoH: 0 ~ 255.

3HayeHue No YMOYaHUIo: 5.

PyHKUMA: HACTPOMKA KONMYECTBA TaMMayTOB MOBTOPHOM OTMNPaBKM MaKETOB C COOOLLIEHUAMMU
«Trap». EcnM KonnyecTBO NMOBTOPOB MpEBbIWAET 3HAYeHMe 3TOro MapameTpa U cepsBep He
OTBEYaEeT, CYNTAETCA, YTO Nepesaya NakeTa He yaanach.

Mposepka 6e3onacHocTn ngeHtTuduKatopa agpa coobweHuin «Trap» (Probe Security Engine
ID)

Onuwuun: Enable/Disable (BkatoueHo/BbIKnOYEHO).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®PyHKUMA: HACTpOMKa nposepku 6e3onacHocTM wnaeHTUdMKaTopa Anpa, NepenaBaemoro B
coobuweHunax «Trap» SNMP v3. EcaM ycTaHoBneHO 3HaveHue «Enable» (BkntoueHo),
KOMMYTaTOp aBTOMATMYeCKM Mnojay4vyaeT M nposepseT 6e30nacHOCTb MaeHTUPMKaTopa Agpa.
Echm  yctaHoBneHo 3HayeHune  «Disabled»  (BbikatoyeHo), wWAeHTUOUKATOP  CUCTEMDI
6e3onacHocTn dopmupyeTca 13 3HadyeHus Trap Security Engine ID.
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Be3onacHbI uaeHTUPUKaTOpP Aapa coobueHunit «Trap» (Trap Security Engine ID)
HacTamBaemblil gMana3oH: YeTHOE KOJIMYECTBO WECTHAALATUPUYHBIX YACEN, KOTOPOE HE MOXKET
coAepKaTb TONbKO BCE CMMBOJbI «O» MAM BCe CMMBOAbLI «F»; AManasoH YeTHOro umMcna umdp
Jo/XKeH bbiTb oT 10 0 64.

®PyHKUMA: HacTpomka 6e3onacHoro maeHTUPUKaTopa saapa, nepesaBaeMoro B coobuieHumn
«Trap».

«lFopAauunit ctapt»/»XonoaHoblii» crapt (Warm Start/Cold Start)

Onuwuun: Enable/Disable (BkntoueHo/BbIkAo4eHO).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: HacTpolKa GYHKUMKM nepenaym nakeTos C coobuieHnammn «Trap» npu BbIMNOJHEHUN
«lopsayero cTapT»/»XonoAHOro» cTapTa KOMMyTaTopa.

Cea3b ectb/CBA3M HeT (Link up/ Link down)

Onuuun: none/specific/all switches.

3Ha4yeHne No YMOJIYAHUIO: hone.

®PyHKUMA: HacTpoMKa GyHKUMM Nepesaynm NakeToB € coobuweHuamu «Trap» Npu U3MeEHeHUM
cTaTyca nopra.

LLDP

Onuwmun: none/specific/all switches.

3Ha4yeHWe No YMOJIYAHUIO: hone.

®PyHKUMA: HacTpoMKa GyHKUMM nepesaynm NakeToB € coobuweHuamu «Trap» Npu U3MeHeHUM
cTaTyca «cocega».

OwunbKa ayteHTMPUKaumm SNMP (SNMP Authentication Fail)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHo).

3HayeHue no ymonyaHwuto: Disable (BbikntoyeHo).

PyHKUMA: HAcTpoMKa OYHKLMM OTMPaBKM coobuleHnit «Trap» npu owwmnbKke ayTeHTUPMKaLUK
SNMP.

STP

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHwutio: Disable (BbikntouyeHo).

PyHKUMA: HAacTPOMKa PYHKUMM OTNPaBKM coobLieHuin «Trap» npu U3MeHeHumn ctaTtyca STP.

4. Hactpolika Coobuiects SNMP v3.

SNMPv3 Community Configuration

Delete | Community | Source IP | Source Mask
. public 0000 0.0.0.0
O] private 0000 0.0.00

[ Add Mew Entry ] L Submit ” Reset ]

Puc. 116. Hactpoiika coobuiects SNMP v3

Coobuwecrsa (Community)
Hactansaembiit aAnanasoH: 1 ~ 32 cumBoJIOB.
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®PyHKUMA: co3gaHme umenun CoobuiecTtsa.

Korga BbibpaH npoTokon SNMP v3, MmoxHO 3agatb mma CoobuiectBa, 4Tobbl paspelwmnTb
cucteme ynpasneHus cetbto (NMS) nonyuntb goctyn K KommyTtatopy yepes SNMPv1 u SNMPv2.
B atom cnyyae uma Coobuwectea B NMS gomkHO cooTBeTcTBOBaTb MmeHM CoobuiectBa Ha
KommyTaTope. [paBa gocrtyna Kaxkaoro CoobuiectBa 3aBMCAT OT KOHOUIypauum rpynnosbix
Tabnuuy 1 Tabaunubl goctyna.

IP-aapec ucroyHuka (Source IP)

dopmart: A.B.C.D

®PyHKUMA: HacTpounKa IP-agpeca NMS.

MackKa nogceTtu ncrouHuka (Source Mask)

dopmart: A.B.C.D

@OyHKUMA: Bbl MOMKeTe HacTpouTb nNyn pAaumanasoHa |IP-agpecos. [uana3oH agpecos
onpeaenseTca mackon noacetn. Macka nogcetu - 3To Yncao gamHon 32 6uta, coctoswee u3
CTPOKM 1 1 cTpoKku 0. «1» COOTBETCTBYET NOMAM HOMEpPA CETU M NOJAM HOMepa noacetn, a «0»
COOTBETCTBYET NMNOJAAM HOMEpPA XOCTa.

Haxmute <Add New Entry>, ytobbl HacTpoutb CoobuwectBa. KommyTaTop noapep:kusaet
Mmakcumym 16 Coobuiects.

Mo ymonyaHuto cywectsytoT umeHa Coobuects «Publicy n «Private». B NMS HeT
orpaHunyeHuit no IP-agpecy.

5. Hactpoliika Tabaumubl nonb3oBaTenei.

SNMPv3 User Configuration

. User Security Authentication | Authentication | Privacy Privacy
Laos el Name Level Protocaol Password Protocol | Password
O 800007e5017f000001  default_user Mohuth, NoPriv MNone Mane Mane Maone
O 800007e5017f000001 MM Auth, Priv MD& senenene DES | esesevere
OJ 300007=5017f000001 2222 Auth, Priv SHA sessssss AES | esssssss
[ Add Mew Entry ] L Submit ” Reset ]

Puc. 117. Hactpoika coobuiects SNMP v3

NpaeHtudukartop saapa (Engine ID)

[nanasoH KOHPUrypaumm: YHeTHOE KONIMYECTBO LEeCTHAALATUPMYHbBIX YNCEN, KOTOPOE HE MOXKET
coAepraTb TONbKO BCe CMMBO/bI «0» UM BCE CMMBO/bI «F»; ANMANAa30H YeTHOro yncna umdp
[0/1KeH bbITb oT 10 a0 64.

®PyHKUMA: HaAcTpoiKa uaeHTMduMKaTopa sapa nonb3osatena. Ecam umaeHtudwmkatop Agpa
nosb3oBaTena OTAMYaeTcA OT uaeHTuduMKaTopa Agpa cuctembl SNMPv3, nonb3oBaTesnb
ABNAETCA HEAENCTBYOWMM.

Mma nonb3osatena (User Name)

Hactansaembiit ananasoH: 1 ~ 32 cumBONOB.

®PyHKUMA: cO34aHME UMEHWN NONb30BaTENA.
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Onuuun: none/specific/all switches.

3HayeHWe No YMONYaHMIO: hone.

®PyHKUMA: HAaCTpPOMKa GYHKUMM Nepesaynm NakeToB C coobweHuamn «Trap» Npu U3MeHeHUM
cTaTyca «cocena.

YpoBeHb 6e3onacHocTu (Security Level)

Onuuun: NoAuth,NoPriv/Auth,NoPriv/Auth,Priv

PyHKUMA: HACTPOMKA YPOoBHA 6E30MacHOCTM ANA TEKYLWEro noab3oBaTens.

Onucanue: NoAuth,NoPriv 03HayaeT, 4To HM ayTeHTUPUKALMA, HU WNdpPOoBaHUE He TpebytoTcs.

Auth,NoPriv o3HauaeT, yto TpebyeTca ToNbKO ayTeHTUdUKauma, 6e3 wudposaHma. Auth,Priv
O3Ha4aeT, YTo TPebytoTCA KaK ayTeHTUdUKaLMA, TaK U WNPpPOBaHUe.

MpoTtoKon ayteHTUdMKauum (Authentication Protocol)

Onuuun: MD5/SHA

®dyHKUMA: BbIbOP NpPOTOKONA ayTeHTUGUKaumMm. HeobxoAuMMO BbINOJAHUTb  HACTPOMKMK
NPOTOKONA ayTeEHTUPUKALMM M NapoaA, Koraa ana yposHA 6e3onacHoCTM BbibpaHbl pexXumebl
Auth,NoPriv/AuthPriv.

Naponb ayreHTUPUKaumm (Authentication password)

[dnana3oH HacTpoek: 8~¥40 cumBosnos (npoTokon MD5), 8~32 cumBonos (npoTokon SHA)
dyHKUMA: co3gaHne napons.

MpoTtokon KoHpuaeHumanbHoctu (Privacy Protocol)

Onuun: DES/AES

®PyHKUMA: Bblbop npoToKoNa KoHduaeHuuanbHocTU. HeobxoAMMO BbINMOJHUTE HACTPOMKM
NPOTOKONa KOHPUAEHLMANBHOCTM M NApPONA, Korga BblbpaH pexum Auth,Priv.

MNaponb koHPMaeHuymanobHocTu (Privacy Password)
[Anana3oH HacTpoek: 8~32 cMMBO/10B
PyHKUMA: co3aaHMe Naponsa KOHONAEHUMANBHOCTY.

- Mo ymon4yaHMio B KOMMYTaTOpe cyllecTByeT nonb3osatesnb default_user, a ypoBeHb
.., 6e3onacHoctu - NoAuth,NoPriv. MogaepskusaeTca makcumym a0 16 nonbsoBaTeneu.

6. Hactpoiika rpynnosoi Tabnuupl.

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
] w1 public default_ro_group
[F] v private default_rw_group
O vic public default_ro_group
[F] vZ2e private default_rw_group
F usm default_user default_rw_group
[F] usm 1111 group
] usm 2222 qroup
[ Add New Entry ] ’, Submit ”_ Reset ]

Puc. 118. Hactpowka rpynnosoi Tabamubl SNMP v3
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Mopaenb 6e3onacHocTu (Security model)

Onuuu: vl/v2/usm

®dyHKumMA: Bblbop mopenn 6e3onacHocTM Ana Tekywen rpynnbl (Homep Bepcum SNMP).
Mpotokon SNMPv3 wucnonbsyetr TexHonormto USM, uTo ABnseTca o6s3atenbHbIM  ANA
peanusaunm mogenn SNMPv3.

Mma 6e3onacHoro nonb3oBartensa (Security Name)

[lnanasoH HaCTpOeK: Bce cyliecTsylowme coobliectsa/MmeHa nonb3osartenen, 1 ~ 32 cumsona.
®PyHKUMA: HaAcTpolKka WMMeHW 6e3onacHoro nosb3oBaTena. Ecan  ucnonb3yetca moaenb
6esonacHocT Vv1/v2, uma [oMXHO coBnagatb ¢ umeHem Community. Ecam mogenb
6e30MacHOCTM - usm, WMMA [O/PKHO COBMaZaTb C MMeHem nosb3oBaTtens B Tabauue
nosb3oBaTenen.

Mma rpynnbl (Group Name)

[nana3oH HacTpoek: 1 ~ 32 cumBoNOB

®PyHKUMA: HACTpPOMKa MMeHW rpynnbl. [onb3oBaTeNM C OAHUM U TEM Ke MMEHeM rpynnbl
npUHagnexxat K OHOM 1 TOM e rpynne.

- Mo yMONYaHUIO B KOMMYyTaTOpe CYLLECTBYIOT caeaytowme rpynnosble Tabanypl: {v1,

.., public, default_ro group}, {v1, private, default_rw _group}, {v2c, public,

default_ro_group}, {v2c, private, default rw _group} wun {usm, default_user,
default_rw_group}. Mogaep>knusaeTtcs makcumym o 16 rpynn.

7. HacTpoiika Tabanubl oTobparkeHums.

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
F default_view |included A
] viewl |included %| 13612111

[ Add MNew Entry ] L Submit ” Feset ]

Puc. 119. HacTtpoliika Tabanubl otobpakeHma SNMPv3

MpocmoTp umeHu (View Name)

JnanasoH HacTpoikn: 1~32 cmumBosioB

PyYHKLUMA: HACTPOMKA OTODPArKEHNA UMEHN.

Tun otobpakeHus (View Type)

Onumu: Included/Excluded (go6asneH/nckntoueH)

®dyHKuma: onumsa Included obecneunBaetr oTobparkeHne Bcex y3noB nogaepesa MIB. Onuus
Excluded He oToGparkaeT HMKaKol 13 y3108B nogaepesa MIB.

NaeHTudukaTop obbekTa (OID)

dyHKUMA: HacTpoMKa nopgepesa MIB, npeactaBneHHOro wnAaeHTUPUKaTOpom 0bObeKTa
KOpHeBOro y3na. MoXHO HacTpouTb A0 16 BapmaHTOB.
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Mo ymonuyaHuio B KommyTatope oTobparkaetcs default view, n ato otobpaxeHue
OXBaTbIBAET BCe y3/1bl B noaaepese. MNoagepknBaeTca Makcumym Ao 16 3anuceii.

8. Hactpoiika Tabaunupl goctyna.

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
O default_ro_group any  MNoAuth, MaPriv default_view + Mone hat
] default_rw_group any MNoAuth, MoPriv default_view default_view
O group usm Auth. MaPriv default_view lMone bt
[ Add Mew Entry ] [ Submit H Reset l

Puc. 120. Hactpoika Tabnumubl goctyna SNMPv3

Mma rpynnbl (Group Name)

[nana3oH HacTpoek: 1732 cumBonoB

OnucaHue: Bce Nonb3oBaTeIn rpynnbl 06134a0T 04MHAKOBbIMU NOJIHOMOYMAMM A0CTYMA.
Mogaenb 6e3onacHocTu (Security model)

HacTpoliku no ymonuyaHuio: any/v1l/v2/usm

®yHKuUmA: BbIbOp Moaenn 6esonacHocTh (T.e. Homep Bepcun SNMP), KoTopas ucnonb3lyeTcs,
ANna goctyna K KommyTtatopy. SNMPv3 nogaepxumsaet TexHonormio USM. «Any» 03Ha4YaeT, uTo
NPUMeEHATLCA MoXKeT ntobasa moaenb 6e3onacHoOCTU. ima rpynnbl 1 MOAEeNb 3aWMTbl AO/IKHbI
COOTBETCTBOBATb MMEHMW Fpynnbl U MOAENN 3aLUNUTbI B FPynnoBon Tabanye.

YpoBeHb 6e3onacHocTH (Security Level)

Onuuun: NoAuthNoPriv/AuthNoPriv/AuthPriv

®PyHKUMA: HAaCTPOMKA YpOoBHA 6€30MacHOCTM AN1A TeKYLLEN rpynnbl.

Onucanune: [Ana NoAuth,NoPriv He wucnonb3yoTca HWM MNPOTOKOA ayTEHTUPUKAUUMK, HU
wudposaHue. Auth,NoPriv o3HauyaeT, 4to TpebyeTca NPOTOKON ayTeHTUDUKaLMK, a WWNPPOBAHMU
He Tpebyetcsa. Auth,Priv o3HayaeT, 4To TpebyeTcAs Kak MPOTOKOA ayTeHTUdMKaUuUW, TaK U
wudposaHue. Monb3oBaTeNb MOMXKET NONYYNTb AOCTYN K YKaszaHHOM MHbopmaummn MIB, TonbKo
€C/IM NPOTOKON ayTeHTUdUKauumn / wudpoBaHMa U Naposb ayTeHTUuduKaumm / wndpposBaHus
WMAEHTUYHbI TEM, KOTOPbIE HAaCTPOEHbI B TabMLe Nonb3oBaTeNen.

NoAuth,NoPriv, Auth,NoPriv, Auth,Priv. ypoBHM 6e30nacHOCTM yKas3aHbl B MNOpAAKe
BO3pacTaHWA. BbiICOKOMY ypOBHIO 6€30MacHOCTM paspellaeTca AOCTYN K HU3KOMY YPOBHHO
6e3onacHocTU. Hanpumep, ecnn ypoBeHb 6e30MacHOCTM rpynnbl ycTaHoBeH Kak AuthNo,Priv,
nosb3oBaTenin B rpynne ¢ yposHAMM 3awwmntbl AuthNo,Priv u Auth,Priv moryT ycnewHo noay4mTb
AOCTYN K KOMMyTaTopy, ecnuM oba npoTokona ayTeHTUdMKauumn/KoHOMAEeHUMANbHOCTU U
naposv ANA ayTeHTUOUKALMK/3aWwmnTbl KOHPUAEHLMANBHOCTM COOTBETCTBYIOT Npasuaam. Mpwm
3TOM No/ib30oBaTeNn ¢ ypoBHAMK 6e3zonacHocTn NoAuth,NoPriv goctyna He nmetor.

Mpuopuret goctyna «Tonbko uteHne» (Read View Name)

Onuwun: default_view/None/all existing view names

®PyHKUMA: BbIBOP MMEHM Ana npuopuTeTa Aoctyna «TonbKo YTeHne» (ReadOnly).
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Mpuopuret goctyna «YreHue-3anucb» (Write View Name)
Onuuu koHdurypaumu: default_view/None/Created view name
®yHKLMA: BbIBOP MMEHM AnA NpuopuTeTa Aoctyna «4teHne-3anmncb» (ReadWrite).

~ Mo ymonyaHMIO B KOMMYTaTOpe CyLLECTBYHOT cheaylouwme Tabnauubl Aoctyna:

.., {default_ro_group, any, NoAuth,NoPriv, default_view, None} and {default_rw_group,
any, NoAuth,NoPriv, default_view, default_view}. Nogaep»knsaetcs makcumym go 16
3anucen.

9.7.4. TMpnmep TMMOBOWN HACTPOMKM

Ynpasnatowuii cepsep (NMS) SNMP nogkntouaetcs K KommyTaTopy 4yepes ceTb Ethernet. IP
agpec ynpasadwowero cepsepa: 192.168.0.23, a IP-agpec KommyTtaTopa: 192.168.0.2
Monb3osaTtenb 1111 n nonb3osaTenb 2222 ynpasnatoT AreHTom yepe3s SNMP v3. YposeHb
6e3onacHoOCTM ycTaHoBeH Ha AuthNoPriv, 1 KOMMYTaTOp MOXKET BbINOAHATbL ONepaLmio TO/bKO
ANA yTeHus gns scen nHdopmaumnm ob ysnax AreHta. Npu BOSHUKHOBEHMM aBAPUMHOTO CUTHANA
areHT 3apaHee oTnpasaseT B NMS coobuieHus trap v3, Kak NoKasaHo Ha pucyHKe 123. (cm. puc.
112).

ArenT 192.168.0.23

192.168.0.2

NMS

Puc. 121. NMpumep HacTpoinkn SNMPv3

HacTtpoika AreHra:
e  Brknaounte npotokon SNMP v3;
* HacTtpouTte Tabnnuy nonbzosatenen SNMP v3;
Mmsa nonbsosatens: 1111. YposeHb 3awmtbl Auth,Priv. MpoTtokon ayteHTndmKauum: MDS5.
Maponb ayTeHTUdMKAUMM: aaaaaaaa. MpoTokon 6esonacHocTu: DES. Maponb 6e3onacHoCTyH:
XXXXXXXX.
Mma BTOporo nonb3osatena: 2222. YpoBeHb 3awwutbl:  Auth,Priv. [poTtoKon
ayTeHTUdUKaumm: SHA. Maponb ayteHTUdUKaumn: bbbbbbbb. MpoTokon 6e3onacHocTu:
AES. Maposb 6e3onacHoCTU: yyyyyyyy. (cm. puc. 117).
e CospgaunTe rpynny, HacTpoiTe moaenb 6e30nacHOCTM Kak usm, JobaBbTe NoJsib3oBaTenei

1111 v 2222 B rpynny (cm. puc. 118);

e HacTtpoiTte Tabanuy poctyna SNMPv3.
Mma rpynnbl: group, mogenb b6HesonacHoctn: USM, yposeHb 3awmTbl: Auth,NoPriv,
npuoputeT goctyna «Read View»: default_view, npuoputetr goctyna «Write View»: None
(cm. puc. 120);
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*  BkawouunTe rnobanbHbii pexum coobuieHnn «Trap» (cm. puc. 114).

* Co3palite 3nemMeHT Tabaunubl coobLeHnin «Trap» Kak 222, BKNOUYUTE PEXKUM CO0bLLEeHUIM
«Trap»; HacTpouTe Bepcuio Ana coobuweHuit «Trap» Kak SNMP v3 wu IP-agpec
Ha3HayeHMAa Kak 192.168.0.23. Bbibepute cuctemy, nHtepdeic, ayTeHTMPurKaumnto u Bce
coobueHns «Trap» ANA KOMMYTAaTOPA, @ TaKXKe YCTaHOBUTE HACTPOMKM MO YMOJIHAHUIO
ANA apyrux napameTpos (cm. puc. 115).

Echv nonb3oBatento HeobxoAMMO ynpaBAATb M KOHTPOAMpoBaTb AreHTa, Heobxogumo
MCNonb30BaTb COOTBETCTBYHOLWEE NporpaMmHoe obecneyeHune (NMS).

9.8. Tpotokon RMON (Remote Network Monitoring)
9.8.1. BeegeHue

Mpotokon RMON (Remote Network Monitoring) ocHoBaH Ha apxuTtektype SNMP n nossonser
CeTeBbIM YCTPOMCTBamM ynpasneHuss 60see WHTEHCMBHO KOHTPOJIMPOBATb YCTPOMCTBA.
peanunsauma npotokona RMON ocHoBaHa Ha modenun KnueHt/cepsep u BKAodaeT NMS
(Network Management Station, CTaHUMA ynpaBieHMA CeTbio), NO CYTU ABNAIOLLENCA CEPBEPOM
N cneumnanbHoro AreHta (Agent), KoTopbiii aBnseTca KameHTom. NMS ynpasnsaet AreHTom,
KOTOPbIN BbINOAHAET CO0p CTAaTUCTUKM O TpadMKe Ha NopTy.

OcHoBHble ¢yHKUMM RMON — cbop CTaTUCTUKM U CUrHanusaumsa o Tpesorax. PyHKuma cbopa
CTAaTUCTUKM NpPeAnoiaraeT, YTo areHT MOXKeT NepuoanYecKkm BbINONHATb COOP CTAaTUCTUKK BCEX
BUAOB MHPOpMaUMKN O TpadMKe Ha NopTe, HaNpPUMep, NosyyeHMe MHPopMaLMN O KOSTMYECTBE
COObLEHNIM, NONYYEHHbIX B KOHKPETHOM CEermeHTe CeTU B TeYeHWe KOHKPEeTHOro nepuoga
BpemeHn. PyHKUMA CUrHANM3aLMM O TpeBorax obecneynBaeT BbINOJHEHUE areHTOM QYHKLMIA
KOHTPONS 33 3HAYEHUAMMU YyKasaHHbIX nepemeHHblx MIB (Management Information Base)
dannoB. Korga 3HayeHWe [o0CTMraeT onpeaeneHHoro mnopora (Hanpumep, KoAMYeCTBO
COObOLEHNIM NpeBbllWaeT YKa3aHHOEe 3HayeHWEe), areHT MOMKeT aBTOMaTU4YeCKM 3anucbiBaTb
cobbiTMa TpeBorn B KypHan RMON wam oTnpaBnsaTb cneuuanbHble Trap-coobuieHne Ha
YCTPOMCTBO ynpaBaeHus.

9.8.2. I'pynnbl RMON (RMON Group)

Mpotokon RMON (ctaHgapT RFC2819) noapasgenserca Ha HECKO/IbKO rpynn, KoTopble
BK/IIOYAOT: TPynny cTtaTUcTuKK (Statistics Group), rpynny uctopum (History Group), rpynny
cobbiTnin (Event Group) u rpynny Tpesor (Alarm Group) oTKpbiTbix MIB. Kaxgaa rpynna
noaaepxmneaetr makcmmym 32 3anucm.

* [pynna cTtatucTukm (Statistics Group)

Hannune paHHOM rpynnbl noapasymeBaeT, YTO CUCTEMA MOMKET BECTU COop CTaTUCTUKM Bcex
BMAOB MHPOpMauumM o TpaduKe Ha nopty. CTaTUcTMYecKasa MHPOPMAUUA COAEPKUT MHOrO
pasHoi WHPOpMALMKU: KONNYECTBO KOAAM3MA B ceTu, coobuieHma o6 owmnbrax CRC,
MHOOPMALMIO O COOBLLEHMAX CO CAMLWKOM MANeHbKUM UM CAULIKOM 60MblIMM pasmepamu
OaHHbIX, MHOOPMALMIO O LIMPOKOBELLATE/IbHbIX MU MHOFOAAPECHbIX COODOLLEHMAX, KOANYECTBO
Nosly4YeHHbIX 6alT, KOAMYECTBO MPUHATLIX coobuweHnn u T.4. [ocne ycnewHoro co3gaHua
3aNMCKU CTAaTUCTUKM MO yKasaHHOMY WMHTepdelcy, JaHHaa rpynna noAcynTbiBaeT KOMYECTBO
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COObLEHNI Ha TeKylem MHTepdelice, a pe3ybTaTOM ABAAETCA HenpepbiBHOE HaKonieHwe
3HAYeHUM CTaTUCTUKM.

* [pynna uctopwuu (History Group)

Cuctema nepuoamnyeckm npocmatpuBaeT BblOOPKY Bcex BUMAOB MHbOpMauuu o Tpaduke Ha
nopTy M COXpaHAeT 3HayeHuA BblbOpKM B Tabauue 3anuce UCTOPUM, CNeAO0BATENbHO
YCTPOMCTBO ynpaB/AeHUA MOXKET npocmaTpuBaTb 3Ty MHPopmauuio B ntoboe Bpemsa. pynna
MUCTOPUM YYUTbIBAET 3HAYEHWUs CTATUCTUKM BCEX BMAOB LOaHHbIX B WHTEpPBasie BbIOOPKM
COODBLLEHNI, NONYYEHHbIX NOPTOM B KaXKAOM LMKAe npuema/nepenaun nHbopmaumm, npuyem
NepmoanYHOCTb AAHHbIX LLUKNOB MOXHO HacTpaneaThb.

* [pynna cobbiTnii (Event group)

lpynna cobbiTUii Ucnonb3yeTcs Aas onpeaeneHma MHAEKCoB cobbiTuii n metonoB 06paboTkM
cobbituin. CobbiTnsa, obpaboTaHHble B rpynne coObiTUM, WCNONb3YIOTCA B 3/1EMEHTE
KoHbUrypauum rpynnbl TpesBor. [leiicTBMe COObITUA HAYMHAETCA, Koraa KOHTpoaAupyemoe
YCTPOMCTBO AOCTUTAET COCTOAHMA TPEBOTW.

CyLecTByeT HECKOJIbKO cnocoboB 06paboTKu cobbITHit:

HypHan (Log): BeaeHue KypHana cobbITUA M CBA3AHHOM C HUM MHPOpPMaLNK;

MpepbiBaHne (Trap): otnpasKa Trap-coobuweHna B NMS n aanbHenwee MHGOPMUPOBAHUE O
cobbITnK;

Log-Trap: 3anucb 1 oTnpasKa Trap-coobuieHus;

HeT (None): He BbINO/IHATb HUKAKMX AEeACTBUIN

* [pynna TpeBoKHOM curHanmsaumm (Alarm Group)

PyHKUMA yNpaBAeHUa TPEBOXKHOM cUrHanmsaumen npotokona RMON obecneuynBaeT KOHTPOb
33 onpeaeneHHbiMM TpeBoramu. Mocsie Toro, Kak No/sib3oBaTelb 0OHAPYKUT 3anmucK TPEBOTH,
cuctema 6yaeT nosydaTb 3HAYEHUA KOHTPOMPYEMbIX MEPEMEHHbIX CUrHana TPeBOrn 3a
onpeaeneHHbln nepuoa. Koraa 3HayeHMe NepemeHHoM curHana Tpesoru 6o/blue Uan paBHO
NMoporoBOMy 3Ha4yeHWto, Mosib3oBaTenb byaer MHbOpmMpoBaH O BaxHoi Tpesore. Korpa
3HaYeHMe nepemMeHHON TPeBOrM HUKEe MNOPOroBOoro 3Ha4yeHuA, Mnosb3oBaTenb Oyaer
MHPoOpMMpPOBaH O BTOPOCTENEHHOM TpeBore. Tpesorn byayT obpabaTtbiBaTbCA B COOTBETCTBUM C
onpeaeneHnemM KOHKPeTHOro cobbiTus.

NMoporoBoe 3HaYeHWEe HEeCKOJIbKO pa3 B OAHOM W TOM Ke HanpaBieHUW,
WMHULMMpPOBaHMeE cobbITUA O TpeBore BOSMOXKHO TOJIbKO MepBbii pas3. ITO O3HAYaeT,
YTO YBE/NIMYEHMNE KONMYECTBA TPEBOT M YMEHbLUEHNE KONNYECTBa TPEBOT YepeayoTca.

ﬂ Echu BbibOpoOYHOE 3HayeHWe MepemMeHHOM aBapUMHOro CUrHana mnpeBblaeT

9.8.3. HacTtpoiika yepes WEB-nHTepdeic

1. HacTpoWKa TabauLbl CTaTUCTUKN.
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RMON Statistics Configuration

Delete | ID | Data Source
n 1 1361212211 1000002

[ Add MNew Entry ] L Submit ” Reset ]

Puc. 122. Hactpowka ctatnctukn RMON
NaeHTudpukarop (ID)
Hactpausaemblii ananasoH: 1765535
OnucaHue: HaCTPOMKa HOMepa 3anuUcK CTAaTUCTUMKK. [pynna cTaTUCTUKK nogaepxusaet o 128
3anucen.
UcTouHuK gaHHbIX (Data Source)
Hactpausaemblii ananasoH: 100000portid
OnucaHue: Bbibop nopTa ana cbopa CTaTUCTUKM.

2. OTobparkeHune cTaTtyca CTaTUCTUKM FPyNMbl.

RMON Statistics Overview

Start from Control Index I:Iwith entries per page.

Data . 65 | 128 | 256 | 512 | 1024
ID| Source | Drop | Octets | Pkts Broad- | Multi- | CRC | Under- [ Over- 64

. . Frag. | Jabb. | Coll. ~ ~ - -
{ifindex) el | el | Enme | dme || SR Bytes | 47 | 255 | 511 | 1023 | 1588

1 1000002 1024 6445055 29080 23081 965 0 0 0 0 0 0 7393 17565 756 691 181 2494

Puc. 123. Hactpoliika ctatuctukn RMON

Drop: KONMYecTBO NAKETOB, OTOPOLUEHHbIX MOPTOM.

Octets: Konnyectso 6alATOB, MONYYEHHbIX NOPTOM.

Pkts: KonmMyecTBO NAKETOB, NONYYEHHbIX MOPTOM.

Broadcast: KonnyecTBO WMPOKOBELLATE/IbHbBIX MAKETOB, NOYYEHHbIX MOPTOM.

Multicast: KONMYECTBO MHOrOaZAPECHbIX MAKETOB, NOYYEHHbIX MOPTOM.

CRC Errors: Konnyectso naketoB ¢ owmnbkamm CRC gnmHol ot 64 go 9600 6aiT, NONyYEHHbIX
nopToM.

Undersize: KonnMyecTBo NakeToB pasmepom meHee 64 6aiT, NONyYEHHbIX MOPTOM.

Oversize: KONMYECTBO NaKeToB pasmepom 6onee 9600 6alT, NONYYEHHbIX MOPTOM.

Frag: KonuyectBo nakeTtoB ¢ owwnbkoh CRC, cogepkawmx meHee 64 6aMTOB, NONYYEHHbIX
nopToM.

Jabb .: KonnyectBo naketoB c ownbkoit CRC, coaeprkawmx 6onee 9600 6alAT, NoONYyYEHHbIX
nopToMm.

Coll .: KonnyecTBo KOHPNMKTOB, NONYHEHHbIX MOPTOM B NONYAYNAEKCHOM PEXUME.

64 Bytes: KOAMYECTBO NAKETOB AJIMHOMN 64 6aiTa, NONYYEHHbIX NOPTOM.

65 ~ 127: KONMYECTBO NAKETOB AJNHOM OT 65 g0 127 6ainT, NONy4YEHHbIX MOPTOM.

128 ~ 255: KOAMYECTBO NAaKeTOB A/IMHOM OT 128 Ao 255 6aiAT, NoAyYEHHbIX NOPTOM.

256 ~ 511: KONMYECTBO NAKETOB AJNHOM OT 256 a0 511 6aiAT, NONYYEHHbIX NOPTOM.

512 ~ 1023: Ko/in4ecTBO NakeToB AsnHoM ot 512 ao 1023 6ai1ToB, NONYYEHHbIX MOPTOM.
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1024 ~ 1588: Konn4ecTBO NakeToB AAnHoM ot 1024 oo 1588 6aliT, NOAy4eHHbIX MOPTOM.

3HaueHne Oversize (npeBbllleHWEe pasmepa) 3aBMCUMT OT napameTpa «Maximum
Frame Size» (MakcMmanbHbI pasmep Kagapa) B KOHOUIypaumm nopra.

3. Hacrtpoiika Tabanubl uctopum.

RMON History Configuration

Delete | ID Data Source Interval Buckets Buckets
Granted
0 2 1361212211] 1000002 | 1800| | 50 50

[ Add Mew Entry ] [ Subrnit ” Reset ]

Puc. 124. Hactpoliika ncropmn RMON

Naentudukarop (ID)

Hactpausaembit amanasoH: 1 ~ 65535

PyHKUMA: HACTPOMKa KonuyecTBa 3anuceirt uctopuu. MoageprmBaerca makcumym go 256
3anucen.

UcTouHuK pgaHHbIX (Data Source)

Onumun: 100000portid

PyHKUMA: HAaCTPOIKa NopTa A4/1A 3aNnCen NCTOPUMN.

MHTepsan Bblibopky (Interval)

HacTpauBaembliit gMana3oH (cek.): 1 ~ 3600 cek.

PyHKLUMA: HACTPOMKA MHTEpPBana BbIOOPKMU.

Konuuectso 3HaueHui (Buckets)

HactpavBaembit amanasoH: 1 ~ 65535

PyYHKLUMA: HACTPOMKA KONMYECTBA NOoCAeAHNX 3HAYEHUIN 3aNUCEN UCTOPUN.

4. NpocmoTp MHGopMaL MK 3anmcen UCTOPUM.

RMON History Overview
Start from Control Index D and Sample Indexlﬂ |with |2[] | entries per page.
'I*r'xi" 5’;:;;';'(" Sgg‘r't'e‘ Drop ‘ Octets ‘ Pkis ‘ B;’:td "l::; | Efr'fr:s‘ ”;:':r Os‘l"f; Frag. ‘ Jabh. ‘ Coll. ‘ Utilization
2 37 21052 0 23487 223 193 25 0 0 0 0 0 0 0
2 38 21062 0 28051 304 293 11 0 0 0 0 0 0 0
2 39 21072 0 17795 200 183 17 0 0 0 0 0 0 0
2 40 21082 0 30623 329 35 14 0 0 0 0 0 0 0
2 4 21092 0 28780 317 298 19 0 0 0 0 0 0 0
2 42 21102 0 24672 272 243 25 0 0 0 0 0 0 0
2 43 21112 0 1291658 437 304 13 0 0 0 0 0 0 1
2 4 21122 0 21179 238 224 14 0 0 0 0 0 0 0
2 45 21132 0 39616 398 351 47 0 0 0 0 0 0 0
2 46 21142 0 32798 337 309 23 0 0 0 0 0 0 0

Puc. 125. UHdopmauusa 3anmcert nctopum RMON
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5. HacTpoiika Tabanybl cobbiTuii.

RMON Event Configuration

Delete [ 1D | Desc | Type | Community [ Event Last Time
F 1 aaa| |logandtrap v public 71339
1 2 bbhk| |logandtrap v public 71319

[ Add Mew Entry ] [ Submit ][ Reset ]

Puc. 126. UHbopmauma Tabaumubl cobbITUIA

naentudukarop (ID)

HacTpansaembit ananasoH: 1 ~ 65535

®PyHKUMA: HAacTpOMKa NOpPALKOBOro HoMepa 3anucK cobbitnaA. Mpynna cobbITU NnoaaepmMBaeT
no 128 3anuceit.

OnucaHue (Desc)

HacTpansaembiii ananasoH: 1 ~ 127 cumsonos

®PyHKUMA: onncaHme cobbITUN.

Tun cobbiTna (Event Type)

Onuuun: none/log/snmptrap/logandtrap

3Ha4yeHne No YMOIYAHUIO: hone

PyHKUMA: HAcTpOMKa Tuna cobbiTUA NpuM BO3HUKHOBEHWM TPEBOr, T.e. METod 06paboTKu
CUTHANOB TPEBOTM.

Coobuwectso (Community)

Hactpausaembiii ananasoH: 1 ~127 cumBonos

3HavyeHne no ymondaHuio: public

PyHKUMA: HACTPOMKa MMEHW coobulectBa Aas OTNPaBKU cobbITUIM coobueHna «Trap».
3HayeHue A0/IKHO bbITb NAEHTUYHO 3HaYeHnto B SNMP.

Bpemsa nocnegHero cobbitna (Event Last Time)

®dyHKUMA: oTobparkaeT 3HaYeHue sysUpTime, ecnm cobbiTue MUCMOb3yeTcsa B NoCaegHUN pas.

6. MpocmoTp cTaTyca cobbITUiA rpynnbl.

RMON Event Overview

Start from Control IndexlCI and Sample Index |0 |with |2EI |entriea per page.
F:::; Logindex | LogTime LogDescription
1 1 71179 Rising:ise.3.6.1.2.1.2.2.1.11.1000006=172 == 50 11,1
1 2 71339 Rising:ise.3.6.1.2.1.2.2.1.11.1000006=186 == 50 :1, 1
2 1 71159 Falling:is0.3.6.1.2.1.2.2.1.11.1000006=0 <= 20 1, 2
2 2 71319 Falling:ise.3.6.1.2.1.2.2.1.11.1000006=0 <= 20 :1, 2
2 3 71419 Falling:ise.3.6.1.2.1.2.2.1.11.1000006=0 == 20 1, 2

Puc. 127. UHdopmauma Tabamubl cobbITmi
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7. HacTpoiika Tabanubl Tpesor.

RMON Alarm Configuration
- Sample Startup Rising Rising Falling Falling
Lk ‘ D ‘ e a ‘ Leniile ‘ Type ‘ "“'”e‘ Alarm ‘ Threshold Index Threshold Index
o 1| 10 136121221 111000006 [Dsta v 186 [RisingOrFaling | | 50| | 1 | 20| | 2
[ Add New Entry ] [ Submit ][ Reset ]

Puc. 128. HacTpoika Tabamupl Tpesor

NaeHtudpukarop (ID)

HacTpansaembit gnanasoH: 1 ~ 65535

PyHKUMA: HACTPOMKA KONMYEecTBa 3anucelt Tpesor. pynna noaaep»ueaet Ao 256 3anucen.
MHTepsan (Interval)

HacTpavBaemblit AMana3oH (cek.): 1 ~ 2147483647 cek.

3HauyeHune no ymonyaHuto: 30 cek.

PyHKUMA: HACTPOMKA MHTepPBana BbIOOPKMU.

MHTepsan (Interval)

dopmart: A.100000portid

HacTpansaembit ananason: A: 10 ~ 21

PyHKUMA: BbIOGOP MHPOpMaLmm nopTa MIB, KOTOpPYIO HYXKHO OTCNIEXKUBATD.

InOctets: A=10, KosinyecTBo 6aNTOB, NOIYYEHHbIX MOPTOM.

InUcastPkts: A=11, KonM4YecTBO OAHOAAPECHbIX MAKETOB, MOJYYEHHbIX MOPTOM.
InNUcastPkts: A=12, KOAMYecTBO LWIMPOKOBELLATENbHbIX W  MHOTOaApPEeCHbIX TaKeToB.,
NONYYEHHbIX NOPTOM.

InDiscards: A=13, KOIM4ECTBO NaKeTOB, OTOPOLUEHHbIX MOPTOM.

InErrors: A=14, KOANYECTBO NAKETOB C OLUMOKaMM, MOTYYEHHbIX MOPTOM.
InUnknownProtos: A=15, KOAIM4EeCTBO HEN3BECTHbIX MAKETOB, NOYYEHHbIX NOPTOM.
OutOctets: A=16, KonnyecTso 6aNTOB, OTNPABAEHHbIX MOPTOM.

OutUcastPkts: A=17, KoIM4ecTBO 0AHOAZPECHbIX MAKETOB, OTMNPAB/IEHHbIX MOPTOM.
OutNUcastPkts: A=18, KOAMYECTBO LIMPOKOBELIATE/IbHbIX W MHOFOaApecHbiX MaKeTos,
OTNpPaBJ/IEHHbIX MOPTOM.

OutDiscards: A=19, KoNN4eCcTBO OTOPOLLEHHbIX NAKETOB, OTNPaBAEHHbIX MOPTOM.
OutErrors: A=20, KOANYeCcTBO NAaKEeTOB C OLUMOKaMM, OTNPABAEHHbIX MOPTOM.

OutQlen: A=21, ganHa NakeToB B ovepeam ucxogAawiero nopra.

Tun Bbi6opKM (Sampling Type)

Hactpansaemblie onuun: Absolute/Delta

3HaueHune no ymonyaHuto: Delta

®yHKUMA: BbIBOp MeToaa CpaBHEHMA 3HaYeHMA BbIBOPKK 1 nopora.

Absolute: npamoe cpaBHeHMe KaXA0ro 3Ha4yeHUs BbIBOPKM C NOPOrom;

Delta: TeKkywee 3HayeHuMe BbIOOPKM MUHYC npeablayliee 3HayeHWe BbIOGOPKM, 3aTem
MCNONb3yeTcA pasHULA AN1A CPaBHEHWUA C MOPOroOM.

Tun aBapuiiHoM curHanusaumm (Startup Alarm)

HactpauBaemsbie onuuu: Rising/Falling/RisingOrFalling

3HayeHue no ymonyanuto: RisingOrFalling
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®yHKUMA: BbIOOP TMNA aBapUMHON CUTHANM3ALMN.

BepxHee noporosoe 3HaueHue (Rising Threshold)

Hactpausaemblii ananasoH: 1 ~ 2147483647

®YHKLMA: HAaCTPOIMKa BEPXHEro MOpPOroBoro 3HadyeHua. Ecam 3HauveHne BbIGOPKM NpeBbiwaeT
NMOpPOroBoe 3HaYeHWe, a TUN CUrHaNa TPEBOMN YCTaHOBAEH Kak RisingAlarm mnu RisOrFallAlarm,
TpeBora byaeT akTUBMPOBaHA, KPOMeE TOFO aKTUBUPYETCA MHAEKC POCTa COOLITUIA.

MHpeKc pocTa (Rising Index)

HacTpanBaembit ananasoH: 1 ~ 65535

®yHKLMA: HAaCTPOIMKa BO3pacCTaloLLero MHAeKca cobbiTvii. 3To mMeToa nepesayn BO3pacTaHUA
TpeBor.

HukHee noporosoe 3HaueHue (Falling Threshold)

HacTpausaemblii ananason: 1 ~ 2147483647

®yHKUMA: HACTPOMKA HUMKHEro NOporoBoro 3HavyeHuA. Korga 3HaueHue BbIGOPKU HUKe

MOpOroBOro 3Ha4YeHWsi, a TWUMN CUrHajsa TpeBOorn YycTaHosneH KaKk FallingAlarm  wau
RisOrFallAlarm, TpeBora 6yaeT akKTMBMpPOBaHa, KPOME TOrO aKTUBUPYETCA UHAEKC CHUMKEHMUA
cobbiTuA.

MHpeKc cHmxkeHua (Falling Index)
Hactpausaembiii ananasoH: 065535
®YHKUMA: HAaCTPOIMKa MHAEKCA CHUMKEHUA COBbITUI. ITO MeToA nepesayn CHUNKEHMA TPEBOT.

8. OTobpakeHune cTaTyca rpynnoBbIX TPEBOT.

RMON Alarm Overview

Start from Control Index |0 |with |20 |entries per page.
- Sample Startup Rising Rising | Falling | Falling
e s Type | V2lue Alarm Thresheld | Index | Threshold | Index
1 10 1.36.1.2.1.2.2.1.11.1000006 Delta 195 RisingOrFalling 50 1 20 2

Puc. 129. OTobparkeHue cTaTyca rpynnoBbiX TPEBOT

9.9. Hactpomnka TACACS+
9.9.1. BeegeHue

CeaHcosblit npoTokosn TACACS+ aBnsetca MPUIOXKEHWEM Ha OcHoBe npoTtokona TCP. OH
NOAAEPXKMBAET PEXUM KAMEHT/cepBep ANA peanusaumm coeguHeHua mexay Cepsepom
CeteBoro floctyna (NAS) n TACACS+ cepsepom. KnueHT pabotaeT Ha cepsepe NAS, a cepsep
OCYLLEeCTBNAET LUEHTPaIM30BaHHOE ynpaBaeHne nHbopmaumeir o nonb3osaTtene. Cepsep NAS
CNYXKUT CEPBEPOM A1 NO/Mb30BaTENEN U KAMEHTOM AnA cepBepa. CTPYKTypa NoKasaHa Ha puc.
130.
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U

Cepaep TACACS+

Puc. 130. CtpyKtypa TACACS+

MpoToKkon ocywecTsnaeT ayTeHTUMOUMKAUUIO, aBTOPU3aUMIO M ONpPaALIMBAET  KOHEYHbIX
no/sib3oBaTesiei, KOTOPbIM HEOBXOAMMO BOMUTU B CUCTEMY. YCTPOMUCTBO NO/Ib30BaTeNA AENCTBYET
Kak TACACS+ KnuMeHT U oTnpaBaseT umAa nosab3osatena u naponb Ha TACACS+ cepsep ans
ayTeHTUdUnKaumn. Cepsep nonyyaet TCP 3anpocbl 0 NOAKAKOYEHUN OT NOJIb30BaTeNel, oTBeYaeT
Ha 3anpocbl 06 ayTeHTUdMKaLMM M NpoBepseT npaBa nosb3osaTenein. Ecam nonbsosatenb
NPOXOANT NPOLLEeCC ayTEHTUPUKALLMK, OH NOSyYaeT JOCTYN B cUCTEMY ANA paboTbl.

9.9.2. HacTtpowka yepe3 WEB-mHTepdeic

1. HacTtpoiika rnobanbHbix napameTtpoB TACACS+

TACAC S+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime | |0 minutes
Key 111

Puc. 131. HacTtpowka rnobanbHbix napameTtpos TACACS+

TaiimayT (Timeout)

HacTpauBaemblit AMana3oH (cek.): 1 ~ 1000 cek.

3HayeHWe N0 YMOYAHUIO: 5 CeK.

PyHKLUMA: HACTPOMKaA BpemMeHn TanmayTa an1a oteeTa oT cepepa TACACS +. Ecnam ycTpolicTBO He
nonyumt otseTa OT cepBepa TACACS+ nocne yKasaHHOro BpemeHMu, ayTeHTUdMKauuA He
BbIMO/IHAETCS, U YCTPOMUCTBO byaeT cuntaTb, 4To cepBep TACACS+ He pabounii.

Hepabouee Bpemsa (Deadtime)

Hactpausaemblii AnanasoH (cek.): 1 ~ 1440 muH.

3Ha4veHuMe nNo ymonyaHuio: 0 MUH.
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®PyHKUMA: HACTPOMKA nepuoaa, Korga cepsep ABNAETCA HedencTeBylowumm. B TeyeHue 3toro
nepuoaa ycTpomcTBo He otnpasnseT Ha cepsep TACACS+ coobuieHua ¢ 3anpocom. Mapamertp
«0» - oTKNoYeHUe GyHKUMK. Bbl moxKeTe BKAUUTb 3Ty PYHKUMIO, TONbKO €ClM HAacTpOeHOo
6onee ogHoro cepsepa TACACS +.

Kniou wudpposaHua (Key)

Hactpansaembiii ananasoH: 0 ~ 63 cumsoo0B

PyHKUMA: HAaCTPOMKA 3HaAYyeHMA Kaw4va WKdpPoBaHMA A0S NOBblWeHUA 6e30MacHOCTU CBA3MU

mexay KaveHtom wu cepsepom TACACS+. [1na npoBepKUM AOCTOBEPHOCTM MepesaBaemMblx
OaHHbIX, ABa YCTPOWMCTBA AO/IKHbI MMETb OAMH U TOT XKe KN4 WndpoBaHuA. Takum obpasom,
Heobxoammo ybeamnTbca B TOM, YTO KAKOY KAMEHTA COOTBETCTBYET K4y, 3aNMCAaHHOMY Ha
cepBepe TACACS+.

2. Hactpoiika cepsepa TACACS+.

Server Configuration

Delete hostname Port | Timeout Key
(1 [192.168.0.23 45 5 aaa
[] [192.168.0.32 45 5

[ Add Mew Server ]

L Subrmit ” Reset ]

Puc. 132. Hactpoliika cepeepa TACACS+

Mma xocta (Hostname)

PyHKUMA: HacTpoiKa IP-agpeca uan umeHu xocta cepsepa TACACS+. MaKkcMManbHO MOXKET
6bITb HacTpoeHo 5 cepsepoB TACACS+.

MNoprT (Port)

HacTpanBaemblit AMana3oH (cek.): 1 ~ 65535.

3Ha4yeHue No ymonyaHuto: 49.

®PyHKUMA: HacTpolika nopTta TCP cepepa TACACS+ ans ayTeHTUPUKaALNK.

TaiimayT (Timeout)

HacTpauBaemblit AMana3oH (cek.): 1 ~ 1000 cek.

3Ha4yeHMe N0 YMOYaHUIO: 5 CeK.

PyHKUMA: HaCTPOMKA BpeMEHM TanmayTa Ana oteeTa oT cepepa TACACS +. Ecam ycTpoiicTBO He
nonyumt otseTa OT cepBepa TACACS+ nocne yKasaHHOro BpemeHMu, ayTeHTUdMKauuAa He
BbIMO/IHAETCS, U YCTPOMUCTBO byaeT cuntaTb, 4To cepBep TACACS+ He pabounii.

Kniou wudpposaHua (Key)

Hactpausaembiii AnanasoH: 0 ~ 63 cumBo10B

PYHKUMA: HAaCTPOMKA 3HAYeHMA KaoYa WKPpPOoBaHUA ANA MNOBbiWEHMA 6e30NacHOCTU CBA3M
mexay KaveHtom u cepsepom TACACS+. [1na npoBepKM AOCTOBEPHOCTU MNepesasaemblX
OaHHbIX, ABa YCTPOWMCTBA AONXKHbI MMETb O4MH U TOT e KN4 WwndppoBaHMa. Takum obpasom,
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Heobxoanmo ybeamuTbcA B TOM, YTO KAHOY K/JAMEHTA COOTBETCTBYET K/OYY, 3anNMCAHHOMY Ha
cepBepe TACACS+.

- HacTpoikn npuoputeTta 3HauyeHun “Timeout” un “Key” pns cepsepa TACACS+ B
.., [AHHOM pa3je/ie Bbille, YeM HAaCTPOIKM B r1obanbHoM KoHdurypaumm TACACS+.

9.9.3. Mpumep TMNOBON HACTPOMKM

CepBep TACACS+ obecneumBaeT ayTeHTMOMKAUMIO a aBTOpPM3aLMIO MOJb30BaTeNnen npwm
nogKN4YeHMn K kKommyTtaTopy. IP-agpec cepeepa 192.168.0.23, a 06Kt KNKOY, UCMOIb3YEMbI
npu obMeHe NakeTamm mexxay KOMMYTaTOPOM U CEPBEPOM — Kaaa.

TACACS+ Ceparep
192 168.0.23

192.168.0.2
.;

Monssosatens KomyTatop

Puc. 133. NMpumep ayteHTUdPUuKaumm TACACS+

1. Hactpoite cepsep TACACS+. IP-agpec cepBepa HacTponTe Kak 192.168.0.23, a K04 KakK
«aaa» (cm. puc. 132).

2. Mpu BxoAe B KOMMyTaTop 4Yepe3 UHTepHeT Bblibepute «Local», npu Bxoge B KOMMyTaTop
yepes telnet Bbibepute «Tacacs+» (cm. puc. 94).

3. HacTpoitTe nma nonb3osBaTena u naponb «bbb», 3awndpyihite Knoy «aaa» Ha cepsepe
TACACS+.

4. MNpu BXoAe Ha KOMMYTaTop Yepes MHTepHeT BBeAUTE MMA Nob3oBaTena «admin» 1 naponb
«123», 4yTOObI NPONTM NOKANbHYIO ayTEHTUDUKALMIO.

5. Mpwu Bxoge B KommyTaTop 4Yepe3 Telnet BBeguTe MmA nosnb3oBaTena u naponb «bbb» ana
NPOXOXKAEHNS ayTEHTUPUKaLUMM Ha cepBepe TACACS+.

9.10. HacTtpowka RADIUS
9.10.1. BsepgeHue

RADIUS (Cny»xba yganeHHoi ayTeHTUGMKaLMK NONb30BaTeNeN) ABAAETCA PacnpPOCTPAHEHHbIM
NPOTOKO/IOM nepeaayn AaHHbix. OH onpeaensetr ¢opmaTt RADIUS kagpa Ha ocHose UDP wu
MeXaHU3M nepegayvym AaHHbIX, rapaHTMPYA 3alUTY CeTeN OT HECAHKLMOHMPOBAHHOIO AOCTyna.
Kak npasuno, RADIUS ucnonb3yeTcs B CeTAX C BbICOKMMKU TpeboBaHuMsmM BesonacHocTu wu
yAaNeHHbIM AOCTYNOM NO/Ib30BaTeNEN.
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RADIUS noagep:knBaeT pexum KaueHT/cepsBep, obecneumBas coeguHeHue mexay NAS
(Cepsepom ceteBoro goctyna) u RADIUS cepsepom. RADIUS knueHT paboTtaeT Ha NAS cepsepe.
RADIUS cepBep oOcywecTBAsAeT LEHTPaAM30BaHHOe ynpaBaeHMe MHpopmaumen o
nonb3osaTene. NAS cepBep BbINoNHAET GYHKUMM cepBepa Aas Nosib3oBaTenen u dyHKUUK
KnneHta gna RADIUS cepsep. Ha PucyHKe 92 noKasaHa CTpyKTypa.

3

Cepeep RADIUS

Puc. 134. CrpykTypa RADIUS

MPOTOKON NPOBOAUT AYTEHTUDMKALMIO KOHEYHbIX MNONb30BaTesIel, KOTOPbIM Heobxogumo
aBTOPM30BaTbCA B CUCTEMe ycTpoicTBa AnA paboTbl. Jeincteya Kak RADIUS KAneHT, ycTpoicTBo
oTnpasnaseT MHbopmauumio o nosnb3oBaTene Ha RADIUS cepsep ana ayteHTUdMKauMmM W
paspelwaeT uan 3anpellaet nosib3oBaTeNsmM BOWTU B CUCTEMYy YCTPOWMCTBA MO pe3y/bTaTam
npouecca ayTeHTUPUKaLuunu.

9.10.2. HacTtpoika yepe3 WEB-uHTepoeiic

1. HacTtpoiKa rnobanbHbix napameTpos npoTokona RADIUS

RADIUS Server Configuration

Global Configuration

Timeout 5 seconds
Retransmit 3 times
Deadtime 0 minutes
Key 111

HASIP-Address 192.168.0.220
HASIPvG-Address
HAS5-Identifier 222

Puc. 135. HacTtpolika rnobanbHbix napameTtpos RADIUS
TaiimayT (Timeout)
HacTpanBaembli AnanasoH (cek.): 1 ~ 1000 cek.
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3HayeHWe N0 YMONYAHUIO: 5 CeK.

®PyYHKUMA: HACTPOMKa BpemMeHW TamayTa ansa oteeta oT cepsepa RADIUS. MNocne otnpasku
3anpoca Ha cepsep RADIUS ycTponcTBo NOBTOPHO OTNPaBAAET 3anpoc Ha cepeep RADIUS nocne
YKa3aHHOro BpemeHHu, B cayyae, ecam ot cepsepa RADIUS oTseTa Her.

Konuuectso nosTopos (Retransmit)

HacTpanBaemblit gnanasoH (cek.): 1 ~ 1000.

3HayeHne No YMOoYaHUIo: 3.

®PYHKUMA: HACTPOMKA MAaKCMMANbHOTO KOIMYECTBA NOMbITOK NOBTOPHOM nNepeaayn 3anpocoB Ha
cepsep RADIUS. Ecaun ycTponcTBO NO-NpexKHeMy He MoayyaeT OTBETHbIX NMAKETOB OT cepBepa
RADIUS nocsiie MakcMmasibHOro KO/AIMYecTBa MOMbITOK MOBTOPHOW nepegaudn, ayTeHTudumKkauma
He BbINOJ/IHAETCA, U YCTPOMCTBO cunTaeT, 4yTo cepsep RADIUS He pabouunit.

Hepabouee Bpems (Deadtime)

HacTpavBaembliit guanasoH (cek.): 1 ~ 1440 muH.

3Ha4vyeHMe No ymonyaHuto: 0 MUH.

®yHKUMA: HACTPOMKA nepuoaa, Koraa cepBep ABNAETCA HeAeUCTBylWMM. B TeyeHue 3aToro
nepuoaa ycTpomncTso He oTnpasnneT Ha cepBep RADIUS coobuieHua c 3anpocom. MapameTtp
«0» - oTKNoYeHUe GyHKUMK. Bbl moxKeTe BKAKOUUTb 3TY PYHKUMIO, TONbKO €CAM HAcTPOeHOo
6onee oaHoro cepsepa RADIUS.

Kniou wudpposaHua (Key)

Hactpausaembiii aAnanasoH: 0 ~ 63 cumBo10B

®YHKLMA: HACTPOMKa 3HAYEHUA KAtoYa WudpoBaHMA ANA NoBblweHMA 6e30macHOCTM CBA3M
MexXay KnmeHTom u cepsepom RADIUS. [1na npoBepKn A4OCTOBEPHOCTU NepegaBaemMbiX AHHbIX,
[Ba YCTPOMCTBA [AO/KHbI MMETb OAMH W TOT e K4 lwndposBaHMa. Takum obpasom,
Heobxoanmo ybeauTbcA B TOM, YTO KAHOY K/AMEHTa COOTBETCTBYET K/OYY, 3aMMCAHHOMY Ha
cepsepe RADIUS.

IP-agpec NAS (NAS-IP-Address)

PyHKUMA: HacTpoiKa |P-agpeca WMCTOYHMKA, KOTOPbIA MCMOJb3yeTcs obopyaoBaHMEM ANs
oTnpaBKu 3anpocoB Ha cepsep RADIUS. Ecnm agpec MCTOYHMKA He YyKasaH, Kak agpec
MCTOYHMKA A5 OTNPABKM COOBLWEHNIN ByaeT paccmaTpuBaTbCA agpec nHTepdeiica.

Naentudukarop NAS (NAS-Identifier)
Hactpausaembiit ananasoH: 0 ~ 253 cumsonos
®PyHKUMA: HacTpoMKa wuaeHTUdMKaTopa, MCnonb3yemoro obopyaoBaHMEM ANA  OTNPABKU

coobuieHnit Ha cepsep RADIUS.

2. Hacrtpoiika cepsepa RADIUS.

Server Configuration

Delete | Hostname [ Auth Port [ Acct Port | Timeout | Retransmit | Key
O [192.188.0.23 [[1312 1813 |5 | |3 | [aaa |

] 192.168.0.134 1812 1813 |5 | 3 | bbb |

Puc. 136. Hactpolika cepsepa RADIUS
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Mma xocta (Hostname)

®PyHKUMA: HacTpoKa IP-agpeca nnm nmenun xocta cepsepa RADIUS. MaKcMmanbHO MOXKeT 6bITb
HacTpoeHo 5 cepsepos RADIUS.

Mopt ayteHTMdMKaumm (Auth Port)

HacTpavBaemblit AnanasoH (cek.): 0 ~ 65535.

3HayeHue No ymonyaHuto: 1812,

®PyHKUMA: HacTpolika nopta UDP cepsepa RADIUS ans ayteHTUdPUKaLUK.

Mopt aBTOopU3auum (Acct Port)

HacTpavBaemblit AManasoH (cek.): 0 ~ 65535.

3HayeHue No ymonyaHuto: 1813.

®PyHKUMA: HacTpohka nopta UDP cepsepa RADIUS pgna astopmsaumun. MockonbKy RADIUS
ncnonb3yeT pasHble nopTbl UDP gna npuema v oTnpaBKM cOOBWEHNIN Npu ayTeHTUdUKaLMK U
aBTOPM3aLMM, HACTPOUTb Pa3Hble HOMepa NOPTOB.

TaiimayT (Timeout)

HacTpanBaemblit guanasoH (cek.): 1 ~ 1000 cek.

PyHKUMA: HAaCTPOIKa BpeMeHM TaMmayTa ansa oteeTa oT cepsepa RADIUS. Ecam ycTponcTBO He
nonyynut orteeta oT cepsBepa RADIUS nocne yKa3aHHOro BPEMEHMW, YCTPOMCTBO MOBTOPHO
oTnpasAaAeT 3anpoc Ha cepsep RADIUS.

Konuuectso nostopos (Retransmit)

HacTpavBaemblit gnanasoH (cek.): 1 ~ 1000.

®yYHKLMA: HACTPOMKA MaKCMMaNbHOrO KOIMYEeCTBa NOMbITOK NOBTOPHOW Nepeaayn 3anpocoB Ha
cepsep RADIUS. Ecan ycTpoircTBO NO-npexKHemMy He MoayyaeT OTBETHbIX NMAKETOB OT cepBepa
RADIUS nocne maKcMmManbHOroO KOAMYeCcTBa MOMbITOK NOBTOPHOW nepegaydn, ayTeHTUdMKauma
He BbINOJIHAETCA, M YCTPOMCTBO cunTaeT, 4yto cepsep RADIUS He pabouunit.

Kniou wudpposaHua (Key)

Hactpausaembiii aAnanasoH: 0 ~ 63 cumBo10B

®YHKLMA: HACTPOMKa 3HAYEHUA KAtoYa WudpoBaHMA AaA NoBblweHMA 6e30MacHOCTM CBA3M

mexay KnmeHtom u cepsepom RADIUS. [1nAa npoBepKu A0CTOBEPHOCTM NepeaaBaemMblX AaHHbIX,
[Ba YCTPOWCTBA JO/IKHbI MMETb OAMH W TOT e K4 lndpoBaHMa. Takum obpasom,
Heobxoammo ybeamTbca B TOM, YTO KAKOY KAMEHTA COOTBETCTBYET K4y, 3anMCaHHOMY Ha
cepsepe RADIUS.

HacTpoikn npuoputeTa 3HauyeHun «Timeout», «Retransmit» n «Key» gna cepsepa
RADIUS B gaHHOM pa3aesne Bbille, YeM HACTPOMKWU B rnobanbHON KoHPUrypauum
RADIUS.

3. NpocmoTp cTatyca cepsepa RADIUS.

RADIUS Server Status Overview

# | IP Address | Authentication Port | Authentication Status |  Accounting Port | Accounting Status
1 192.168.0.23 1812 Ready 1813 Ready

2 192.168.0.184 1812 Ready 1813 Ready

3 Disabled Disabled

4 Disabled Disabled

5 Disabled Disabled

Puc. 137. OTobpaxkeHue ctaTyca cepsepa RADIUS
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Ha)kmuTe COOTBETCTBYIOWMI HOMEP B NEPBON KONOHKEe, 4TOObl NepenTM Ha CTpaHuuy C

noapo6bHOM CTaTUCTUKOMN.

4. MpocmoTp noapobHoM ctaTucTUKKN cepBepa RADIUS.

RADIUS Authentication Statistics for Server #1

Receive Packets

Transmit Packets

Access Accepts
Access Rejects
Access Challenges

[ e e e e e

Access Requests

Access Retransmissions

Pending Requests

oo oo

lMalformed Access Responses Timeouts
Bad Authenticators
Unknown Types
Packets Dropped
Other Info
IP Address 192 168.0.23:1812
State Ready
Round-Trip Time 0 ms

RADIUS Accounting Statistics for Server #1

Receive Packets

Transmit Packets

Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0
Other Infa

IP Address 192.168.0.23:1813
State Ready
Round-Trip Time 0 ms

Puc. 138. OTobparkeHune nogpobHoi cTaTUcTUKM cepBepa RADIUS

Bbibepute cepsep 1 NnpocmoTpuTe NoApobHYH0 CTaTUCTUKY COOTBETCTBYIOLLErO CepBepa.

9.10.3. [Mpumep TUNOBOM HACTPOMKMN

Kak nokasaHo Ha puc. 139, Ha nopTy 1 KomMmyTaTopa BKAtoYeHa paboTa npoTokona (ctaHaapTa)
IEEE802.1X. COOTBETCTBEHHO, NO/Ib30BATE/IN MOTYT BOUTU B KOMMYTaToOp 4Yepe3 nopt 1 nocne
NpoxXosKaeHns ayTeHTUdUKaumMm Ha cepsepe RADIUS. IP-agpec cepBepa 192.168.0.23. Koy
AN 06MeHa NakeTamm MeXKay KOMMYTaTOPOM U CEPBEPOM: «aaay.

Cepeep RADIUS

192.168.0.23
IEEEBD2.x
Mopt 1 192.168.0.2
MNone3ceaTenk KommyTatop

Puc. 139. Mpumep ayteHTnduKauymm RADIUS
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1. Hactpouite IP-agpec cepBepa ayTeHTUPUKauMm Kak 192.168.0.23 1 naposb Kak «aaa» (cm.
puc. 136).

2. Hactpoiikn IEEE802.1x: BkatoumTe IEEE802.1X rnobanbHo. HacTpoite TN ayTeHTUdMKaumm
Kak «radius», cocToAHMe agMMHUCTpaTopa nopTa 1 Kak nopT Ha ocHoBe 802.1X. OcTtaBbTe
HAaCTPOMKM MO YMOANYAHUIO ANA ApYyrMx napameTtpoB. [logpobHocTM cm. B pasgene
«KoHourypauma IEEE802.1X».

3. HacrtpoiiTe nms nonb3osBaTens U naposab Ha cepsepe RADIUS Kak «cccy», a Katod wndpoBaHus
KaK «aaa».

4. YCTaHOBWUTE WM 3anycTUTE KIMEHTCKoe nporpammHoe obecneveHue 802.1x Ha [K. Beegute
«CCC» B KayecTBe MMeHM nosb3osatensa v naponn. CoOoTBETCTBEHHO MO/b30BaTe/lb CMOXKET
NPONTN ayTEHTUOUKALUIO M NONYYUTb AOCTYN K KOMMYyTaTopy Yepes nopt 1.

10. Cetp (Network)

10.1. be3onacHOCTb NopTa

10.1.1. BsepeHue

Pexxmum 6e30nacHOCTM nopTa OrpaHUYMBAET MaKCMMa/NbHOE KOAMYEeCTBO MNO/Mb30BaTesen Ha
nopT, KoTopble naeHtTupuumpyotca no MAC-agpecam un naeHtudukatopom VLAN. Ecnn gns
nopTa BK/AKOYEHO orpaHndeHne MAC-aapecoB, TO MaKCMMaJibHOE KOJIMYECTBO MOJ/ib30BaTenel
Ha nopTty - 3TO0 orpaHunyeHme MAC-agpecoB. Ecan Konundectso MAC-agpecos Ha nopTty
npeBbIWaeT MAaKCMMA/bHbIN Npeaen, BbIMOJIHAETCA COOTBETCTBYIOLLEE AENCTBUE.

10.1.2. Hactpolika yepe3 WEB-uHtepdeic

1. HacTtpoiika orpaHuyeHua MAC-agpecoB A1a 6€30nacHOCTU NopTa.

System Configuration

Mode | Enabled =]
Aging Enabled

Aging Period 3600 seconds

Puc. 140. HacTpoiiku cuctemMbl

Pexxum (Mode)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHO).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHWNE U BbIKAOYEHME TN06aNBHOIO permnma orpaHnyeHma MAC-aapecos.
®dyHKumA ctapeHus (Aging Enable)

Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHWNE U BbIKAOYEHME TNobanbHOM dyHKUMK cTapeHna MAC-aapecos.
Nepuop crapeHus (Aging Period)

Hactpausaembit ananasoH: 10 ~ 10000000 cek.
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3HayeHune no ymonyaHuto: 3600 cek.
®dyHKUMA: MAC-agpeca MOryT ycTapeBaTb B TEYEHME AAaHHOIO nepunoaa.

2. Hactpoiika orpaHmnyeHmna MAC-agpecos Ha NopTy.

Port Configuration

Port]| Mode | Limit | Action | State | Reopen
= [ v| | 4| [«> v|
1 4| None v | Disabled | Reopen
2 4| None v | Disabled | Reopen
3 |Enabled v| | 4| [None v | Ready Reopen
4 4| None v | Disabled | Reopen
5 4 | None v Disabled Reopen

Puc. 141. Hactpoliku nopta

Pexxum (Mode)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHO).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

@DyHKUMA: BKAKOYEHMNE U BbIK/IIOYEHME peXuma orpaHndyeHmns MAC-agpecoB Ha nopTy.
MNepuogp crapeHusn (Aging Period)

HacTpansaembit ananasoH: 1 ~ 1024.

3HayeHue No ymonyaHuio: 4.

PyHKLUMA: HAaCTPOMKa MaKcMmasibHoro konmdectsa MAC-aapecos.

Oewcreue (Action)

Onuwmun: None/Trap/Shutdown/Trap&Shutdown.

3HayeHue no ymonyaHuio: None.

®dyHKUMA: ecnn npegen MAC-agpecoB AOCTUTHYT, KOMMYTAaTOP MOXET BbIMOJHUTbL O4HO W3
cneayrowmx AencTBumn:

None: He paspewaTb MNOAKAOYEHME K MopTy 6o/blue YCTaHOBAEHHOro Makcumyma MAC-
a4pecoB U He NpeanpUHMMaTb Aa/IbHEMLWNX AENCTBUNA.

Trap: ecnv nopt BugutT MAC-agpeca ¢ orpaHuyeHmem + 1, To otnpasnsertca coobueHne «Trap»
Ha cepBep SNMP. Ecnu ycTapeBaHMe OTKAKOYEHO, OTNPABAAETCA TOJIbKO OAHO coobuieHue
«Trap» Ha cepep SNMP. Mpun BKAOYEHHOM yCTapeBaHUM HOBbIe cooblieHue «Trap» Ha cepsep
SNMP 6yayT oTNpaBAATbLCA KaXKabli pas npu npesbilweHnn nanmmnta MAC-aapecos.

Shutdown: ecan nopt Buant MAC-agpeca c orpaHuyeHMem + 1, MOPT OTKAKOYAeTcAa. ITO
03HayvaeT, YTo Bce 6e3onacHble MAC-agpeca 6yayT yaaneHbl M3 NopTa, a HOBbIA aapec He
6yneTt npuHAT. Jaxke ecnm coegmHeHue ¢ NOpPTOmM GU3MYECKU OTKIAKYEHO M 3aTEM MOBTOPHO
NOAKNIOYEHO (NyTemM OTCOeAMHEHMUA Kabend), MOpPT OCTaHeTCA BbIKAOYEHHbIM. AKTMBMPOBATL
NopPT MOXKHO Tpema cnocobamu:

1) Nepe3arpy3nTe NOAKAOYEHHbIM KOMMYTaTOP;
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2) OTKAouMTe M CHoBa BKAtouMTe «Limit Control» Ha NopTy MM NOAKNIOYEHHOM KOMMYTATOpE,
3) HaxkmuTte KHONKy «Reopen».

Trap&Shutdown: ecnu nopt sugut MAC-agpeca c orpaHuyeHnem + 1, 6yayT BbINONAHEHbI TaKMe
OENCTBUA KaK OTNpaBKa coobueHuns «Trap», Tak n «Shutdown», onucaHHbIe BblLLE.

CocrosHue (State)
Onuwuu: Disabled/Ready/Limit Reached/Shutdown.

Reopen
®YHKLMA: €CN NOPT OTKIOYEH AaHHbIM METOA0M, Bbl MOYKETE CHOBA BK/IIOYMTb €ro, HaXKaBs 3Ty
KHOMKY.

-  [na Toro, 4ytobbl ynpaB/ieHME OrpaHUYEHUsSMU [AeNCcTBOBaNO, Heobxoaumo
.., YyCTaHOBUTb pexum «Enable» Kak pns rnobanbHOro pexuma, Tak U Ans

NOKANbHOTO.
e O6paTuTe BHMMaHME, YTO HaXKaTWe KHOMKKM «Reopen» npuBoguT K 06HOBAEHMIO
CTPaHULbl, NO3TOMY He3aBepLUeHHble U3MEHEHNA He ByayT aKTUBUPOBAHbI.

3. Cratyc 6e30nacHbIX MOPTOB KOMMYTATOpPA.

Port Security Switch Status
User Module Legend

User Module Name | Abbr

Limit Control L

802 1x a

Voice VLAN v

Port Status
MAC Count

Port [ Users | State ' ontT Limit
1 --- Disabled - -
2 ---  Disabled - -
3 L-- Ready 1 4
4  ---  Disabled - -
5  ---  Disabled - -

Puc. 142. Cratyc 6e30nacHbIX MOPTOB KOMMYTaTOpPa

4. CtaTyc KOHKpeTHoro 6e3onacHoro nopta KOMMyTaTopa.

Port Security Status Port5

MAC Address | VLANID | State | Time of Addition | Ageing Time(s)
S4-ef-fo-Ga—fe—al 1 Forwarding  1970-01-01707:19:41+00:00 3597

Puc. 143. CraTtyc nopTa
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10.2. Hactpomka IEEE802.1X
10.2.1. BsepeHue

[na obecneuyeHna 6esonacHoctn WLAN KomwuteT IEEE802 LAN/WAN npegnoskmn npoToKon
802.1X. B KayecTBe CTaHAAPTHOrO MexaHW3Ma ynpasnaeHus goctyna K noptam LAN B Ethernet
ctaHgapt 802.1X obecneumBaetr ayteHTUOMKaumto. CraHpapt 802.1X - 3TO ynpassieHue
[OCTYNOM K CETU Ha OCHOBE NOPTOB.

YnpasneHne JOCTYNOM K CETU Ha OCHOBE MOPTOB MpegHa3HAYeHO ANA ayTeHTUPMKAuUK U
ynpas/ieHUA NOPTaMM YCTPOMCTB NPM AOCTYMe K IOKaAbHOM ceTu. Ecan nonb3osaTenb Npoxoaut
AyTEHTUPUKALMIO, OH MOMKET MOAYYUTb AOCTYN K pecypcam B JIOKanbHOM ceTu. Ecnm oH He
MOXET MNPONTU AaYTEHTUPMKALMIO, OH HE CMOXKET NONYYMUTb AOCTYMN K pecypcam B SIOKaNbHOM
ceTu.

CraHgapt 802.1X wuMeeT CTPYKTYpy KAuWeHT/cepBep, Kak MOKa3aHO Ha pwuc. 144.
AyTeHTUPMKAUMA NONb30BATENA M ABTOPU3aUMA ynpaBaeHMA [OCTYNOM Ha OCHOBe MopTa
TpebyeT cneayowmx SNeMeHTOB:

EAPOL RADIUS

"

Knuent YeTpoiicTeo Cepeep

Puc. 144. CrpykTypa IEEE802.1X

KnueHT: 06bl4HO 0603HAYaeT No/b30BaTeIbCKMIN TepMUHaN. Korga nosib3oBaTteslb XO4eT BbINTH
B MIHTEpHET, OH 3anycKaeT K/IMEHTCKYO Nporpammy 1 BBOAWUT Tpebyembie MMA NoNb30BaTeNA U
naposb. KAuveHTCKaa nporpamma OTNPaBUT 3anpoc Ha noakao4veHue. KAueHT [osKeH
noaaep*xkmnsatb EAPOL (pacluMpeHHbI NPOTOKON ayTEHTUOUMKALMM NO NIOKA/IbHOM CETH).
YCTpOICTBO: 0O3HA4YaeT KOMMyTaTop ayTeHTuduKauum B cucteme Ethernet. OH 3arpykaeTt u
AoctaBndaet MHpopmaumio o6 ayTeHTUOMKaALMKM NOMb30BaTeNsA, a TaKXKe BKAKYaeT WAu
OTK/II04aeT NOPT B 3aBMCMMOCTU OT pe3yibTaTa ayTeEHTUDUKALUMN.

CepBep: 03Ha4yaeT 0ObEeKT, KOTOPbLIM NpeaocTaBnaeT yCcayry ayTeHTMdUuKaumm ana ycTpoicTs.
OH npoBepseT, ecTb N Yy NONb30BaTENEN PA3PELUEHN Ha UCNONb30BaHWE CETeBbIX CNYKO B
COOTBETCTBMU C UAEHTMPUKATOPaMM (MMeHaMM NoJib3oBaTe el M NapoasaMK), OTNPABASEMbIMU
KAMEHTOM W BK/OYAEeT WM  OTKAKYaeT MNopTbl B COOTBETCTBMM C pe3ynbTaTamu
ayTeHTUbMKaumm.

10.2.2. Hactpoika c nomouisto WEB-nHTepdeitca

1. HacTtpovika rnobanbHbix napameTpos IEEE802.1X
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Network Access Server Configuration

System Configuration

Mode |Enable v
Authentication Type | Radius v|
Reauthentication Enabled
Reauthentication Period |3600 |seconds
Tx-period | 30 Lseconds
Inactivity | 300 Lseconds
Quiet-period | 10 Lseconds

RADIUS-Assigned QoS Enabled O

RADIUS-Assigned VLAN Enabled | ||

Guest VLAN Enabled O
1
2

Guest VLAN ID
Max. Reauth. Count
Allow Guest VLAN if EAPOL Seen

Puc. 145. HacTtpoika rnobanbHbix napameTtpos |IEEE802.1X

Pexxum (Mode)

Onuuu: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHME WU  BbIKIOYEHWE T[NobanbHOro pexuma ¢yHKuumM 6e3onacHocTm
IEEE802.1x.

BKkntoueHue noBTOpHOM ayTeHTUUMKaumm (Reauthentication Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikao4eHO0).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyYHKLUMA: HACTPOMKA HEOBXOAMMOCTU PETYIAPHON NOBTOPHOM ayTEHTUDUKALINM.

Mepuopg noBTOpHOI ayTeHTUPUMKauum (Reauthentication Period)

Hactpansaembiit ananasoHn: 1 ~ 3600 cek.

3HayeHue no ymonyaHuto: 3600 cek.

PyHKUMA: NPU yCrEWHON ayTeHTUOUKALMN YCTaHOBUTE BPEMEHHOW MHTEPBAA ANA NOBTOPHOM
ayTeHTUPUKauumn. [MMapameTp «Reauthentication Period» MOXHO HaCTPOUTb TONbKO nNpU
BKAtOYEHUU pexnma «Reauthentication Enabled».

Taiimaytr EAPOL (EAPOL Timeout)

HactpavBaembit amanasoH: 1 ~ 65535 cek.

3HayeHue no ymonyaHuto: 30 cek.

®PyHKUMA: HAaCTPOMKA BpPeMeHM TalimayTa Ans OTBeTa OT KAueHTa. [locne oTnpaBKM MakeTa C
3anpocom «ldentity EAPOL» ycTpoMcTBO NOBTOPHO OTNPaBUT NakeT 3anpoca «ldentity EAPOL»,
€C/IN OHO He NONYYUT OTBETA OT KAMEHTA MOC/IE YKAa3aHHOIO BPEMEHMU.

Mepwuopa crapeHusa (Aging Period)

Hactpausaembiii aAnanasoH: 10 ~ 1000000 cek.

3HaveHue no ymondaHuto: 300 cek.

®PyHKUMA: HAaCTPOMKA Nepmoaa cTapeHuna. Korga oTkatodeH pexnm «Reauthentication Enabled»,
BPEMEHHOM WHTepBan AN NOBTOPHOM MPOBEPKM MOAJIMHHOCTU cocTasnseT 2 (4Ba) nepuosa
CTapeHus.
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Taimep TMWKHDBI (Quiet Timer)

Hactpausaembiii ananasoH: 10 ~ 1000000 cek.

3HayeHune no ymonyaHuto: 300 cek.

PyHKUMA ecnn ayTeHTMOUKAUMA He yaanacb, YCTPOMCTBO NepexoguT B nepuos, mondaHusa. B
nepuoa Moa4aHUA YCTPOMCTBO He OTBEYAET Ha 3anpocbl ayTEHTUOUKALUMNM OT KIUEHTA.
BknioueHue pexkuma «RADIUS-Assigned QoS» (RADIUS-Assigned QoS Enabled)

Onuwuun: Enable/Disable (BkntoueHo/BbIkAo4YeHO).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: ecnmM  3TOT NapamMeTp BKAKOYEH, TO Moc/Ae TOro, KaK KAWMEHT npoxoauT
ayTeHTUdUKaLMIo, cepBep nepesaeT Ha YCTPOMCTBO MHPopmauuto o6 aBTopusaumu. Ecnm Ha
cepBepe yctaHoBneH ¢naxkok «RADIUS-Assigned QoS Enabled», nHpopmaumns astopusaumm
BKAtoYaeT uHPpopmauumio CoS, HasHauyeHHy AanAa asTopusaumn. Ob6opyaoBaHME WM3MEHUT
3HayeHune CoS nopTa ayTeHTUOMKALMM KNMEHTA HA OCHOBE YKAa3aHHOIO 3HAYEHUA.

BkntoueHue pexkuma «RADIUS-Assigned VLAN» (RADIUS-Assigned VLAN Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: ecnnM  3TOT NapamMeTp BKAKOYEH, TO MNoc/Ae TOro, KakK K/AMEHT MpoxoguT
ayTeHTUPUKaLUIO, cepBep MepeaaeT Ha ycTpoicTteo MHbopmauuto ob asTopmsaumun. Ecam Ha
cepBepe ycraHoBneH ¢naxok «RADIUS-Assigned VLAN Enabled», wuHpopmaums 06
aBTopM3aumMmn  BKA4YaeT MHPopmaumio o VLAN, HasHayeHHyo 414  aBTOpM3aLUM.
O6opyaoBaHue A06aBUT NOPT ayTEHTUPUKALMM KNMEHTA B Ha3HaYeHHyto VLAN.

BkntoueHue roctesoro VLAN (Guest VLAN Enabled)

Onuwuun: Enable/Disable (BkatoueHo/BbikAo4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®PyHKUMA: eciv 3TOT NapameTp BK/KOYEH, TO €CIN NONb30BaTe/Ib HE NPOoLLen ayTeHTUGUKaumio,
yCTpOCTBO Ao0baBnseT NopT ayTeHTUdMKaummn KnmeHTa B rocteByto VLAN. Bce nonb3oBateny,
KOTOpble 06pallaloTca K 3ToMy NopTy, UMEOT NPaBo A0CTyna K pecypcam B rocteson VLAN.
NaeHTudukartop roctesoro VLAN (Guest VLAN ID)

Hactpansaembit ananasoHn: 1 ~ 4095.

3HayeHue No ymonyaHuto: 1.

PyHKUMA: HacTpOlKa Nnepuoaa naeHTndmkatopa roctesoro VLAN.

CYyeTYMK MaKCUMANIbHOTO KOZIMYECTBA NOBTOPHbIX ayTeHTUdMKauuii (Max. Reauth. Count)
HacTpansaemblii ananasoH: 1 ~ 255.

3HayeHue No YMOIYaAHUIO: 2.

PYHKUMA: HACTPOIMKa MAaKCMMaNbHOTO KOAMYECTBA NOMbITOK MOBTOPHOM Nepesaym ANa NaketTos
¢ 3anpocom «ldentity EAPO»L. Ecan ycTpoOMCTBO HE MOAyYaeT OTBETHbIX MAKETOB OT KAWEHTa
nocse MakCMMa/sibHOTro KOIMYecTBa NOMbITOK NOBTOPHOM nepeaayun, yCTPoMCcTBo byaeT cunTath,
4TO ayTeHTUPUKaLMA He npoLuna.

Paspewwuntb roctesoii VLAN, ecnm o6HapyxeH EAPOL (Allow Guest VLAN if EAPOL Seen)
Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).

3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

®PyHKUMA: ecnr 3TOT NapamMeTp BKIKOYEH M eCM NONb30BaTe/lb He MPOLUEeN ayTeHTUPUKaLumio,
YCTPOMCTBO Aob6aBnAeT nopT ayTeHTUGMKauum KnmeHTa B rocteByto VLAN. Ecaum aToT napameTp
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OTK/ItOYEH, YCTpOKMCcTBO fobasnseT nopt B rocteByto VLAN TO/IbKO B TOM C/ly4ae, eCaun 3TOT NopT
He umeeT 3anucn Kagpa EAPOL.

ﬂ * T[peaBaputenbHbiM ycioBuem npu KoHourypaumm «Guest VLAN ID», «Max.

Reauth. Count», and «Allow Guest VLAN if EAPOL Seen» aBnaeTca BK/JKOUYEHUE
roctesoro VLAN.

* PekomeHpgyetca oTkatoumtb «RADIUS-Assigned VLAN Enabled» n «Guest VLAN
ID», ecnm TN nopTa ayTeHTUdMKaunm - Trunk nam Hybrid.

* 3HauyeHue CoS, HasHayeHHOe AnA aBTOpM3aUMKM, HE MEHAEeT M He BAWAEeT Ha
KoHourypaumto nopta. OgHako npuoputeT 3HaveHuAa CoS, Ha3HAYeHHOro Ans
aBTOpM3aLuK, Bbilwe, Yem 3HayeHme CoS, HacTpoeHHoe nosab3osaTenem. Apyrumm
CN0BaMM, TO, YTO AENCTBUTENIbHO Noc/ie ayTeHTUdUKaumm, - 3T1o 3HaveHue CoS,
HaszHayeHHoe AnA aBTopu3aumn. Ecanm nonb3oBaTento He yaaeTca MNpPoOUTH
ayTeHTUPUKALMIO UM OH MNEepexoauT B aBTOHOMHbIM peXum, 3HaveHune CoS,
HACTPOEHHOE NoJib3oBaTenem, BCTynaeT B CUNY.

* VLAN, HasHauyeHHaAa gna asTopusaumun, uam roctesasa VLAN He m3meHAeT N He
B/INSIET Ha KoHurypauuio nopta. OaHako VLAN, HasHauyeHHasa 4/1a aBTopu3auum,
unu roctesan VLAN nmeet 6onee BbicOKUI npuoputet, yem VLAN, HacTpoeHHas
nosb3oBaTenem.

Mocne TOro, KakK MNoO/Ab30BaTeNb MHULUMPYET ayTeHTUOUKaAUMIO, U  ecau

ayTeHTUPUKaALMA NPoLa YCNeLwWwHOo:

— eC/nu Ha nopTy BKAtoYeH pexmum «RADIUS-Assigned VLAN», nopT gobasnsercs
K VLAN, Ha3HayeHHOWM cepBepom RADIUS.

— Ecnn Ha nopty He BKAtouveH perxnm  «RADIUS-Assigned VLAN», nopt
nobasnsetca B VLAN, HacTpOEHHY0 No/sib30BaTe/IEM.

Echv nonb3oBaTesnlb He MOMKET MPOWTM ayTeHTUPUKAUMIO MAM  NepexoguT B

aBTOHOMHbIN PEXKUM:

— Ecnu Ha nopty BKAYeHbl pexkumbl «Guest VLAN» n Allow Guest VLAN if
EAPOL Seen», nopt byaeTt gobasneH K VLAN.

— Ecam Ha nopty BKAtoueH pexum «Guest VLAN», HO He BK/IIOYEH pEeXKUM
«Allow Guest VLAN if EAPOL Seen», nopt gobasnsetca B rocteByto VLAN,
Koraa 3anuck Kagpa EAPOL HepgocTynHa u gobasnsaetcs B VLAN, HaCTPOEHHyo
nosib3oBaTenem, Korga 4oCTynHa 3anucb Kagpa EAPOL.

— Ecnu Ha nopTy He BKAtoYeH pexnm «Guest VLAN», nopT gobasnaetca 8 VLAN,
HACTPOEHHYIO NOJIb30BaTENEM.

2. Hactpoiika nopta IEEE802.1X.
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Port Configuration

. RADIUS-Assigned | RADIUS-Assigned Guest
Port|  Admin State QoS Enabled | VLAN Enabled | VLAN Enabled | POrt State Restart

"= ~]

1 |Force Authorized | Globally Disabled | Reautheniicate Reinitialize
2 | Port-based 802 .1X V| Globally Disabled = Feauthenticate Reinitialize
3 [MAC-basedAuth. +| Globally Disabled | Reauthenticate Reinitialize
4 |Force Authorized | Globally Disabled | Reauthenticate | Reinitialize
5 [Force Authorized v | Globally Disabled | Reautheniicate Reinitialize

Puc. 146. Hactpoiika nopta IEEE802.1X
MNoprT (Port)

Onuuu: Bce NopTbl KOMMYyTaTOpPA.

BkntoueHue roctesoro VLAN (Guest VLAN Enabled)

Onumu: Force Authorized/Force Unauthorized/Port-based 802.1X/MAC-based Auth.

3HayeHue no ymonyanuto: Force Authorized.

PyHKUMA: BIOOP peXknma ayTeHTUPUKALUM.

OnucaHue: «Force Authorized» o3HayaeT, YTO NOPT Bcerga HaxoAMTCA B aBTOPM30BAHHOM
COCTOAHMM M NO3BOAAET MO0/b30BaTeNAM MOAy4aTb AOCTYN K ceTeBbIM pecypcam 6Hes
ayTeHTUPUKaummn. «Force Unauthorized» o03HayaeT, 4TO nNOPT BCeEraa HaxoAuTCA B
HEeaBTOPM30BAHHOM COCTOAHMM M He NO3BOJIAET NO/Ib30BATE/IAM NPOBOAUTL ayTEHTUPUKALMIO,
a KOMMyTaTOp He npeaocCTaBAseT yCayrn ayTeHTUOMKAUMM KAMEHTaAM, KOTopble Mo/y4varoT
AOCTYN K KOMMYTaTopy C 3Toro nopta. lNposepka nogaMHHOCTM Ha ocHoBe MAC yKa3bIBaeT, YTo
nosb3oBaTe/In, UCMNOMb3yloWwmMe MNopT, AO0MKHbl ObiTb COOTBETCTBEHHO ayTEHTUPULMPOBAHDI.
«Port-based 802.1X» o03HayaeT, YTO MO/Ab30BATENM MPOXOAAT AYTEHTUPMKALMUIO Ha OCHOBE
nopta. [ocne ToOro, Kak nepBblit MNONb30BaTe/Nb, MWCMNOAbL3YOWUWIA NOPT, nponaer
ayTeHTUPUKaLMIO, BCE OCTa/ibHble MONb30BATENN, WUCMO/b3yHOLWME MOPT, He HyXKAalTca B
ayTeHTUdUKaummn. OaHaKo, ecnm nepsbi NOb30BaTeNb HAaXOAUTCA B aBTOHOMHOM peXume,
NnopT OTK/IOYEH, U BCE APYrne Mo/sb30BaTeIn, UCMO/b3yloLmMe NopT, HE MOTYT MCNONb30BaTb
ceTb.

BknwoueHue pexkuma «RADIUS-Assigned QoS» (RADIUS-Assigned QoS Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bblkio4eHO0).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: BKAOYEHNE U BbIKIOYeHUE pexkuma «RADIUS-Assigned QoS» Ha nopry.

BknioueHue pexkuma « RADIUS-Assigned VLAN Enabled » (RADIUS-Assigned VLAN Enabled)
Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHutio: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHUE U BbiKAoYeHMe pexxnuma «RADIUS-Assigned VLAN Enabled» Ha nopTy.
BknioueHue roctesoro VLAN (Guest VLAN Enabled)

Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).

3HauyeHWe no ymonyaHnuto: Disable (BbikatoueHo).

®PyHKUMA: BKAOYEHUE U BbikAtoYeHMe rocteBoro VLAN Ha nopTy.
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3Ta ¢yHKUMA OyaeT AOCTyMHa, TONbKO ecan pexkumbl «RADIUS-Assigned QoS»,
«RADIUS-Assigned VLAN» u «Guest VLAN» OyayT BKAKOYEHbl MNPU HACTpoOMKe
rno6anbHbIX NApameTpoB.

BkntoueHue roctesoro VLAN (Guest VLAN Enabled)

Onuwuu: Globally Disabled, Authorized, Unauthorized, Link Down, x Auth/y Unauth

®yHKLMA: oTOOpaXKeHWe cTaTyca nopra.

OnucaHue: «Globally Disabled» o3HauaeT, uto perxkmm IEEE802.1X oTKAtoveH rnobanbHo.

«Authorized» o03HayaeT, 4YTO NO/b30BaTe€Nb, MNOAKAIOYEHHbIA K NOPTYy, MpPoOXoauT
ayTeHTUdUKaumio; «Unauthorized» o3HavaeT, 4To Nosb3oBaTeNb, NOAKAOYEHHBIA K NOPTY, He
MOMKET MponTn ayTeHTudukaumo; «Link Down» o3HauaeT, YTo NopT OTKAtOYeH; «x Auth /vy
Unauth» yKkasbiBaeT, 4To «X» MoJsib30BaTenel aBTOPM30BaHbl, a «Y» Mosb3oBaTener He
aBTOPU30BaHbI, ECIN PEXKUM ayTeHTUPUKaLMKM NOPTa OCHOBbIBaeTcA Ha MAC-agpecax.

Ecnn pexxum ayTeHTUdMKaUMM nopTta - 370 ayTeHTMdUuKaums Ha ocHose MAC-agpecoB wuau
802.1X, Bbl MoOMKeTe HaxaTb KHOMKy <Reauthenticate>/<Reinitialize> pana nosTopHOM
ayTeHTUPUKauun. Bo Bpema NOBTOPHOM ayTEHTUDMKAUMM COCTOAHME MOPTa MEHAETCA Ha
«Unauthorized».

3. MpocmoTp HacTpoeK IEEE802.1X

Network Access Server Switch Status

Port | Admin State | Port State | Last Source | LastID | QoS Class | Port VLAN ID
Port-based 802.1X Link Down -
Force Authorized Link Down -
MAC-based Auth.  Link Down -
Force Authorized Authorized -
Force Authorized Link Down -

67 [ [ [P |—

Puc. 147. OTobparkeHune HacTpoek IEEE802.1X

HaxmuTe <Port> ana otobpaxkeHus ctatuctukm IEEE802.1X.

4. MNpocmoTp cTatnucTnku IEEE802.1X.
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MNAS Statistics Autn-refresh O [ Refresh H Clear All H Clear This

Port State

Admin State Port-hased 021X
Port State Authorized

QoS Class

Port VLAN ID

Port Counters

Receive EAPOL Counters | Transmit EAPOL Counters
Total 4 Total 5
Response 1D 1 Request ID 3
Responses 1 Requests 1
Start 1
Logoff 1
Invalid Type 0
Invalid Length 0
Receive Backend Server Counters | Transmit Backend Server Counters
Access Challenges 1 Responses 2
Other Requests 4
Auth. Successes 1
Auth. Failures 0

Last Supplicant Info
MAC Address 44-37-e6-88-6e-90
VLAN ID 1
Version 1
Identity cce

Puc. 148. OTobpakeHune ctatuctnkm IEEE802.1X

BbibepuTe nopT 1 npocmoTpute ctaTucTuKy IEEE802.1X ansa BbibpaHHOro nopTa.

10.2.3. Tlpumep TMNOBOWN HACTPOMKM

KaK nokasaHo Ha puc. 149, KnneHT noakatoyeH K nopty 1 kommyTtaTopa. Bkatoumte IEEE802.1x
Ha nopTy 1 u BbibepuTe pexum ayteHTUdUKauum «Port-based 802.1X». Mms nonb3osatens u
naponb yaaneHHoM ayTeHTudMKauum — «ddd».

Cepeep

192.168.0.32

192.168.0.23

Port1 -
192.168.0.2

Kanent KommyTaTop
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Puc. 149. NMpumep HacTponkm IEEE802.1X

Bbl moxeTe obpatuTbcA K TUNUYHOMY Npumepy KoHourypaumm B n. 9.10 «KoHourypaumsa
RADIUS».

10.3. HacTtpomka ACL
10.3.1. BsepeHue

C pa3BuTMEM CeTeBbIX TEXHOIOTMIA BONPOCHI 6€@30MacHOCTU CTaHOBATCA Bce bonee 3aMeTHbIMMU,
Tpebys COBPEMEHHbIX MeXaHM3MOB KOHTpona aoctyna. C nomouwpto ¢yHKumm ACL (Access
Control List, CNMCOK KOHTpONA [0CTyna) KOMMYTAaTOp COMOCTaBASET MaKeTbl CO CMUCKOM,
KOTOpbIi cGOPMUPOBAH ANA peanm3aLmMm KOHTPOAA 40CTyna.

10.3.2. Peanunsaumna

JaHHaa cepua KomMmyTaTopoB GUAbTPYET MaKeTbl B COOTBETCTBMM C cornacoBaHHbim ACL
(cnuckom goctyna). Karkaasa 3anmMcb COCTOUT M3 HECKOJIbKUX YCOBUIA B 1IOTMYECKOM OTHOLLEHWUM
«W». 3anncm ACL He3aBuCUMbI gpyr OT gpyra.

KommyTaTtop cpaBHMBaeT naket ¢ 3anucamm ACL B nopsagke BO3pacTaHUA naeHTUPUKaTopos
3anuceit. Kak TO/IbKO coBnageHuve HaWAeHOo, BbINOJHAETCA JAelcTBMe, UM AajbHelwee
CpaBHEHWE He NPOBOANTCA.

10.3.3. Hactpoika c nomouisto WEB-nHTepdeiica

1. HacTtpoika noptos ACL.

| . KoHdwurypaumsa nopta ACL onpepenseT pexum 06paboTKM NaKeToB, MOJYYEHHbIX
NOPTOM, KOTOpPbIE HE COOTBETCTBYHOT HM OAHOM 3anucu ACL.

g

ACL Ports Configuration

Port [ PolicyID [ Action [ Rate Limiter ID [ EVC Policer [ EVC PolicerID [ Port Redi [ Mirror [ Logging [ Sh [ State [ Counter
Disabled -

= | 0| [~ [<= ~| [<= vl | 1| |Port1 [<> ~| [ | [ v [== ~| H
Port2 =
Disabled -

1 0| [Permit~|  [Disabled v| [Disabled v | 1 Port 1 [Disabled ~| [Disabled v| [Disabled »| [Enabled v 0
Port2 -
Disabled -

2 | 0| [Permit~|  [Disabled v| [Disabled | 1 Port 1 | Disabled ~| |Disabled v| [Disabled v| [Enabled v| 0
Port2 -
Disabled -

3 0| [Permitv|  [Disabled v| [Disabled v] 1 |Port1 | Disabled v| [Disabled v| |Disabled v| [Enabled | 1038
Port2 =
Disabled -

4 | 0| [Permit~|  [Disabled v| [Disabled v | 1/ |Port1 | Disabled v | [Disabled | [Disabled v| [Enabled v | 701
Port2 =
Disabled -

5 | 0| [Permit~|  [Disabled v| [Disabled v| 1 Port 1 [Disabled | [Disabled v| [Disabled v| [Enabled | 0
Port2 -

Puc. 150. Hactpoiika noptos ACL
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NaeHTudpukatop noantukm (Policy ID)

HactpauBaembiii ananasoH: 0 ~ 255.

3HayeHune no ymonyaHuto: 0.

PyYHKUMA: HAaCTPOMKa naeHTMdUKaTopa NOANTUKM ANs NopTa.

Deucreune (Action)

Onuwuun: Deny/Permit (3anpetuTb/Pa3speLlmnTs).

3HayeHue no ymonyaHuto: Permit (Paspewntsb).

PyYHKUMA: HACTPOMKa AENCTBMA MO OTHOLLIEHUIO K NaKeTy, KOTOPbIN HE COOTBETCTBYET HU OAHOM

3anucn ACL. Deny: nakeTbl, HE COOTBETCTBYIOLWME KAKOM-TMOO 3anucu, 6yayT OTK/IOHEHbI.

Permit: nakeTbl, He COOTBETCTBYIOLLME KaKON-NMBO 3anuncK, byayT nepeHanpasaeHbl.

NaeHTuduKaTop orpaHnumTens ckopoctu (Rate Limiter ID)

HactpauBaemsbiit ananasoH: Disabled (BbikntoueHo)/1~16.

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: BbIKAOYEHME (YHKUMM OrpaHMYEHUA CKOpOCTM WU  Bblbop uAaeHTMdMKATOpa

OrpaHNYnNTENA CKOPOCTH.

Naentudukarop nonntnkm EVC (EVC Policer ID)

Hactpausaembiii ananasoH: 1 ~ 256.

3HayeHue No ymonyaHuto: 1.

PyHKUMA: nocne BKAOYeHMA nonnTukm EVC HacTponTe naeHtnemkatop noantnkm EVC nopta.

ﬂ OrpaHuyeHMe CcKoOpocTM nopta M nonutuka EVC He moryt ObiTb BKJ/IOYEHDI
: OAHOBPEMEHHO.

dyHKumna «Port Redirect» (Port Redirect)

Onuuu: Disabled (BbikatoueHo) / any port (nto6oit nopr).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

OYHKUMA: BKAKOYEHME WU OTKAYeHue ¢yHKuMKM «Port Redirect». MNocne BKAOYEHUS 3TOM

dYHKUMKM NaKeTbl, He COOTBETCTBYIOWME Kakon-nmbo 3anucu ACL, byayT nepeHanpasieHbl Ha

yKasaHHbI NopT.

' | «Port Redirect» MOXHO BKIOUMTb, TONBKO ecAuM ANAa napameTpa «Action» 3aaaHo
. 3HayeHune «Deny».

®dyHKuma «Mirror» (Mirror, 3epkano)

Onuuu: Enable/Disable (BkntoueHo/BbiKito4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

OYHKUMA: BKAKOYEHUE U OTKOYEHME PYHKUMKM «Mirror» (3epkana noprta). Mocie BKAOYEHUA

3TOM PYHKLMKN NaKeTbl, HE COOTBETCTBYIOLNE KaKon-nnbo 3anmncu ACL, byayT nepeHanpaBieHbl

KaK Ha NOPT Ha3HAYeHMs, TaK U Ha NOPT HasHadyeHua «Mirror».

ﬂ MpeaBapuUTeNbHbIM  YCNOBUEM AONA BKAOYEHUA 3epKanumposaHua nopTtoB ACL
. ABNAETCA Ha/IMYMe NopPTa Ha3HAYEHUA 3ePKANNPOBAHMA.

dyHKuma «Logging» (Logging, Perncrtpauus)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4YeHO).

3HauyeHWe no ymondaHuto: Disable (BbikatoueHo).

DyHKUMA: BKAOYEHME M OTKAYeHue ¢yHKuun «lLogging» (pernctpauum nopta). Enabled
(BKntoyeHo): ecnn NOpPT NonyyaeT NakeT, He COOTBETCTBYHOWMIM HWU ogHoM 3anmncn ACL, naket
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3anuCbIBAeTCA B CUCTEMHbIN KypHan. Disable (BbikntouyeHo): ecnn nopT noayyaeT NakeT, He
COOTBETCTBYIOLLMIA OAHOM U3 3anuceit ACL, NakeT He 3annCbiBAeTCA B CUCTEMHBIM KypHan.
®dyHKumna «Shutdown» (Shutdown, OTkntoueHHe)

Onuwuun: Enable/Disable (BkntoueHo/BbikAo4eHO).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®PyHKUMA: BKAOYEHWE M OTKAOYeHUe nopTa. Enabled (BKatoueHo): ecan nopT nony4yaeTt nakerT,
He COOTBETCTBYIOWMIN HNU ogHOM 3anuncu ACL, nopT oTkntovaetcs. Disable (BbikntoueHo): ecam
nopT NoAy4aeT NaKeT, He cooTBeTCTBYOWMI 3anucu ACL, nopT He oTKAtoYaeTca.

CuetuuK (Counter)

PyHKUMA: 0OTOOpParkeHne KoMYecTBa NakeTos, He COBMaAatoLWmMx HU ¢ ogHoM 3anuncbto ACL.

2. Hacrtpoiika orpaHnumTtens ckopoctun ACL.

ACL Rate Limiter Configuration

Rate Limiter ID | Rate [ Unit
* 1 ==
1 1 |pps *
2 1 |pps ™
3 1 |pps #
4 1 |pps &
5 1 |pps &
6 1 pps &
7 1 |pps ¥
g 1 |pps *
9 1 |pps &
10 1 pps &
1" 1 |pps &
12 1 |pps ¥
13 1 |pps ™
14 1 |pps #
15 1 |pps &
16 1 pps &

Puc. 151. HacTtpoliika orpaHnymtena ckopoctu ACL

OrpaHuuyeHue ckopoctu (Rate Unit)

HactpamnBaemsbiii agnanasoH: 0~3276700 Mak/c / 0~1000000 Kéut/c (c warom 100).

3HauyeHKne no ymonyaHuio: 1 Mak/c.

®YHKUMA: HACTPOWKA OrpaHUYEHUA CKOPOCTU COIIACHO COOTBETCTBYHOLLErO MaeHTUdUKATopa.

3. Hacrtpoiika 3anucei ACL.
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Access Control List Configuration

ACE [ Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror [ Counter |
1 2 Any EType Deny Disabled 1 Disabled 0 g+gg
. . : . 090
4 6 Any Any Permit Disabled Disabled Disabled 0 G+09
: . : . B
2 3 Any Any Permit Disabled Disabled Disabled 0 G+09
3 5 Any IPv/UDP 50  Permit Disabled Disabled Disabled 0
@

Puc. 152. HacTtpoliika 3anuceit ACL

Koraa nmeetcs HeckosibKo 3anuceit ACL, ycTpoiicTBO cpaBHMBaeT nakeT ¢ 3anucammn ACL ogHy
3a Aapyroi (cBepxy BHM3). Kak TO/NbKO cOBNaAeHWe HalAeHO, BbINOJHAETCA AeicTBue, U
OaNbHeWLwee CpaBHEHME He NPOBOANTCA.

Haxxmute <@>, ytobbl f06aBMTb HOBYIO 3anucb ACL; Haxkmute <@>, yTobbl OTpeAaKTMPOBaTb
3anucb ACL; Haxmute <®>, ytobbl yaanutb 3anmcb ACL; Haxkmute <O>, ytobbl NepemecTuTb
TEKYLLYH 3anucb BBEPX; Haxkmute <O>, YTobbl NEPeMeCcTUTb TEKYLLYIO 3aMUCh BHUS.

ACE - 310 ngeHtudukatop 3anucm ACL, KoTopaa HymepyeTca B 3aBUCMMOCTM OT BPEMEHMU
CO34aHMA 3anucu.

4. HacTpolika napameTpoB 3anucei ACL.
4.1. HacTtpoiKa napameTpoB 3anuce.

ACE Configuration

All
Port 1

Ingress Port

Port 3
FPort 4

Policy Filter Specific
Policy Value 0
Policy Bitmask | 0xFF

Frame Type | Ethernet Type w

[ A B

£

£

Puc. 153. HacTtpolika napametpos 3anucei ACL

BxoaAawmii noprt (Ingress Port)

Onuwmu: All/any port (Bce nopTbl//Ttoboit nopT).

3HavyeHue no ymondaHuio: All (Bce noptbi).

®yHKUMA: BbIBOP NOPTa, Ha KOTOPOM AENCTBYET 3anucb ynpasaeHua goctynom (ACE).
dunbtp nonutuk (Policy Filter)

Onuwmn: Any/Specific (/lloboin/OnpeaeneHHblit).

3HavyeHue no ymondyanuio: Any (/lroboi).
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®yHKLMA: HacTpoliKa ycnosua «ACE -> NaeHTudumkaTop nonmtuk». Ecam gns Hero yctaHOBAEHO
3HauyeHue «Specificy, HeobxoaAMMO ycTaHOBUTb 3HaYeHusa «Policy value» n «Policy bitmask».
Korga «Policy value» nakeTa, MOAy4eHHOro BXOAHbIM MOPTOM, COOTBETCTBYET HACTPOMKaM
3TOro napameTpa, yC10BME CHUTAETCA BbINOJIHEHHBIM.

3HaueHue noautuk (Policy Value)

HacTpansaembiii ananasoH: 0 ~ 255.

®PyHKUMA: HACTPOMKA 3HaYeHuA «Policy value».

butoBas macKa nonutuk (Policy Bitmask)

Hactpausaembiii ananasoH: 0x0 ~ OxFF.

PyHKUMA: HACTPOMKa BUTOBOM MACKM NOAUTUK. 3HAYEHME NOAUTUK U BUTOBAA MACKa MOJIUTUK
MCNONB3YIOTCA [AA  COMOCTaBieHMA npu  ux ounbTpaumn. buToBaA MacKa MOAUTUK
npeobpasyeTca B ABOMYHbIE LMPbI M 3aTEM BbIPaBHMBAETCA MO NMPAaBOMY KpPak CO 3HAYEHMEM
NOJIUTUKM (B ABOMYHOM pexKMme). 3HaueHne «1» 03HaYaeT To e camoe 3HayeHue, a 3HayeHue
«0» 03Ha4yaeT, YTo paspelleHo Ntboe 3HayeHue.

Tun ¢peiima (Frame Type)

Onuwun Any/Ethernet Type/IPvA4.

3HauyeHue No ymonyaHuto: Any.

®dyHKUMA: HacTponKka ycnosusa «CoctoaHue -> Tun naketa». Korga TvMn nakeTta, nosy4yeHHOro

BXo4AuwMmM nopTom, COOTBETCTBYET HaCTpOVIKaM 3TOro0 napameTpa, YycaoBue CYHUTaeETCA
BbIMNOJIHEHHbIM.

4.2. Hactpoiika napametpos VLAN.

VLAN Parameters
802.1Q Tagged | Any w
VLAHN ID Filter | |Specific w
VLAN ID 1
Tag Priority Ay hd

Puc. 154. Hactpolika napametpos VLAN

TerupoBaHue 802.1Q (802.1Q Tagged)

Onuwuun: Any/Disabled/Enabled (/1to6011/BbikntoueHo/BKAOYEHO).

3HayeHue No ymonyaHuto: Any.

®PyHKUMA: HacTpoiKa ycnosus «CoctosHue -> Ter 802.1Q». 3HaveHue «Disabled» yka3biBaeT Ha
naketol 6e3 Teros, a 3HayeHue «Enabled» yka3biBaeT Ha nakeTbl ¢ Teramu. Korga naker,
MOSIy4YEHHbI BXOAALMM MOPTOM, COOTBETCTBYET HACTpPOMKam 3TOro napameTpa, YCnoBue
CYMTAETCA BbIMONHEHHbIM.

dunbtp npgeHtudpukaropa VLAN (VLAN ID Filter)

Onuwmn: Any/Specific (1 ~ 4095).

3Ha4yeHue No ymonyaHuto: Any.

PyHKUMA: HacTpolika ycnosBus «CoctosHue -> VID». Ecnm yctaHoBnena onuma «Specificy,
Heobxogmmo BBecTu 3HayeHue VID. Korga VID B nakeTe, Nosy4eHHOM BXOAAWMM MOPTOM,
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COOTBETCTBYET HACTPOMKaM 3TOro napameTpa, YC/lOBME BbINOAHAETCA ycnewHo. Ecan ana
802.1Q Tagged ycrtaHoBNEeHO 3HayeHue «BbikatoveHo» (Disabled), ana storo napametpa
HeobXxoAMMO YCTaHOBUTb 3HaYeHue Any.

Mpuopurer tera (Tag Priority)

Onuwun: Any/0/1/2/3/4/5/6/7/0-1/2-3/4-5/6-7/0-3/4-7.

3Ha4yeHuMe nNo ymonyaHuio: Any.

dyHKUMA: HacTpoiKa ycnosua «CoctosHue -> lMpuoputet Tera». Korga npuoputeT nakeTa,
NOJIYYEHHOrO BXOAAWMM MOPTOM, COOTBETCTBYET HACTPOMKamM 3TOro napameTpa, YycnoBue
BbiMOAHAETCA ycnewHo. Ecan gna 802.1Q Tagged ycTaHOBAEHO 3HayeHWe «BbIKAOYEHO»
(Disabled), gns aToro napameTpa HEOH6XOAMMO YCTaHOBUTb 3HaUYeHMe Any.

4.3. HacTpoiKka napameTpoB TMNa Kagpa.

MAC Parameters

SMAC Filter | |Specific il
SMAC Value | (02-02-02-02-02-02
DMAC Filter | |Any b

Ethernet Type Parameters

| EtherType Filter | [Any  +| |

Puc. 155. HacTpolika napameTpoB Tuna Kaapa

dunbtp SMAC (SMAC Filter)

Onuwmn: Any/Specific (/lto6oit/OnpeaeneHHblit).

3HayeHue no ymonyaHuto: Any (/ltoboit).

PyHKUMA: HacTpoiKa ycnoBus «CoctosiHne -> MAC-agpec ucTodHuMKa». Ecan ans Hero
yCTaHoBNeHOo 3HayeHue «Specific», Heobxoanmo ykasatb MAC-agpec McTouHMKa. Ecnm MAC-
agpec NCTOYHMKA B MaKeTe, NONYYEHHOM BXOAALLMM NOPTOM, COOTBETCTBYET HAaCTPOIAKam 3TOro
napameTpa, yCNOBME CYMUTAETCA BbINOJIHEHHbIM.

®dunbtp DMAC (DMAC Filter)

Onuwmun: Any/UC/MC/BC/Specific.

3Ha4yeHue No ymonyaHuto: Any.

®PyHKUMA: HacTpoiika ycnosua «CoctoaHue -> MAC-agpec HasHadeHus». Ecnam gna Hero
yCTaHOBNEHO 3HavyeHue «Specificy, Heobxoammo ykasatb MAC-agpec HasHadyeHuda. Ecnm MAC-
aJpec UCTOYHUKA B MaKeTe, NOlYYEHHOM BXOAALWMM NOPTOM, COOTBETCTBYET HACTPOIMKam 3TOro
napameTpa, yCnoBme CYUTAETCA BbINOSIHEHHbIM.

®unbTp TMNA Kagpa Ethernet (EtherType Filter)

Onuwmn: Any/Specific (0x600~0xFFFF, exclude 0x800(IPv4), 0x806(ARP), 0x86DD(IPv6)).
3HayeHne no ymonyaHuio: Any.
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®yHKUMA: HacTpoWka ycnosusa «CoctoAHue -> Tun Kagpa Ethernet». Ecam ana Hero
YyCTaHOB/NEHO 3HayeHue «Specificy, HeEObXxoaMMO yKasaTb Tun Kaapa Ethernet. Ecan naket
Ethernet, nonyyeHHOM BXOAAWMM MOPTOM, COOTBETCTBYET HACTPOMKAM 3TOro napameTpa,
YyCNI0BME CYMTAETCA BbINONHEHHbIM.

4.4. HacTtpolika napameTpoBs Kagpa IPv4.

MAC Parameters
[ DMAC Filter | [Any +]|

IP Parameters

IP Protocel Filter || Other hd
IP Protocol Value | |0

IP TTL Zero hd
IP Fragment Yes A
IP Option Any hd
SIP Filter Any hd
DIP Filter Any A

Puc. 156. Hactpolika napameTpoB Kaapa IPv4

®unbtp DMAC (DMAC Filter)

Onuwnmn: Any/UC/MC/BC.

3HayeHue No ymonyaHuto: Any.

PyHKUMA: HacTpolKka ycnosusa «CoctodaHue -> MAC-agpec HasHauyeHua». Ecnm MAC-agpec
Ha3HayeHMA B MakeTe, NONYYEHHOM BXOAALWMM MOPTOM, COOTBETCTBYET HACTPOWMKam 3TOro
napameTpa, yC/I0BME CUMTAETCA BbIMOAHEHHbIM.

®dunbTp npotokona IP (IP Protocol Filter)

Onuwuun: Any/ ICMP/ UDP/ TCP/ Other (0 ~ 255).

3HauyeHue No ymonyaHuto: Any.

PyHKUMA: HacTponKa ycnosua «CoctoAaHMe -> Tun npoToKona naketa IPv4». Ecan 3HauveHue

ycTaHoBneHo Kak ICMP, UDP naun TCP, Heo6x0ANMMO HacTPOUTb COOTBETCTBYIOLWME NapameTpbl.
Ecnn yctaHoBneHo 3HayeHune «Other», Heo6Xxo4MMO YCTAaHOBUTL MAEHTUOUKATOP NPOTOKONA.
Korga tvn npoTtokona B nakeTte IPv4, nony4eHHOM BXOOALWMM MNOPTOM, COOTBETCTBYET
HaCTPOMKaM 3TOro NnapameTpa, yCN0BME CYUTAETCA BbINONHEHHbIM.

Mone TTL B naketax IP (IP TTL)

Onuwuun: Any/Non-zero/Zero.

3HayeHue no ymonyaHuio: Any.

PyHKUMA: HacTpoiKa ycnoBus «CoctosiHne -> Mone TTL B naketax IP». 3HayeHne «Non-zero»
0O3HayaerT, YTo ycnosue byaeT BbinosHeHo, ecam TTL IP B nakeTe IPv4 6o/blle HyAns, a 3HaYeHne
«Zero» 03HAYaeT, YTo ycnoBue He BbinosHaeTca, ecan TTL IP B nakete IPv4 6onblue HyAA.
®parmeHT IP (IP Fragment)

Onuwun: Any/Yes/No.
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3Ha4yeHuMe nNo ymonyaHuio: Any.

PyHKUMA: HacTpolKa ycnosua «CoctoaHue -> PparmeHT IP». Ecam IP-dparmeHT B nakete IPv4,
NoJly4EHHOM BXOAALWMM MOPTOM, COOTBETCTBYET HACTPOMKAM 3TOro0 napameTtpa, YycnoBue
CYNTAETCA BbIMNOAHEHHbIM.

Onuumm IP (IP Option)

Onuwun: Any/Yes/No.

3Ha4yeHuMe nNo ymonyaHuio: Any.

®PyHKUMA: HacTporka ycnosua «CoctoaHue -> Onuum IP». Ecam onummn IP B nakete IPv4,
NoJly4EHHOM BXOAALWMM MOPTOM, COOTBETCTBYET HACTPOMKAM 3TOro0 napameTtpa, YycnoBue
CYNTAETCA BbIMOJHEHHbIM.

®dunbtp SIP (SIP Filter)

Onuwuun: Any/Host/Network.

3HayeHne no ymonyaHuio: Any.

PyHKUMA: HacTpoiKa ycnosua «CoctosHuMe -> |P-agpec ucTOYHMKa». Ecam yctaHoBneHO
3HayeHune «Host», HeobxoamMmo ycTaHoBUTL IP-agpec. Ecaum ycTaHoBeHO 3HaveHne «Networky,
HeobxoaMmo ycTaHoBUTL IP-agpec n macky noacetu. Ecaum IP-agpec nctouHmnka B nakerte IPv4,
Nosly4EHHOM BXOAALWMM MOPTOM, COOTBETCTBYET HACTPOMKAM 3TOro napameTtpa, ycnosue
CYNTAETCA BbIMNOAHEHHbIM.

®dunbtp DIP (DIP Filter)

Onuwun: Any/Host/Network.

3HauyeHue No ymonyaHuto: Any.

®PyHKUMA: HacTpoiKa ycnoBus «CoctosHue -> IP-agpec HasHayeHus». Ecam ycTaHOBAEHO
3HayeHue «Host», HeobxogMmo yctaHOBUTL IP-agpec. Ecnm yctaHoBneHO 3HaYeHne «Networky,
HeobxoamMmo ycTaHoBUTb IP-agpec n macky nogcetu. Ecam IP-agpec HasHayeHUs B nakete IPv4,
NOJIyYEHHOM BXOAALMM MNOPTOM, COOTBETCTBYET HACTPOMKaM 3TOro napameTpa, YyCaoBue
CYNTAETCA BbIMNOSHEHHbIM.

4.5. Hactpolika napameTtpos ICMP.

ICMP Parameters

ICMP Type Filter | | Any hd
ICMP Code Filter | | Any e

Puc. 157. Hactpolika napameTtpos ICMP

Tun ¢punbtpa ICMP (ICMP Type Filter)

Onuwmn: Any/Specific (0 ~ 255).

3Ha4yeHue No ymonyaHuto: Any.

®PyHKUMA: HacTpolka ycnosua «CoctosHue -> Tun ICMP». Ecan ycTaHOB/NEHO 3HauvyeHue
«Specificy, Heobxognmo ykasatb TMn ICMP. Ecam tvn ICMP B nakete IPv4, nosny4yeHHom
BXOAAWMM MOPTOM, COOTBETCTBYET HACTPOMKaM 3TOro MapameTpa, YCAO0BME CYMTAeTCA
BbINO/NHEHHbIM.
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Kog ¢punbtpa ICMP (ICMP Code Filter)
Onuuu: Any/Specific (0 ~ 255).
3Ha4yeHuMe nNo ymonyaHuio: Any.
dyHKUMA: HacTpolka ycnosua «CoctoaHune -> Kog ICMP». EcnmM ycTaHOBAEHO 3HauyeHue
«Specific», Heobxogmmo ykasaTb Kog ICMP. Ecan Kog ICMP B nakete IPv4, nony4yeHHOM
BXOAAWMM MOPTOM, COOTBETCTBYET HACTPOMKaM 3TOro MapameTpa, YCNOBME CYMTaeTcA
BbINONHEHHbIM.

4.6. Hactpoiika napameTtpos UDP.

UDP Parameters

Source Port Filter | | Any W
Dest. Port Filter Ay A

Puc. 158. HacTtpoiika napameTtpos UDP

dunbTp NnopTta uctouHUKa/PunbTp Nnoprta HasHaueHua (Source Port Filter/ Dest. Port Filter)
Onuwmn: Any/Specific (0 ~ 65535)/Range (0 ~ 65535).

3HayeHne no ymonyaHuio: Any.

®yHKUMA: HacTpoiKa ycnosua «CoctoAHne -> WpeHTudmKaTop nopta MUCTOYHUKA U
naeHTMdMKaTop noprta HasHayeHmsa UDP». Ecan  ycTtaHOBAEeHO 3HayeHue «Specificy,
HeobxoaAMMO YyKasaTb wuaeHTuduKaTop nopTa. Ecam  yctaHoBneHo 3HayeHune «Rangevy,
HeobxoAMMO YKas3aTb AMana3oH MAEHTUPUKATOpPOB NopToB. Ecnv npeHTudmKaTopbl NOpPTOB
UDP B nakete IPv4, nony4eHHOM BXO4ALLMM MNOPTOM, COOTBETCTBYHOT HAaCTPOIKam NapamMeTpos,
yCN0BUe CYMTAETCA BbINONHEHHbIM.

4.7. HacTtpoiika napametpos TCP.

TCP Parameters

Source Port Filter | Any A
Dest. Port Filter Any A
TCP FIN 1 v
TCP SYN Any v
TCP RST Any W
TCP PSH Any i
TCP ACK Any i
TCP URG Any i

Puc. 159. HacTtpoiika napametpos TCP
®dunbTp Nnopta UctouHnka/PunbTp nopta HasHauyeHuUa (Source Port Filter/ Dest. Port Filter)
Onuwmn: Any/Specific (0 ~ 65535)/Range (0 ~ 65535).
3HavyeHue No ymonyaHuio: Any.
®PyHKUMA: HacTpoiKa ycnosua «CoctoAaHue -> WaeHTUOMKATOp MNopTa  WMCTOYHMKA M
naeHTMdMKaTop nopta HasHayeHmsa TCP». Ecam  ycTtaHoBneHo 3HadeHune «Specificy,
HeobxoAMMO YyKasaTb wuaeHTUdMKaTop nopTa. Ecam  yctaHoBneHo 3HayeHue «Rangev,
HeobXxoAMMO yKa3aTb AMana3oH naeHTudmKaTopos nopTtos. Ecam naeHtndukatopsl noptos TCP
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B nakete IPv4, nonyyeHHOM BXOAAWMM MOPTOM, COOTBETCTBYIOT HACTPOMKaM MapameTpos,
YC/I0BME CYMTAETCA BbIMOJHEHHbIM.

TCP FIN/SYN/RST/PSH/ACK/URG

Onuwnn: Any/1/0.

3Ha4yeHuMe nNo ymonyaHuio: Any.

PyHKUMA: HacTpoliKa ycnosua «CoctoAaHue -> nona ynpasaeHna TCP». Ecam nona ynpasneHus
TCP B nakete IPv4, nony4eHHOM BXOAHbIM MOPTOM, COOTBETCTBYIOT HAaCTPOMKaM MapameTpos,
YyCN0BUE CYMTAETCA BbINOAHEHHbIM.

4.8. Hactpoiika gericteuii 3anuncei ACL.

Action Deny w
Rate Limiter Disabled »
EVC Policer Disahled
Disabled »~
=
Port Redirect | [Port 2
FPort 3
Fort 4 o
Mirror Disabled »
Logging Disabled
Shutdown Disabled »
Counter 1]

Puc. 160. HacTtpolika aencreuin 3anmceit ACL

Oewcreue (Action)

Onuwuun: Deny/Permit/Filter (3anpetuTb/Pa3pewwnTts/PunbTpoBats).

3HayeHue no ymon4yaHuio: Permit (Paspewntsb).

PyYHKLUMA: HACTPOMKA PeXXMMa BXOAALLErO Mopta A/ 06paboTKM naketa, COOTBETCTBYHOLLErO
ACE. 3HaueHune «Deny» yKasblBaeT Ha OTKa3 OT MaKeTa, 3HayeHue «Permit» yKasbiBaeT Ha
nepecbiIKy NakeTa, a 3HaYeHue «Filter» ykasbiBaeT Ha GUAbTPALMIO NAaKeTa U HEOBXOAMMOCTb
BblbOpa nopTta GpuabTpaumm.

OrpaHuuutensb ckopocTtu (Rate Limiter)

HactpanBaemblit ananasoH: Disabled (BbikntoueHo)/1~16.

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA:  BbIKAOYEHME (YHKUMM  OrpaHMYEHUA CKOpPOCTM U  Bblbop uAeHTMdUKaATOpa
OrpaHMYUTENA CKOPOCTY.

Nonutuka EVC (EVC Policer)

Onuwuun: Enable/Disable (BkntoueHo/BbikatoueHo).

3HavyeHue no ymonyaHuio: Disable (BbikntoyeHo).

®DyYHKUMA: BKIOYEHWE W BbIK/IIOYEHWE Ha NopTy noantmkm EVC.

Naentudukarop noautukm EVC (EVC Policer ID)

HacTpausaembiii aAnanasoH: 1 ~ 256.

3Ha4yeHue No ymosyaHuto: 1.
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®YHKUMA: nocne BKAOYEHMA NOAUTUKM EVC HacTpoiTe naeHTuoukaTop noamtnkmn EVC nopra.

| : | OrpaHuYeHMe CKOPOCTM MopTa M nonautuka EVC He MoryT 6biTb  BK/IOYEHbI
: 04HOBpPEeMeHHO.

®dyHKumna «Port Redirect» (Port Redirect)

Onuuu: Disabled (BbikntoueHo) / any port (no6oii nopT).

3HayeHKne no ymonyaHuto: Disabled (BbikntoueHo).

®PyHKUMA: BKAOYEHME WU OTKAoYeHne ¢yHKuMKM «Port Redirect». lMocne BKAtoYeHMA 3TOM

bYHKUMKM NakeTbl, cooTBeTCTBYOWMe Ntobon 3anucu, byayT nepeHanpaBieHbl Ha yKa3aHHbIM

nopr.

ﬂ «Port Redirect» MOXHO BKAOUYMTb, TONIBKO €CM ANA napameTpa «Action» 3aaaHo
- 3Ha4vyeHune «Deny».

®dyHKuma «Mirror» (Mirror, 3epKano)

Onuwuun: Enable/Disable (BkntoueHo/Bbikato4eHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

OYHKUMA: BKAKOYEHUE U OTKAOYeHME PYHKUMKM «Mirror» (3epkana noprta). Mocne BKAOYEHUR

3TOM GYHKLMKM NaKeTbl, COOTBETCTBYIOLME Ntobo 3anucK, byayT nepeHanpas/ieHbl Kak Ha NOpT

Ha3HayeHuWA, TaK U Ha NOPT Ha3HayeHua «Mirror».

ﬂ MpeaBapuUTeNbHbBIM  YCNIOBUEM AONR  BKAOYEHMA 3epKanuMpoBaHua nopTtoB ACL
. ABNAETCA HAaMYME NOPTA Ha3HAYEHUA 3epPKaNNPOBaAHNUA.

dyHKuma «Logging» (Logging, Perncrtpauums)

Onuuu: Enable/Disable (BkntoueHo/Bbikao4eHO0).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

DyHKUMA: BKAKOYEHME M OTKAYeHue o¢yHKuum «lLogging» (pernctpauum nopta). Enabled
(BkntoueHo): ecnmM nopT MNo/ydYaeT MaKkeT, COOTBeTCTBywWMIi nwoboin 3anucu ACL, naket
3anMcbiBaeTca B CUCTEMHbIA KypHan. Disable (BbikntoyeHo): ecnn nopTt nosy4vaeT nNaker,
CoOTBETCTBYOWMIN Bcem 3anmncam ACL, NaKeT He 3anmcbiBaeTCA B CUCTEMHbIN XKypHan.

®dyHKuma «Shutdown» (Shutdown, OTknoueHune)

Onuwuun: Enable/Disable (BkatoueHo/BbIKnO4YeHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

®PyHKUMA: BKAOYEHUE M OTKAOYeHWe nopTa. Enabled (BKatoueHo): ecan nopT nony4vaeTt nakert,
cooTBeTcTBYOWMIA Ntoboi 3anmcu ACL, nopT oTkatoyaetcs. Disable (BbikntoueHo): ecam nopt
nosly4yaeT nakeT, COOTBETCTBYOWMM BcemM 3anncam ACL, nopT He oTKAo4aeTcs.

CueTuuk (Counter)

®dyHKUMA: oTobpaxkeHMe KonmyectTBa naketoB, cooTtBeTcTByOWMX ACE, KoTOopble nonyyaer
KaxkabI NopT.

4.9. MpocmoTp 3anucen ACL.
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ACL Status
User | ACE| Frame Type [ Action | Rate Limiter | Mirror | CPU | Counter | Conflict
rp_mirror_cpu 1 EType Filter Disabled Enabled “Yes 0 Mo
devSmacDrop 1 EType Deny  Disabled Disabled Mo 0 Mo
bootp 1 IPvd/UDP 67-68 Filter Disabled Enabled “Yes 293 Mo
arp 1 ARP Filter Disabled Enabled “Yes 199870 Mo
static 1 EType Deny  Disabled Disabled Mo 0 Mo
static 4 Any Permit  Disabled Disabled Mo 0 Mo
static 2 Any FPermit  Disabled Disabled Mo 0 Mo
static 3 IPw4/LIDP 50 Permit Disabled Disabled Mo 0 Mo
static 5 EType FPermit  Disabled Disabled Mo 0 Mo
static B |Pv4/Cther 0 Permit  Disabled Disabled Mo 0 Mo

Puc. 161. OtobparkeHue 3anmcei ACL

KoHdnukr (Conflict)

Onuwun: No/Yes (Het/Aa).

®yHKUMA: oToBpaskeHMe cTaTyca KOoH@MKTOB 3anuceint ACL. Ecan pecypcos ana co3aaHus
3anucent ACL HepgocTaTouHo, ctatyc «Conflict» yctaHaBnuBaeTtca B coctoaHue «Yes» Ana 3Tow
3anucu. B npoTMBHOM caydae 414 3TOM 3anMcuK yCTaHaBIMBaEeTCA 3HauyeHne «No».

10.3.4. Tlpumep TMNOBOWN HACTPOMKM

MoakntoumTech K NopTy 2 KOMMyTaTopa. HacTpoiTe nopTt Ana npuema naketos Tosibko ¢ MAC-
agpeca uctoyHmnka 02-02-02-02-02-02 n nepecbinaiite naketbl Yepes nopt 1.

LLlarn HacTponKu:

1. Hactpoiite leiictemne nopTa Ha «Deny» (cm. puc. 150).

2. HactpouTe 3anuncb ACL, HacTpoiTe 2 NOpT KaK BXOAALLMM, TUN Kagpa Kak Ethernet (cm. puc.
153).

3. YcraHosuTe ¢pmabTp SMAC Ha 02-02-02-02-02-02 (cm. puc. 155).

4. Hactpoiite Oetictene 3anmcm ACL Kak «Deny», yctaHoBuTe ¢yHKUMIO «Port redirect» ana
nopta 1 (cm. puc. 160).

5. OcTtaBbTe BCe OCTaJibHble MapameTpbl N0 YMOAYAHUIO UAU NYCTbIMM.

11. Arperanus moptoB (Port Aggregation)
11.1. Cratnyeckas arperayms

11.1.1. BsepaeHue

®yHKUMA arperayMmM NOPTOB NpeAHasHayeHa ANA MPUBA3KM Tpynnbl GU3MYECKUX NMOPTOB C
0AMHAKOBOW KOHdUrypaLmen K 1ormyeckomy nopTy ANsA yBeNMYEHMA MPONYCKHOM CNocobHOCTH
N CKOpOCTM nepegaun. MopTbi-y4acTHUKM B OOHOM rpynne COBMECTHO WMCMOb3YIOT TpaduK m
CNY)KaT B KauecTBe AMHAMMUYECKMX Pe3epBHbIX KONUIA Apyr ANA Apyra, NoBbiwas HageKHOCTb
coeauHeHus.

Fpynna nopToB - 3TO rpynna ¢GpuU3NYECKUX MOPTOB MMEILMX OAMHAKOBYIO KOHPUrypauumio.
TonbKo pusMyeckne NopTbl MOTyT y4acTBOBATb B arperaunmn KaHanos. Ecan ¢umsmyeckme noptobl
B rpynne NopToB COOTBETCTBYIOT ONpeAe/ieHHbIM YCN0BMAM, OHM obecneynBaloT arperauuto
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KaHa/z1i0B, KOTOpbleé CTAHOBATCA He3aBUCUMMbiIMU NOTrM4ECKMMU nNOpPTamMh, TeEM CaMbiM
yBeENNYMBaA NPOMNYCKHYIO cnocobHocTb cetTu U obecneyunsas pesepBupoBaHUeE.

11.1.2. Peanusaums

Kak nokasaHo Ha puc.162, Tpu nopta KommyTaTtopa A ob6beamHeHbl (arpernpoBaHbl) B rpynny
(kaHan arperaumm). MponyckHas cnocobHOCTb KaHana arperauumn ABaseTcs obuein NponycKkHom
CMOCOBHOCTbIO TPEX NOPTOB.

KommyTtatop A

Kanan arperau,vm4>< >

KommyTtartop B

Puc. 162. I'pynna KaHa/i0B arperaumm

Korga kKommyTtaTop A nepepgaeT AaHHble A1A KOMMyTatopa B uyepes KaHan arperauum,
KommyTaTop A 6ygeT pacnpeaensTb NOTOKM OaHHbIX B COOTBETCTBMM C ONpeaeneHHbIM
aNropuTMOM, NPU 3TOM TONbKO OAMH MOPT 6yaeT BblbpaH Aas nepefayn AaHHbix. Ecau
npousonaetr cb6onm Ha oAHOM W3 MOPTOB KaHajia arperauuu, AaHHble nepegaBaemble 3TUM
NMOPTOM B COOTBETCTBUM C ONpPeAe/IeHHbIM anroputmom byayT nepepacnpeaeneHbl Ha APyro
HOpPManbHO paboTatoLmii NopT.

| |« TopT MOXHO 406aBUTb TONILKO B OAHY FPYnny NOPTOB.
*  TonbKo NONHOAYNNEKCHbIE MOPTbI MOTYT NPUCOEANHATLCA K arperayuu.

e [1nA nopTta, BKAKYEHHOrO B KaHan arperauuu, Henb3a skAumMTb LACP, a nopt ¢
BKAtoYeHHbIM LACP Henb3a 006aBUTb B KaHan arperaum.

* TlopT, BKAWOYEHHbIN B KaHan arperauymM W MNOPT, ABAAIOLWMIACA NOPTOM
pe3epBMpPOBaHMA, WCKAOYAlOT Apyr Aapyra. [lopT, BKAOYEHHbIA B KaHan
arperaymm, He MoXKeT ObITb HACTPOEH KaK pe3epBHbIii NOPT, @ Pe3epPBHbIA NOPT He
MoOKeT bbITb 06aBNEH B KaHaN arperaumu.

* Topa pe3epBHbIM NOPTOM B 3TOM AOKYMEHTE MOHMMAETCA Ko/bLeBOn nopt Sy2-
Ring, pe3epBHbIn nopT Sy2-Ring, Konbuesol nopt Sy2-RP, pe3epBHbI nopT Sy2-
RP, nopt RSTP 1 nopT MSTP.
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11.1.3. HacTpotika c nomouisto WEB-nHTepdeitca

1. HacTpolika pexuma pacnpeaeneHma HarpysKku.

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address
IP Address
TCP/UIDP Port Number

EEOE

Puc. 163. HacTpolika pexmma pacnpeneneHuns Harpysku

Pexxum pacnpegeneHus Harpy3ku (Hash Code Contributors)

Onuuu: Source MAC Address/Destination MAC Address/IP Address/ TCP/UDP Port Number.
3HauyeHue no ymonyaHuio: Source MAC Address/IP Address/ TCP/UDP Port Number.
DYHKUMA: HAaCTPOMKaA PeXRnma pacnpeaeneHuns HarpysKku.

OnucaHune: MAC-agpec UCTOYHMKA O3HAYaeT pacnpeaeneHmne Harpyskm Ha ocHose MAC-agpeca
MCTOYHMKA. MAC-agpec HasHayeHMA O3Ha4yaeT pacnpegeneHue Harpyskm Ha ocHoBe MAC-
agpeca HasHayeHuAa. IP-agpec o3HayaeT pacnpegeneHue Harpyskm Ha ocHose IP-agpeca.
Homep noprta TCP/UDP o3HauyaeT pacrnpeaesieHMe HarpyskM Ha OCHOBE HOMepa nopTa
TCP/UDP.

2. HacTpoliika nopToB A/1A KaHana arperayuu.

Aggregation Group Configuration

Port Members

GroupID [1[2]3[a5]6|7]8[9]10][11]12

Nomal COQ@®OECOEEEEEOEE®
1 (ONONONONORONONONORONONG
2 COO0O0O0COOCOC0OCO0O
3 CoOOCOCCOO0OCO
4
5

ONONONONONONONOHNONONONG
COO0O0CO0CO00O00O0O0O

[ Submit H Reset ]

Puc. 164. HacTpolika nopToB A/1A KaHa/ia arperaumm
MopTbi-y4acTHUKM rpynnbl (Port Member)
®PyHKUMA: BbIGOP NOPTOB-Y4AaCTHMKOB rPYNMbl KaHana arperayuu.
OnucaHne: Bce nNOPTbl-y4aCTHMKM B OAHOW Trpynne arperaumMm WMMEKT OAMHAKOBYHO
KoHoUrypaumto. Konnyectso TpaHKOBbIX Fpynn 3aBUCUT OT KOIMYECTBA MOPTOB KOMMYyTaTopa.
Kaxkpasa rpynna morKeT cogeprkaTb Makcumym 8 nopTos.
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11.1.4. Tlpumep TMNOBOM HACTPOMKM

[ob6asbTe Tpu nopta (NopT 1, 2 1 3) KOMmyTaTopa A B rpynny NopToB (KaHan arperaunn) «1» u
Tpw nopTa (nopT 1, 2 1 3) KommyTaTopa B B rpynny nopToB (KaHan arperaumn) «1» (cm. puc.
162), yTob6bl cCHOPMMPOBATL KaHaN arperaumm U peanr3oBaTtb pacnpesesieHne Harpyskn mexxay
noptamu. [na coefuvHeHWAa 3TUX MNOPTOB WCMOJb3yMTe CTaHAAPTHble ceTeBble Kabenwu.
(Mpeanonaraetcs, 4To TPU NopTa Ha KommyTatope A U B MMelOT OfMHAKOBble NapameTpsbl
COOTBETCTBEHHO).
HacTpoikn KommyTaTtopa:

1. [Oob6asbTe nopt 1, 2 n 3 KOMMyTaTopa A B rpynny noptos «1» (cm. puc. 164).

2. [ob6asbTe nopt 1, 2 1 3 KOMMyTaTopa B K rpynne noptos «1» (cm. puc. 164).

11.2. MNpoTokon LACP
11.2.1. BsepeHue

MpoTokon ynpasneHus arperaymeit KaHanos (LACP, Link Aggregation Control Protocol) ocHoBaH
Ha cTaHgapTe |IEEE802.3ad. OH ucnonbayeTcs ana obmeHa nHbopmaLmen ¢ MOPTOM BXOASLLMX
coegmHeHunn (peer-port) yepe3 670K AaHHbIX NPOTOKO/A YNpPaB/ieHWUS arperaumen KaHanos
(LACPDU, Link Aggregation Control Protocol Data Unit), ana Bbibopa nopTa-y4yacTHUKa
ANHAMUYECKOM rpynnbl arperayumm.

11.2.2. PeanunsaumAa

MopT ¢ BKAKOYEHHbIM NpoTokosiom LACP nHdopmupyet peer-port o npuoputete gaHHoro LACP
ANs nokanbHoro obopyaosaHua, MAC-agpeca obopyaoBaHus, nopta LACP, Homepa nopTa u
3HaYeHMM Kaw4a, oTnpasnas coobuweHne LACPDU. Mocne nonydveHua coobueHma LACPDU
Peer-port cornacosbiBaeT € I0OKaAbHbIM MOPTOM Caeaytoulee:

e conocTaBnAeT waeHTUOMKaTOpbl 060pyaAoBaHMA Ha o0b6oux KOHUAx (naeHTudmKaTop
obopygoBaHua = npuoputet LACP obopyaosaHua + MAC-agpec obopyaosaHua). CHavyana
conoctasnatoTca npnoputeTtbl LACP. Echm npmnoputetbl LACP coBnagatoT, CONOCTaBAAKTCA UX
MAC-agpeca. B kKauectBe ocHOBHOro (master) Bbibupaetca obopyaoBaHMe C HAMMEHbLUUM
naeHTUdMKaTopom.

® COMOCTaBAAOTCA  WUAeHTUOMKATOPbl  MOPTOB  OCHOBHOrOo  (master) obopyaoBaHus
(naeHTMdUKaTop nopTa = npuoputet LACP nopta + Homep nopta). CHayana conocrasBaaoTca
npuoputetbl noptos LACP. Ecnn npuoputetbl noptos LACP coBnagatoT, CONOCTaBaAAOTCA
Homepa noptoB. B KauectBe ccbioyHoro (reference) noprta BbiOGMpaeTca nopTt ¢
HaMMEHbLUMM NAEHTUDUKATOPOM.

® eC/NM OCHOBHOM MOPT W CCbINOYHBIM MOPT WMMEHT OAMHAKOBbIE 3HAYEHUA KAOYEN U
OAMHAKOBble KOHOUIypauuun atpubyToB nopTa B cOCTOAHUM «Up», STOT NOPT MOXKET CTaTb
NOPTOM-Y4aCTHUKOM rpynnbl AMHAMUYECKOM arperaumm nopTos.

11.2.3. Hactpolika yepe3 WEB-untepdeic
1. Hactporika nopta LACP.

info@symanitron.ru Www.symanitron.ru




SEWM10A-D

SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

LACP Port Configuration

Ports | LACP Enabled | Key |  Role | Timeout | Prio
= | [<= v| | | [<= v (== ~| | 32768
1 O |Active w| [Fast v| | 32768
2 O [Active ~| [Fastv| | 32768
3 O |Active w| [Fast v| | 32768
4 O [Active ~| [Fast v| | 32768
5 O Auto v |Active ~| [Fastv| | 32768

Puc. 165. Hactpolika noptos LACP

BknioueHue LACP (LACP Enabled)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHO).

3HayeHue no ymondaHuio: Disable (BbikntoueHo).

PyHKUMA: BKAKOYEHWNE U BbIKIOYeHMe npoToKkona LACP Ha nopry.

Kniou (Key)

HactpanBaembliit gnanasoH: Auto/Specific (1 ~ 65535).

3HauyeHue No ymonyaHuto: Auto.

®yHKUMA: HACTPOMKA 3HAYeHMA Kaua Ana nopTa. «Auto» O3HauyaeT, YTO 3HayeHue K/ua
3aBMCUT OT CKOPOCTM NopTa, Katod = 1 (10 MB), kntoy = 2 (100 MB), kntou = 3 (1000 MB). MopTbl
C pa3HbIMM 3HAYEHMAMM KNKOYEN HeNb3A A06aBUTb B rPyNny arperayumu.

Ponb (Role)

Onumu: Active/Passive (AkTMBHO/MaccMBHO).

3HayeHue no ymonyaHuio: Active (AKTMBHO).

PyHKUMA: BbIbOP cocTosiHMA poau LACP. AKTMBHbIA nopT OyAeT aKTUBHO OTNPaBAATb
coobuieHnsa LACPDU Ha peer-port. [MaccuBHbIM NopT byaeT otnpasnatb coobuieHma LACPDU Ha
peer-port nocne nonyvyeHuns coobuieHnii LACPDU ot peer-port.

NPOTUBHOM C/ly4yae JABa NoOpTa He cMoryT obmeHuBaTbCcs MHPOpMaUMen Apyr C
APYrom.

ﬂ [ns ABYyX NOAKAIOYEHHbIX MOPTOB AO/MKEH ObiTb aKTMBEH XOTA 6bl 0AUH NOPT; B

TaiimayT (Timeout)

Onuuu: Fast/Slow (Bbictpo/MeaneHHO).

3HayeHue no ymonyanutio: Fast (BbicTpo).

®PyHKUMA: HACTPOMKa WMHTEpBana ANA aKTMBHOrO MopTta npu otnpaske coobuweHuii LACPDU.
«Fast» o3HayaeT, 4To UHTepBan paseH 1 cek. «Slow» 03HayaeT, UTo MHTepBan paBeH 30 cek.
Mpuopurer (Prio)

Hactpausaembiit ananasoH: 1 ~ 65535.

3Ha4yeHue No ymonyaHuto: 32768.

®yHKUMA: HacTpoiika npuoputeta nopta LACP, KoTopbli ucnonb3yetca AnA Bblbopa
ccblnoyHoro (reference) nopta. NopT ¢ 60nee HU3KMM NPUOPUTETOM B OCHOBHOM YCTPOMCTBE
BblOMpPaEeTCA B KaYecTBe CCbIIOYHOTO NopTa.
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2. MpocmoTp craTyca LACP.

LACP System Status

Aaar ID Partner Partner | Partner Last Local
a9 System ID Key Prio | Changed | Ports
LLAGT  00-01-c1-01-00-02 2 32763 0d 00:00:23 1.2

Puc. 166. OTobparkeHue ctatyca LACP
3. NpocmoTp cTatyca nopta LACP.

LACP Status

Partner | Partner | Partner
System ID | Port Prio

Ports | LACP | Key | Aggr D

Mo - -
Mo - - - - -
Mo - - - - -
Mo - - - - -
Mo - - - - -

[ o B SR L B U B

Puc. 167. OTobpakeHue ctaTyca nopta LACP
LACP
Onuwmn: Yes/No (Oa/HerT).
®dyHKUMA: oTobpakeHne ctatyca nopta LACP. «Yes» o3HauyaeT, yto LACP BKAO4YeH M nopT
nogkntoyeH. «No» o3HayaeT, yto LACP BbIK/IlO4EH MK NOPT He paboTaer.

4. MNpocmoTp cTatucTmkm nopta LACP.

LACP Statistics

Port LACP LACP Discarded
Received | Transmitted | Unknown | lllegal |
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 ]

Puc. 168. OTobparkeHune ctatucTnkm nopta LACP

11.2.4. Tpumep TMNOBOM HAaCTPOMKM

[ob6asbTe Tpu nopTa (NopT 1, 2 1 3) KommyTaTopa A B rpynny nopToB (KaHan arperaymm) «1» u
Tpu nopta (nopt 1, 2 1 3) KommyTatopa B B rpynny nopToB (KaHan arperaunn) «1» (cm. puc.
162), utobbl chopMmmpoBaTb KaHaN arperaumm U peann3oBaTtb pacnpeneneHne Harpysku Mmexay
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noptamu. [Ons coeguMHeHUA 3TUX MOPTOB WCMONb3yMTe CTaHAapTHble ceTeBble Kabenw.
(Mpeanonaraetcs, 4To TpM NopTa Ha KommyTaTope A U B MmeloT oAMHAKOBble NapameTpbl
COOTBETCTBEHHO).

HacTpoikn KommyTaTtopa:

1. Bkntoumte LACP Ha nopTax 1, 2 n 3 kKommyTaTopa A (cm. puc. 165).

2. Bkntounte LACP Ha nopTax 1, 2 1 3 kommyTatopa B (cm. puc. 165).

12. Hactpoiika ¢pynxkuuu Loop Protection
12.1. BeepeHue

Mocne Toro, KaKk Ha nopTy byaeT BKAoYeHa GyHKUMA obHapyxeHuAa neTenb (Loop Protection),
yepes nopT ByayT OTNPaBAATLCA CneuuasnbHble MakeTbl ANA OOHapyKeHua netenb. [aHHan
dYHKUMA onpeaensaeT, CyWecTBYHOT AW NeTAM B CeTW, nogkatouyeHHoh K nopty. UM (CPU)
nepuoauyecku nepedaer Ha nopT naketbl «Loop Protection». Ecnam Kakoh-nmbo nopt
KOMMYTATOpa nosy4yaeT naketbl «Loop Protection», MOXHO CKa3aTb, UTO B CETU CYLLECTBYIOT
netnn. MepesarpysuTe MoOpT, KOTOPbIN OTNpaBaseT naketbl «Loop Protection», u yepes
HeKOTOpoe Bpems MOpPT OyaeT aBTOMATUYECKM MNOAKAKYEH W MNPOAOKUT OBOHapyrKeHue.
NHTepBan BpemeHM ANA OTNPABKM MaKeTOB OOHApyXeHWA neTenb U Bpema BOCCTAHOBJ/IEHMA
nopTa MOHO HAacCTPOUTb B NPOrpaMMHOM obecneyeHum.

®yHKUMA OOHapyKeHWa neTeNb M UCNOAb30BaHWE MPOTOKO/IOB pPe3epBMpPOBaHMUA
Sy2-Ring/Sy2-RP/RSTP/MSTP ABnstoTCA B3aMMOMUCKAOYAIOLWMMMK. MOPT C BKAOYEHHOM
dYHKUMEN OBHapyKeHMa NneTeslb He MOMKET ObiTb HAaCTPOEH KaK pe3epBHbl MopT U
obpaTHo.

12.1.1. Hactpolika yepe3 WEB-uHtepdeic

1. HactpoiKa ¢pyHKLMMN 0BHapYKEHUA NeTeb.

Loop Protection Configuration

General Settings

Global Configuration
Enable Loop Protection | | Disable v|
Transmission Time 5 seconds(1-10s)
Shutdown Time 180 seconds(0-604800s)
—| Port Configuration

Port [ Enable | Action Tx Mode

= [<> Mk M

1 [ Shutdown Port v |[Enable v |

2 |Shutdown Port V|| Enable Vl

3 [ Shutdown Port ~ |[Enable |

4 [ Shutdown Port v |[Enable |

5 [ Shutdown Port ~ |[Enable |

Puc. 169. Hactpoika ¢yHKUMM 0BHapyKeHnA neTenb
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BknoueHue Loop Protection (Enable Loop Protection)

Onuwuun: Enable/Disable (BkntoueHo/Bbikao4eHo).

3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo).

®PYHKUMA: BKAKOYEHUE U BbIKAOYEHME TN06anbHOM GYHKLMM 0BHapyKeHMA neTenb Ha NOpPTy.
Bpemsa nepepaum (Transmission Time)

Hactpausaembit ananasoH: 1 ~ 10 cek.

3HayeHWe N0 YMONYAHUIO: 5 CeK.

®YHKLMA: HACTPOIKa MHTEPBAa BpeMeHM Nepeaaym naketos «Loop Protection».

Bpemsa nepe3sarpysku (Shutdown Time)

Hactpausaembiii ananasoH: 0 ~ 604800 cek.

3Ha4veHuMe no ymonyaHuto: 180 cek.

®PyHKUMA: HACTPOMKa BpeMeHN BOCCTAaHOBAEHMS NopTa. «0» 03HAYaeT, YTO NOPT HE MOXKET BbITb
NOAKNOYEH aBTOMATMYECKM A0 Nnepe3anycKka YyCTPOMCTBa.

BkntoueHue (Enable)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHO).

3HauyeHWe no ymondaHuto: Disable (BbikntoueHo).

®yYHKLMA: BKAKOYEHMNE U BblKNOYEeHME PYHKLMM 0BHApYKEeHUA neTesib Ha NOpPTy.

DeiictBue (Action)

Onuwmun: Shutdown Port/Shutdown Port and Log/Log Only (Mepe3arpy3ka nopta/Mepe3arpyska
nopTa 1 3anuce norédaina/TonbKo 3anuck nordaimna).

3HauyeHne no ymonvaHuto: Shutdown Port (Mepe3arpyska nopta).

®yHKUMA: BbINOJSIHEHME OENCTBUA, KOTOpoe ByaeT BbINONHATLCA, Korga nopT obHapyKuBaeT
Hanuyme NeTaun.

Pexxum Tx (Tx Mode)

Onuuu: Enable/Disable (BkntoueHo/BbiKio4eHO).

3HayeHue no ymonyaHutio: Disable (BbikntoyeHo).

®yHKLMA: BKAKOYEHME U BbIKNOYEHME PYHKLMM OTNPABKMN NAKeTOB OOHapyKeHUA neTenb.

MopT MOET TOYHO ONpeaenuTb, CyWecTByeT AU NeTAs, TONbKO NOoC/ie Toro, Kak
byHKLUMA 0BHapyKeHMA neTeslb BKAOYEHA rN06asbHO, BKAKOYEHbI MapameTpbl Ha
NOPTY M BKAKOYEH PEXUM TX.

2. MpocmoTp cTaTyca PyHKLUMUN OOHAPYKEHUA METEND.

Loop Protection Status

Port | Action | Transmit | Loops | Status | Loop | Time of Last Loop
1 Shutdown Enabled 0 Up - -
2 Shutdown Enabled 14 Down - 2015-11-14T13:29:24+08:00
3 Shutdown Enabled 8 Disabled Loop 2015-11-14T13:30:55+03:00
4  Shutdown  Enabled 1 Down - 2015-11-14T13:26:33+08:00
5  Shutdown Enabled 0 Down

Puc. 170. OTobpaxkeHune ctaTyca GyHKUNM OOHapyXKeHMA neTesnb
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Cratyc ¢pyHKuMM 06HapyKeHUa netenb (Loop Protection Status)

Onuyuu: --/Loop.

®yHKUMA: oTobpaXKeHne MoKasbiBaeT, ecTb /M NET/IM B CETU, B KOTOPOW BKAOYEHA (YHKLMA
obHapyXeHUa netenb Ha MopTy. «LOOp» yKasbiBaeT Ha Ha/iuMyue neTesb, B TO BPemMs Kak —
MOKasbIBaeT UX OTCYTCTBUE.

12.1.2. Tlpumep TMNOBOWN HACTPOMKM

TpeboBaHuA K ceTu:
MopT 3 KoOMMmyTaTOpa NOAKNIOYEH K BHelwHeln ceTu. Koraa B ceTu ecTb NeTau, OTKAOYMTE NOpT 3,
KaK MoKa3aHo Ha puc. 171.

KommyTtatop MK

Internet @ Konbuo

Puc. 171. Cxema cetun

KoHdurypaums:
Bkntounte ¢pyHKLMIO 0OHapyXKeHMa neTesib NopTa 3, Kak NoKasaHo Ha puc. 169.

13. IMpombinuieHHble poTokobl (INndustry Protocol)
13.1. Ethernet /IP
13.1.1. BsepaeHue

EtherNet/IP - 3TO nNPOMbIWNEHHbIA MNPOTOKON MPUKAAAHOrO YPOBHA A/1A MPUIOXKEHWUN
NPOMbILLNEHHOW aBTOMaTM3auun. OH OCHOBaH Ha CTaHAAPTHbIX NpoTokosiax TCP/IP n UDP/IP u
ncnonb3lyeT CTaHgapTHoe obopyaoBaHue M nporpammHoe obecneyeHwe cetn Ethernet gna
onpeaeneHna U HacTPOMKM NPOTOKOJI0B NPUKAAAHOIO YPOBHSA, a TaKKe A0CTyna M ynpas/ieHns
YCTPOMCTBAMM NPOMbILLJEHHOM aBTOMATU3aLNN.

Peanusauma npotokona EtherNet/IP ana gaHHOM cepuM KOMMYTaTOpPOB AaeT BO3MOMKHOCTb
NoNb30BaTeNAM HacTPamBaTb CTaTyC NOPTa (BKAOYEH/BbIKAOYEH) A4 NoayYeHUa nHbopmauun
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06 ycTpoWnctee, 0 MOpTax, O CUrHaNax TPEBOMU, MHGOPMALMM O KOMbLEBLIX MPOTOKONAX Sy2-
Ring, Sy2-RP n RSTP.

13.1.2. HacTpoika yepe3 WEB-uHTepoeic

1. Hactpoiika npotokona EtherNet/IP.

EtherNet/IP

[ EtherNetIP | @ Disable © Enable(Read/Write) ©) Enable{Read only) |

Mote that Alarms are disabled by default. Enable any desired alarms on the Alarm page.

Puc. 172. Hactpolika npoTtokona EtherNet/IP

Hacrpoiika EtherNet/IP (EtherNet/IP)

Onuwuu: Disable (BbikntoueHo)/Enable(Read/Write) (BKkntoueHo «YTeHune/3anucb»)/Enable(Read
Only) (BkntoyeHo «TOMbKO YTEHUER).

3HauyeHune no ymonyaHuio: Disable (BbikntoueHo).

dyHKUMA: BKAOYeHUe npoTokona EtherNet/IP n ucnonb3oBaHWe ero AnA HaCTPOMKM cTaTyca
yCTpoOWCTBa.

13.2. Modbus TCP
13.2.1. BsepeHue

Mpotokon Modbus TCP — 370 06bI14HbIM NpoTokon Modbus, ocHoBaHHbIM Ha cTaHaapTe Ethernet
TCP/IP. Modbus - 3To NpoTOKOAN Mepeaayn coobLLeHMI A NPUKNAAHOTO YPOBHSA, B KOTOPOM A/A
cBA3M ncrnonbsyerca Master/Slave (Beaywmii/Begomsbiit). Modbus - 3To npocToi NPOTOKOAN AN
NPUNOXEHUIN KaneHT/cepsep. 3aaadva cepBepa — aHanau3, obpaboTKka 3anpocoB M nepesaya
OTBETOB K/IMEHTY.

Peanusaumsa npotokona ModbusTCP gna aaHHOM cepum KOMMYTAaTOPOB AAET BO3MOMHOCTb
NoNb30BaTENSAM HAaCTPaMBaTb CTaTyC NopTa (BKNOYEH/BbIKAOYEH) ANA NONYYEHUA MHDOPMALLUK
06 yCTpOICTBE, O MOPTE, O CUFHANAX TPEBOTM, MHPOPMALMM O KO/bLEBbIX MPOTOKOMax Sy2-Ring,
Sy2-RP 1 RSTP.

13.2.2. HacTtpouka yepe3 WEB-nHTepdeinc

1. Hactpoiika npoTtokona Modbus TCP.

Modbus TCP

| Modbus TCP | ® Disable © Enable(Read/rite) O Enable(Read only) |

Mote that Alarms are disabled by default. Enable any desired alarms an the Alarm page.

Puc. 173. Hactpoliika npotokosa Modbus TCP
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HacTtpoiika Modbus TCP (Modbus TCP)

Onuuun: Disable (BbikntoueHo)/Enable(Read/Write) (BkntoueHo «YteHune/3anucb»)/Enable(Read
Only) (BkntoueHo «TO/IbKO YUTEHUEY).

3HauyeHKWe no ymonyaHuto: Disable (BbikntoyeHo).

®yHKUMA: BKAtoYeHMe npoTokona EtherNet/IP n ucnonb3oBaHve ero AnA HaCTPOMKKM CTaTyca
YCTPOWMCTBA.

14. Muoroaapecnasi paccblika (Multicast)

14.1. IMGP Snooping
14.1.1. BsepeHue

IGMP Snooping (Internet Group Management Protocol Snooping) - MHOroagpecHbI NPOTOKOA
BTOPOro ypoBHs, paboTaloWwmii Ha ypoBHE KaHana nepegayv gaHHbix. OH ucnonb3yetca gns
ynpaBAeHWss M HACTPOMKM MHOroagpecHblX rpynn nepegaym AaHHbiX. KommyTaTopbl €
noaaepkot IGMP Snooping aHanusmpytoT npuHumaemble IGMP nakeTbl, ycTaHaBAWBalOT
cooTBeTcTBME Mexay noptamm u MAC-agpecamm MHOroagpecHoOn PacCbi/IKM U OTMPaBAAIOT
MHOroagpecHble COObLWEeHNA COrNacHO STUM COOTBETCTBUEM.

CywectsyeTt Tpu Bepcun IGMP: IGMPv1, IGMPv2 n IGMPv3. IGMPv1 onpeaenen B RFC1112,
IGMPv2 onpeaeneH B RFC2236, a IGMPv3 onpeaeneH 8 RFC3376.

IGMPv1l nopaep:vBaeT ABa TWUNA MNaKeToB (MaKeTbl OTYETOB WM 3anpocoB) M onpeaenset
OCHOBHbI€ 3anNpocChkl Y1EHOB rPynnbl U NPOLECC OTYETOB.

IGMPv2, nocTpoeHHbIt Ha ocHoBe IGMPv1, obecrneynBaeTr mexaHM3m ObICTPOro BbixoAa As
YyneHoB rpynnbl. C NOMOLLbIO 3TOF0 MeXaHW3Ma, Korga nocaeaHui yYyacTHUK NOKMAAEeT rpynny
MHOr0aApPecHOM pPacCbiKM, MapLIpyTM3aTOp MNOAyYaeT YKasaHWe npoBectn ObICTpyto
KoHBepreHuuto. Mo cpasHeHuto ¢ IGMPv1, IGMPv2 nogaepKmBaeT ABa TMNA NakKeToB 3anpoca:
o6WKIA NakeT 3anpoca U NakeT 3anpoca AN KOHKPETHOM rpynnbl. KommyTaTop nepuoanyeckm
oTnpasnseT obwMini NakeT 3anpoca AnAa 3anpoca 4yneHcTBa. Korga XocT nokugaeT rpynny
MHOroaApecHo PaccblikK, U Nocae TOro, Kak KOMMyTaTop Noay4yaeT cooblueHne O BbiXoae,
KOMMYTaTOp OTNpPaBAsAeT NakeT 3anpoca ANA KOHKPETHOW rpynnbl, 4Tobbl onpeaenntb, Bce Nu
Y/NieHbl NOKMHYAN FPYNny MHOTOaApPEeCcHOM PacCbINKK.

B IGMPv3 po6aBneHa ¢yHKUMS GUNLTPALMN UCTOYHUKA XOCTa. ITa GYHKUMA NO3BONAET XOCTY
YKa3zaTb, NPMHUMATb UAN OTKIOHATb NaKeTbl OT HEKOTOPbIX onpeseneHHbIX UCTOYHMKOB rpynnbl
MHOT0a4PeCHOM PACCbIIKK.

14.1.2. KoHuenums

leHepaTop 3anpocoB (Querier): nepuoanyeckmn otnpasnseT IGMP 3anpocbl Ana NPOBEPKU U
obHOBNEHNA MHbOPMALUMM O MHOFoaApPecHbIX rpynnax 4YTobbl y3HaTb AKTUBHbI JIM OHU WU
obecneunTb NOAAEPKKY TFpPynnoBol nepegaun. Ecnm B ceTM NpPUCYTCTBYET HECKObKO
reHepaTopoB 3aMpocoB, OHM aBTOMATUYECKM OMNpeaensaAwT ogHoro (¢ HaumeHbwum [P
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afipecom), KOTOpblii HenocpeacTBEHHO M OyaeT OCywecTBAATb 3anMpoCbl, OCTajlbHble 6yayT
TONIbKO Noay4YaTtb M nepeaasatb IGMP 3anpochbl.

Mapwpytmsmpyrowmii nopt (Router port): nonyyaer 3anpocbl (Ha IGMP-kommyTtatope) ot
reHepaTtopa. Mpu nonyyeHmn IGMP oTBeTa, KOMMYTATOP WMHUUMANNIUPYET MHOroagpecHyto
roynny u pobasnAetr B HeE nMOPT, HA KOTOpbIM npuwén oteeT. Ecam  HacTpoeH
MapLIPYTUSNPYIOLWUIA NOPT, OH TaKKe Aobasnasetca. 3aTtem KommyTaTop peTpaHcanpyet IGMP
OTBET APYIMM YCTPOIACTBAM Yepe3 MapLUPyTM3NPYIOLWLNI NOPT.

Mpokcu-cepsep IGMP snooping (IGMP snooping proxy): gaHHaa ¢pyHKUMA HacTpamBaeTca Ha
rPaHMYHOM YCTPOICTBE, YTOObI yMEHbLINTb KONIMYECTBO NaKeToB ¢ oTyeTamu IGMP 1 coxpaHuTb
naKeTbl, NOJy4YeHHble BblWeCToAWMM (upstream) ycTpoOMCTBOM, ANA YyAyylleHUA ero obuien
NpPOn3BOAUTENBHOCTU. YCTPOMUCTBO, Ha KOTOPOM HacTpoeHa ¢YHKUMA NPOKCU-CepBepa,
GYHKUMOHUPYET KaK XOCT A/1IA CBOEro BbIWECTOALLEro YCTPOMCTBA M QYHKUMOHMPYET KakK
reHepaTop 3anpocos (Querier) gns HUcxoaswero (downstream) xocTa.

14.1.3. TMpuHumn paboTsl

IGMP Snooping ynpaBasieT YJeHamMmM MHOToaZpecHbIX rpynn NyTém obmeHa nakeTamu mexay
nogaepusatowmx |IGMP ycTpolicte. [laHHble 3anpocbl COAepXKaT caeaylolime BaXKHble
coobuieHus:
®* MaKeT ¢ O06WMM 3anNpPoCcoM: reHepaTop 3anpoCoB MepPUoAMYECKM OTNpaBaseT obuime
3anpocsbl (c dMKcupoBaHHbIM IP agpecom HasHaveHua: 224.0.0.1) gna yTOYHEHUs, ecTb
N Yy MHOroaapecHoi rpynnbl NopTbl YY4aCTHUKM rpynnbl. Mpu noayyeHMn 3anpoca,
YCTPOMCTBO, He ABAAIOWEECA reHepaTopoOM 3anpocoB, PEeTpaHCAMPYeT NakeT Ha Bce
CBOW MOPTHI.
® MaKeT C KOHKPETHbIM 3anpoCOM: €CAM YCTPOMCTBO XOYET MOKMHYTb MHOrOaZpecHyto
roynny, oHo otnpasndetr naketr "IGMP leave". lMocne nonyyeHus TaKoro nakera,
reHepaTop 3anpocoB OTNpaB/AseT MaKeT KOHKpeTHoro 3anpoca (c IP aapecom
HasHayeHuna, cooTBeTCTBylOWMM |IP  agpecy MHoroagpecHow rpynnbl)  AnAa
noATBEPXKAEHUA TOrO, YTO Y KOMMYyTaTopa OCTa/IMCb Kakne-nnbo nopTbl YHAaCTHUKM
OAHHOW rpynnbl.
® MaKeT C OTYETOM Yy4YaCTHMKaA rpynmnbl: €C/IN YCTPOMCTBO XOYEeT NMoJyYaTb onpeseneHHble
AaHHble MHOroaZlpecHon rpynmnbl, OHO oTnpasadeT naketr IGMP onoseuwgeHua (c IP
agpecom HasHayeHus, cooTeeTcTBylOWMM |IP agpecy MHOroagpecHou rpynnbl, K
KOTOPOW YCTPOMCTBO NAAHMPYET NpucoeanHuTbCA) B oTBeT Ha IGMP 3anpoc rpynnbi.
¢ nakeT "IGMP leave": Echn ycTpoMCTBO XOYET MOKMHYT MHOrOoagpecHyto rpynny, oHO
oTnpasnsetr naket "IGMP leave" (c ¢uKcMpoBaHHbIM [P agpecom HasHauyeHuA:
224.0.0.2).

14.1.4. HacTpoika yepe3z WEB-nHTepoenc

1. BkntoueHune IGMP Snooping
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IGMP Snooping Configuration

Global Configuration
Snooping Enabled
Unregistered IPMCwd Flooding Enabled
IGMP SSM Range 232000 s
Leave Proxy Enabled ]
Proxy Enabled O]

Puc. 174. BkntoyeHune IMGP Snooping

BkntoueHue Snooping (Snooping Enabled)

Onuuu: Enable/Disable (BkntoueHo/BbiKkao4eHO).

3HayeHue no ymonyaHuto: Disable (BbikntoyeHo).

PyHKUMA: BKAKOYEHWNE U BbIK/IOYEHUE rNobanbHON yHKLUMK NnpoToKkona IMGP Snooping.
BKknioueHne HesapeructpupoBaHHoro IPMCv4 Flooding (Unregistered IPMCv4 Flooding
Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHuto: Enable (BkntoueHo).

®PyHKUMA: HACTpOMKa He3aperucTpupoBaHHOrO AEWCTBMSA MHOroaApecHoM paccbliku. Enable:
npw Nosy4YeHUU He3aperncTPUpPOBaHHOIO MHOrOAAPECHOro Naketa KOMMYyTaTop TPaHCcAMpyeT
naket B pamkax VLAN (Bce nopTbl, Kpome BxogdAuero). Disable: npu nonyyeHumn
He3aperncTpMpoBaHHOrO  MHOrOA4pPEecHOro  Maketa  KOMMyTaTtop ero  oTbpacbiBaer.
He3aperncrpmpoBaHHble MHOroaapecHble MaKeTbl OTHOCATCA K MHOroagpecHbiM naketam 6e3
COOTBETCTBYIOLLMX 3aNUCEN NEPECHIIKM HAa KOMMYyTaTope.

Ownana3oH IGMP SSM (IGMP SSM Range)

®dopmar: A.B.C.D/4~32.

3HauyeHue no ymonyaHuio: 232.0.0.0/8.

®PyHKUMA: TONBKO XOCTbl M MapLipyTM3aTopbl C agpecom B npeaeniax 3Ha4YeHus 3Toro
napameTpa MOryT 3anycKaTb CEPBUCHYIO MOAENb MHOroaApecHomn paccbinkn IGMP, 3aBucawein
OT UCTOYHMKA (SSM), Npu YCNOBUM, YTO XOCTbl M MaApLUPYTU3aTOPbl NOALEPKUBAIOT CEPBUCHYHO
mogaenb IGMP SSM. Mogenb cny»bbl SSM npeaocTtaBasieT NoAb30BaTeNAM YCAYry nepeaadm ¢
yKasaHMeM A1s KAMeHTa UCTOYHMKOB MHOT0aApeCcHOM PacChblKu.

BknoueHune pyHKumm Leave Proxy (Leave Proxy Enabled)

Onuuu: Enable/Disable (BkntoueHo/Bbikio4eHO0).

3HayeHue no ymonyaHwutio: Disable (BbikntoyeHo).

®PyHKUMA:  BKAOYEHME W BbIKIOYEHME  GYHKUMM  NEPecbIKM  UCXOAALWMX  MNAKeToB
3anpawmBatowen ctopoHe. Korga GyHKUMA BKAOYEHA, UCXO4ALLME NAKETbl HE NepPecbINatoTCA.
BknioueHue Proxy (Proxy Enabled)

Onuwuun: Enable/Disable (BkatoueHo/BbikatoueHo).

3HauyeHWe no ymonyaHuto: Disable (BbikatoueHo).

®PYHKUMA: BKAOYEHME U BbiKNOYEHME PYHKLMN MEPEechbIIKU UCXOAALMX MAKETOB M NAKETOB C
oTYeTaMm 3anpalumsatolLert ctopoHe. Koraa GyHKLMA BKAKOYEHA, UCXOAALLME NAKETbl U NaKeTbl
C OTYETaMM He NepecbIATCA.
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2. Hacrtpoiika nopta IGMP

Port Related Configuration

Port | Router Port | Throttling |

unlimited »
unlimited »
unlimited «
unlimited »
unlimited »

A< RN N<

o L R —

| Submit || Reset |

Puc. 175. Hactpoiika nopta IGMP

MapwpyTtusupytowumi nopt (Router Port)

Onuwuun: Enable/Disable (BkatoueHo/BbIKNO4YEHO).

3HayeHue no ymondaHuio: Disable (BbikntoueHo).

DYHKUMA: BKAKOYEHME U BbIKIOYEHME MAPLLPYTM3NPYIOLLErO NopTa.

PerynuposaHue 3anucei (Throttling)

Onuwuun: Enable/Disable (BkatoueHo/BbIKAOYEHO).

3HayeHue no ymonyaHuio: Disable (BbikntoueHo).

OYHKUMA: BKAOYEHNE M BbIKAOYEHME (GYHKUMM OrpaHUYEHMA KOAMYECTBA MHOroagpecHbIX
3anucein, Noay4eHHbIX NOPTOM.

3. Hacrtpoiika VLAN IGMP Snooping.

IGMP Snooping VLAN Configuration

Start from VLAN with entries per page.

[ Delete [ VLAN ID [ Snooping Enabled [ Querier Election | Querier Address | Compatibility | PRI | RV __ | QI(sec) | QRI(0.1sec) ] LLQI (0.1 sec) [ URI (sec) |
[ O 1 | 192168.022) [IGMP-Aute ~[[o~| [ 2 [ 1z8] ] 00| 10 | 1]

Puc. 176. Hactpoiika VLAN IGMP Snooping
NaeHtudpukartop VLAN (VLAN ID)
Onumu: Bce co3aaHHble naeHTUdMKaTopbl VLAN.
BknoueHue Snooping (Snooping Enabled)
Onuwuun: Enable/Disable (BkatoueHo/BbIKNO4Y€EHO).
3HauyeHWe no ymondaHuto: Disable (BbikatoueHo).
PyHKUMA: BKAOYEHME U BblkAtoveHMe ¢yHKumn VLAN IMGP Snooping. MNMpegBaputenbHbiM
YCNOBMEM ANs BKAKOYEHUA 3TON PYHKUMKM SiBNASIETCA BKAOYeHWe rnobanbHon ¢yHKumm IGMP
Snooping.
®dyHKumA 3anpocos (Querier Election)
Onuwuun: Enable/Disable (BkntoueHo/BbIKNO4YEHO).
3HayeHue no ymonyaHuio: Disable (BbikntoyeHo).
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®PyHKUMA: BKAOYEHME UM BblkAovyeHMe oyHKUMKM 3anpoca IGMP ana BbibpaHHoi VLAN.
MNpenBapuTenbHbIM  YCAOBMEM ANA  BKAOYEHMA 3TOM  OYHKUMM  ABAAETCA BK/AOYEHUE
rno6anbHoM dyHKuMmM IGMP Snooping u ¢yHKkumm VLAN IGMP Snooping.

OnucaHue: ecnn B CeTUM HECKONbKO reHepaToOpoB 3anpoca, B KavecTBe 3anpalluBaloLLero
aBTOMATMYeCKM byaeT BbIOpaH TOT, Yy KOro HaMmeHblwmnin IP-agpec. Ecnm ectb Tonbko ogHO
YCTPOMCTBO, A1 KOTOPOro BKAOYeHa GyHKUMA 3anpoca IGMP, oHo byaeT 3anpalunBatowmnm.
Appec 3anpawwuBatowero (Querier Address)

dopmart: A.B.C.D

®PyHKUMA: HACTpOMKa ucxoaauwero IP-agpeca gnsa oTnpaBKM NakeTos € 3anpocom. Ecam agpec
3anpalunBatolLEell CTOPOHbI He ycTaHoBseH, IP-agpec nopta VLAN ucnosb3yetca B KayecTse
agpeca 3anpalnBatoLen CTOPOHbI.

Coemectumoctb (Compatibility)

Onuuun: IGMP-Auto/Forced IGMPv1/Forced IGMPv2/Forced IGMPv3.

3HauyeHue no ymonyaHuto: IGMP-Auto.

PyHKUMA: HacTpOoWMKa Bepcun IGMP.

Mpuopurtet uHrepdeiica (PRI, Priority of Interface)

Hactpausaembiii ananasoH: 0 ~ 7.

3HauyeHune no ymonyaHuto: 0.

PyHKUMA: HACTPOMKa NpUopuTeTa ynpasnawwero naketa IGMP.

MNepemeHHana HagexHocTn (RV, Robustness Variable)

Hactpausaembiii ananasoH: 1 ~ 255.

3Ha4yeHne No YMOTYAHUIO: 2.

PYHKUMA: HACTPOMKA NapameTpa HageXHOCTU PpyHKUMM 3anpoca IGMP.

OnucaHue: yem 6onblie NapameTp, TEM XyXKe ceTeBas cpeaa. [101b30BaTeNlb MOMKET YCTAaHOBUTb
noAxo4ALMi NapameTp HageKHOCTU B COOTBETCTBUM C PeasibHOM CETbIO.

MHTepBan 3anpoca (Ql, Query Interval)

HactpavBaembit ananasoH: 1 ~ 31744 cek.

3HayeHue No ymonyaHuto: 125 cek.

PyYHKUMA: HACTPOMKA MHTepBana OTNPaBKM 3anpoca OCHOBHOIO MakKeTa.

MuTepBan otBeta Ha 3anpoc (QRI, Query Response Interval)

HacTtpamBaembiit gnanasoH: 1 ~ 31744 (war: 0,1 cek.).

3HayeHue no ymonyaHuto: 100.

PYHKUMA: HACTPOMKA MAaKCMMa/IbHOrO BPEMEHM OTBETA Ha 3amnpoc OCHOBHOTO MNakeTa.
MHTepBan 3anpoca nocnegHero yyactHuka (LLQI, Query Response Interval)

HacTtpanBaembiit gnanasoH: 1 ~ 31744 (war: 0,1 cek.).

3HayeHue no ymonyaxuto: 10.

®PyHKUMA: HACTPOMKA MAKCMMA/IbHOTO BPEMEHWN OTBETA Ha COOTBETCTBYIOLLMI 3anpocC NakeTa.

n KoHourypaumsa Ql, QRI n LLQI gencteutenbHa TONbKO A5 3aMpalLlMBaAOLLErO.

MHTepBan ana He 3anpawmsaemoro otyeta (URI, Unsolicited Report Interval)
HactpanBaembit ananasoHn: 1 ~ 31744 cek.
3Ha4yeHuMe no ymonyaHuto: 1 cek.

info@symanitron.ru Www.symanitron.ru




PYKOBOACTBO MO HACTPOIiKe
SEWM10A-D

/

SYMANITRON

®PyHKUMA: HACTPOMKA MHTepBana ANA XOCTa NPU NOBTOPHOM OTNpPaBKe MaKeTa C OT4YEeTOM ANA
NPUCOeAMHEHMUA K Frpynne MHoroagpecHon paccbiikn. Haxxmute <Add New IGMP VLAN>, ytobbl
HacTpouTtb 3anmcb VLAN IGMP Snooping. NMoagaep»xneaetca makcumym 32 3anucn VLAN IGMP
Snooping.

4. MNpocmoTp ctaTtyca IGMP Snooping.

IGMP Snooping Status

Statistics

VLAN | Querier

CQueries ltapnm Hapnm V2 Leaves

Version

Host | Guerier
Version | Status

Transmitted

V2
v3
'i-3

wM—tlE

V2
]
V3

ACTIVE
ACTIVE
ACTIVE

Hnml'nd

Rmnlwd

Received

Received

209
a
0

B4
1]
0

[l
0

1541
]
0

14!:!
0
0

78
0
0

Router Port

[Port [ Status |

Bath
Static
Static
Both

U e ol R =

Puc. 177. Hactpoiika VLAN IGMP Snooping

Cratyc mapwpyTtusupylowero nopta (Router Port Status)
Onuwuun: Both/Static/Dynamic (O6a/Cratuyeckuii/OuHamumyeckumii).
®yHKUMA: OoTOBpaXKeHWe COCTOAHMA NopTa MaplupyTM3aTopa. «Static» o3HayaeT, 4to nopt

MaplUpyTU3aTopa HacTpoeH B cTatyeckom d¢opmate. «Dynamic» o03HayaeT, 4Tto nopT
MapLluipyTU3aTopa HacTpoeH B AuMHaMuyeckom dopmarte. «Both» o3HauaeT, uyTO nopT
MapLLpyTU3aTopa MOXKeT paboTaTtb B 06oumx popmatax.
5. MpocMoTp CNMCcKa y4aCTHUKOB MHOrOaApecHOM PacChblIKM.
Port Members
VLANID |  Groups 1 [2] 3 [4]5]6]7]8]a]10]11]12

1 224011

1 22510243

1 2268198 v

1 23921171

1 239555

1 23977124213 ,

1 239.255 255 250 v

1 239255255 254 W

Puc. 178. OTobparkeHune cnucka ydactHuKos IMGP Snooping
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14.1.5. Tlpumep TMNOBOM HACTPOMKM

Kak nokasaHo Ha puc. 179, ¢pyHKuma IGMP Snooping BKkAto4YeHa Ha KommyTatopax 1, 2 n 3. Ha
KOMMyTaTopax 2 1 3 BKAOYeHa PyHKUMA aBTOMATMYECKOoro 3anpoca. IP agpec kommyTaTopa 2:
192.168.1.2; IP apgpec KommyTatopa 3: 192.168.0.2, cooTBETCTBEHHO KOMMYTaTOp 3 Bbl6paH B
KauyecTBe reHepaTopa 3anpocos.

1. Bkntouunte PpyHKumto IGMP Snooping Ha KommyTaTope 1.

2. Bkawounte PpyHKunmn IGMP Snooping n aBTOMATMYECKOro 3anpoca Ha KommyTaTope 2.

3. Bkawouute PpyHKunmn IGMP Snooping n aBTOMATMYECKOro 3anpoca Ha KommyTaTtope 3.

MapwWwpyTHIHM oW A MapwpyTHIHMpHOLWA
1 nopt KOMMYTETOR 2 MOPT HOMMYTETOR 3
2 3 |

leHepaTop 3anpocos

MHoroagpecHelid cepaep

Puc. 179. Npumep TMnosoi HacTpoikn IGMP Snooping

e T.K. KOMMyTaTOp 3 ABASAETCA reHepaToOpPOM 3amnpocoB, OH byaeT Nepnoanyeckn oTnpaBaATb
coobLeHNe € 06LMM 3aNPOCOM.

e [lopT 4 KommyTaTopa 2 6yaeT NPMHUMATL 3TO COODLIEHME, COOTBETCTBEHHO AAHHbIM NOPT
byaeTr BbibpaH Kak MapLlipyTMsupyowmii nopt. [anee cooblieHne c 3anpocom byaer
nepeHanpas/ieHO U3 nopTa 3 KommyTatopa 2 B NOopT 2 KOMMyTaTopa 1, KOTOpbIA NOJy4MB
310 coobuieHne, byaeT HazHAYeH MaPLLPYTU3MPYIOLLMM NOPTOM.

¢ Koraa PC 1 noagkntoyaeTtca K MHoroagpecHoi rpynne 225.1.1.1, oH goakeH byaeTt oTnpasuTb
COO0bLEHNE C OTYETOM YY4ACTHMKA MHOFoaZpecHom rpynnbl KommytaTopy 1. COOTBETCTBEHHO
nopt 1 wu mapwpyTusmpylowmii nopt 2 KommyTatopa 1 O6yayT noaKA4YeHbl K
MHoroagpecHon rpynne 225.1.1.1. 3atem coobuieHne ¢ otyetom IMGP byaer
nepeHanpas/IEHO K KOMMYTaToOpy 2 Yepe3 MapLupyTusupyowmin nopt 2. Mpu aTom, noptsl 3
M 4 KommyTaTopa 2 TakKe byayT noAKA4YeHbl K MHOroaapecHoun rpynne 225.1.1.1. Janee
coobuieHne c¢ otyetom |IMGP 6ynetr nepeHanpaB/lieHO K KoOMMyTatopy 3 4yepes
MapwpyTusupylowmin nopt 4 un nopt 5 KommyTtatopa 3 TakkKe OyaeT BKAOYEH B
MHoOroagpecHyto rpynny 225.1.1.1.

e KaK TO/NIbKO AaHHble OT MHOroaApecHoro cepsepa AOCTUIHYT KOommyTatopa 1, oHn byayt
nepeHanpasneHbl K PC 1 yepe3 nopt 1. T.K. MapwpyTU3NpYyOWMIK NOpPT 2 TaKKe ABAseTcA
YY4aCTHMKOM MHOrO0agpecHoi rpynnbl, AaHHble MHOroOagpecHolr nepefayn Takke OyayTt
nepeHanpasneHbl noptom 2. Takmm o06pasom, Korga AaHHble AOCTUFHYT nopta 5
KOMMyTaTopa 3, nepecblika OCTAaHOBMTCA, T.K. OTCYTCTBYeT NpMHMMAOLWAA CTOpoHa. Ho,
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ecnn PC 2 TaKKe aBAaeTcs yvyacTHMKoOM 225.1.1.1, K Hemy Takxke b6yayT nepeHanpas/ieHbl
AaHHbIe MHOT0aApecHOM PacCbINKMU.

14.2. lNpoTtokon GMRP
14.2.1. BsepneHune B GARP

Mpotokon GARP (Generic Attribute Registration Protocol) ncnonb3yetcs ana pacnpoctpaHeHus,
perucTpaumm u yganenua onpegenévHon nidopmaumm (VLAN, agpeca MynbTUKACTOBbIX rpyrnn)
MeXKAY KOMMYTaTOpamMn B CETH.

Bnaropgapa mexaHuamy GARP, uHpopmauma O HaAcTpoMKax KOMMyTaTtopa MOXKeT ObiTb
nepegaHa No BCeN NOKaNbHOM ceTu. YCTponcTea, noagepxueatrowme GARP, nepepatot apyr
APYrY WHCTPYKUMW O PEerncrpaumm Mam OTMEHEe TeX WMAM WMHbIX HACTPOeK NyTEM OTNpPaBKM
COOTBETCTBYIOLMNX coobLeHnn «Join» n «Leaver. Mpun atom GARP MoXKeT peructpupoBatb Uan
OTMEHATb MHPOPMALMIO O HACTPOMKax APYrMx 4YJIEHOB B COOTBETCTBMU C UX COODBLIEHMAMM
«Join/ Leave».

GARP npegycmaTpuBaeT Tpu TUna coobuleHumin: «Joiny, «Leave» n «Leave All».

Koroa GARP ycTpoMcTBO XOo4veT nepenatb CBOM HACTPOMKM APYrMM KOMMYyTaTopam, OHO
oTcblnaeT coobuieHne «Join». CoobuweHuns «Join» b6biBalOT AByx TMNOB: «Join Empty» 1 «Join
In». CoobuweHune «Join In» oTnpaBaseTca ANa 3aperucTpMpoBaHHbIX HACTPOEK, B TO BpeMs Kak
«Join Empty» - Ans HacTpoek, KoTopble eLé He HblN 3aPErncTPUPOBaHbI.

Korna GARP yCTpoOCTBO XO4eT yAanuTb CBOM HACTPOMKM C APYrMX KOMMYTAaTOPOB, OHO
oTnpasnneT coobuieHne «Leaver.

Mocne 3anycka GARP, oH HaumMHaeT oTcumTbiBaTb nepuog «Leave All». Korga nepwuog
3aKaH4YMBaeTcA, YCTPOMCTBO OTCblnaeT coobuieHune «Leave All».

B KauecTBe NpuIOKEHUA YKa3biBaeTca NopT ¢ noaaep*kko GARP.

Tanmepbl GARP BK/to4atoT Talimepbl «Hold», «Joiny», «Leave» u «Leave All».

Tanmep Hold (Hold Timer): Mpw nony4eHnmM coobLeHNA 0 perncTpaLmm HacTPOEeK, NPUIOXKEHUe
GARP He oTnpasnseT coobuieHue «Join» cpa3y, a 3anyckaet Tahimep «Hold». Korga Tarimep
3aKaH4YMBaET OTCYET, NMPUIOXKEHME OTNPaABASAET BCE MOJIyYEeHHble COODOLLEHMA O HACTPOMKax,
nojslyyeHHble 3a 3TOT nepuoa B OAHOM «Join» COOOWEHWMW, YTO YMEHbLUAET KOJIMYECTBO
nepeaaBaemblX AaHHbIX N0 CETH.

Tanmep Join (Join Timer): 4To6bl rapaHTUPOBATb, YTO coObLLEHMA «Join» MOXKET ObiTb HaAEKHO
nepegaHo ApyrMm KommyTaTopam, KOMMYTATop C BKAoYeHHbim GARP 6ypeT oxuaatb
BPEMEHHOM MHTepBan Talmepa «Join» nocne nepefaym nepsoro coobuweHusa «Join». Ecam B
TeyeHMe B OTBET He MoJydeHo coobuieHne «Joinln», NPUNOXKEHWEe CHOBa OTMpasBaAeT
coobuieHune «Join». B npoTMBHOM cny4yae, coobuieHune «Join» He oTnpaBaseTca.

Talimep Leave (Leave Timer): Korga KommyTaTop c BKAOYeHHbIM GARP xouveT, uytobbl gpyrue
KOMMYTaTOpbl yAanAuanm WMHbOpMaUMio O HACTPOMKax, OH oOTcbliaeT «Leave» coobuieHMe.
KommyTtatopbl, nonyumswee 3To coobuieHWe, 3anycKaloT Tanmep «Leave». Ecnm oHM He
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Noay4yaT HWM OJHOro CoobLeHMsA «Join» A0 UCTeYeHUA BpPeMeHM Talimepa, KOMMYTaTopbl
YAANAOT 3TY MHPOPMALMIO O HACTPOMKAX.

Tanmep Leave All (LeaveAll Timer): Mpu 3anycke GARP npunoxeHus, 3anyckaetca Talimep
«Leave All». Mo ero ucteyeHuun, npunoxkeHune otnpasndet coobueHune «Leave All» gpyrum
KOMMYyTaTopam C BK/OYeHHbIM GARP ans Ttoro, ytobbl OHM MOrAN NepeperncTtpupoBaTthb BCHO
cBOK MHPOPMaALMIO O HAcTpoMKax. Mocne 3TOro, NpuNoXKeHWe 3anyckaet Tarmep «LeaveAll»
3aHOBO, YTOObI HAYaTb HOBbIN LMK,

14.2.2. TlpoTtokon GMRP

GARP Multicast Registration Protocol (GMRP) - npoToKOn peructpaumm MHOroagpecHom
nepefayun, OCHOBaHHbIM Ha npuHumMnax GARP. OH wucnonb3yetca Ana ynpaBieHUs
nHbopmaumerr O  MHOroagpecHblX  rpynnax Kommytatopos. Bce  KommyTtaTopbl,
nogaepmsaowmne GMRP, moryt nonyyatb pPerncTpaumoHHylo UHPOpMauuio OT  Apyrux
KOMMYTaTOpOB,  AWHAMMYEeCKM  OOHOBNATbL  MHPOPMALMIO O  3aPErncTpPUpPOBAHHBIX
MHOTFOaAPECHbIX FPYNnax, a TaKXe nepesaBaTb COBCTBEHHYIO PErMCTPALMOHHYIO MHOOPMALMIO
Apyrum KommyTtatopam. MexaHnsm obmeHa wuHpopmaumen rapaHTUpyeT eauHoobpasue
MHPOPMALMM O MHOTOAAPECHbIX FPynnax A1A BCEX KOMMYTAaTOPOB CETU.

Ecnn KommyTaTop perncTpmpyeT UamM oTMEHAET PErnCcTPaLMi0 B MHOTOaApecHom rpynne, nopT ¢
nogaeprkot GMRP nepepnaét nHpopmaumio Ha apyrme noptbl B Tom Ke VLAN.

MopT-areHT (Agent port): o603Ha4YaeT NopT, Ha KOTOPOM BKAOYEHbI PyHKUMKM GMRP 1 areHTa.
MopT pacnpoctpaHeHua (Propagation port): o603HayaeT NOpPT, Ha KOTOPOM BK/KOYEHA TOJIbKO
dyHKUMA GMRP, 6e3 dyHKUMM areHTa.

Ona GMRP HeobxoaMmo HanmMyume OAHOrO M HECKOJIbKMX MOPTOB-areHToB. AMHamMuyecku
Nnosy4yeHHble MHoroaapecHble 3anucn GMRP n uHdpopmauma ob areHte nepenaércs NOpPTom
pacnpocTpaHeHUA Ha NOPTbl PACMPOCTPAHEHUA CNEAYIOLLNX YCTPOMCTB.

Bce Taimepbl GMRP opaHOM ceTn A0/KHbl MNOAYMHATBCA OAHMM W TEM e MpaBuiam BO
nsbexaHne B3aMMOMCKNIOYEHUI. Talimepbl [OMXKHbl CAefoBaTb CAeAyloWwMM  NpaBuaam:
Tanmep «Hold»<tamep «Joiny», 2*Talimep «Joinn<tamep «Leave», a Talimep «Leaver<tanmep
«Leave All».

14.2.3. HacTpolika yepe3 WEB-uHTepdeic

1. TnobanbHas HacTpoiika GMRP
Global Configuration

GMRP Enabled

Hold timer 100 ms
Join timer 500 trs
Leave timer 3000 ms
Leave all timer (/10000 trs

Puc. 180. TnobanbHas HacTpoiika GMRP
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BknioueHne GMRP (GMRP Enabled)

HactpanBaembie onuun: Enable/Disable (BKntountb/BbIKAOUYUTb)
3HauyeHne no ymonyaHuto: Disable (BbikntoyeHo)

®yHKUMA: BKAoYeHne/BbikAoYeHMe rnobanbHon dyHKLMM GMRP.
Taiimep (Timer)

Hactpansaembie onuun: Hold timer/join timer/Leave timer/Leave all timer
3HauyeHune no ymonyaHuto: 100/500/3000/10000 mcek.

®YHKLMA: HAacTpoMKa 3HaYeHun rnobanbHoro Tarimepa GMRP.

2. Hactpoitka noptos GMRP

Port Related Configuration

Port Members
1[2]3]a]5]6][7][8]0]10
GMRP Enahled [/| ] O Y
Agent Enabled [v] [T] 7] [7] (O] (0] 7] [0 [71 [T
Puc. 181. Hactpoiika noptoB GMRP
BknioueHne GMRP Ha nopty (GMRP Enabled)
Hactpansaemblie onuun: Enable/Disable (BKntountb/BbIKAOUUTb)
3HayeHue no ymonyaHuio: Disable (BbikntoueHo)
®yHKUMA: BkAtoueHne/BbikntoveHne GyHKumm GMRP Ha nopry.
BknioueHue AreHTa (Agent Enabled)
Hactpansaemble onuun: Enable/Disable (BKkntountb/BbIKAOUMTb)
3HayeHue no ymondanuio: Disable (BbikntoueHo)
®yHKUMA: BkAtoveHne/BbikatoueHne areHta GMRP Ha noprTy.
3. Hactpoiika Tabanuybl MAC-agpecoB areHToB
Agent MAC Table Configuration
Port Memhers
Delete | VLANID |  MAC Address 1]2[3]a]s5][6[7][8]0]10
[l 1 01-00-00-00-00-01
[ 2 01-00-00-00-00-02

Puc. 182. Hactpoiika Tabaunubl MAC-agpecos areHTa
®PyHKuMA: HacTponka MAC-agpeca areHTa, NnpmMBA3aHHOrO K nopTy n VLAN.

4. Tabnunua cratyca MAC-agpecos GMRP
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GMRP MAC-Address Table

MAC Type |  All - |

Port Members
Type | VLAN |  MAC Address  [CPU[ 1 [2]3[4]|5]6]7|8[9]10
Agent 1 01-00-00-00-00-01 v
Agent 2 01-00-00-00-00-02 v

[ Submit ] [ Feset ]

Puc. 183. Tabanua ctatyca MAC-agpecos GMRP

Tun MAC_aapeca (MAC Type)
Hactpansaembie onuuun: All/Agent/Dynamic
3HayeHune no ymonyaHuio: ALL

14.2.4. Tlpnmep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pucyHke 184, kommyTaTopbl A 1 B coeguHeHbl mexay coboit noptom 2
Kaxkabin. NMopT 1 KommyTaTopa A HaCTPOEH KaK MOPT-areHT U COAEPKUT ABE MHOroaLpPecHbIX
3anucu:

e MAC agpec: 01-00-00-00-00-01, VLAN: 1

e MAC agpec: 01-00-00-00-00-02, VLAN: 2
[na Toro 4Tobbl YBUAETD ANHAMUYECKYIO PETUCTPALUIO MEXAY KOMMYTaToOpaMu U obHoBAEHNE
nHpopmMaLMM O MHOroaApPeCcHOM PacCbl/ike, HEOOXOAMMO YCTaHOBMUTb pPa3/IMYHble 3HAYeHUe
VLAN ana nopTos.

[MopT-areHT

RommyTaTtop A KommyTtaTtop B

Puc. 184. Cetb GMRP

HacTpoika kommyTatopa A:
1. Bkatounte rnobanbHyto ¢yHKUMO GMRP Ha KommyTtatope A; WCNONb3yMTe 3Ha4YeHue
«Default» ana taimepa «Leave All» (cm. puc. 180);
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2. Bkaounte ¢yHKUuMto GMRP 1 PyHKUMIO areHTa Ha NopTy 1; Ha NOPTy 2 BKAKOUYUTE TONbKO
¢yHKumno GMRP; Bce Talimepbl A0/XKHbI ObITb ycTaHOBAEHbI B pexum «Default» (cm. puc.

181);

3. Hactpoitte 3anmncb MHoroagpecHoro areHta. <MAC address, VLAN ID, Member port>
HacTpoiiTe Kak <01 -00-00-00-00-01, 1, 1> 1 <01 -00-00-00-00-02, 2, 1> (cm. puc. 182).
HacTtpoika kommyTtaTopa B:
1. Bknounte rnobanbHyo o¢yHKUMio GMRP Ha KommyTtatope B; ucnonb3ynte 3HayeHue
«Default» ana Taiimepa «Leave All» (cm. puc. 180);
2. Brnatounte ¢dyHKumto GMRP Ha nopTy 2; BCce TalMepbl JOMKHbI OblTb YCTAaHOBNEHbI B PEXUM
«Mo ymonuaHuio» (cm. puc. 181);
OWHammnyeckme 3anucm MHoroagpecHoin nepegadn GMRP B KommyTtaTope B nokasaHbl B

Tabnuue:
Tabn. 6.

MopackaskKa

Tun otobpakeHus

DYHKUMA

KomaHpaa

SWITCH #

MpuBUAEIrMPOBaHHbIN
peXxunm

MpocmoTp HeAaBHO
NCMNO/Ib30BaHHbIX KOMaHA;
MpocmoTp Bepcun
nporpammHoro obecnevyeHus;
MpocmoTp uHpopmaummn ans
onepauuu ping;
3arpyska/BbirpysKka daiina
KOHUrypaumu;
BoccTraHoBneHue
KOHdUrypaumm no
YMONYaHUIO;

Mepesarpyska KOMMyTaTOpPa;
CoxpaHeHue TeKylLLen
KOHUrypaumm;
OTobpaaeHue Tekywen
KOHUrypaumm;
Ob6HoBNEHME NPOrPAMMHOTO
obecneyeHus.

Beegute «Configure
terminal» ans
nepekntoYeHmna ns
NPUBUAErMPOBAHHOIO
peXMMa B PEKUM
HaCTPOMKM

Beegute «exit» anAa
BO3BpaTa B OCHOBHOWM
pexum

SWITCH
(config) #

Pexkum Hactpoikm

HactpouTb BCe
bYHKUMOHaNbHbIe
BO3MOXHOCTM KOMMYTaTOpa

Beegute «exit» unu
«end» ons Bo3BpaTa B
NPUBUNETMPOBAHHbIM
peXMM

14.3. HesapernctpnpoBaHHOE AENCTBME MHOTOaApPECHOM PACCbISIKM

1. Hactpovika yepes WEB-unHTepdeic
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Unregistered Multicast Action

L2 Unregistered Multicast | © Discard @ Farward
IP Unregistered Multicast | © Discard @ Forward

Puc. 185. HesapernctpmpoBaHHOe AeACTBME MHOTOAAPECHON PACChIIKK

HesaperncrpupoBaHHaa MHoroagpecHas paccbiika L2 (L2 Unregistered Multicast)
HactpanBaemsble onumu: Discard/Forward (OTépocuts/Mepecnatsb)

3HayeHue no ymonyanuto: Forward (Mepecnatb)

HesaperncrpupoBaHHaa MHoroagpecHas paccbiika IP (IP Unregistered Multicast)
HactpanBaemsble onunun: Discard/Forward (OTépocuts/Mepecnatsb)

3HayeHWe no ymondaHnuto: Forward (Mepecnatb)

15. Iporokoa LLDP
15.1. BeeaeHue

MpoTtokon Link Layer Discovery Protocol (LLDP) npeaoctaBnsieT coboii cTaHAAPTHbIN MeXaHU3M
OOHapy)KeHUsA  KaHa/bHOrO YpPOBHA (2-ro  ypoBHsA). OH WHKaNCy/avMpyeT  pPas/INuHYIO
nHpopMaLMIO, HaNPUMEpP, BO3MOXKHOCTU YCTPOMCTBA, agpec, WAEHTUPUKATOP YCTPOMCTBA U
naeHtTndumkaTop UHTepdelica, B naket Link Layer Discovery Protocol Data Unit (LLDPDU, 610K
OaHHbIX NPOTOKONa OOHapyXeHUA YpOBHA KaHana), W nepegaér LLDPDU csoum
HenocpeaCcTBEHHO NOAKMIOYEHHBIM cocegam. Mpu noayyeHnn LLDPDU, cocegn coxpaHAtoT aTy
nHpopmauymto 8 MIB ans 3anpoca 1 NpoBEPKU cTaTyca coeanHeHns ¢ nomolubto NMS.

15.2. HacTpolika c nomouibto WEB-nHTEpdelca
1. Hactpoka LLDP.

LLDP Configuration

LLDP Parameters
Tx Interval |5 | seconds
Tx Hold 4 | times
TxDelay |1 seconds
Tx Reinit |2 | seconds

LLDP Interface Configuration

[ Optional TLVs
Interface |  Mode [ CDP aware | Port Descr | Sys Name | Sys Descr [ Sys Capa | Mgmt Addr

s == A J
FastEthernet 1/1 O
FastEthemnet 1/2 O
FastEthernet 1/3 O
FastEthernet 1/4 [l
FastEthemnet 1/5 |Enabled v O

Puc. 186. Hactpolika LLDP
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MHTepBan nepepaum (Tx Interval)

HactpavBaembit aManasoH: 5 ~ 32768 cek.

3HayeHune no ymonyaHuto: 30 cek.

®PYHKUMA: HACTPOMKA BPEMEHHOTO MHTEPBANA ANA OTNPaBKKM nakeTos LLDP.

Konuuectso ygep»kaHui nepegaum (Tx Hold)

HacTtpanBaembin gnanasoH: 2 ~ 10 pas.

3Ha4yeHMe no ymonyaHuio: 4 pasa.

®PyHKUMA: HAaCTPOMKa KonmyecTBa yaepxaHui Tx. dpdekTnsHocTb naketa LLDP = Tx Interval x
Tx Hold.

MHTepBan 3agepKKu nepegaum (Tx Delay)

HactpanBaembit ananason: 1 ~ 8192 cek.

3HayeHMe N0 YMONYAHUIO: 2 CEK.

®PyHKUMA: HAcTpoOMKa MHTepBana BPEMEeHW nepenaym MexKay HoBbIM naketom LLDP w
npeablaywmm naketom LLDP nocne nameHeHuna nHbopmaumnm o KoHpurypauymm. 3HaveHme «Tx
Delay» He MoKeT 6bITb 6onblue 1/4 3HaveHus «Tx Interval».

MHTepBan penHuumnanusauymm (Tx Reinit)

Hactpansaembit ananasoH: 1 ~ 10 cek.

3Ha4yeHMe MO YMONYAHUIO: 2 CeK.

®PyHKUMA: HACcTpoOMKa MHTepBana BPEMEHW nepenaym MexKay HoBbIM naketom LLDP w
npeabiaywmm naketom LLDP nocne nameHeHusa nHbopmaumm o KoHburypaumu. 3HadyeHmne «Tx
Delay» He mo»KeT 6bITb 6onblue 1/4 3HaveHus «Tx Interval».

Pexxum (Mode)

Onuun: Enabled/Disabled/Rx only/Tx only (BkntouyeHo/BbikntoueHo/Tonbko npuem/TonbKo
nepeaavya).

3HayeHue no ymonyaHuto: Enabled (BkatoueHo).

®dyHKUMA: HacTpolika pexkMma naketos LLDP. «Enabled» o3HayaeT, 4To KOMMYTaTOp MOMKET
OoTNpas/ATb NakeTbl LLDP, a TakXKe npuHMumMmatb U naeHtupuumposatb naketsl LLDP; «Disabled»
O3Ha4yaeT, YTO KOMMYTATOp He oTnpasaAeT naketbl LLDP n He npuHuMmaeTt naketbl LLDP; «Rx
only» O3HayaeT, YTO KOMMYTATOp TO/IbKO NPUHUMAET U naeHTUPuumMpyeT naketbl LLDP; «Tx
only» 03HayaeT, YTO KOMMYyTaTOpP TO/IbKO OTNPaBASAET NakeTbl LLDP.

OnucaHue nopra (Port Descr)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikAto4eHO).

3HayeHue no ymondaHuio: Enabled (BkntoueHo).

®PyHKUMA: «Enabled» o3HavaeT, yto nakeTbl LLDP nepepatoT onncaHme nopra.

Mma cuctembl (Sys Name)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikAto4eHO).

3HavyeHue no ymondaHuio: Enabled (BknioueHo).

®yHKumA: «Enabled» o3HauvaeT, 4to nakeTbl LLDP nepepatoT ma cuctemol.

OnucaHue cuctembl (Sys Descr)

Onuwuun: Enabled/Disabled (BkntoueHo/Bbikato4eHo).

3HavyeHue no ymondaHuio: Enabled (BknioueHo).

®yHKumA: «Enabled» o3HauvaeT, 4To NakeTbl LLDP nepepatoT onmMcaHme cuctemsl.

Bo3moXHOCTU cuctembl (Sys Capa)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).
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3HauyeHne no ymonyaHuto: Enabled (BKkntoueHo).

®yHKuMA: «Enabled» o3HauaeT, 4to NnakeTbl LLDP nepenatoT BO3MOXKHOCTU CUCTEMBI.
Appec ynpasneHusa (Mgmt Addr)

Onuwuun: Enabled/Disabled (BkntoueHo/BbikAo4eHO).

3HauyeHWe no ymonyaHuto: Enabled (BKkntoueHo).

®yHKumA: «Enabled» o3HayaeT, yto nakeTbl LLDP nepepatoT ynpasaatowmii agpec.

2. NMpocmoTp MHPOopMaLmMmM o coeguHeHmax LLDP.

LLDP Neighbor Information

LLDP Remote Device Summary

Local Interface [ Chassis ID | Port ID | Port Description | System Name | System Capabilities | Management Address
FastEthernet /1 C0-A3-00-1A 20-03
FastEthernet 1/2 00-01-C1-00-00-00 Fa 1/3  FastEthemet 1/3 Bridge(+) 192 165.0.223 (IPv4)

Puc. 187. Nudopmauma LLDP

' ' . [lna otobpaxeHua wuHdpopmaumum LLDP Heobxoaumo BKAouMTb LLDP Ha AaByx
. NOAKNHOUYEHHbIX YCTPOMCTBAX.

16. Hacrtpoiika MAC-aapecos
16.1. BeepeHue

Mpu nepecbiike MNaKeTa KOMMYTaToOp MWLWeEeT NopT nepecbiniku B Tabnauue MAC-agpecos,
OCHoBbIBasacb Ha MAC-agpece HasHayYeHUA Nakera.

MAC-aapec MoXeT 6bITb CTaTUYECKMM UAN AUHAMUYECKUM.

Cratnueckmn MAC-aapec HacTpauBaeTcsa nosb3oBatesiem. OH MMeeT HauBbICILIUK NpUopuUTeT
(amHamunueckummn MAC-agpecamm He OTMEHSeTCs) U AeNCTBYET NOCTOAHHO.

Kommytatop y3HaeT aguHamuyeckme MAC-agpeca npu  nepecbiike  AaHHbIX. OHKM
OEeNCTBUTENIbHbI TONILKO B TeYeHMe onpegeneHHoro nepuoga. KommyTtatop nepuoanyecku
obHoBnsieT cBoto Tabamuy MAC-agpecoB. lNpu nonyyeHUM Kagpa AaHHbIX A1A Nepecbinku
KOMMyTaTop M3y4yaeT wucxogHbih MAC-agpec Kagpa, OpraHuM3yeT CcoOMnocTaBleHMe C
NPUHMMAIOLMM NOPTOM U 3anpallnBaeT NnopT nepecbiku B Tabanue MAC-agpecoB Ha ocHoBe
MAC-aapeca HasHayeHuUsa Kagpa. Ecnm coBnageHne HanaeHo, KOMMYTATOP MepecbinaeT Kaap
OAHHbBIX C COOTBETCTBYHOWeEro nopta. Ecam coBnageHuin He HalgeHO, KOMMyTaTop nepegaet
KaZp B LUMPOKOBELATENbHOM Popmare.

Bpema crapeHua (Aging time) MAC-agpecoB HaumHaeTcaA C MoOMeHTa pgobasneHus
AnHamunyeckoro MAC-agpeca B Tabanuy MAC-agpecoB. Ecam HM oAWH NOPT He NoaydaeT Kagp ¢
MAC-agpecom B TeyeHue BpemeHHU, B 1-2 pasa npesbiWaloWero Bpemsa CTapeHua, KoMmyTaTop
ypanaet 3anucb MAC-agpeca 13 Tabanubl AMHAMUYECKMX aapecoB nepecbiiku. CtaTnyeckue
MAC-agpeca He noApa3ymeBaloT NOHATUE BPEMEHW CTapeHuA.
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16.2. Hactpomka ¢ nomoubto WEB-nHTEpdeica

1. HacTtpolika BpemeHu ctapeHuns MAC-agpecos.

Aging Configuration

Disable Automatic Aging |[_]

Aging Time 300 seconds

Puc. 188. HacTtpoika BpemeHu ctapeHna MAC-agpecos

3anpet aBTOMaTu4ecKoro crapeHusn (Disable Automatic Aging)

Onuwuun: Enabled/Disabled (BkntoueHo/BbIkAo4eHO).

3HayeHue no ymondaHuio: Enabled (BkntoueHo).

®PyHKUMA: BKAOYEHUE U BbIKIOYEeHMEe PyHKUMKM cTapeHns MAC-agpecos. «Enabled» o3Hauaer,
4YTO HEObX0AMMO HACTPOUTbL Bpema cTapeHus. «Disabled» o3HavaeT, yTo AMHaMmnYeckune agpeca
He yCTapeBaloT CO BpeMEHEeM.

Bpems ctapeHus (Aging Time)

Hactpausaembiii ananasoH: 10 ~ 1000000 cek.

3HaueHune no ymonyaHuto: 300 cek.

®PyHKUMA: HAaCTPOMKA BpemMa ycTapeBaHusa ana auHamudeckoro MAC-agpeca.

2. Hacrtpoiika anHamuyeckux MAC-agpecos.

MAC Table Learning

Port Members
1]2]3]4]
Auto @ @ @ @
Disable &) & O O
Secure () () (0 (O

5
@
O
O

Puc. 189. Hactpoiika auHamunyeckmx MAC-agpecoB

MopTbi-yyacTtHUKM (Port Members)

Onuuu: Auto/Disable (ABTo/BbiKntouyeHO).

3HayeHue no ymonyaHuto: Auto.

®DyHKLMA: HACTPOMKA OYHKUMWM M3y4yeHMA MNOPTOM AMHamuyeckoin Tabnauubl MAC-agpecos.

«Auto» 03HavaeT, YTo NOPT MOXKET U3yyaTb AMHAmMUYecKyto Tabanuy MAC-agpecos. «Disable»
O3HayaeT, YTo MOPTY 3anpeLeHo U3ydaTb AMHaMu4Yeckyto Tabanyy MAC-agpecos. M3yyatoTcs
TO/IbKO cTaTU4eckume 3anucn MAC-agpecoB, BCe OCTa/lbHble Kaapbl OTOpacbiBatoTCA.

3. Hacrtpoiika ctatnyecknx MAC-agpecos.
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Static MAC Table Configuration

Port Members
Delete | VLANID | MAC Address 1]2[3]4]5
| Delete |1 || 00-00-00-D0-00-00 00000
| Delete |1 || 00-00-00-00-00-00 00000
| Delete |2 || 00-00-00-00-00-00 00000

| Add New Static Entry |

Puc. 190. Hactpowka ctatnyeckmx MAC-agpecos

naentndpukarop VLAN (VLAN ID)

Onumu: Bce co3aaHHble ngeHTUdMKaTopbl VLAN.

3Ha4veHMe no ymonyanumio: VLAN 1.

dyHKUMA: HacTpoliKka naeHtudunkatopos VLAN ctatnyeckmx MAC-agpecos.

MAC-aagpeca (MAC address)

®opmart: HH-HH-HH-HH-HH-HH (H - wecTHaguaTepmMyHoe 4ncno).

®PyHKUMA: HacTponka MAC-agpecos. Ana MAC-agpeca «Unicast» mnagwnii 6ut B nepsom
6anTte paseH 0. Ana MAC-agpeca «Multicast» mnagwmin 6UT B nepsom b6aiTe paseH 1.
MopTbi-yyacTHUKK (Port Members)

®yHKUMA: BbIGOP NOPTOB A1 NEPECLIZIKM NAKETOB € YKa3aHHbIM MAC-agpecom HasHayYeHus.

Haxmute <Add New Static Entry>, 4to6bl HacTpouTb cTaTudeckne MAC-agpeca.
Noppepxneaetrca makcmmym 64 3anmcu ctatmdeckmx MAC-agpecos.

4. MpocmoTp Tabaunubl MAC-agpecos.

MAC Address Table
Start from VLAN and MAC address [00-00-00-00-00-00 | witn |20 entries per page.
[ MAC Type | [All v]]
Port Members

Type [VIAN]| MACAddress [cPuJ1]2]3]a]s
Static 1 33-33-00-00-00-01 " v v v v
Static 1 33-33-00-00-00-02 v  + + v
Static 1 33-33-FF-00-4%2-35 . . o o o o
Static 1 48-BE-2D-00-49-55
Dynamic 1 R8-R1-59-63-01-4E v

Puc. 191. Otob6pakeHue Tabanybl MAC-agpecos
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17. BuprtyaabHble JokaabHble ceTH (VLAN)
17.1. Hactpomka VLAN
17.1.1. BsepneHue

®yHKuma VLAN (Virtual Local Area Networks) aennt LAN Ha HeckonbKo normyeckmx VLAN.
YcTpoicTea B ogHoM 1 Toi e VLAN MoryT B3aMmogeincTsoBaTb APYr C 4PYrOM, 3 YCTPOICTBA B
pa3Hbix VLAN — HeT. Takum o0bpas3om, LIMpOKoBeLaTe ibHble coobLLeHMA orpaHuyeHbl B VLAN,
4TO MoBbiWaeT 6e30NacHOCTb JIOKA/NbHOW CeTU.

PasgeneHune cet Ha VLAN He orpaHuyeHo GpU3NYECKMM PaCMONOKEHNEM YCTPOMCTB. Kaxkpan
VLAN paccmaTpuBaeTca Kak OTAenbHaA IorMyeckan cetb. Jna nepenadun AaHHbIX MeXAy ABYMA
pa3HbiMu VLAN Heobxoamm mappyTtnsaTtop, 1Mb60 KoMmyTaTop 3-ro YPpOBHSA.

17.1.2.  MpuHumn paboTsbl

Onsa Toro, 4tTo6bI CeTeBble YCTPOMCTBA MOI/IM Pas3/inyath NakeTbl M3 pasHbix VLAN, B Kagpbl
[06aBnAlTCA cneumanbHble UAEHTUPUKALMOHHbIE NoAA. Ha p[aHHbIA  MOMEHT, camMbim
pacnpocTpPaHEHHbIM NPOTOKOAOM ans naeHTndumkaumm VLAN asnaetca IEEE802.1Q. CTpyKTypa
Kagpos 802.1Q noKasaHa B Tabauue:

Tabn.7

802.1Q Header
DA SA Length/Type Data FCS

Type PRI | CFI VID

B 06biuHbIl Ethernet Kagp pobasnsetca 4-x 6anTHbIN 3aronoBoK 802.1Q, KOTOPbIA CAYXKUT
Terom VLAN.

Tun: 16 6uT, Mcnonb3yemble Ans mnaeHTUMGUKauMM TOro, 4YTo Kaap coaepKut Ter VLAN;
3Ha4veHune: 0x8100.

PRI: Tpu 6uTa, onpeaenstowme npuoputeT Kagpa 802.1p.

CFl: 1 6uT, KOTOPbIN YKa3blBaeT, MHKancyaMposaH an MAC-agpec B cTaHAapTHom ¢dopmaTte B
Pa3nMyHbIX cpedax nepepadn. 3HadeHme «0» o3Hadvaet, yto MAC-agpec MHKANCyIMPOBaH B
CTaHZapTHOM ¢opmaTte, a 3HayeHue «1» o3HayaeT, yto MAC-agpec WHKancynmMpoBaH B
HecTaHAapTHOM popmare.

VID: 12 6uT, ykasbiBatowmx Homep VLAN B amanasoHe 3HayveHuit oT 1 ao 4093. Mpu stom
3Ha4veHuna «0», «4094» n «4095» - 3ape3epBUPOBaAHHbIE 3HAYEHUA.

- VLAN 1 - ato VLAN no ymonyaHuto, [Tonb3oBaTesib HE MOKET ero co3gatb WUau
i, YAANNTb BPYYHYIO.
e 3apesepsBupoBaHHble Homepa VLAN HyXHbl AnA peanusauum cneumanbHbIX
CUCTEMHbIX GYHKLMIM 1 TaKKe He MOTyT ObITb CO34aHbl MW YAANEHbI BPYYHYIO.

MaKkeT, coaep:Kalwmii 3aronosok 802.1Q, npeacrtaBnset cobolt TermpoBaHHbIM naket (Tagged
packet); ecnn 3aronoBKa HeT, TO 3TOT NakeT HeTermpoBaHHbIM (Untagged packet). Bce nakeTsl,
nepegasaemble KOMMYTaTOpPOM, cogepxaTt Ter 802.1Q.
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17.1.3.  VLAN Ha ocHoBe nopTos (Port-based VLAN)

Pasgenenne Ha VLAN moxeT 6biTb iMb0 no noptam, ambo no MAC-agpecam. [laHHaA cepwus
KOMMYTaTOpOB noagepueaet pasgeneHme VLAN Ha ocHoBe noptos. [aHHaa ¢yHKumA
onpeaenseTr yneHos VLAN Ha ocHOBe MopTOB KOomMmyTaTopa. [ocne pobasneHus nopTta B
yKasaHHyo VLAN, nopT moKeT nepecblnatb nakeTbl ¢ Terom gna VLAN.

1. Pexkum nopta

MopTbl AenATcA Ha ABa TUNA B 3aBUCMMOCTM OT TOro, Kak oHM obpabaTtbiBatoT Tern VLAN npu
nepecbl/ike NakeTos.

Pexxum goctyna (Access): B pexnme A0CTyna nopT MOXHO A06aBuTb TonbKo B oaHy VLAN. Mo
YMONYAHMIO BCE MOPTbl KOMMYTaTOpa ABAAKOTCA NopTamu A0CTyna u npuHagnexkat VLANIL.
MaKeTbl, NnepecbliaeMble NOPTOM AocTyna, He umetoT TeroB VLAN. MopTbl gocTyna ob6bl4HO
NCNONb3YIOTCA ANA NOAKAIOYEHUA K TepMUHanam, He nogaepusatowmm 802.1Q.

TpaHkosbIn nopT (Trunk): B gaHHOM pexume MOPT MOMHO A06aBUTb KO MHorum VLAN.
TpaHKOBbIN NOPT NPUHUMAET TONbKO TermMpoBaHHble nakeTbl. [Mpu oTnpasBke naketos PVID
TPaHKOBbIM MOPT MOXKeT 6bITb HAacTPoeH Ana nepefaum Tera. OH nepegaeT Ter Npu oTnpaBkKe
ApYyrux naketoB. TpaHKoBble NOPTbl OObIYHO WMCMONL3YIOTCA ANA MNOAKIOYEHUA CETEeBbIX
YCTPOWMCTB.

MbpuaHbin nopt (Hybrid): B rubpuaHom pexume nopT MoOXKeT ObiTb A06aBAEH KO MHOMMM
VLAN. Bbl mOXKeTe HaCTPOMTb TUMN NAKEeTOB, KOTOpble ByAyT NPUHMMATBLCA TMBPUAHBIM NOPTOM,
n onpenenntb, byaet M nepepasaTtbCsA Ter, Koraa rMOPUAHbLIA MOPT OTNPABASAET NAKeTbl.
MMbpmMAHbIA  NOPT MOXHO WCMONb30BaTb Ka ANA MOAK/JIOYEHUSA CEeTEeBbIX TaK MU
NO/Ib30BaTeNIbCKUX YCTPOMCTB. PasHWUa mexay rmbpuaHbiM MOPTOM M TPAHKOBbIM MOPTOM
3aK/loyaeTca B cneaylolwem: rubpuaHbid MOPT He nepegaeT Ter Npu OTMPaBKe MAKeToB U3
Hecko/ibKnx VLAN, a TpaHKOBbI NOPT He nepeaaeT Ter TO/IbKO Npu oTnpaske naketos PVID.

2. PVID

Kaxkabih nopT umeeT atpmbyt PVID. Korga nopT nosyd4aeT HETEerMpoBaHHbIM MNaKeT, OH
pobasnseT Ter B nakeT B cooTBetcTBuM ¢ PVID.

ﬂ * [pu Hactponke PVID nopta Bbibepute oauH w3 uaeHTudukatopos VLAN,
‘ pa3peleHHbIX AAA AAHHOro MnopTa; B MPOTUBHOM C/ydyae MNOPT MOXKET He
nepecbiaaTb NaKeTbl.
e HKoraa Ter PVID pobaBnAetcA K HETErMpOBaHHbIM MakKeTaM, Bbl MOXKeTe
06paTnTbCA K HacTpoiKkam PCP u DEI (cm. puc. 60) ans nonyyeHns 3HadeHui PRI u
CFl no ymonuanwuio.

B Tabnunue 8 nokaszaHo, Kak KOMMyTaTop 06pabaTbiBaeT NONyYEHHbIE U OTNPaBAEHHbIE MAKeTbI
B COOTBETCTBUU C pexxnmom rnopTta u PVID.

Tabn. 8
O6paboTKa NoNYYEHHbIX NAKETOB O6paboTKa NaKeTOB A/1A NEPECHISIKM
HeTernposaHHble TernpoBaHHble Tun
Ob6paboTKa nakeToB
nakertbl nakertbl nopta
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Jobasutb Tern PVID
B MaKeTbl:

* ecnm PVID
HaxoauTCA B CrUCKe
paspeweHHbix VLAN,
NPUMUTE NAKET;

* ecm PVID
oTCyTCTBYET B
CrncKe
paspeweHHbix VLAN,
OoTOpOCbTE Naker.

Access

I'Ieperana NnakeTa nocne yganeHuAa
TEera.

. Ecan
naeHtnoukatop (ID)
VLAN B nakete
Haxo4MTCA B CNMUCKe
paspeweHHbix VLAN,
NPUHATL NaKerT.

. Ecau
naeHtuoukaTtop (ID)
VLAN B nakete
OTCYTCTBYET B CNMCKe

Trunk

OTnpaBKa nakeTa B COOTBETCTBMU C
KoHduUrypaumein «Egress Tagging»:

* HeTternposaHHbii nopT VLAN (Untag
Port VLAN): ecnM wuaeHTUPUKATOp
VLAN B nakete cosnagaet ¢ PVID u
HaXoOAUTCA B CMWUCKE pa3peLlleHHbIX
VLAN, nakeT nepecblnaerca nocne
yaanenua Tera. Ecam naeHtudumkatop
VLAN B nakete oTanyaetca ot PVID u
HaxoAMTCA B CMWUCKe paspeLlleHHbIX
VLAN, Ter coxpaHaeTcA W nakeTr
nepecblnaeTca.

* Tag All (TernpoBaHHble Bce): ecnu
naeHtnemkatop VLAN B nakete
HaxoAMTCA B CMUCKe paspelleHHbIX
VLAN, Ter coxpaHAeTcA W nakeT
nepecbliaeTca.

paspeweHHbix VLAN,
OTOPOCUTL MaKeT.

Hybrid

OTnpaBKa nakeTa B COOTBETCTBUM C
KoHdurypauuei «Egress Tagging»:

e Untag Port VLAN: peiictBuA
COOTBETCTBYIOT BapUaHTy «Trunk».

* Tag All: peicTBuA COOTBETCTBYIOT
BapuaHTy «Trunk».

* Untag All: ecan wunageHTMdMKaTop
VLAN B nakete HaxoAWUTCA B CNUCKe
paspeLlleHHbIX VLAN, naket
nepecblaaeTca Nocae yaaneHus Tera.

17.1.4.

1. HacTtpoiika pa3speweHHbix VLAN ana nopTa goctyna.

Global VLAN Configuration

Hactpolika ¢ nomoubto WEB-mHTEpdelica

Allowed Access VLANs

1,2.100,200

Ethertype for C-Tag

5843

Puc. 192. OtobpaxkeHue Tabanubl MAC-aapecos

HacTtpoiiKa pa3pewweHHbix VLAN (Allowed Access VLANS)
HacTpauBaembit amanasoH: 1 ~ 4093.
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3HayeHue No ymonyaHuto: 1.

@PyYHKLUMA: HAacTpoMKa paspewweHHbix VLAN ans nopta goctyna. MNpu Hannummn Heckonbkux VLAN
Bbl mMoXeTe pa3aenntb VLAN-bl 3anatoi (,) u peducom (-), rae pgeduc mcnonbsyetca pns
pasgeneHva AByx nocnenosatenbHbix naeHTudukatopos VLAN, a 3anaTasa ucnonblyerca Ana
pasgeneHua gByx HenocnenoBaTesbHbIX naeHTUGMKaTopos VLAN.

2. Hactpoiika nopta VLAN.

Port VLAN Configuration
Por | mose | % Fiiming | Accepance e e
s v 2 | |<= w2 1
1 |Access ¥ 2 T 2 1
2 |Access ¥ 2 2
3 |Access ¥ 100
4 |Access ¥ 100
5 |Access ¥ 200 2
6 |Access ¥ 200 Untag Al 200
7 |Trunk & 1 agged and Untagged Untag Port VLAN » | [1.2.100.200
8 |Hybrid ~ 1 v| [0 |Tagged and Untagged ~||Untag Port VLAN ~ | |13 2
9 |Access ¥ 1 Ta i Ur ed Untag Al 1
10 |Access ¥ 1

Puc. 193. Hactpoiika nopta VLAN

Pexxum (Mode)

Onuwmn: Access/Trunk/Hybrid.

3Ha4yeHue No ymonyaHuto: Access.

®dyHKUMA: BbIbOP pexuma ana onpeaeneHHoro noprta. Kaxabii NopT noaaep*KMBaeT TONbKO
OOMH peXxnm.

Mopt VLAN (Port VLAN PVID)

Hactpaneaembit ananasoHn: 1 ~ 4094.

3HayeHue No ymonyaHuto: 1.

dyHKUMA: y Kaxkgoro nopta ectb PVID. Mpu nonyyeHUM HeTerMpoBaHHOro nakeTa nopT
nobaBnseT K NnakeTy Ter B cooTBeTcTBum ¢ PVID.

atoro nopta. Hactpoinkm VLAN c pa3pelleHHbIM gOCTYNOM CM. Ha puc. 192.
* PVID TpaHKOBOro wman rMbpuvAHOro nopta AO/KEH ObiTb BbIOpaH M3 CnMCKa
pa3spewweHHbIx VLAN. Cm. HacTpoikn cneaytowero napametpa «Allowed VLANs».

ﬂ * PVID nopta gocTyna Ao/mKeH 6biTb BbibpaH 13 cnmncka VLAN, paspeleHHbiX ans

dunbrpauma exogawmx (Ingress Filtering)

Onuwuun: Enabled/Disabled (BkntoueHo/BbIkAo4eHO).

3HayeHWe no ymonyaHuto: Disabled (BbikntouyeHo).

®PYHKUMA:  BKAOYEHME WAM  OTKAYeHWe PyHKuun bunbTpaumm Bxogawero Tpaduka
rmbpuaHoro nopta. PunbTpaumna BXOAAWMX BKAOYEHA MPUHYAUTENbHO ANA NopTa A0CTyna U
TPaHKOBOrO MOPTa, Bbl HE MOXeTe HacTPOUTb 3TOT NnapameTp. «Enabled»: ecnn naeHTndukartop
VLAN B naKeTe OTCyTCTBYET B CrMcKe pa3spelweHHbix VLAN, nakeT 6yaet otbpoweH. «Disabled»:
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ecnn ngeHtndukatop VLAN B nakeTe OoTCYTCTBYEeT B CMMCKe paspelweHHblx VLAN, nakeT byaet
NPWHAT U OTNpPaB/eH Ha 06paboTKky mexaHnM3amy MAC-agpecos.

Mpuem BxopgAawero Tpaduka (Ingress Acceptance)

Onuwun: Tagged and Untagged/ Tagged Only/ Untagged Only.

3HauyeHune no ymonyaHuio: Tagged and Untagged.

®PyHKUMA: HACTPOMKa TUNA NAaKeToB, NPUHMMAEMbIX TMBpUAHbIM NopTom. [na nopTta AocTyna u
TPAHKOBOro NopTa OH NPUHYAUTENbHO YCTaHaBAMBAETCA B 3Ha4YeHUe «Tagged and Untagged» u
He MOXeT ObiTb M3meHeH. «Tagged and Untagged» o3HauyaeT, 4to rmbpuAaHbIA NOPT MOXKET
NPMHUMATb MaKeTbl KakK C Teramu, Tak M nakeTbl 6e3 Teros; «Tagged Only» o3HayaeT, yTO
rTMOpPUAHBIN NOPT NPUHUMAET TOIbKO TEFMPOBAHHbIE MaKeTbl U OTOpPacbiBAaeT HETErnMpoBaHHbIE
naketbl; «Untagged Only» o3HayaeT, 4To rmbpuaHbIA NOPT NPUHUMAET TO/IbKO HETETMPOBAHHbIE
nakeTbl M OTOpacbIBaeT TErMPOBaHHbIE NaKeTbl.

TerupoBaHue ucxoaauwero Tpadpuka (Egress Tagging)

Onuwuun: Untag Port VLAN/Unatg All/Tag All.

3HayeHune no ymonyaHuto: Untag Port VLAN.
®PyHKUMA: HAacTpoOMKa 06paboTKM nepenaym NakeToB ANA TPAHKOBOro MAM rMbpuaHoro nopra.

TernpoBaHue ucxogdawero Tpadpuka ycraHosneHo Kak "Unatg All" npuHyautenbHo ana nopTta
[0CTyna, Bbl HE MOXETe HaAcTPoUTb 3TOT napameTp. «Untag Port VLAN»: ecan ngeHtudukatop
VLAN B nakeTe cosnagaetr ¢ PVID u Haxogutca B cnucKe paspeweHHbix VLAN, nakeTt
nepecblnaeTcs nocne yaaneHus tera. Ecnam nagentnpumkatop VLAN B nakete otaunyaetcs ot PVID
W HaxoauTcA B cnucke paspeweHHbix VLAN, Ter coxpaHaeTca U nakeT nepecbinaerca. «Tag All»:
ecnn uaeHtTudmkatop VLAN B nakeTe HaxoAMTca B CNMCKe paspeuweHHbix VLAN, Ter
coxpaHaeTcA M nakeT nepecbinaetca. «Untag Al»l: ecnn mnpentndukatop VLAN B nakete
Haxo4MTCA B CMUCKe pa3pelleHHbix VLAN, nakeT nepecbliaeTca nocne yaaseHua tera.
PaspeweHHble VLAN-bI (Allowed VLANS)

HactpauBaembit amanasoH: 1 ~ 4094.
®yHKUMA: HacTpoMKa paspelweHHbix VLAN ansa TpaHkoBoro/rnbpmugHoro noprta. Koraa nopt

[0CTyNa pa3pelaeT Tonbko ogHy VLAN, 3HaueHme 3TOoro napameTpa COr/lacyeTca Co 3HaYeHMeMmM
«Port VLAN» 1 He moxeT 6bITb M3MmeHeHo. Ecn ana aToro napameTpa yCTaHOBMIEHO HECKO/IbKO
VLAN, Bbl moxeTe pa3aenutb VLAN 3anatoi (,) n aeducom (-), roe aeduvc ncnonb3yertca Ans
pasgeneHus AByx nocnenoBaTesibHbiX naeHtudpukatopos VLAN, a 3anaTada Mcnosb3yeTtca AN
pasaeneHus AByx HenocseaoBaTeNbHbIX naeHTudpukaTopos VLAN.

3anpeweHHble VLAN-bi (Forbidden VLANS)

Hactpansaembit ananasoHn: 1 ~ 4094.

PyHKUMA: HacTpolKa 3anpeleHHbix VLAN ana noprta. locne Toro, Kak 3TOT MapameTtp
YyCTaHOBNEH A4/1A MNOpTa, MNOPT HUKOrga He CTaHeT nopTtom-ydacTHMKom VLAN, BKAwouas
OVHaMmunyeckn 3apeructpuposaHHyto VLAN udepes GVRP. Ecim pgna storo napametpa
yCTaHOB/IeHO Heckonbko VLAN, Bbl MokeTe pasaenuTb VLAN 3anatou (,) n aeducom (-), rae
aedbuc ucnonblyeTrca ANA pasaeneHus AByX nocnenoBaTesnbHbiXx naeHTudukatopos VLAN, a
3anATan UCNob3yeTca ANA Pa3feneHma AByxX HenocaenosatenbHblx naeHTMdpukatopos VLAN.
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3. MpocmoTp BCex co3aaHHbIX VLAN 1 NOPTOB-y4aCTHUKOB.
VLAN Membership 3tatus for Combined users

Start from VLAN |1 | with |20 | entries per page

Port Members
VLANID [1]2[3]4]|s]6]7[8]9[10
1 I I I I ™| ™4 | ™ | ™
2 MM WA ]
I N {7z
100 O]
200 [CICICCIMMMCIEIC]

Puc. 194. OTobpakeHune Bcex co3HaHHbIX VLAN 1 NopTOB-y4aCTHMKOB

[¥] o3Hauaer, uto NopT ABASAETCA MOPTOM-yYacTHMKOM Tekyuien VLAN; O3Ha4vaeT, 4To
Tekywaa VLAN npuHagnexuT K 3anpeweHHbim VLAN gna nopra.

Ha Karkpoi cTpaHuue moxkeT oTobparkatbca oT 1 go 99 3anuceit VLAN, a no ymonyaHuto
oTobparkaetca 20 3anuceit VLAN. Bbl MoXKeTe yKa3aTb ngeHTuduKatTop nepsoii 3anmcu VLAN Ha
nepsou CTpaHuLe.

4. MNpocmoTp HacTpoek nopTta ¢ VLAN

VLAN Port Status for Combined users

Port | Port Type F'Hgﬁfg Frame Type | Port VLANID | Tx Tag | Untagged VLAN ID | Conflicts
1 C-Port All 2 Untag All Ma
2 C-Port Al 2 Untag All Mo
3 C-Port Al 100 Untag Al No
4 C-Port Al 100 Untag All No
5 C-Port All 200 Untag Al Mo
6 C-Port Al 200 Untag Al No
7 C-Port All 1 Untag PVID No
8 C-Port O Al 1 Untag PVID No
5 C-Port Al 1 Untag All Mo
10 C-Port Al 1 Untag Al No

Puc. 195. OTobpakeHune HacTpoek nopta ¢ VLAN

17.1.5. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 196, ceTb pasgeneHa Ha 3 VLAN: VLAN 2, VLAN 100 u VLAN 200.
Heobxoammo, utobbl ycTponcTea B ogHol VLAN mornm B3aumoaeincTsoBaTb Apyr C APYrom, nNpu
atom gpyrmne VLAN 6b1amn nsonuposaHbl. [TK He MOryT pasnnyatb Ternm NakeTos, NO3TOMY NOPThbI
KommyTaTopoB A un B, noakntouveHHble K MK, HacTpoeHbl Kak nopTbl goctyna (Access port).
Maketbl VLAN 2, VLAN 100 v VLAN 200 ponxHbl nepefaBaTtbCAa Mexay KommytaTopom A u
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KOMMyTaTopom B, noatomy nopTbl, coeguHAlOWME KOMMYyTaTopbl A U B, [OAXHbI 6bITb
HaCTpoeHbl KaK TpaHkoBble (Trunk port), 4To NO3BOAUT TpaHCAMpPOBaATb coobuweHna VLAN 2,
VLAN 100 n VLAN 200. B Tabanue nokasaHa KOHGUrypaLma yCTPOMUCTB:

Tabn. 9
VLAN HacTtpoiika
VLAN2 HacTtpoiTe noptbl 1 1 2 Ha KommyTaTopax A u B Kak nopTbl goctyna (Access
port), a nopT 7 Kak TpaHkoBbIM nopT (Trunk port)
HacTpoiTe noptbl 3 1 4 Ha KommyTatopax A u B Kak noptbl goctyna (Access
VLAN100 o
port), a nopT 7 Kak TpaHKoBbIN nopT (Trunk port)
HacTpoiTe noptbl 5 n 6 Ha KommyTtatopax A n B Kak noptbl gocTtyna (Access
VLAN200 o
port), a nopT 7 Kak TpaHKoBbIN nopT (Trunk port)

‘KommyTtatop A

MoPT 7 | Trunk Link

KommyTaTtop B

Puc. 196. Hactpolika VLAN

Hactpolite KommyTaTopbl A 1 B, KaK MOKa3aHO HUXe:

1. HactpouTte VLAN c pa3pelueHHbim goctynom 1,2, 100, 200 (cm. puc. 192).

2. HactpoiTte noptbl 1, 2 Kak noptbl goctyna, nopt VLAN Kak 2. Hactpoiite noptbl 3, 4 Kak
noptbl goctyna, nopt VLAN Kak 100. HacTtpolite nopTbl 5, 6 Kak nopTbl goctyna, nopT VLAN
Kak 200. HactpoinTte nopT 7 Kak TpaHKoBebin nopT, nopT VLAN Kak 1, paspeweHHblie VLAN Kak
1, 2,100, 200 (cm. puc. 193).

3. OcTaBbTe BCe OCTa/ibHble NapameTpbl MO YMOAYAHMIO.
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17.2. sonnposaHHasa VLAN (Private VLAN, PVLAN)
17.2.1. BsepaeHue

Ona  peanvsaumm  KOMMNAEKCHOW ¢YHKUMM  m3oasaumm  Tpaduka nopTa, obecneyeHus
6€30MacHOCTU CeTU N N30AALMN WIMPOKoBeLLaTeNnbHOro gomeHa PVLAN ncnonb3yeT ABa ypoBHA
TEXHOIOTUU U30NALMNMN.

BepxHaa (upper) VLAN - 310 VLAN c ob6wMm [OMEHOM, B KOTOPOM MOPTbl ABAAOTCA
maructpanbHbimu (Uplink). HukHaa (lower) VLAN - 3to VLAN ¢ M30/1MPOBaHHbIMWU JOMEHAMU, B
KOTOPbIX MOPTbl ABAAITCA OKOHeYHbIMM (Downlink). OKOHeYHble NOPTbl MOTYT ObITb Ha3HAYEHbI
B Pa3/INYHbIX W30NMPOBAHHbLIX AOMEHaX, W OHW MOryT OAHOBPEMEHHO YCTaHaBAMBATbL
coeguMHEeHME C MarmcTpasibHbIM MOPTOM. M301MpOBaHHbIE AOMEHbI HE MOryT YCTaHaB/AMBATb
coeguHeHue Apyr C A4PYTOM.

Puc. 197. Cxema PVLAN

Kak nokasaHo Ha pwuc. 197, obuwimm gomeHom sensetca VLAN 100, a M30/MpPOBaHHbIMU
aomeHamum asnaotca VLAN 10 u VLAN 30; ycTpoicTBa B M30JIMPOBAHHbLIX AOMEHAX MOTYT
yCTaHaB/MBaTb COEAMHEHNE C YCTPOMCTBOM B obuiem aomeHe, Hanpumep, VLAN 10 moxket
ceasbiBaTbcA ¢ VLAN 100; VLAN 30 Takxe moxeT B3ammopgelictsoBatb ¢ VLAN100, Ho
YCTPOMCTBA B M30/IMPOBAHHbIX AOMEHAX HE MOTYT YCTaHAB/IMBaTb COeAUHEHME APYT C APYIOM,
Hanpumep, VLAN 10 He moKeT ceasbiBaTbcA ¢ VLAN 30.

17.2.2. Onucanwue

®yHKuuA PVLAN moxKeT 6bITb peann3oBaHa NocpeacTBOM CNeLmnanbHON HaCTPOMKN NOPTOB.

* PVID maructpanbHbix NOpTOB coBnagaeT ¢ naeHtuoumkatopom VLAN obuiero gomeHa;
PVID OKOHe4HblXx NOPTOB COBNagaeT C WX COBCTBEHHbIM uaeHTUdMKaTopom VLAN
N30/IMPOBAHHOIO AOMEHa.

* MaructpanbHblie NOPTbl HAaCTPOEHbI KAk rMbpuaHble M Ha3HayakTca B 06Wuin gomeH
VLAN u BO BCe W30AMPOBaHHble [OMEHbl; OKOHeYHble MOoPTbl HACTPOEHbl Kak
rmbpuaHble M HasHadatotca VLAN B obwmit gomeH VLAN M B COBCTBEHHbIN
N30/IMPOBaHHbIN AOMEH.

* [lakeTbl, oTNpaBasemble nopTamm-ydactHnukamm PVLAN, ABAA0TCA HETErMpoBaHHbIMM.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM10A-D

17.2.3.  Tlprmep TMNOBOM HACTPOMKM

Ha puc. 198 nokasaHo npumep KoHourypaumm PVLAN. VLAN 300 aBndetca o6WuMm AOMEHOM, a
nopt 1 u nopt 2 — maructpanbHboimu noptamu; VLAN 100 m VLAN 200 asnatoTtca
N30/IMPOBaAHHbLIMM AOMEHaMK, a NopTbl 3, 4, 5 1 6 ABNAIOTCA OKOHEYHbIMM NOPTaMMU.

VLAN 300

Puc. 198. Mpumep HacTponkn PVLAN

HacTtpoika kommyTaTtopa:

1. HacTtpoiite noptbl 1, 2 Kak rubpugHbie noptbl, nopT VLAN kak 300, TermpoBaHue NCXoasLLero
Tpadumka Kak «Untag All», paspelweHHble VLAN Kak 100,200,300.

2. HactpoiTte noptbi 3, 4 KaKk rubpuaHbie noptbl, nopT VLAN Kak 100, TerMpoBaHne UCXOAALLENO
TpaduKa Kak «Untag All», paspeweHHble VLAN Kak 100,300.

3. HactpoiTe noptbl 5, 6 Kak rubpuaHbie noptbl, nopT VLAN Kak 200, TerMpoBaHne UCXOAALLENO
TpaduKa Kak «Untag All», paspewweHHble VLAN kak 200,300 (cm. puc. 199).

4. OcTaBbTe BCe OCTa/IbHble MAapamMeTpPbl MO YMOIYAHUIO.

Port VLAN Configuration
Port| Mode | gy | PorTwe | it | acceptance Tagaing it VLAt
* s v 1| | <= v <= LaE=2 w1

1 |Hybrid » 300| |C-Port A Tagged and Untagged * ||Untag All | 100,200,300
2  |Hybrid » 300| |C-Port v Tagged and Untagged |+ || Untag All | 1100.200.300
3 |Hybrid |+ 100| |C-Port v Tagged and Untagged + || Untag All | (100,300

4 [Hybrid |+ 100| |C-Port v Tagged and Untagged + || Untag All | (100,300

5 |Hybrid |+ 200| |C-Port v Tagged and Untagged + || Untag All | |200.300

6 |Hybrid |+ 200| |C-Port v Tagged and Untagged + || Untag All | (200,300

7 |Access ¥ 1| [C-Port Ur Al 1

8 |Access ¥ 1| |C-Port Ur ll 1

9 |Access ¥ 1| [C-Port agged and Unta Untag All 1

10 |Access v 1| |C-Port and Unta Ur ll 1

11 |Access % 1| [C-Port a and Unta Ur ll 1

12 |Access ¥ 1| |C-Port agged and Unta Untag All 1

Puc. 199. Hactpowka noptos PVLAN
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17.3. MNpoTokon GVRP
17.3.1. BsepneHune B GARP

Mpotokon GARP (Generic Attribute Registration Protocol) ncnonb3yetcs ana pacnpoctpaHeHus,
perucTpauum u yganeHua onpegenédHoin nHbopmaumm (VLAN, agpeca My/ibTUKACTOBbIX Fpynmn)
MeXAYy KOMMYTaTOpamu B CETH.

Bbnarogapa mexaHnamy GARP, unHdbopmauma o HaAcTpoMKax KoMMyTaTopa MOXKeT ObITb
nepegaHa No BCeN NOKanbHOM ceTu. YCTponcTea, noagepxuearowme GARP, nepepatot apyr
APYTrY WHCTPYKUMWU O pPEerncTpaumm mam OoTMEHEe TeX WMAM WMHbIX HACTPOeK NyTéM OTNpaBKu
COOTBETCTBYIOLWMX coobueHnn «Join» n «Leave». Mpun sTom GARP MOXKET perncTtpupoBaTtb Uam
OTMEHATb MHGOPMaALMI0O O HACTPOMKax APYrMX YJeHOB B COOTBETCTBUM C UX COOBLLEHUAMM
«Join/ Leave».

GARP npegycmaTpuBaeT Tpu Tuna coobuleHumin: «Joiny, «Leave» n «Leave All».

Korna GARP ycTpoMCTBO XO4YeT nepenatb CBOM HACTPOMKM APYrMM KOMMYyTaTopam, OHO
oTcblnaeT coobuieHne «Join». CoobuleHuma «Join» GbiBatoT AByx TMNOB: «Join Empty» n «Join
In». CoobuweHune «Join In» oTnpaBnaeTca ANa 3aperncTpMpoBaHHbIX HAaCTPOEK, B TO BPeMA Kak
«Join Empty» - oA HacTpoeK, KoTopble eLwé He BblN 3apPerncTpMpPoBaHbI.

Koroa GARP ycTpoOiACTBO XOYeT yAanuTb CBOM HACTPOMKM C APYrMX KOMMYTAaTOPOB, OHO
oTnpasnneT coobuieHne «Leaver.

Mocne 3anycka GARP, oH HauMHaeT oTcumTbiBaTb nepuog «Leave All». Korga nepwog,
3aKaH4MBaEeTCs, YCTPOMCTBO OTCblNaeT coobuieHne «Leave All».

B KauecTBe NpuIOKEHUA YKa3biBaeTcA NopT ¢ noaaep*kko GARP.

Tanmepbl GARP BK/touatoT Talimepbl «Hold», «Joiny», «Leave» u «Leave All».

Tanmep Hold (Hold Timer): Mpu nony4yeHnn coobLLEHNS O PEFUCTPALMM HACTPOEK, NPUIOKEHME
GARP He oTnpasnseT coobuieHue «Join» cpa3y, a 3anyckaet Tahimep «Hold». Korga Tarimep
3aKaH4YMBaET OTCYET, NMPUIOXKEHME OTNPABASAET BCE MOJIyYEeHHble COODOLLEHMA O HACTPOMKax,
noslyyeHHble 3a 3TOT nepuos B OAHOM «Join» cOOOLLEHMWN, YTO YMEHbLUAEeT KO/MYECTBO
nepeaaBaemMblX AaHHbIX MO CEeTW.

Tanmep Join (Join Timer): 4To6bl rapaHTMPOBATb, YTO COOOLLEHUA «JOIN» MOXKET BbITb HAAEKHO
nepeaaHo ApPyrMM KOMMYyTaTopam, KOMMYTaTop C BKA4YeHHbIM GARP Oyaet oxuaatb
BPEMEHHOM MHTepBan Talmepa «Join» nocne nepegayn nepsoro coobuieHuns «Joiny. Ecam B
TeyeHMe B OTBET He MOoAy4yeHO coobuieHne «Joinln», NpuUNOXKeHWe CcHOBa OTNpaBaAAeT
coobuieHune «Join». B npoTMBHOM cny4yae, coobuieHune «Join» He oTnpaBaseTca.

Talimep Leave (Leave Timer): Korga KommyTaTtop c BKAOYeHHbIM GARP xoueT, 4ytobbl apyrue
KOMMyTaTopbl ygannanm uHGOpMaLMio O HACTPOMKaAx, OH oTcblnaeT «Leave» coobuieHue.
KommyTaTopbl, nonyymsliee 3To coobuieHWe, 3anycKatoT Talmep «Leave». EcnM oHM He
nosy4yaT HM OAHOro coobuieHns «Join» [0 WUCTeYEeHMA BPEMEHM Talmepa, KOMMYTaTopbl
YOANAT 3Ty UHGOPMALMIO O HACTPOMKaX.

Tavimep Leave All (LeaveAll Timer): Mpu 3anycke GARP npunoxeHua, 3anyckaeTtca Talmep
«Leave All». MNo ero ucreyeHuun, NpuIoKeHue otnpasaseT coobuieHne «Leave All» gpyrum

info@symanitron.ru Www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM10A-D

KOMMYTaTOpam C BKAtOYeHHbIM GARP gna Toro, 4tobbl OHM MOIN NepeperncTpupoBaTb BCHO
CBOIO MHOPOPMALMIO O HACTPOIKax. Mocne 3Toro, NpuaoKeHue 3anyckaeTt Taimep «LeaveAll»
3aHOBO, YTODObI HAYaTb HOBbIN LK.

17.3.2. BsepneHune B GVRP

Mpotokon GVRP (GARP VLAN Registration Protocol) asnaetca npunoxeHnem npotokona GARP
(Generic Attribute Registration Protocol). OH ocHoBaH Ha paboyem mexaHusme GARP u
ynpasnsetr AWHamuyeckon peructpaumerr  VLAN Ha yctpoiictBe w  obecneumsaer
pacnpocTpaHeHne nHGopmaLmn Ha apyrme yCTPOMUCTBa.

YCTPOICTBO C BKAOYEHHbIM NPOTOKONOM GVRP MoXKeT nonyyate MHGOPMAUMIO O perncTpaumm
VLAN oOT Apyrmx YyCTPOWUCTB W AWMHAMMYECKM OOHOBAATb JIOKA/bHYO MWHPOpMaLUo O
pernctpaumm VLAN, a yCTPOWMCTBO MOXKET pPacnpOCTPaHATb JNOKanbHylO UHPoOpmauuio o
pernctpaumm VLAN K ApyrMm ycTpoicTBam, obecneymBas COrNacoBaHHOCTb MHGOpMaLMu O
VLAN Ha BCex YCTpOMCTBax B O4HOI noKanbHoU ceTn. MHbopmaumna o peructpauymm VLAN,
pacnpoctpaHaemaa GVRP, cooep’KUT He TONbKO /JIOKA/NbHYKO CTaTUYECKYIO PEerncrpalyoHHYHo
MHPOPMALMIO, 3a4aHHYIO BPYYHYIO, HO U AMHAMUYECKYIO PErncTpaunoHHyo nHbopmaumoo ot
APYrUX yCTPOMCTB.

| ' HacTtpoliku nopta B pexume GVRP U pexume TpPaHKOBOrO nopTa ABNAIOTCA
B3aMMOUCKAoYatowmmn. MNopTt ¢ nogaeprkkor GVRP He moxKeT npucoeanHUTbCs K
TPaHKOBOW rpynne, a Ha NOPTY, COEAMHAIOLLEM TPAHKOBYIO Fpynny, HeNb3A BKAOUYUTD
GVRP.

17.3.3. HacTtpouka yepe3 WEB-uHTepdeinc

1. BkntoueHune npotokosa GVRP 1 HacTpoiKa COOTBETCTBYIOLLMX TAalMEpPOB.

GVRP Configuration

[“|Enable GVRP

Parameter Value
Join-timer: 500 (ms)
Leave-timer: 3000 (ms)
Leavelll-timer: | |10000 (ms)
Max VLANSs: 20

Puc. 200. HacTtpoliika npotokona GVRP

BkntoueHune GVRP (Enable GVRP)

Hactpansaemblie onuun: Enable/Disable (BkatoueHo/BbIKAOYEHO).
3HavyeHue no ymonyanuio: Disable (BbikntoyeHo).

dyHKuMA: BkatoueHne/BbikntoveHne npoTtokona GVRP.
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Taimep Join (Join-timer)

Hactpausaembiii ananasoH: 100 ~ 327600 mcek.

3HayeHune no ymonyaHuto: 500 mcek.

®PyHKUMA: HAaCTPOMKA 3HaYeHMe Taimepa «Join». 3HaYeHne JONKHO bbITb KpaTHO 100.

Taiimep Leave (Leave Timer)

Hactpausaembiii ananason: 100 ~ 327600 mceK.

3HayeHWne N0 YMONYAHUIO: MCEK.

®PyHKUMA: HAaCTPOMKA 3HaYeHMe Taimepa «Leave». 3HauyeHUe AOMKHO BbiTb KpaTHO 100.
Taiimep LeaveAll (LeaveAll Timer)

Hactpausaembiii ananasoH: 100 ~ 327600 mceK.

3Ha4veHMe no ymonyaHuio: 10000 mcek.

®PyHKUMA: HAaCTPOMKa 3HaYeHuMe Taimepa «LeaveAll». 3HayeHne AoMKHO BbITb KpaTHO 100.
OnucaHue: ecnM ycTaHOBUTb Talm-ayT Tammepa «LeaveAll» pans  pasHbiX  yCTpPOWCTB
OAMHAKOBbIM, ycTponcTBa byayT oTnpasBnATb coobuweHne «LeaveAll» oaHOBpeMeHHO, 4TO
YBE/IMYUT KONMYECTBO NaKeToB. YTOObI 3TOro usbexatb, pakTuyeckoe Bpema paboTbl Talimepa
«LeaveAll» pgonXHO 6bITb CAyY4aMHbIM 3HAYeHMEM W ObITb A/IMHHEE, YeM BpemMs OAHOro
Talmepa «LeaveAll», Ho meHee yem 1,5 Talimepa «LeaveAll».

Taiimep Hold (Hold Timer)

Hactpausaembiit amanasoH: 1 ~ 4094.

3HauyeHune no ymonyaHuto: 20.

OnucaHue: HacTpolka MaKkcMmanbHoro Kosaumdectsa VLAN, KoTopble  AWMHaMMUYECcKu
peructpupytotca ¢ noptom GVRP. [1nsa HacTpoMKM 3TOro napameTpa HeobXxoAMMO OTKAKUYUTb
dyHKumMio GVRP.

2. Hactpoitka noptos GVRP

GVRP Port Configuration

Port | Mode
-

1 |GWVREP enahled
2 |Disabled

3 |Disabled

4 |Disabled

5 |Disabled

6 |Disabled
7

8

g

0

Disabled
Disabled
Disabled
Disabled

CO 0] ) () ] ()

1

L Submit ” Reset ]

Puc. 201. Hactpovika noptos GVRP

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM10A-D

Pexxum GVRP (Mode)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

OnucaHue: BKAOYEHME U BbiKAOYeHUe pexkuma GVRP Ha nopTy.

| |« MopT GVRP gonxeH 6bITb HAaCTPOeH Kak TpaHKoBbIM nopT (Trunk port).
* MopT GVRP ucnonbayetca gna nepegadn atpnbytos VLAN gpyrux noptoB GVRP B
AKTUBHOM COCTOSHUM.

3. OTob6parkeHne WHOOPMAUUM O HACTPOEHHbIX CTAaTUYECKU WAU  3aPErncTPUPOBAHHDIX
AnHamnueckn VLAN

VLAN Membership Status for Combined users

Start from VLAN |1 | with |20 |entries per page.

Port Members

VLANID [1]2[3]4]5]6]7]8]9]10
1 MMMV
N V| I I |
R 7 N [ 0 |

Puc. 202. Nudopmauusa o VLAN

17.3.4. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pwuc. 203, HeobxogmMmo BKAUYMTb GVRP Ha oboux ycTpoicTBax, 4TobObl
nHpopmauma o VLAN AnHaMUYecKn perncTpmpoBanacb M 06HOBAANACh MeXAyY YCTponcTBom A
n ycTpolicteom B.

5
-
YcTtpoictso A YcTpoicteo B MK

Puc. 203. Mpumep HacTponkn GVRP
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HacTpowku ycTpomncrea A:

1. HactpounTte nopt 1 KaK TPaHKOBbIM NOpT, paspeLeHHbIn VLAN Ha 1.

2. Bkntounte rnobanbHbit GVRP (cm. puc. 200).

3. Bkatounte GVRP Ha nopty 1 (cm. puc. 201).

HacTtpoiku ycTpoicrea B:

1. Hactpovite nopT 4 Kak TPaHKOBbIN NoOpT, pa3speweHHbln VLAN Ha 1; HacTponTe nopT 5 Kak
nopT AocTyna, paspeweHHbin VLAN Ha 5; HacTpoliTe nopT 6 KaK TPaHKOBbIA MOPT,
pa3pelwweHHbIn VLAN Ha 1, 6.

2. Bkntounte rnobanbHbit GVRP (cm. puc. 200).

3. Bkntounte GVRP Ha nopTax 4, 5, 6 (cm. puc. 201).

MopT 1 KommyTaTopa A MOXKET PErMCTPMPOBATb Ty Ke MHpopmaumio o VLAN, yto n nopt5mn 6

KOMMYyTaTopa B, KaK NnokasaHo Ha puc. 202.

18. Pe3epBupoOBaHue

18.1. lNpoTokon Sy2-Ring
18.1.1. BBepeHue

Sy2-Ring n Sy2-Ring+ - nponpueTapHble NPOTOKO/bl pe3epBMpPOBaHMA KOMNaHMK Symanitron.
OHM NO3BOAAOT CETU BOCCTaHaB/MBATLCA MeHee Yyem 3a 50mc npu cboe cBA3Kn, obecneymBas
HaAEKHoe M CTabunbHOEe coegnHEHMeE.

Sy2-Ring 6bIBaloT ABYX TMMOB: KOMbLO, onpeaensemoe Ha noptax (Sy2-Port-Ring), n Konbuo,

onpeaensemoe no VLAN (Sy2-VLAN-Ring):

* Sy2-Port-Ring: onpegenser nopT, u4epe3 KOTOpbIM HeobxogMmo nepegaBaTb WAU
610KMpPOBaTb MNaKeTbl AaHHbIX.

* Sy2-VLAN-Ring: onpeaenseTt yepes KoTopblii HeobxoaMmo nepegasBaTb MAM 610KMPOBATHL
nakeTbl AaHHbIX No onpegenéHHomy VLAN. 3To no3BoaAeT HacTpanmBaTb HECKOJIbKO KoJiel,
Ha 04HOM MOPTY, OTHOCAWMXCA K pa3Hbim VLAN.

Sy2-Port-Ring u Sy2-VLAN-Ring Henb3a Mcnosb30BaTb O4HOBPEMEHHO.

18.1.2. KoHuenums

KoHuenTyanbHO NPOTOKO/bl paboTatoT c/ieayolmm obpasom:

MacTtep (Master): KonbLo MOMET MMETb TO/bKO OAMH y3en B ctatyce «Mactep». Mactep
OTNpaBAAeT NakeTbl NPOTOKoa Sy2-Ring 1 cneauT 3a TEKYLWMM CTaTyCOM Kosbla. Koraa Konbuo
3aMKHYTO, U3 ABYX MOPTOB, KOTOPble BK/AKOYEHbl B KO/bLO, OAWMH HAxXo4uTCA B COCTOSIHUM
nepecbl/iKK, a APYroi B COCTOAHUM BIOKMPOBKU, COOTBETCTBEHHO.

Begombiit (Slave): KOnbLO MOXKET BKAOYATb B ce6A HECKONIbKO BEAOMbIX YCTPOMCTB. Begomble
YCTPOMCTBA NepecblNatoT NakeTbl NpoTokona Sy2-Ring u nepegatotr «Mactepy» MHPopMaLmiO
06 owwmnbKax.

Pe3sepBHbI nopT (Backup port): nopT ana cBA3M mMexAy KONbLLAMW Ha3blBaeTCA pe3epBHbIM
NoOpPTOM.
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Pe3sepBHbIi MacTep-nopT (Master backup port): Koraa KonbLo MMeEET HECKONbKO pe3epBHbIX
NnopToB, Pe3epPBHbIN NOPT ¢ 6onbwm MAC-agpecom sBNAeTCA pe3epBHbIM MacTep-noptom. OH
HaxoAMTCA B COCTOAHUMN NEPECHIIKM.

Begombit pesepBHbiit nopT (Slave backup port): Korga KonbLo UMEET HECKO/IbKO pe3epBHbIX
NMopTOB, BCE pe3epBHble MOPTbl, KPOME pPEe3epBHOr0 MacTep-nopTa, ABAAOTCA BEAOMbIMU
pe3epBHbIMK NOpTamu. OHM HAXOAATCA B COCTOSAHUM BNOKMPOBKM.

CocTosHue nepecbinkm (Forwarding state): ecnm nopT HaXOAUTCA B COCTOAHUU NEPECHIIKA, OH
MOET NOoy4aTb U OTNPABAATb AAHHbIE.

CoctoaHue 6nokunposku (Blocking state): ecnm nopT HaxoguTcs B COCTOAHUM BIOKMPOBKMK, OH
MOXET NPUHMMATb M NepecbiNaTb TOIbKO NaKkeTbl NpoToKkona Sy2-Ring.

18.1.3. Peanunsaumna

1. Peanusaumna Sy2-Port-Ring

MopT nepecvinkn Ha MacTepe nepnogmyeckn otnpasnaeT nakeTobl Sy2-Ring ana onpeaenenma

COCTOAIHMA Konbua. Ecan pesepsHbIM NopT MacTtepa noayyaeT NaKeTbl, TO KOAbLO 3aMKHYTO,

€C/IN HeT, TO Pa30OMKHYTO.

Pabouune npoueccbl kKommyTtaTtopos A, B, C 1 D byayT cneagyowmmu:

1. Hactpoite kommyTaTop A Kak MacTtep, a Apyrne KOMMyTaTopbl Kak Begomble y3ibl.

2. KonbueBoi nopt 1 Ha MacTepe Haxo4MTCA B COCTOAHMM MeEPECbISIKK, a KoMbLeBON nopT 2
HaxoauTca B COCTOSHUM 6noKMpoBKM. Ob6a nopta Begomoro ycTpoiicTBa HaxoaaTca B
COCTOAHWUM NEPECHIKN,

3. Ecnuv nnHmAa cesasm mexay kommyTtaTopamm C u D HemcnpasHa (cm. puc. 204):

a) NopT 6 1 NOpT 7 Ha BEJIOMOM YCTPOMICTBE HAXOAATCA B COCTOSHUU B6NOKMPOBKU. MopT 2 Ha

MacTtepe nepexoAnT B COCTOAHUE Nepecblikn, obecrneunsas paboTaroLLyro IMHUIO CBA3M.

6) Koraa HeucnpaBHOCTb YCTpPaHeHa, NopT 6 M NopT 7 BEAOMOro YCTPOMCTBA HaxogAaATca B

COCTOSIHMM nepecblikK. MopT 2 Ha MacTepe nepexoanT B cOCTOAHME 610KMPOBKU. Mponcxoant

nepekoYeHne IMHUM CBA3U, N CTATYC CETU BO3BPALLLAETCA K NPEXKHEN CXEME.

Jo aeapuu

18 Honbueewe noprs
r Nepecoinka

@ Bnoxupoeka
" AEapuR

Beaombi

CeTo BEOCCTEHOENEHS

Puc. 204. inarpamma BOCCTAHOB/IEHMA CETU MeXKay KommyTaTopamn Cmn D
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4. Ecnv nMHMA cBA3M MeXay KommyTtatopamu A n C HencnpasHa (cm. puc. 205):

a) nopT 1 Haxo[ATCcA B COCTOAHUM BNIOKMPOBKM, @ MOPT 2 NepexoguT B COCTOAHME MEPECHINKMY,
obecneuymBan paboTatoLyto TMHUIO CBA3W.

6) Korga HeMcnpaBHOCTb YCTPaHeHa, NopT 1 Bce elle HaxoAATCA B COCTOAHUM BNOKMPOBKM, a
nopT 8 HAX0AUTCA B COCTOAHUM Nepecblsiku. [TepektodyeHme B AaHHOM C/lydae He MPoUCXoauT.

A o o B
MacTep in

T 7T

c T [
Begommi f——) Beanosein

BoccTasoenesne

148 Honougeme nopTe
O Nepeconxa

@ Enousposxa
 ApapaA

CaTo BOCCTAHORNEHE

Puc. 205. inarpamma BOCCTaHOBAEHUA CETU MeKAY KommyTaTopamun A n C

ﬂ M3meHeHMe cTaTyca CoeaMHEeHNn BAUAET Ha CTaTyC KO/bLLEBbIX MOPTOB.

g

2. Peannsayma Sy2-VLAN-Ring

Mpotokon Sy2-VLAN-Ring paeT BO3MOXHOCTb AaHHbIM pa3Hbix VLAN ObiTb nepegaHHbIMU
pasanyHbiMn nytamu. Kaxkgbiii nytb nepecbinkn ana VLAN dopmupyetcs nocpenctsom Sy2-
VLAN-Ring. Pa3sHble Sy2-VLAN-Ring moryT nmeTtb pa3Hble mactep-y3nbl. Ha puc. 206 nokasaHa
KOHOUrypauma asyx Sy2-VLAN-Ring.

JInHum cBasm konbua DT-VLAN 10: AB-BC-CD-DE-EA.

JInHum cBasm konbua DT-VLAN 20: FB-BC-CD-DE-EF.

[Ba Konbua conpukacatorca ceasamm BC, CD, DE. Kommytatopbl C 1 D ncnonb3yoT ogHu u Te
e nopTbl B ABYX KOAbLAX, HO MPW 3TOM WMCNOAb3YIOT PasHble JIOTMYECKUE CBA3U, KOTOpble
OCHOBaHbl Ha VLAN.
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VLAN 10
VLAN 20

Puc. 206. Sy2-VLAN-Ring

~ B kaxgom normyeckom Kosnbue Sy2-VLAN-Ring peanusauma ngeHTnM4Ha peanmsaumm
u, Sy2-Port-Ring.

3. Peanusauma Sy2-Ring+

MpoTokon Sy2-Ring+ obecneunBaeT pesepBupoBaHMe Ansa AByX Koneu, Sy2-Ring. Mo ogHomy
pe3epBHOMY MOPTY HAacTPoeHO Ha KommyTtaTope C n KommyTtatope D cooTBeTcTBEHHO. KaKoi
nopt OyaeTr pe3epBHbIM MacTep-nopTom, 3aBucut oT MAC-agpecoB AByx nopToB. Ecam
pe3epBHbIN MacTep-nopT BbIXOAUT U3 CTPOA, Er0 MECTO 3alMMET OAMH U3 pe3epBHbIX BELOMbIX
nopToB, MNpeaoTBpallas BO3HWKHOBEHWE Kosel M obecneymBana pe3epBHYHD CBA3b MeXKAy
KOJibLL@MU.

PezepEHLIR

MacTep

B D nopT F

Puc. 207. Tononorua Sy2-Ring+

18.1.4. ToAacHAowWana nHbopmauma

HacTtpoiku Sy2-Ring 0/1KHbI COOTBETCTBOBATL CAeAyOLWMM YC/TOBUAM:
* Bce KOMmyTaTOpbl B 04HOM KO/bLLE A0/1KHbl UMETb OANHAKOBbLIA HOMEP AOMEHa.
* B KaxKA0OM Ko/bLe MOXET bbITb TONbKO 0aUH MacTep M HeECKONIbKO Begomblix.
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* Ha KaxXgom KommyTaTope B KOJibLe MOXKHO HAacTPOUTb TO/IbKO ABa NopTa.

* Ecnn ceTb cOCTOUT U3 ABYX 0ObeAMHEHHbIX KoJel, pe3epBHble NOPTbl MOXHO HACTPOUTb
TONbKO B O4HOM KOAbLE.

* B oaHOM KO/bLEe MOXHO HAacTPoUTb He bonee ABYX pe3epBHbIX MOPTOB.

* Ha KommyTaTope B OAHOM KO/bLie MOXeT BbITb HACTPOEH TONbKO OAMH pe3epBHbI NOpPT.

* Sy2-Port-Ring n Sy2-VLAN-Ring Henb3a HacCTpOUTb Ha OAHOM KOMMYTaToOpe O4HOBPEMEHHO.

18.1.5. HacTpolika yepe3 WEB-untepdeic

1. HacTtpoiika perkunuma pesepBupoBaHma Sy2-Ring.

Global Sy2-Ring Configuration

| Redundancy Mode | |Port Base v | |

Puc. 208. HacTpolika perknma pe3epBupoBaHma

Pexxum pesepsuposaHua (Redundancy Mode)

Onuuu: Port Based/Vlan Based

3HavyeHue no ymonyaHuio: Port Based

®PyHKUMA: BbIOOP perknma KobLEeBOro pesepBnposBaHma Sy2-Ring.

[ . KonbueBble NPOTOKOAbI Ha OCHOBE NOPTOB BKAto4YatoT RSTP, Sy2-Port-Ring n Sy2-
ﬂ RP-Port, a KonbueBble NPoTOKOAblI Ha ocHoBe VLAN Bkatouatotr MSTP, Sy2-VLAN-
Ring n Sy2-RP-VLAN.
* KosnbuesBble NpoToKosbl Ha ocHoBe VLAN ABAAIOTCA B3aMMOMCK/IIOYAOWMMU, U
ANA OHOTO YCTPOMCTBA MOXHO HAaCTPOUTb TONIbKO TUM KOJIbLIEBOrO NPOTOKO/1a Ha
ocHoBe VLAN.
*  KonbueBoW NPOTOKO/ Ha OCHOBE MOpPTa U KOJbLLEBOM NPOTOKOAN Ha ocHoBe VLAN
ABNAIOTCA B3aMMOWCK/IIOYAOWMMKN, U ANA OJHOro YCTPOMCTBA MOMKHO BblbpaThb
TO/IbKO OAMH PEeXMM KO/bLLeBOro NPOTOKOAA.

2. Hactpoiika Sy2-Port-Ring n Sy2-VLAN-Ring.

Sy2-Ring Configuration
All [ Domain ID | Domain Name | Station Type | Ring Port-1 | Ring Port-2 | Sy2-Ring+ [ Backup Port | Vlan ID
O |1 ||a | [Master  ~| [1 ~| |2 ~v| [Enable ~| [3 v

[ Submit || Modify || Delete |[ Reset |

Puc. 209. Hactpowka Sy2-Port-Ring

Sy2-Ring Configuration

All [ Domain ID | Domain Name [ Station Type | Ring Port-1 | Ring Port-2 [ Sy2-Ring+ [ Backup Port | Vlan ID
01 |[a | [Master  ~] [1 v| |2 ~| [Enable ~| [3 v]|[1-35

[ Submit || Modify || Delete || Reset |

Puc. 210. Hactpoika Sy2-VLAN-Ring
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NaeHTudukatop gomeHa (Domain ID)

[Anana3oH 3HavyeHnm: 1~32

®dyHKUMA: UpeHTUPUKaTOp AOMeEHa WCNOAb3yeTca ANA  pasrpaHuyeHua  Koneud. OpuH
KOMMYTATOp noagep»meaeTr Ao 16 koneuy, Ha ocHose VLAN. KoaunyectBo Konel Ha ocHOBe
NMopTOB 3aBUCUT OT KOIMYECTBA NOPTOB KOMMYTaTOpa.

Mma gomeHa (Domain name)

[Anana3oH 3HavyeHn: 1 ~ 31

PYHKUMA: HACTPOMKA MMEHU LOMEHa.

Tun y3na (Station Type)

Onuuu: Master/Slave (Mactep/Beaomblii)

Mo ymonyaHuio: Master (Mactep)

®PyHKUMA: BbIBOP POINM KOMMYTATOpPa B KO/bLLE.

Konbuesoi nopt 1/Konbuesoii noprt 2 (Ring Port-1/Ring Port-2)

BapuaHTsbi: all switch ports (Bce nopTbl KommyTaTopa)

®yHKUMA: Bbibop ABYX KOMbLEBbIX NOPTOB.

ﬂ *  KonbueBo unM pesepBHbIM MNOPT Sy2-Ring M TpaHKOBLIM NOPT ABAAIOTCA
' B3aMMOUCKAOYatoWwmMmn. KonbLeBol nam pesepBHbIn NopT Sy2-Ring He moryT
ObITb Ha3Ha4YeHbl Ha TPaAHKOBbIA MOPT, COOTBETCTBEHHO TPAHKOBbLIN MOPT He
MOXeT BbITb HACTPOEH KaK KO/bLLeBOM UK pe3epBHbIN NopT Sy2-Ring.
*  KonbueBble NOPTbl MeXAY KONbLEBbIMW NPOTOKO/IAaMM Ha ocHoBe noptoB RSTP,
Sy2-Ring-Port wn Sy2-RP-Port ABAAKOTCA B3aMMOMCKAKOYAKOWNMMMK, TO €eCTb
KONbLLEBOM NOPT U pe3epBHbIN NopT Sy2-Ring-Port He MmoryT 6bITb HACTPOEHbI KaK
nopt RSTP, Konbueso nopt Sy2-RP-Port nnn nopt pesepBHOro KonnposaHus Sy2-
RP-Port. MopTt RSTP, Konbuesoi nopt Sy2-RP-Port n pesepsBHbIi nopT Sy2-RP-Port
He MOryT ObITb HAaCTPOEHbI KaK KOJIbLLEBOM UK pe3epBHbIn nopT DT-Ring-Port.
* He peKkomeHayeTcA HacTpaMBaTb NOPTbl B W30/MPOBAHHOW  rpynne
O4HOBPEMEHHO Kak nopTtbl Sy2-Ring un pe3epBHble NMopTbl, a NopTbl Sy2-Ring un
pe3epBHble NOPTbl He MOryT ObITb A06aBNEHbI B U30ONMPOBAHHYO FPyNny.

Sy2-Ring+

Onuwuun: Enabled/Disabled (BkntoueHo/BbikAo4eHO).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®YHKUMA: BKAKOYEHME U BbIKAOYEHME NpOTOKoNa Sy2-Ring+.

Pe3sepsHbiii MopT (Backup Port)

BapuaHTbi: all switch ports (Bce nopTbl KommyTaTopa)

®YHKUMA: HAaCTPOWMKa OAHOro NMopTa B KAYeCTBe Pe3epBHOro.

OnucaHne: MOXKHO HaCTPOWUTb Pe3epPBHbIA NOPT TO/bKO NOCae BKAOYEHUA GyHKUMM Sy2-Ring+.

ﬂ He HacTpauBaliTe KO/NbLEBOW MNOPT B KAYECTBE Pe3epBHOro.

NaeHtudpukartop VLAN (VLAN ID)
BapuaHTsbi: all created VLANs (Bce co3gaHHble VLAN)
®PYHKUMA: HACTPOMKA OAHOro NOPTa B KAYECTBE PE3EPBHOTO.
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OnucaHue: Bblbop cet VLAN ana Konbuesoro nopta. Mpu Hannumm Heckonbkux VLAN Bbl
MmorkeTe pasgenuntb VLAN 3anatoli (,) u geducom (-), rae aeduvc ncnonbsyetca gns pasaeneHus
ABYX nocneposaTenbHbIXx naeHtudmkatopos VLAN, a 3anAtaa ucnonb3yetca gNa pasgeneHua
ABYX HenocnepoBaTebHbIX naeHTMdGUKaTopos VLAN.

3. MpocmoTp U mogmdumKauma HacTpoekK Sy2-Ring.

Sy2-Ring Configuration

All | DomainID [ Domain Name [ Station Type [ Ring Port-1 [ Ring Port-2 [ Sy2-Ring+ [ Backup Port | Vlan ID
()] | | | | [Master v [1 ~| [ ~| [Disable ~| - v

O 1 a Master 1 2 Enable 3

I:I 2 b Slave 4 5 Disable - -

| Submit | Modify || Delete || Reset |

Puc. 211. NMpocmoTp HacTpoeK Sy2-Ring

BbibepuTte 3anuce Sy2-Ring, HaxkmuTte <Modify>, 4yTobbl OTpegakTUpoBaTb KOHPUrypaumo Sy2-
Ring; HaxkmuTe <Delete>, ytobbl yAannUTb BbiIbpaHHYyo 3anucb Sy2-Ring.

4. OtobpaxkeHue cTaTyca noptoB Sy2-Ring.
Onsa oTobparkeHnsa MHGopMaLmMK HaxkMmuTe Ha by 3anuck Sy2-Ring.

Sy2-Ring Information

info@symanitron.ru

Domain 1D 1

Domain Name | a

Station Type Master

Ring State Open

Ring Port-1 1| FORWARD
Ring Port-2 2| BLOCK
Change Time | 0| [ Clear ]
Vlan List -

Sy2-Ring+ Information

Sy2-Ring+ Enable
Backup Port 3

Device-0
Backup Port 3| BLOCK
Equipment IP 19216802
Equipment MAC | 45-be-2d-00-3d-70

Puc. 212. Cratyc Sy2-Ring
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18.1.6. Tlpumep TMNOBOM HACTPOMKM

Kak nokasaHo Ha puc. 207, kommyTatopsl A, B, C, D o6pa3sytoT Konbuo 1; kommyTatopsl E, F, G,
H o6pa3ytoT KonbLo 2; ceasu CE n DF asnatoTca pesepBHbIMUM ANnA Konew, 1 u 2.

1. HactpoiKka kommyTaTopa A:

NpoeHTudmkaTop aomeHa: 1; Uma gomeHa: A; Tun y3na: Slave; Konbuesble noptbl: 1 n 2; Sy-
Ring+: Disable; Pe3epBHbIli NOPT: He ycTaHOBAEH (cm. puc.209).

2. HacTpoika kommyTtaTtopa B:

NaeHTndumkatop gomena: 1; Uma gomeHa: A; Tun ysna: Master; Konbuesble noptbl: 1 u 2; Sy-
Ring+: Disable; Pe3epBHbIit MOpT: He ycTaHOBAEH (cm. puc.209).

3. Hactpoitka kommyTtatopos C n D:

NaeHTndumkatop gomeHa: 1; Uma gomeHa: A; Tun y3na: Slave; Konbuesblie noptbl: 1 1 2; Sy-
Ring+: Enable; Pe3epBHbIii nopT: 3 (cm. puc.209).

4. HacTpoiika KommyTaTopoB E, F n G:

NaeHTndumkatop gomeHa: 2; Uma gomeHa: B; Tun y3na: Slave; Konbuesble noptbl: 1 u 2; Sy-
Ring+: Disable; Pe3epBHblIit MOPT: He ycTaHOBAEH (cm. puc.209).

5. Hactpoiika KommyTtaTopa H:

NaeHTndumkatop aomeHa: 2; Ums gomeHa: B; Tun y3na: Master; Konbuesble noptbl: 1 u 2; Sy-
Ring+: Disable; Pe3epBHbIli NOPT: He ycTaHOBAEH (cm. puc.209).

18.2. lNpoTokon Sy2-RP
18.2.1. BBepeHue

KomnaHua Symanitron paspaboTana NpoTOKON pacnpeaeneHHoro pesepsupoBaHua (Sy2-RP)
ANA nepejayn AaHHbIX B CETAX C KOMbLEBOW Tonosoruvein. Peannsauma faHHOrO NpoTOKOA
MOeT MOMOYb NPefoTBPATUTbL LUMPOKOBELLATE/IbHbIE LITOPMbl B CETAX C KOJbLEBOM
CTPYKTypoi. Korga KaHan cBA3M MAWM y3en CTAaHOBATCA HEUCNPaBHbIMM, Pe3epBHbIM KaHan B
peXMme peanbHOro BpemeHu obecneynmBaeT HeNpPepPbIBHYIO Nepeaady AaHHbIX.

B cooTtBetcTBMM co cTaHgapTom IEC 62439-6, npoTokon Sy2-RP ncnonb3yet mexaHnsm Bbibopa
Mactepa 6e3 ero ¢pukcaumn. Sy2-RP obecneumBaeT cneaytolime BOSMOKHOCTHU:

* Bpemsa BoccTaHOBNEHMA, He 3aBucALLee OT MaclwTaba ceTw.

Sy2-RP obecneumBaeT Bpems BOCCTAaHOB/IEHMA, He 3aBucAulee OT macwTtaba ceTn 3a cyer
ONTUMM3aALMN MEXaHU3MA NepecbiikK nakeToB. Sy2-RP obecneunBaeT BocCTaHOB/AEHME CETU B
TeyeHne 20 mc ¢ NpeaocTaB/iEHNEM OTYETOB O Pas3pbiBax B peasibHOM BpemeHu. ITa PyHKUMA
NMO3BOMIAET KOMMYyTaTopam oOb6ecrneynTb BbICOKYD HAAEXHOCTb pPaboTbl NPUNONKEHUA B
SHEpreTUKe, KenesHOLOPOXKHOM TPAHCMOPTE M MHOMMX APYrMX OTpacnsax, rae Tpebyetcs
ynpasneHne B peXXnUme peanbHOro BpemMeHMu.

* Pa3nunyHblie GyHKUMM NPOBEPKU TMHUM CBA3H.

[na nosbiweHuA cTabunbHocTM cetn Sy2-RP npepoctasBnset pasnnyHble GYHKUUU MPOBEPKM
JIMHWUW CBA3W B C/ly4ae TUMUYHbIX CETEBbIX HEMCMNPABHOCTEMN, BKAOYAA BbicTpoe obHapyxKeHne
pa3beguHeHUs, NPOBEPKY KavyecTBa KaHa/0B M NPOBEPKY COCTOAHMA 060pyA0BaHUA.

* Mcnonb3oBaHWe A1 HECKONIbKUX CETEBbIX TOMNOIOTUA.

Momnmo bbICTPOro BOCCTAHOBAEHUA NPOCTbIX KONbLEBbIX ceTel, Sy2-RP Takxe noaaep»kusaet
CNOXHble KOJ/bLEBble TOMOAOMMU, TaKMe KaK nepecekarowmecs M cConpuKacatowmeca Kobua.
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Kpome Toro, Sy2-RP nopgpeprkmBaeT pelweHua «multiple instances» Ha ocHoBe VLAN, u4TO
no3BosAeT rMBKO HacTpamMBaTb pPa3/INYHbIE CETEBbIE CUCTEMDBI.

o OYHKUUN OMATHOCTUKMN U yNPaBAEHUA.

MpoTtokon Sy2-RP BkntoyaeT B cebA MexaHM3Mbl 3anpoca COCTOAHMA M  OBOHapy)KeHuA
aBAPUMHbIX CUIHANOB ANA [OUMArHOCTUMKM W OOCNYXKMBAHMA CETU, a TaKXKe MEeXaHU3M
npeaoTBpaLLEHMA HeNpeaHAaMEPEHHbIX ONepauunii N HeNnpPaBUIbHbIX KOHPUIypaLmn, KoTopble
MOTYT MPMBECTM K LULTOPMAM B KO/NbLLEBOM CETH.

18.2.2. KoHuenumna

1. Pexxumbl Sy2-RP.

Sy2-RP BKkatovaeT gBa pexxmma: Sy2-RP-Port-Based n Sy2-RP-VLAN-Based. Sy2-RP-Port-Based:
nepecblnaeT UnmM 6N0KMPYeET NaKeTbl Ha OCHOBe onpeaeneHHbix nopTtoB. Sy2-RP-VLAN-Based:
nepecbinaer uan 6nokuMpyeT nakeTbl Ha ocHose VLAN. Ecav nopT HaxoguTcAa B COCTOAHWUM
6NOKUPOBKKN, BNOKMPYIOTCA TONBbKO NakeTbl yKaszaHHoM VLAN. CnepoBaTenbHO, Ha nopTax
COMpPUKacatoLLeroca KonbLa MOXHO HacTpouUTb Heckonbko VLAN. MopT moxeT npuHagnexatb
pa3HbIM Konbuam Sy2-RP B cooTBeTcTBMU ¢ KOHOUrypaumamm VLAN.

2. Crartycbl nopta Sy2-RP.

CocTosHue nepecbinku (Forwarding state): ecnm nopT HaxoAUTCA B COCTOAHUM NEPECHINIKA, OH
MOKET MPUHUMATb W NepecblNaTb MNakeTbl AaHHbIX. CocToAHMe O6A0KMPOBKU: ecan nopT
HaxoAMTCA B COCTOAHMM BIOKMPOBKM, OH MOXKET TO/IbKO MPUHUMATb U NepecbiaiaTb NaKeTbl Sy2-
RP.

OcHoBHow nopT (Primary port): ykasbiBaeT nopT Ko/bua (ANA KOPHEBOrO KOMMYTATOpa), CTaTyC
KOTOpPOro, KOrga KOJbLO 3aMKHYTO, HacTpoeH B dopmarte NpUHYAUTENbHON MNepecbiiku
nonb3oBaTeNem.

ﬂ * Ecnm pnAa KopHeBOro KOMMyTaTopa He HACTPOEH OCHOBHOM MopT, Mm byaet
' nepBbli MOPT, COCTOAHWE CBA3M KOTOPOro M3MEHWIOCb Ha «paboTaeT» (Korga
KO/IbLO 3aMKHYTO) U OH OyAeT COCTOAHMM NepecbiikW. [pyroi NopT Kojbla
HaxoAMTCA B COCTOAHUMN BIOKMPOBKU.
* [MopT B cOCTOAHWUN GNOKMPOBKU KOPHEBOTO KOMMYTAaTOpPa MOMKET MPOAKTUBHO
OTNpaBnATb NakeTbl Sy2-RP.

3. Ponn Sy2-RP.

Sy2-RP onpegensetr poanm KOMMYTAaTOPOB MyTEM MNepecblsikM naketoB «Announce»,
npeaoTepaLw,an obpasosBaHMe NeTeNb HAa Pe3ePBHbIX KO/bLAX.

INIT: 03Ha4aeT ycTpoMCTBO, Ha KOTOPOM BKAtOYeH Sy2-RP, a ABa KO/bLEeBbIX NOPTa HAXOAATCA B
coctosfiHum «Link down».

Root: 03Ha4aeT ycTpoiCTBO, HA KOTOPOM BKAtoYeH Sy2-RP u, no KpaWHel mepe, oguH nopT
KONbL@ HaxoguTcs B cOCToAHMM «Link up». B Kosbue KOpHEBOM KOMMYTaTOp BblbMpaeTcs B
COOTBETCTBMU C coAepKMMbIM NakeTosB «Announce». [laHHaa CUTyaUMA MOXKeT U3MEHUTbCA B
3aBUCMMOCTM OT TomosorumM cetu. KOpHEeBOW KOMMYTaToOp MNepuoAMYecKkn OTnpasBafeT
cobCTBEHHbIE MaKeTbl «Announce» Ha Apyrue yctponctsa. CTaTyCbl KONbLEBbIX NOPTOB Npw
3TOM: OAMH KONbLEBOM MOPT HAXOAUTCA B COCTOAHMM MEPECblIKM, A APYrON - B COCTOAHUM
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6n0KMpoBKKU. Tlocne nosnydyeHMa naketa «Announce» OT APYroro YCTPOWCTBAa KOpHeBOW
KOMMYTaTOp CpaBHMBAET COAEPKMMOE MaKeTa C COAEpPKMMbIM CBOEro CO6CTBEHHOro naketa
«Announce». Ecnm copepuMmoe MOMy4eHHOro naketa bOonblwe COB6CTBEHHOro, KOpHEBOW
KOMMYTaTOpP MEHSAET CBOK PO/ib HA 0bObIYHbIN NN B-Root B COOTBETCTBMM CO CTaTyCOM KaHana u
aerpagaumen CRC Ha nopTax.

B-Root: 03HauyaeT ycTpoMcTBO, Ha KOTOPOM BK/todeH Sy2-RP n yposnetBopsalouee xota Obl
OLHOMY M3 cnegylowmx yCcnoBUM: OAMH NOPT KOMbLA HaxoautcAa B cocTtoAaHum «Link up», a
apyron B «Link down», gerpagaumna CRC, npuoputetr He meHee 200. B-Root cpaBHuBaeT u
nepecbliaeT nakeTbl «Announce». Ecnm cogeprkmmoe nony4eHHOro naketa «Announce»
MeHbLLE, YEM coaepKMmoe ero cobcTBeHHOro naketa «Announce», B-Root meHAaeT cBot posib
Ha KopHeBoi (Root); B NpOoTMBHOM Cnyyae OH nepecbinaeT NoAyYeHHbIM NaKeT U He MeHAeT
csoelt ponn. CTaTycbl KONbLLEBbIX MOPTOB: OAMH KO/bLEBOW MOPT HAXOAWUTCA B COCTOAHWUM
nepecbIIKu.

O6bI4HbIN (Normal): o3HauyaeT ycTpoMcTBO, Ha KOTOpOM BKAtodeH Sy2-RP, a oba KonbLEeBbIX
noprta HaxogaTtca B coctoaHuMM «Link up» 6e3 perpagauum CRC u npuoputeT Bbiwe 200.
KommyTaTtop B cTaTyce «O6bIYHbIN» TONbKO NepecblNaeT NakeTbl KAnnounce», HO He NpoBepaeT
cogepxmmoe naketoB. CTaTycbl KONbLEBbIX MOPTOB: 06a KONbLEBbIX MOPTAa HaxoAasTca B
COCTOSIHUM NEPECHINKM.

Jderpagaumna CRC: o3HayaeT, 4To KonmdectBo naketoB CRC npesblwaeT noporosoe
3Ha4vyeHue B 15 MUHYT.

18.2.3. Peanunsaumna

Kaxkabihi KOMMyTaTop YynpaB/seT COAEPKMMbIM CBOEro naketa «Announce». KommyTtatop ¢
HanbobLINM KOJIMYECTBOM 3HAYEHUM ByAeT BbIOpaH B KauecTBe KOPHEBOTO.

CopeprkMmoe naketa «Announce» COAEPKUT Cneaylowyo MHPOPMAUMIO ANA Ha3HAYeHUA
ponen.

Tabn. 10

Link CRC degradation Role IP address of | MAC address

status | CRC degradation status | CRC degradation rate | priority | the device of the device

Cratyc coeguHenus (Link status): 3HayeHMe YCTAaHOBNEHO Ha «1», eCnM OAMH NOPT KOoAbLaA
HeaKTUBeH M Ha «0», ecnm 0ba NopTa KoJibLa HaXoAATCA B COCTOSSHUN COeANHEHUA.

CraTtyc pgerpagaumm CRC (CRC degradation status): ecam gerpagauma CRC npoucxoaut Ha
O[IHOM MOPTY, 3HaUYeHMe ycTaHaBAMBaeTca Kak «1». Ecnm gerpagauma CRC He nNpoucxoauT HU
Ha OAHOM M3 ABYX KO/MbLLEBbIX MOPTOB, 3HAYEHUE YCTaHaBAnBaeTcA B «0».

CropocTtb aerpagaumm CRC (CRC degradation rate): oTHoweHue Konmyectsa naketoB CRC K
NOPOroBOMy 3HaUYEHUIO B TeYeHue 15 MUHYT.

MpuoputeT ponu (Role priority): 3Ha4YeHMe MOXKHO YCTaHOBUTb B Beb-UHTepdeiice.

MapameTpbl B Tabanue 10 cpaBHUBAOTCA B CneaytoLlen npoueaype:
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1. CHayana npoBepsAeTcA 3HA4YeHue cTaTyca coeguHeHua. CuyMTaeTcA, 4YTO YCTPOMCTBO C
60NbWIMM 3HAaYEeHMEeM [aHHOrO CTaTyca CBA3M MMeeT OONbWKUIA NPUOPUTET 3HAYeHuA
COAEPKMMOTO.

2. Ecan gBa cpaBHMBaEeMbIX YCTPOMCTBA MMEKT OAMHAKOBOE 3HayeHWe cTaTyca CoeAUnHEeHus,
CpaBHWBAOTCA 3Ha4YeHus ctatyca gerpagaumm CRC. CumTtaeTca, YTo YCTPOMCTBO C 60/bLLINM
3HayeHnem coctoaHuAa aerpagaumm  CRC  wmmeetr 6onbWMA  NPUOPUTET  3HAYEHUA
copaepxummoro. Ecnm 3HauyeHue coctosHua gerpagaummn CRC Bcex cpaBHUBAEMbIX YCTPOWCTB
paBHO «1», yCTPOMCTBO C HonbWKMM 3HayeHMem cKopocTu perpagaumm CRC cuumTaertca
UMELMM BONbLLIMA NPUOPUTET 3HAYEHMA COAEPHKUMOTO.

3. B cnyyae, ecnm pgBa CpPaBHUMBAEMbIX YCTPOMCTBA MMEKT OAMHAKOBOE 3HayYeHMe craTyca
coeAnHeHna M 3HavyeHne pgerpagaumm CRC, To 3Ha4YeHMa npuoputeTa ponu, IP-agpecos un
MAC-agpecoB cpaBHMBAlOTCA nocseaoBaTenbHo. CYMTAETCA, YTO YCTPOMCTBO C 6oablium
3HaYeHMemM nmeeT 60bLWNIA NPUOPUTET 3HAYEHUA COAEPHKMMOTO.

4. YcTponcTBO ¢ 601bLIMM NPUOPUTET 3HAYEHUSA COAEPHKMMOro BbIOMPAETCA KOPHEBLIM.

3HaueHune ckopoctn gerpagaummn CRC yyacTByeT B CpaBHEHMM TONbKO KOrAaa 3HadeHue
coctoAHmA gerpagaunm CRC paBHO «1». B npoTMBHOM cny4vae cpaBHEHME NpoOUCXoamT
HEe3aBMCMMO OT 3HaYeHMA ckopocTn gerpagaummn CRC.

1. Peanusaumns pexmma Sy2-RP-Port-Based

Ponu kommyTtaTopos byayT cneayowme:

e [locne 3anycka Bce nepekawyatenn Haxoaatca B coctoAHuM «INIT». Korga cocTtosHue
OAHOro nopta meHsetcA Ha «Link up», KOMMyTaTOp CTAaHOBUTCA KOPHEBbIM W OTNpPaBAseT
nakeTbl «KAnnounce» Ha Apyrne KOMMYTATOPbI B KOJ/bLEe A4 NOATBEPKAEHNA BbibOpa.

e KommyTaTop C HaMbonbWMmM NPUOPUTETOM 3HAYEHUA COAEPXKMMOro naketa «Announce»
BblbUpaeTca B KayecTBe KOpHeBOro. KonbLLeBOW NOPT KOPHEBOTO KOMMYTATOpa, COCTOAHME
KOTOPOro nepBbiM cTaHOBMTCA «Link up», HaxoAWTcAa B COCTOAHUM MNEPECLINKK, a APYroW
KO/IbLLEBOM NOPT HAXOAWUTCA B COCTOAHWUW 610KMpoBKKU. Cpegu ApYyrMx KOMMYTATOPOB B
KONbLE KOMMYTATOp C OAHMM KO/bLEBbIM MNOPTOM B cocToaHuMM «Link down» wunum
aerpagaummn CRC saBnsetca KommyTtaTopom B-Root. KommyTtatop ¢ o6oMmn KonbLEBbIMU
nopTtamu B coctossHUK «Link up» n 6e3 gerpagaunmu CRC ssnsetca «06biuHbIM» (Normal).

Mpoueaypa ycTpaHeHUA HEMCNPABHOCTWN NOKa3aHa Ha caeayoLlemM PUCYHKe

1. B ucxogHoi Tonosiormm A - 3TO KOPHEBOM KOMMYyTaTop; nopT 1 HaxoAuTcAs B COCTOAHUMU
nepecbiNikK, a NopT 2 - B COCTOAHUM 610KMPOBKKU. B, C n D — 06bl4uHbIe KOMMYTATOPBI, @ UX
KOJibLLeBble MOPTbl HAXOAATCA B COCTOAHUM MEepPecbIKM.

2. Korga cBasb mexay C n D HeucnpasHa, Sy2-RP BknatoyaeT gna noptos 6 u 7 craTyc
6n0KMpoBKKN. B pesynbTate C M D CTaHOBATCA KOPHEBbIMM KOMMYTATOpamMu. [MOCKONbKY
kommyTaTopbl A, C 1 D B HacTOALMNIN MOMEHT ABNAIOTCA KOPHEBLIMW, BCE OHU OTNPABAAOT
nakeTtbl «Announce». MpuopuTeT 3HauYeHns cogepkmmoro Kommytatopos C n D 6onbLue,
yem y A, MOTOMy 4TO MOPT 7 M NOpPT 6 HaxogAaTcA B cocToAHUM «Link down». B gaHHOM
cNyyae, eciv NPUOPUTET 3HAYEHUA COAEPKMMOro KommyTaTtopa D 6onblie, yem npuoputeT
3HaYeHuA copgepxumoro Kommytatopa C, To KommyTtatop D BbibupaeTrcA KOHeBbiM, a
kommyTtatop C crtaHosuTcA B-Root. Korpa kommytatop D nonydaeTr naket «Announcey,
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KOMMyTaTop A 0OHapy)XMBaeT, YTO MPUOPUTET 3HAYEHMA COLEPHKMMOro KommyTatopa D
6onblie, Yem ero cobCcTBEHHbIM NPUOPUTET 3HAYEHMA cogepKMmoro, a oba ero KosbLeBbIxX
nopta HaxoasTca B cocTtofaHum «Link up». CnepgoBaTenbHO, KOMMyTaTtop A CTaHOBMTCA
0ObIYHbIM W HAa3HAYaeT cTaTyc NopTa 2 Kak NoOPT NEPECHIIKN.

3. Korga cBasb mexay Kommytatopamm C u D BoccTaHaBnamsaeTtcsa, KommyTtatop D no-
NPeXKHeEMY ABJIAETCA KOPHEBbIM, MOTOMY 4YTO €ro MNPUOPMUTET 3HAYEHUA COLEPHKUMOro
60/blle, YEM NPUOPUTET 3HAYEHUS COAEPHKMMOro KommyTtaTopa C:

Ecnm Ha KommyTaTope D He HAacTPOEH OCHOBHOM NOPT, NOPT 7 BCE eLLEe HAXOAMTCA B COCTOAHMMN

6NOKMPOBKK, @ NOPT 8 HAXOAUTCA B COCTOAHMUM MEPECHISKMN.

Echn nopt 7 Ha D HacTpoeH Kak OCHOBHOM nopT (Primary port), oH nepexoauT B COCTOsHWUE

nepecbisIkK, @ NOPT 8 HAXOAUTCA B COCTOAHUN BIOKMPOBKU.

Sy2-RP un3meHsAeT ctaTyc noprta 6 Ha COCTOoAHME nepecbinku. B pesynbtate kKommyTtatop C

CTaHOBUTCA 06blYHbIM. CnepoBaTeNbHO, NPU BOCCTAHOBAEHUMN KaHana Po/Ii KOMMYTATOPOB He

MEHAITCA.

B A
Normal Normal
1~8 HonbUgBbIE NOPTEI
4 L O MNepecelnka
:> © BAOKWPOBHE
: : X A
BapuWA
c (]
Normal Root
o asapum Bo Bpema asapri
A 2 3 B A 2 3 B
S — o
Normal Normal Normal Narmal
1 4
8 5
D 7 6 c
b—
Root Normal
BoccTaHoBNEHKME -> HET BoccTraHoBNEeHKME - I'IDPT?
CHOHPUIYPUPOBAaHHOMND OCHOBHOMD NOpTa CKROMUIYpPUpOBaH Kak OCHOBHOW NopT

Puc. 213. BocctaHoBneHue cetn ¢ Sy2-RP

B KonbueBoli ceTn Sy2-RP pon KOMMYTaTOPOB MEHAKTCA Npu cboe MHUKU CBA3U, HO
HE MEHATCA NPU BOCCTAHOBNEHMU JIMHUWM CBA3U. ITOT MEXaHW3M MNOBbILAET
6€30MacHOCTb CeTU U HaZEeXHOCTb Nepeaayn AaHHbIX.

2. Peanusauwns pexxnma Sy2-RP-VLAN-Based
Konbuo Sy2-RP-VLAN-Based no3BosiseT nepecbinatb nakeTbl U3 pasHbix VLAN pasHbiMU nyTAMM.
Kaxkabih u3 nyteit nepecbiiku ana VLAN dopmupyet Sy2-RP-VLAN-Based. PasHble Konblia Ha
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ocHoBe Sy2-RP-VLAN-Based moryT nmeTb pasHble KOpPHEBble KOMMYyTaTopbl. Kak NMoka3aHo Ha
cneayowemM PUCYHKe, HaCTPOEeHb! ABa KONbLa Ha ocHoBe Sy2-RP-VLAN-Based.

JInHnm cBasm Konbua Sy2-VLAN10/20-Based: AB-BC-CD-DE-EA.

JlnHnu cBasum Konbua Sy2-VLAN30-Based: FB-BC-CD-DE-EF.

[Ba Konbua conpukacatoTca ceasamu BC, CD, DE. KommyTtatopbl C 1 D UCNONb3YIOT O4HU U Te
e MopTbl B ABYX KOJIbLL@X, HO NPW 3TOM UCMONb3YIOT pPa3Hble NOrMYeckne CBA3U, KOTopble
OCHOBaHbl Ha VLAN.

VLAN10
VLAN20
VLAN30

Q D
VLAN10. VLAN20

VLAN30

Puc. 214. Sy2-RP-VLAN-Based

~ B Kaxgom nornmyeckom Konbue Sy2-RP-VLAN-Based peanusauma waeHTMYHa
u’ peanusaumnm Sy2-RP-Port-Based.

3. PesepsuposaHune Sy2-RP

Sy2-RP TaKe MoKeT obecneuymBaTb pe3epBHOE KoMMpoBaHMe AnA AByx Koneu, Sy2-RP,
npeaoTepaLw,an obpasosaHMe neTesb U obecneumBas HOPMasbHYH CBA3b MEXKAY KOJbLLaMM.
Pe3sepBHbIi nopT (Backup port): o3HayaeT nopT cBsA3M mexay Konbuamu Sy2-RP. MoKHO
HaCTPOUTb HECKOJ/IbKO pe3epBHbIX MOPTOB, HO OHWU AOJ/KHbI HAXOAWUTbCA B OAHOM KOJbLE.
MepBbin pe3epBHbIN NOPT B cOCTOAHMK «Links up» - 3TO rnaBHbIA pe3epPBHbIN MOPT, KOTOPbIN
Haxo4MUTCA B COCTOAHUM Nepecbinkn. Bce ocTanbHble pe3epBHble NOPTbl ABAAOTCA BEAOMbIMU.
OHM HaxoAATCA B COCTOAHUN BNOKMPOBKM.

Kak noka3aHo Ha puc. 215, Ha KaXK40M KOMMYTAaTOpe MOYKHO HAaCTPOUTb OAUH Pe3epBHbIN NOpT.
[NaBHbIA pe3epBHbI NMOPT HAXOAMTCA B COCTOAHUW MEPECbIIKK, a ApYyrne pesepBHble NopTbl
Haxo4ATCA B COCTOAHMM ONOKMPOBKWU. EcCnM rnaBHbIM pe3epBHbIM NOPT WAM €ero CBA3b
HencnpasHbl, ANA NEPECHIIKM AaHHbIX 6yaeT BbibpaH BeAOMbIN pe3epBHbIi NOPT.
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Puc. 215. PesepBupoBaHue Sy2-RP

*MacTtep — KOpHEeBOI KOMMyTaTOp.

ﬂ MN3meHeHMe cTaTyca coeAnHEHMA BAUSAET Ha CTaTyC Pe3epBHbIX MOPTOB.

18.3. MNpoTokon pesepsupoBaHma Dual Homing

18.3.1. BBepaeHue

Kak nokasaHo Ha puc. 216, kommyTtaTopbl A, B, C u D nogknto4deHsbl K Konbly. MpoTokon Dual

Homing BbinosiHaeT cneaytowme GyHKUUM, €CNM OH BKJIOYEH Ha KommyTtaTopax A, B, C u D:

e Kommytatopbl A, B, C n D moryT cBA3bIBAaTbCA APYr C APYrOM, HE BAUAA HA KOPPEKTHYIO
paboTy YCTPOMCTB B KO/bLE.

e Ecan cBA3b mexgy KommyTtatopamu A n B HemcnpaBHa, KOMMyTaTop A BCE elle MOXKeT
CBA3bIBaTbCA C KoMMyTaTopamu B, C n D yepes ycTpoiictea 1 n 2.

Ysen "Home"

D

Napr "Home"

n n
Yzen "Normal" voo, "Normal”

Dual Homing

Puc. 216. Peanusauma npotokona Dual Homing
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18.3.2. KoHuenumna

Peanunsaums Dual Homing ocHoBaHa Ha Sy2-RP. MexaHun3m Bbibopa 1 HazHavyeHua ponei B Dual
Homing Tako# e, Kak 1 B Sy2-RP. Dual Homing obecneunBaeT pe3epBnpoBaHMe KaHana CBA3M
yepes HacTpoiikn y3nos «Home», «Normal» n nopta «<Home».
Y3en «Home»: 03Ha4aeT ycTpOMCTBa, HaxoaAlwmeca Ha obonx KoHuAax KaHana Dual Homing m
NPUHUMAKOLWMX NaKeTbl Sy2-RP.
MopT «Home»: 03HayaeT nopT, coeanHaowmin y3en «Home» ¢ BHewHel ceTbto. MopT «<Home»
obecneumnBaeT cnegytowme GyHKUMM:
* OTnpaBKy OTBETHbIX MAKETOB KOPHEBOMY KOMMYTATOpPY Npu NOJSy4EeHUN OT HErO NAKETOB
«Announce». Echv KOpHEBOM KOMMYTATOP NOJIy4aeT OTBETHbIE NAKeTbl, OH onpegenset
CTATyC KOMbLA KaK 3aMKHYTbIK. ECnM KOpHEBOM KOMMYTATOp He MOoJiydaeT OTBETHbIX
NMakeToB, OH OnpeaenaeT CTaTyC KONbLA KaK OTKPbLITbIN.
* bnokupoBKy naketoB Sy2-RP BHelwHWx ceTelt M m3onaumo KaHana Dual Homing ot
BHELUHUX CeTeN.
* OTnpaBKy MaKeTOB OYWUCTKM MNOAKNOYEHHbIM YCTPOMCTBAM BO BHELIHWX CETAX NpU
M3MEHEeHMN Tonosormmn KaHana Dual Homing.
Y3en «Normal»: o3HayaeT Bce ycTpoincTsa B KaHane Dual Homing, 3a ncknoyeHnem KpanHux
YCTPOWMCTB, T.€. y3n0B «Home». ¥Y3abl «Normal» nepenatoT OTBETHbIE NAKeTbl Y3108 « Homey.

18.3.3. Peanunsaumna

MapT “Home" Mopr "Home"

Yaen "Home" Yzen "Normal" Yzen "Normal" Yzen "Home"

— [lakeT "Announce”
MNaket "Response”

& MNopT GNOKMpOBEKK
&® Tlopr"Home"

Puc. 217. KoHowurypaums Dual Homing

HacTpoikn KommyTtatopos A, B, Cu D (cm. puc. 216, 217) cneayouwme:

* KoHourypauma Sy2-RP: C — KopHeBOM KOMMYTaTop; MOPT 2 HaXoAUTCA B COCTOAHWUU
610KNPOBKKN; KOMMyTaTopbl A, B u D — 0bbluHble («Normal»); Bce ocTanbHblie NOPTbI KONbLA
Haxo4ATCA B COCTOAHUU MepPecbINKH.

* KoHowurypaums Dual Homing: kommyTtatopbl A 1 D — y3nbl «Home»; nopTbl 8 1 4 asnawTcA
noptamun «Home»; kommyTtaTopbl B 1 C - 0b6biuHble («Normal»).

Peanusayms:

KopHeBon kommyTaTop C oTnpasadeT nakeTbl «Announce» Yepes ABa CBOMX KOJIbLEBbIX NOPTa.

MNoptbl «Home» 8 n 4 nony4aloT nakeTbl «Announce» W OTMAPABAAKOT OTBETHbIE MaKeThl

kommyTaTopy C. KommyTtatop C cOOTBETCTBEHHO MAEHTUOUUMPYET COCTOAHME KO/bLA KakK

3aKpbiToe. MopT 2 HaxoAUTCA B COCTOAHUM HNOKMPOBKMU.
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Ecnn nnHuA cBasm mexkay Kommytatopamu A n B 3a6n0KnpoBaHa, B TONOAOrMM OCTatoTCs ABa
KaHana: A u B-C-D.

KommyTaTtop A HasHa4yaeTca KopHeBbIM. [TOpPT 7 HAX04MUTCA B COCTOAHUM BNOKUPOBKM.

B kaHane B-C-D kommyTatop B BblbUpaeTca B KayecTBe KopHeBoro. MopT 6 HaxoauTca B
COCTOsIHMM 610KMpPOBKU. KommyTaTop C cTaHOBUTCA 06bI4HBIM («Normal»). MopT 2 HaxoauTcs B
COCTOAHMM Nepecbinkn. KommytaTtop A MOXKeT CBA3bIBAaTLCA C KommyTaTopamm B, C n D yepes
ycTpoictea 1 n 2 (cm. puc. 218).

A

Yzen "Home" Yzen "Normal” Yzen "Normal” Yzen "Home"

— [lakeT "Announce"
MNakeT "Response"

& NopT GNOKHPOBEKK
@® lNopr"Home"

Puc. 218. BocctaHoBneHue cBasm ¢ Dual Homing

18.3.4. Onucanwue

KoHourypaumm Sy2-RP oonKHbI COOTBETCTBOBATL CAEAYOWMM TpeboBaHMUAM:

* Bce KOMMyTaTOpPbl B O4HOM KO/bLE AO0/*KHbl MMETb OAWHAKOBbLIA HOMEP AOMEHA.

e OpHO KONbLO BKAKOYAET TO/IbKO OA4MH KOPHEBOM KOMMYTATOpP, HO NPU 3TOM MOXKET BKAOYATb
HECKOJIbKO KommyTaTopoB B-Root nnu «Normal».

* Ha Ka)kpom KommyTaTope ANA KONbLa MOXKHO HAaCTPOUTb TOJIbKO ABa NopTa.

* [nsa pByx 06beAMHEHHbIX Kofel pe3epBHble NMOPTbl MOXHO HACTPOUTb TONbKO B OZAHOM
KOJbLLE.

* B OAHOM KOJibLLe MOXHO HAaCTPOUTb HECKO/IbKO pe3epPBHbIX MOPTOB.

* Ha KommyTaTOpe TO/NIbKO OAMH pPe3epBHbIN MOPT MOMKET ObITb HACTPOEH A/1A OA4HOr0 KoJbLa.

18.3.5. Hactpolika yepe3 WEB-uHtepdeic

1. HacTtpolika perkuma pesepsupoBaHma Sy2-RP

Global Sy2-RP Configuration
| Redundancy Mode | |Port Base v | |

Puc. 219. HacTtpowka pexuma pesepsmpoBaHua Sy2-RP

Pexxum pesepsuposaHua (Redundancy Mode)

Onuwuun: Port Based/Vlan Basedé.

3Ha4yeHue no ymondyanuio: Port Based.

PyHKUMA: HACTPOMKA pexkmma pesepsnposBaHmna Sy2-RP.
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RP-Port, a KonbueBble NpoToKoAbl Ha ocHoBe VLAN Bkatoyator MSTP, Sy2-Ring-
VLAN un Sy2-RP-VLAN.

e KosbuesBble NPOTOKOsbl Ha ocHoBe VLAN ABAAIOTCA B3aMMOMCKIOYAOWMMU, U
ONA OAHOro YCTPOMCTBA MOXHO HAaCTPOUTb TO/IbKO TUM KObLLEBOro NPOTOKONA Ha
ocHose VLAN.

* KonbueBOW NPOTOKON Ha OCHOBE MOPTOB U KOJIbLEBOM NPOTOKOA Ha ocHose VLAN
ABNAIOTCA B3aMMOMUCKNIOYAOLWMMK, U ANA OLHOMO YCTPOWMCTBA MOXHO BblOpaThb
TO/IbKO OAMH PeXUM KONbLEeBOro NPoTOKOAA.

ﬂ +  KonbLeBble NPOTOKO/bI Ha OCHOBE MOPTOB BKAto4atoT RSTP, Sy2-Ring-Port u Sy2-

2. Hactpoiika Sy2-RP-Port n Sy2-RP-VLAN

Sy2-RP Configuration

All | Domain ID | Domain Name | Ring Port-1 | Ring Port-2 | Primary Port | DHP Mode [ DHP Home Port | CRC Threshold | Role Prioris Backup Port | Vlan List [ Protocel Vian ID
O a 1 hd 2 hd Ring Port v Disable ~| — v 100 128 ER

Puc. 220. Hactpolika Sy2-RP-Port

Sy2-RP Configuration

[ Al | Domain ID [ Domain Name | Ring Port-1 | Ring Port-2 | Primary Port [ DHP Mode | DHP Home Port | CRC Threshold | Role Priority | Backup Port | Vlan List [ Protocol Vian ID |
l[oh | [a E v [2 v| [RingPortv| [Disable v| - v [0 | [128 |3~ [135 [E | ]

Puc. 221. Hactpoiika Sy2-RP-VLAN

NnaeHtTndukarop aomeHa (Domain ID)

[OnanasoH 3HayeHun: 1~ 32

PyYHKUMA: KarKaoe KONbLO MMEET YHMKaNbHbIA naeHTUdUKaTop gomeHa. OaMH KoMMyTaTop
noagepxmeaer makcmmym 8 Konew, Ha ocHoBe VLAN, KO/MYeCTBO KoJel, Ha OCHOBE MOPTOB
3aBMCUT OT KO/IMYECTBA NOPTOB KOMMYyTATOpa.

Mma gomeHa (Domain name)

OnanasoH 3HayeHunit: 1 ~ 31

®PyHKUMA: HACTPOMKA MMEHU AOMEHa.

Konbuesoit nopt 1/Konbuesoit noprt 2 (Ring Port-1/Ring Port-2)

BapuaHTsbi: all switch ports (Bce nopTbl KommyTaTopa)

®PyHKUMA: Bbibop ABYX KONbLEBbIX MOPTOB.

| '+ KosbLeBOW NOPT MAM pe3epBHbI NopT Sy2-RP v TpaHKOBbI MOPT ABAAIOTCA
ﬂ B3aMMoMCKtoYatoWwmmn. Konbueson nopt Sy2-RP mnu pesepBHbINM NOPT Henb3A
006aBUTb K TPAHKOBOMY MOPTY; TPAHKOBbIA NOPT He MOMKeT ObiTb HAaCTPOEH KakK

nopT Kosbua Sy2-RP nnu pesepBHbIN NOpT.
e KosnbueBble NOPTbl MeXAy KOMbLEeBbIMW NPOTOKONAMKU HA ocHoBe nopToB RSTP,
Sy2-Ring-Port un Sy2-RP-Port ABnAoTCcA B3aMMOWCKAOYAKOWMMKW, TO €eCTb
KO/IbLLEBOM MOPT U pe3epBHbIii NopT Sy2-RP-Port He moryT 6bITb HaCTPOEHbI KakK
nopt RSTP, konbuesoi nopt Sy2-Ring-Port nnn pesepsHbii nopT Sy2-Ring-Port;
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MopT RSTP, nopt Konbua Sy2-Ring-Port u pesepBHbIit nopT Sy2-Ring-Port Henb3s
HACTPOWUTb KaK KOMbLLEBOM MAKN pe3epBHbIN NopT Sy2-RP-Port.

* He pekomeHAyeTCcA HAacTpamBaTb NOPTbl M30/IMPOBAHHOM rpynne 0g4HOBPEMEHHO
KaK nopTbl Sy2-RP 1 pe3epBHble NOpTbl, a TaKXKe nopTtbl Sy2-RP u pesepsHble
nopTbl He MOryT 6bITb 406aBNEHbI B U30/IMPOBAHHYIO rpynny.

OcHoBHoW nopT (Primary Port)

BapwuaHTbl: --/Ring Port-1/Ring Port-2.

3HayeHne No YMONYAHUIO: --

®PyHKUMA: HACTPOMKa OCHOBHOro nopta. Korga KoibLo 3aMKHYTO, OCHOBHOM MOPT KOPHEBOTO
KOMMYTaTOpPa HAaX04MTCA B COCTOAHMWN NEPECHINKM.

Pexkum Dual Homing (DHP Mode)

BapuaHTbl: Disable/Normal-Node/Home-Node.

3HayeHue no ymondaHuio: Disable (BbikntoueHo)

®PyHKUMA: BbIKNtoYeHMe Dual Homing unn HacTpoiika pexkmma Dual Homing.

NopTt «Home» ana Dual Homing (DHP Home Port)

BapuaHTbl: Ring-Port-1/Ring-Port-2/Ring-Port-1-2.

®yHKUMA: HacTpoliKa nopTa «Home» ana yana «Home» npotokona Dual Homing.

OnucaHue: ecnn B KaHane Dual Homing ecTb TobKO 04HO YCTPOMCTBO, 06a KONbLEBbIX NOPTA
y3na «Home»40/KHbI BbITb HACTPOEHbI KaK NopT « Home».

MNoporosoe 3HaueHue CRC (CRC Threshold)

JnanasoH 3HayeHuin: 25 ~ 65535.

3Ha4veHMe no ymonyanuio: 100.

PyHKUMA: HacTpoWMKa noporosoro 3HavyeHusa CRC.

OnucaHue: 3TOT nNapameTp WMCMNOJIb3yeTCA NpU  KOPHEBOro KommyTtaTtopa. Cucrtema
noac4ymTbiBaeT Konm4vectso nonyveHHbix CRC. Ecam Konnyectso CRC ogHOro KonbL,EeBOro nopta
npeBbilaeT NOPOroBoe 3Ha4YeHWe, CMCTeMa CYMTAET, YTo NopT umeet pgerpagaumto CRC. B
pe3ynbtate 3HayeHue pgerpagaumm CRC ycTaHaBAMBaETCA Kak «1» B COAEPKMMOM MaKeTa
«Announce» noprta.

Mpuopurtet ponu (Role Priority)

[OunanasoH 3HauyeHunin: 0 ~ 255.

3HauyeHue nNo ymonyaHuto: 128.

PyYHKUMA: HACTPOMKA NPUOPUTETA KOMMYyTaTOpa.

Pe3sepsHbiii MopT (Backup Port)

BapuaHTbi: all switch ports (Bce nopTbl KommyTaTopa)

PyYHKUMA: HACTPOIKa pe3epBHOro nopTa.

ﬂ He HacTpauBaliTe KO/bLEBOW NOPT KaK pe3epBHbIi NopT.

Cnucok VLAN (VLAN List)
BapuaHTbl: all created VLANS (Bce co3aaHHble VLAN)
dyHKUMA: BbIGOp ceTn VLAN, ynpasnaiowmx Tekywmm Konbuom Sy2-RP-VLAN.
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NaeHtudpukartop VLAN (Protocol Vlan ID)
[AvnanasoH 3HayeHwnin: 1 ~ 4093.
®dyHKUMA: naeHTnduKkatTop VLAN aonKeH 6biTb 0a4HMM U3 cnyKebHbix VLAN.

OnwucaHue: naketbl Sy2-RP ¢ maeHtTndmkatopom VLAN cny*KaT OCHOBOM ONA AMArHOCTUKK U
obcnyxkmBaHus Konbua Sy2-RP-VLAN.

3. NMpocmoTp u mognodukaumnsa Sy2-RP.

Sy2-RP Configuration

i i i Vlan List [ Protocol Vian ID
Dlﬁl—Iﬁl—%lﬁmm 2
] 1 a 2 Ring Port-1 Disable — 100 128 3
0 2 b 4 5 = Disable = 100 128 =

Puc. 222. OtobparkeHne n moandukaums Sy2-RP

BbibepuTe 3anucb Sy2-RP, HaxkmuTte <Modify>, 4Tobbl U3MEHUTb HAaCTPONKM COOTBETCTBYIOLLLENO
Sy2-RP; HaxkmuTe <Delete>, 4Tobbl yaanuTb yKaszaHHyto 3anuce Sy2-RP.

4. OtobpakeHune Sy2-RP u ctatyca nopta
Haxkmute cooTBeTCcTBYIOLLYIO 3anucb Sy2-RP ans otobpakeHma nHbopmaumm.

Sy2-RP Information

Domain ID 1

Domain Name a

Role State ROOT
Ring State Open
Ring Port-1 1| FORWARD
Ring Port-2 2| BLOCK
Primary Port Ring Port-1
DOHP Mode Disable
DHP Home Port | ---

CRC Threshold | 100

Role Priority 128
Backup Port JINIT

Puc. 223. Cratyc Sy2-RP

18.3.6. [lpnmep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 215, kommyTatopsl A, B, C, D 06pa3ytoT Konbuo 1; kommyTtatopsl E, F, G,
H o6pasytoT KonbLo 2; cBa3m CE u DF aBnatotca pesepBHbIMU 4NAa Kosel, 1 u 2.

1. Hactporika KommyTtatopos A u B:

NaeHTndumkatop gomeHa: 1; Mma gomeHa: A; Konbuesble nopTbl: 1 n 2; CoxpaHuUTe 3Ha4YeHuUs
Mo YMOJIYaHUIO ANA NPUOPUTETA PON U pe3epBHOro nopTa (cm. puc.220).

2. Hacrtpoitka kommyTtaTtopos C n D:
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NaoeHTndukatop gomeHa: 1; Uma gomeHa: A; Koabuesble nopTbl: 1 n 2; Pe3epBHbIM NopT: 3;
OcTaBbTe 3HaYeHMe No YMOIYaHMIO ANs NpuopuTeTa poaun (cm. pmc.220).

3. Hactpoiika kommyTtaTopoB E, F, G 1 H:

NaeHTndumkatop gomeHa: 2; Mma gomeHa: B; Kosnbuesble nopTbl: 1 1 2; CoxpaHuTe 3Ha4YeHus
Mo YMOJI4aHUIO AN NPUOPUTETA PO N pe3epBHOro nopTa (cm. puc.220).

18.4. MpoTtokonbl STP/RSTP
18.4.1. BsepeHue

MpoTtokon STP (Spanning Tree Protocol) ocHoBaH Ha ctaHaapTe |IEEE802.1D u paspaboTtaH ana
npegoTepaLLeHuma LIMpPOKOBeLLLaTeIbHbIX LUTOPMOB, BbI3BAHHbIX LUUKNUYECKMMMU
CoegMHEHMAMM, a TaKXKe WUCNoNb3yeTcaA ANA pe3epBMPOBAHMA  CBA3EN. YCTPOMCTBA,
noaaepusatowme STP, 0OMeEHUBAOTCA CNYKEOHbIMM NaKeTaMu U BIOKMPYIOT onpeaenéHHble
nopTbl ANA pa3pbiBa "netenb" n cosgaHma "gepeBbeB”, NnpeaoTBpallan 6eCKoOHeYHYo nepeaady
AaHHbIX Mo Kpyry. Hegoctatkom STP ABAsieTcs To, YTO OH He NOAAEPKUBAET ObICTPLIN Nepexos,
nopta B paboyee cocTofiHME U CyLLECTBYET HEOOXOAMMOCTb BbIAEPKMBATL TEXHUYECKYIO Nay3y
nepepa nepexofom B PEXUM NepechIsiKu.

Ona peweHns npobnembl ¢ npotokonom STP, IEEE pa3pabotan ctaHgapt 802.1w B KayecTse
AO0NoNHeHMA cTaHgapTa 802.1D. IEEE802.1w paét onpepeneHue npoTokony Rapid Spanning
Tree Protocol (RSTP). Mo cpaBHeHuto ¢ STP, RSTP paboTaeT 6bicTpee 3a c4é€T aobasneHus
aNbTEPHATMBHbBIX U pe3epBHbIX NOPTOB A/1A KOPHEBbLIX M Ha3HAYEHHbIX NOPTOB COOTBETCTBEHHO.
Korga KopHeBoW MoOpT/MOPT Ha3HAYeHUs BbIXOAWT U3 CTPOA, €ro ajbTepPHATUBHbIN
nopT/pe3epBHbIV NOPT HEMedIeHHO NepPexoanT B COCTOAHWE NEPECHITKY.

18.4.2. KoHuenuma

KopHeBoi mocT (Root bridge): asnaetca “kopHem gepeBa”. CeTb MOMKET UMETb TOJIbKO OAUH
KOpHeBOn MoCT. Kakol U3 KOMMYyTaTopoB ByeT KOPHEBbIM 3aBUCUT OT CETEBOWN TOMONOTUN U
OaHHaAA CUTyauMs MOMKET M3MEHWUTbCS MPWU M3MEHEHWM Tononorum cetu. [ns onpeaeneHus
CeTeBOM LLENOCTHOCTM, KOPHEBOM KOMMYyTaToOp nepuoauyecku otnpasnsdet BPDU apyrum
y3/1aM, KOTOpble MepechiatoT UX Aanblue, YToObl rapaHTUPOBATb CTabWUIbHOCTb TONONOTMUN.
KopHeBon nopt (Root port): nopT HEKOPHEBOro KOMMYTaTOpa, PacCcTOsAHWE OT KOTOPOro Ao
KOPHEBOro KOMMyTaTopa HauMmeHblee. [log HaMMEHbWMM pPaCCTOAHMEM MOHMMAETCA
paccToaHMe A0 KOPHEBOrO KOMMYTAaTOpPa C HaMMeHbLUEM CTOMMOCTbIO NyTU. Bce KommyTaTopbl
CeTM CBA3bIBALOTCA C KOPHEBbIM KOMMYTAaTOPOM 4epe3 KopHeBble MopTbl. [pu aTom y BCex
HEKOPHEBbIX YCTPOMCTB MOXKET ObITb TO/IbKO OAMH KOPHEBOW NOpT. Ha KOpHEBOM KOMMYyTaTope
KOPHEBbIX NOPTOB HeT.

MopT HasHayeHuAa (Designated port): MopT Ha MOCTy Ha3HayeHWs, KOTOPbIM OTBeYaeT 3a
nepecbiky KoHdurypaumum BPDU apyromy ycTpOMCTBY WAM NOKaNbHOM ceTu. Bce nopTtbl B
KOPHEBOM MOCTY ABNAIOTCA MOPTAMM Ha3HAYEHMUS.

AnbTepHaTtmBHbIM nopT (Alternate port): pesepBHbIA NOPT KOpHEBOro nopra. Ecam KopHesoi
NopT BbIXOAWUT U3 CTPOA, a/IbTEPHATUBHbI NOPT CTAHOBUTCA HOBbIM KOPHEBbIM.
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Pe3epsHbIi NopT (Backup port): pesepBHbIN ANA NOpTa HasHayveHuA. Korga nopT HasHayYeHus
BbIXOAMT M3 CTPOA, Pe3epBHbIM MOPT CTAHOBMTCA HOBbLIM MOPTOM HA3HAYeHUs U nepenaéT
[laHHble BMECTO Hero.

18.4.3. BPDU

[Ona npepoTBpaleHUA MneTeNb BCe YCTPOWCTBA B CETU COBMECTHO BbIYUCAAIOT CTPYKTYPY
nornyeckoro aepesa (ST). OHM NOATBEP!KAAIOT TONONOTUIO CETU NyTEM AOCTAaBKM cOObLLEHMN
BPDU mexkay coboit. B Tabamue 11 nokasaHa cTpyKTypa AaHHbix BPDU.

Tabn. 11
Root Root Designated | Designated | Message | Max Hello Forward
bridge | path bridge ID port ID age age time delay
ID cost
8 bytes | 4 bytes 8 bytes 2 bytes 2 bytes 2 bytes | 2 bytes | 2 bytes

CTpyKTypa gaHHbix BPDU BKkatovaer:

NpoeHTndumkaTop KopHeBoro mocTta (Root bridge ID): npuopuTeT KopHEBOro KommyTtaTtopa (2
6ainTa) + MAC-agpec KopHeBoro KommyTtaTtopa (6 6aiT).

CtoumocTb nytn (Root path cost): crommocTb KpaTyaliwero nyT1 40 KOPHEBOrO MOCTa.
NpoeHTuduMKaTop MocTa HasHayeHus (Designated bridge ID): npuoputeT Ha3Ha4yeHHOro
KommyTaTopa (2 6anT) + MAC-agpec mocTa Ha3HauyeHua (6 6aiT).

NaoeHTudmKaTop nopTta HasHadyeHus (Designated port ID): npuopuTeT NnopTa + HOMep nopTa.
BospacT coobuieHmna (Message age): Kak ganeko BPDU morKeT bbiTb NnepesiaH no ceTu.
MaKcMManbHbIA BO3PaCT MAM Bpems cTapeHusa (Max age): MakcMmasibHOEe BpPems XpaHeHusn
BPDU Ha ycTtpolictBe. Korga Bo3pacT coobuieHua 6onblwe 4yem Bpema crapeHus, BPDU
oTbpacbiBaeTcs.

NuTepsan Hello (Hello time): nHTepBan BpemeHn ana otnpasku BPDU.

3ageprkka otnpasBku (Forward delay): 3apeprkka w3ameHeHua cTaTyca (oTbpacbiBaHue--
obHapyeHue--nepechbisika).

18.4.4.

Mpouecc BbIMUCNEHUA NOTUYECKOTO AepeBa AN1A BCeX YCTPONCTB CleAyOLLNi:

1. HayanbHas cTaguA: BCe YCTPOMCTBA Ha BCEX CBOMX NopTax reHepupytoT BPDU, cuntasa ceba
KopHeBbIM MocCTOM; ID KopHeBoro mocta — 3To ID ycTpolicTBa; CTOMMOCTb NyTU A0
KOpHEBOro KommyTtatopa pasBHa 0; ID mocTa HasHadeHus — 310 ID ycTpoiictBa, nopT
Ha3HaYeHMA — IOKa/bHbI NOPT.

2. Bbibop ontMmanbHol KoHdurypaumm BPDU. Bce ycTpoictBa otcbiiaioT cBou BPDU wu
nonyyatoT BPDU oT apyrux yctponcts. Mpu nonydyeHnn BPDU, Kakabih NMopT cpaBHUBAET
nony4yeHHbii BPDU co cBoum.

e Ecau npuoputet KoHpurypaumm BPDU, creHepnMpoBaHHOrO N0Ka/ibHbIM MOPTOM BbllLE,
yemM MPUHATbIE HacTponKM BPDU, ycTpOMCTBO He BbIMOJIHSAET HUKaKoi 06paboTKu.

* Ecnm npuoputeT KoHoUrypaumm BPDU, creHepmMpoBaHHbIA NOKaAbHbIM NOPTOM, HUXKE,
yem npuHATaas KoHourypaumsa BPDU, ycTpoicTBO 3ameHUT copepkumoe BPDU

Peannsauna
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KOHOUIypauum, CreHepuMpoBaHHOE J/I0OKA/ZIbHbIM MOPTOM, COLEPXKMMbIM MNPUHATOM
KoHburypaunm BPDU.

YcTpoicTBo BbiOMpaeT onTMMasibHy0 KoHburypaumio BPDU nocne cpaBHeHUA KOHOUrypauum

BPDU Bcex nopToB. MpuHUmMnbl cpaBHeHnA BPDU:

*  KoHdurypauna BPDU c HammeHbWwWMM MOEHTUOUKATOPOM KOPHEBOrO MOCTa MMEET
HaMBbICLLIMM NpUopuTeT

e Ecau ID kopHeBoro kommyTtatopa asyx BPDU oamnHakoBbl, CpaBHMBAeTCA CTOMMOCTb
nyTW 00 KOPHEeBOro Kommytatopa. Ecam ctoMmocTb Nyt 40 KOPHEBOro KoMmyTatopa
NAC CTOUMMOCTb NYTK A0 IOKaAbHOMO NopTa MeHbLe, npuoputeT BPDU Bbliwe.

* Ecam ctommocTtb nNytM A0 KOPHEBOro KOMMYTAaTopa TaKXKe OAWHAKOBbI, NO MOPAAKY
cpaBHMBatoTCcA ID HasHayeHHbIX KOMMmyTaTopos, ID Ha3zHayeHHbIX NopToB M ID NOpTOB,
nony4ymswmnx BPDU. BPDU ¢ HaumeHbwum ID 6yaeT umeTb HanBbICLINIM NPpUOpPUTET.

3. Bbibop KopHeBoro mocta. KopHeBbIM KOMMYTaTOPOM /IOFMYECKOrO AepeBa (spanning tree)
ABNAETCA YCTPOMCTBO C HAMMEHbLUMM naeHTUdMKaTopom (ID) ycTpoiicTsa.

4. Bblbop KOpHEBbIX NOPTOB. HEKOPHEBbLIE KOMMYTATOPbI CAENAKOT CBOM MOPTbI, NOAyYatowme
Hauny4dLWwyo KoHoMrypauymo BPDU, KopHeBbiMMU.

5. BbluncneHune KoHourypaumm BPDU nopta HasHayeHUA. B coOTBETCTBMU C KOHUTypaumei
BPDU u ctoMmocTblo nyTWM KopHeBOro nopTa, KoHdurypauma BPDU nopta HasHavyeHusA
paccunTbiBaeTCcA ANA KaXK4oro nopra:

*  WNpeHTMPMKATOP KOPHEBOro MOCTa 3aMEHSIETCs WAEHTUPUKATOPOM KOHUrypaumm
BPDU KopHeBoro nopta.

e CTOMMOCTb KOPHEBOIO NYTU 3aMEHAETCA Ha CTOMMOCTb KoHdurypaumm BPDU KopHeBoro
nopTa N/C COOTBETCTBYIOWAA CTOMMOCTb NYTU KOPHEBOTO NopTa.

* |ID mocTa HasHayeHuna 3ameHnaeTca ID ycTpoicTaa.

* |ID nopTa Ha3zHa4yeHUA 3ameHAeTca Ha ID gaHHOro nopra.

6. Bbibop nopta HasHauyeHus. Ecnn BbluMcneHHoe 3HadyeHne BPDU nydlie, ycTpolictBo Aenaer
3TOT NOPT Ha3Ha4yeHHbIM, 3ameHsAeT BPDU nopTa BbIYMCAEHHbIM M OTNPaBASAET HOBbIM BPDU.
Ecnn Tekyulee 3HayeHne BPDU nydiue, ycTponcTBO He OOHOBASET ero u 6/IoKMpyeT noprt.
32610KMPOBaAHHbIE MaKeTbl MOryT MPUHMMATb M OTNPAaBAATb TOJIbKO TEXHUYECKYH
nHdopmaumio RSTP, HO He AaHHbIe.
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18.4.5. Hactpolika yepe3 WEB-uHTepdeic

1. Hactpoiika napameTpoB CETEBOro MOCTa

STP Bridge Configuration

~| Global Settings |
| Global Enable | [Enable  v||

~| Basic Settings |

Protocol Version RSTF hd
Bridge Priority 0 b
Hello Time 2

Forward Delay 15

lMax Age 20

Maximum Hop Count | |20

Transmit Hold Count | |G

| Advanced Settings |

Edge Port BPDU Filtering
Edge Port EPDU Guard
Port Error Recovery

OO0

Port Error Recovery Timeout |

L Save ” Feset ]

Puc. 224. Hactpoiika napaMeTpoB CETEBOrO MOCTa

Fno6anbHoe BKAoueHue (Global Enable)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
®yHKUMA: rnobanbHoe BKAOYEHME U BblKAtOYeHMe STP.

RP-Port, a KonbueBble NpoToKoabl Ha ocHose VLAN BkatouyatoT MSTP, Sy2-Ring-
VLAN u Sy2-RP-VLAN.

* KosbueBble MPOTOKOAbI Ha OCHOBe MNoOpTOB M Ha ocHoBe VLAN sasnatoTtca
B3aMMOMCKOYAOWMMK, U ANA OOHOrO YCTPOMCTBA MOXKHO HACTPOUTb TOJIbKO
O4MH PeXMM KOMbLLeBOro NPOTOKONA.

ﬂ * KosbLeBble MPOTOKO/Ibl Ha OCHOBE NOpPTOB BKAto4YatoT RSTP, Sy2-Ring-Port u Sy2-

Mpuopuret npotokona (MSTP/RSTP/STP)
Onuuun: MSTP/RSTP/STP.
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3Ha4yeHMe nNo ymonyaHuio: MSTP.

®PyHKUMA: BbIGOP NPOTOKONA.

Mpuoputet mocra (Brigde Priority)

Hactpausaembit ananasoH: 0 ~ 61440 c warom 4096.

3HayeHne No ymonyaHuto: 32768.

®PyHKUMA: HACTPOMKA NPMOPUTETA CETEBOTO MOCTA

OnucaHue: NpMopuTeT UCNONb3YETCA ANA BbIOOpA KOPHEBOro MOCTa. YeM mMeHblue 3HayYeHue,
TEeM Bblle NpUopUTeT.

MuTepsan BpemeHu Hello (Hello Time)

Hactpausaembiit ananasoH: 1 ~ 10 cek.

3HayeHWe N0 YMONYAHUIO: 2 CEK.

®PyHKUMA: HacTpolika BpeMEeHHOro MHTepBana oTnpaBKM HacTpoek BPDU.

Bpems 3agep»ku (Forward Delay)

Hactpausaembiit ananasoH: 4 ~ 30 cek.

3Ha4yeHne No ymonyaHuto: 15 cek.

®PyHKUMA: Bpema M3meHeHus ctatyca oT OTtbpacbiBaHua (Discarding) ao U3yyeHus (Learning) m
oT M3yyeHusa (Learning) ao Mepecbinku (Forwarding).

MakcumanbHoe Bo3pacT unm spemsa ctapeHus (Max Age)

HactpauBaembiit ananasoH: 6 ~ 40 cek.

3HauyeHune no ymonyaHuto: 20 cek.

PyHKUMA: MaKCMManbHaa NPOAOIKUTENbHOCTb, B TeyeHue KoTopon BPDU moxeT 6biTb
COXpPaHEH Ha yCTpolcTBe.

OnucaHue: Ecnun 3HayeHune Bo3pacTa coobuieHma B BPDU 6onblue yKkazaHHOro 3HayeHua, Toraa
BPDU oTtbpacbiBaeTcs.

ﬂ * 3HayeHums Forward Delay Time, Hello Time u Max Age Time A0MXHbI
- COOTBETCTBOBaTb cneaytowmm TpebosaHuam: 2 * (Forward Delay Time — 1 cek.) >
= Max Age Time; MakcumanbHoe Bpemsa Bo3pacTta > = 2 * (Bpema npuseTtcTeus + 1
CeK.).
* PekomeHpgyeTcA HaCTPOWMKa NO YMONYAHMIO.

CueTuuK 3aaepKKu nepegaum (Transmit Hold Count)

Hactpausaembiii ananasoH: 1 ~ 10.

3Ha4yeHne No yMoi4aHuto: 6.

®PYHKUMA: HACTPOMKA MAKCMMANIbHOTO KonuyecTBa naketoB BPDU, KoTopble MoryT 6bITb
OTNpaB/iIEHblI MOPTOM B TEYEHME KaxKa0ro nHrtepsasna «Hello».

®dunbrpauua BPDU Ha rpaHuuHom nopty (Edge Port BPDU Filtering)

Onuwuun: Enabled/Disabled (BkntoueHo/BbikAo4eHO).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).

®PYHKUMA: BKAKOYEHME U BbIK/IIOYEHUA PEXKMMA MOJIYYEHUA U OTNPABKM PaHUYHbIM MOPTOM
naketos BPDU.

3awwuTa ot BPDU Ha rpaHuyHom noprty (Edge Port BPDU Guard)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).
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PYHKUMA: peXMM KOHTPO/IA nepexofa FPaHMYHOro NMopTa B OTK/IOYEHHOE COCTOAHME M3-3a
nosay4yeHua owmnbok 1 nepesarpysky npu npneme naketos BPDU.

BoccraHoBneHue nopta (Port Error Recovery)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®PYHKUMA: BKAOYEHNE MW BbIKJIOYEHME PEXMMA aBTOMATUYECKOTO BOCCTAHOB/IEHMA NOPTA U3
COCTOAHMA OWMOKM B HOPMasibHOE COCTOAHME.

Taiim-ayT BocctraHoBneHua nopra (Port Error Recovery Timeout)

Hactpausaembiii ananasoH: 30 ~ 86400 cek.

®PyHKUMA: HACTPOMKa BPEMEHM BOCCTAHOB/IEHMA NOPTA U3 COCTOAHUA OWNOKN A0 HOPMAJbHOIO
COCTOAHMA.

2. Hacrtpoiika nopTta RSTP.

[ CIST Normal Port Configuration |
Port | ¢ 310 Path Cost Priority | Admin Edge | Auto Edge ;‘;i"li";fz'; BPDU Guard P‘F"i:itr':"
* O <> v [« & [« ¥ O O | <> v
1 [Specific v |5 [128 v [NonEdge | O O O
2 Specific ¥/ [10 (128 %| [Non-Edge | o O O
3 Auto v [128 v| [MonEdge +| O O O
4 Ao v [128 »| [NonEdge v| O O O
5 O |ae v [128 | [NonEdge | O O O
6 O [Auwe ~ [128 %] [Non-Edge ¥| O O O
7O [|Auwe [128 v [MonEdge ~| O O O
8 O [ae ¥ [128 »| [NonEdge ¥ O O O
9 0O |awo ] | [128 »] [Non-Edge v| O O O
0 0O [Ate  » [128 %] [Non-Edge v| O O O
1 O |Au v [128 v [MonEdge ~| O O O
12 0O [ate v [128 »| [NonEdge v| O O O

el
o
W
®

Puc. 225. Hactpoiika nopta RSTP

BknioueHue STP (STP Enabled)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikAto4eHO).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
dYHKUMA: BKAOYEHME U BblKntoyeHne STP/RSTP Ha nopry.

| |+ TopT RSTP M TpaHKOBbI NOPT ABAAIOTCA B3aMMOMCKIOYaoWwmmu. MopTt RSTP
ﬂ Henb3s [06aBUTb K TPAHKOBOMY MOPTY; TPaAHKOBbIM MOPT He MOXKeT ObiTb
HacTpoeH KaKk nopt RSTP.
* KosbLeBble NOPTbl MEXAY KO/bLEBbIMM NPOTOKOJAAMKU Ha OcHose noptoB RSTP,
Sy2-Ring-Port n Sy2-RP-Port ABNAKOTCA B3aUMOMCKAKOYAKOWMMM, TO eCTb MNopT
RSTP He moxKeT 6bITb HACTPOEH KaK KOJIbLEBOW WAM pe3epBHbIN nopT Sy2-RP-
Port/Sy2-Ring-Port nnu Sy2-RP-Port/Sy2-Ring-Port; KonbLeBoW 1 pe3epBHbIit NOpT
Sy2-RP-Port/Sy2-Ring-Port He MoryT 6bITb HacTpOeHbl Kak nopT RSTP.
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* He pekomeHayeTca, 4Tobbl MOPTbI B  WM30/AMPOBAHHOW rpynne  OblaK
OAHOBPEMEHHO HacTpoeHbl Kak nopTbl RSTP, a nopTbl RSTP He moryT 6bITb
006aBNEHbI B U30/IMPOBAHHYO rpynny.

Ctoumoctb nytu (Path Cost)

HactpanBaemblit agnanasoH: Auto/Specific 1 ~ 200000000.

3Ha4yeHuMe no ymonyaHuio: Auto.

®PyHKUMA: CTOMMOCTb NYyTU MopTa UCNONb3yeTcA ANA pacyeTa Hawuaydwero nytu. 3HayeHue
napameTpa 3aBMCUT OT MNPOMYCKHOM cnocobHocTM. Yem 6onblle 3HAYEeHWEe, TemM HUKe
CTOMMOCTb. Bbl MOXKeTe U3MEHUTb POJIb MOPTA, UISMEHUB 3HAYEHME NapamMeTpa CTOMMOCTU NyTK.
YT106bI HACTPOMUTL 3HaYEHUE, BPYUHYtO BbibepuTe «No» B none «Cost Count».

Mpuopurer (Piority)

Hactpausaemblii ananasoH: 0 ~ 255 c warom 16.

3HauyeHune nNo ymonyaHuto: 128.

®yHKUMA: HacTpoiKa npuopuTeTa NopTa, KOTOPbIM onpeaensaeT poan nopra.
ApMUHUCTPUpPOBaHUe rpaHuYHoro nopra (Admin Edge)

Onuun: Non-Edge/Edge.

3HauyeHue no ymondyaHuto: Non-Edge.

®PYHKUMA: HACTPOMKA NOPTA B PEXKUM «TPAHMUYHbBIN NOPTY.

OnucaHMe: ecnn NOPT HANPAMYKO MNOAKNKYEH K TEPMUHANY M He MNOAKAIYEH K ApYyrym
YCTPOMCTBAM MM OOLLEMY CErMEeHTy CeTW, MOPT CYMTAeTcA rpaHU4YHbIM. [PaHMYHBLIN MNopT
MOXET 6bICTpO, 6e3 3aeprKKKN, NePENTU U3 COCTOAHMA BIOKMPOBKN B COCTOAHME NEPECHINKU.
Mocne TOoro, Kak rpaHWYHbIA NOPT nosyyaeT nakeTbl BPDU, oH nepectaeT 6biTb rpaHUYHbIM
NopTOM.

FpaHKyUHbIN NOPT aBTOMaTUYecku (Auto Edge)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikatoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®PyHKUMA: BKAOYEHUNE U BbIKAOYEHUNE QYHKLMM 0OHaApYKEeHMA rPaHUYHOro nopTa.
OrpaHuuyeHue ponu (Restricted Role)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: NOPT C OrpaHNYEHMEM POIN HUKOTAA He byaeT BbiIbpaH B KayecTBe KOPHEBOroO NopTa,
Oaxke ecnm emy byaeT npenocTaBaeH HauBbICLWINIM NPUOPUTET.

OrpaHunueHue TCN (Restricted TCN)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).

3HayeHWe no ymonyaHuto: Disabled (BbikntoueHo).

®yHKUMA: nopT ¢ orpaHnyeHHbiMm TCN He byaeT akTMBHO OTNPaBAATb coobuweHna TCN.

3awwmTa ot BPDU (BPDU Guard)

Onuwuun: Enabled/Disabled (BkntoueHo/Bbikato4eHO).

3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).

PYHKUMA: peXMM KOHTPO/IA nepexoga rPaHUYHOro nopTa B OTK/IOYEHHOE COCTOAHME M3-3a
nosay4yeHua owmnbok 1 nepesarpysky npu npmeme naketos BPDU.
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PexXxnm TouKa-TouKa (Point-to-point)

Onuuu: Auto/Forced True/Forced False.

3HayeHKne No ymosyaHuio: Auto.

®PyHKUMA: HAaCTPOMKa TUNA NOAKNKYEHUS ANA nopTa. Ecnv nopT NOAKNOYEH K KaHaly «TOYKa-
TOYKa», MOPT MOXKET ObICTPO NEepPenTH B APYroe COCTOAHUE.

OnucaHue: «Auto» 03Ha4yaeT, YTO KOMMYTAaTOpP aBTOMAaTUYECKU onpeaensaeT TUMN JIMHUKU CBA3MU
Ha OCHOBe TOro, Yto NOpPT paboTaeT B AynJeKCHOM pexume. Ecnm nopt pabotaet B
NOJIHOAYN/NIEKCHOM PEXKMME, KOMMYTAaTOP CYMTAET, YTO TUN KaHana, NOAKNOYEHHOIO K NOPTY —
«TOYKA-TOYKa»; ecn NopT paboTaeT B NoNyAYyNAEKCHOM PEXMME, KOMMYTATOP CYMUTAET, YTO TUM
KaHana, NOAKNKYEHHOro K MnopTy, ABAdeTca obwmm. MPUHYAUTENbHbIA TUM CBA3KU «TOYKa-
TOYKa» 0O3HAYaeT, YTO KaHan, MOAKAIOYEHHbIA K NOPTY, ABNAETCA KaHa/lOM «TOYKa-TOYKa». A
NPUHYANTENbHBIMA OOLWMIM NOPT 03HAYaET, YTO KaHas, NOAKAKYEHHbIM K MOPTY, ABAAETCA 06LWMM
KaHa/oM.

18.4.6. [lpumep TMNOBOWN HACTPOMKM

KaK nokasaHo Ha pucyHke 229, npuoputetbl KommyTtatopos A, B, C nmetot 3HaveHuna 0, 4096,
8192 coOTBETCTBEHHO, @ CTOMMOCTb NyTK (path cost) Tpex cBAsel nmeet 3HaveHua 4, 5, n 10
COOTBETCTBEHHO.

KommyTarop A
Mpuoputet 0

KommyraTtop B
MNpuoputer 4096

KommyraTop C
MpuopwuTer 8912

Puc. 226. Mpumep HacTponkn RSTP

HacTpoika kommyTatopa A:

1. YcraHoBuTe 3HadyeHne npuoputeTa «0», a BpemMeHHble MapameTpbl B 3Ha4YeHWe «no
yMon4YaHuio» (cm. puc. 224).

2. [pucBoliTe cTOMMOCTM NyTK NopTa 1 3HayeHne 5, a CTOMMOCTM NyTU NopTa 2 3HadveHne 10
(cm. puc. 225).

HacTpoika kommyTaTopa B:

1. YctaHoBuTe 3HauyeHue npuoputeta «4096», a BpemeHHble MapameTpbl B 3HaYeHMe «mno
yMon4yaHuio» (cm. puc. 224).
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2. [pucBoiiTe cTOMMOCTM NyTK nopTa 1 3HayeHue 5, a cToMMOCTM NyTU NopTa 2 3HayeHue 4
(cm. puc. 225).

HacTtpoika kommyTatopa C:

1. YctaHoBWUTe 3HayeHuWe npuoputeTa «8192», a BpeMeHHble MapameTpbl B 3HAaYEHUE «NO
ymonyaHuo» (cm. puc. 224).

2. TMpwuceouTte cToumocty Nyt nopta 1 3HaveHune 10, a cTOMMOCTM NYTU NopTa 2 3HaYeHue 4
(cm. puc. 225).

* [Mpuoputetr KommyTaTopa A paseH «0» U MMeeT HaMMEeHbWWUI NaeHTUOMKATOpP, NOITOMY OH
ABNAETCA KOPHEBbIM MOCTOM.

e CroumocTtb Nyt oT APl po BP1 pasHa 5, a ctommocTtb nytm ot AP2 o BP2 pasHa 14,
noatomy BP1 aBnaetca KOpHEBbIM MOPTOM.

e Croumoctb nytn oT APl go CP2 pasHa 9, a ctoumoctb nytM ot AP2 go CP1 pasHa 10,
nostomy CP2 OH ABnAeTCca KOpHeBbIM NOPTOM, a BP2 — nopTOm HasHaveHwUA.

18.5. Hactporka MSTP
18.5.1. BsepaeHue

XoTsa npoTtokon RSTP obecneuymBaeT A0OCTAaTOMHO ObICTPYIO CXOAMMOCTb, OH MMEET TaKOoM e
HeAoCTaToK, Kak u STP: Bce MOCTbI B /IOKa/IbHOM CETU MCNONb3YIOT O4HO CBA3YHOLLEE AEPEBO, U
naketbl Bcex VLAN nepecbinatotca no ceasywowemy gepesy. Kak nokasaHo Ha Puc. 227,
onpeaeneHHble KOHPUrypaumm MmMorytT 610KMpOBaTb CBA3b MeXAy KommyTatopom A w
KommyTatopom C. MockonbKy KommyTaTtop B n Kommytatop D He Bxogat B VLAN 1, oHM He
MmoryT nepecbiniate naketol VLAN 1. B pe3synbtate nopt VLAN 1 KommyTtaTtopa A He MOXKeT
CBA3bIBATLCA C KOMMYyTaTopom C.

KommyTartop A KommyTaTop B

KommyTatop C KommyTatop D

Puc. 227. HepgoctaTtok RSTP

Y106b1 pewnTb 3Ty nNpobnemy, noasuaca npotokon MSTP. OH npeaocTaBnfeT Kak ObiCTpyto
KOHBEPreHuMto, Tak U OTAEeNbHble NYyTU nepecblikn Tpadumka pasHbix VLAN ana obecneyeHuns
Jlyylero mexaHusma pacnpegeneHusa Harpyskm aaa KaHanos pe3epBUpPOBaHUA.

MSTP rpynnupyeT ogHy unm Heckonbko VLAN B oauH MHCTaHC. KommyTaTopbl ¢ OAMHAKOBOW
KOHUrypaumeir obpasytoT Tak HasbiBaembih «PernoH». Kaxablh «PerMoH» coaeprut
HECKOJIbKO B3aMMHO HE3aBUCUMbIX CBA3YIOLWNX AepeBbeB. «PernoH» CAyKUT KOMMYTaLNMOHHbIM
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y3nom. OH y4yacTByeT B BbIYUCAEHUAX C ApYyrMMu «PerMoHamm» Ha OCHOBe aaropmMTtma
CBA3YIOLLErO AepeBa, BblUUCAAS obllee cBA3yloLLee AepeBo. Ha ocHoBe 3TOro anroputma cetb
Ha puc. 227 obpasyeT TONONOrMI0, NOKa3aHHY Ha puc. 228. KommyTtatopbl A 1 C HaxoaATcA B
PernoHe 1. Hu KaHan cBA3u He 3ab/0KMPOBaH, NOTOMY YTO B PervoHe OTCYTCTBYHOT MET/M.
Cutyauma aHanormyHa n gna PernoHa 2 . PeroH 1 n PermoH 2 aHanorM4yHbl KOMMYTAUMOHHbIM
y3/1aM. 3Tn gBa «KommyTaTopa» obpa3sytoT netnto. CnefoBaTenbHO, IMHUA CBA3U A0MKHA ObITb

3ab610KMpoBaHa.
 — ~ -,
KommyTtatop A KommyTtatop B
VLAN1 VLAN 2
VLAN1 VLAN 2
KommyTaTop C KommyTtaTtop D
Pervon 1 Pervou 2
— %

Puc. 228. Tononorna MSTP

18.5.2. KoHuenuma
KoHuenuma pabotbl MSTP oTobparkeHa Ha puc. 229-232.

Puc. 229. KoHuenuuna MSTP
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KommyTratop A

KopHeBo# mocT
pernoHa

Pervon 2
WMHcTanc 1

KommyTtatop B

Kommyratop C

Puc. 230. Conoctasnexune VLAN 1 K NHcTaHcy 1

KommyTatop A

PervoH 2
HMHcTaHC 2

KommyTatop B

HKopHeso# moct
pernoxa

KommyTtatop C

Puc. 231. Conoctasnenune VLAN 2 K MHCTaHcy 2

KommyTtarop A

HKopHeBo# moct

erHoHa
P PervoH 2

Mucranc 0
Apyrve VLAN

KommyTtaTtop B

KommyTatop C

Puc. 232. ConocrtasneHune apyrmx VLAN K NHcTaHcy O
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MHcTaHc: Habop m3 HeckonbKkmx VLAN. OgHa VLAN (cm. puc. 230 u 231) nam HeckonbKko VLAN ¢
OAMHaKOBOW Tononornen (cm. puc. 232) moryT 6biTb CONOCTaBAEHbI C O4HUM MHCTAHCOM; TO
ectb ogHa VLAN moxkeT cpopmumpoBaTb cCBA3ylOwee f[epeBo, a Heckonbko VLAN moryt
COBMECTHO MCMNO0/b30BaTb OAHO CBA3ylWee aepeBO. PasHble MHCTaHCbl COMNOCTABAAKTCA C
pa3HbIMKU CBA3YOWMMKM aepeBbAMU. NHCTaHC O - 3TO cBA3yOLLEe AepeBO A YCTPOMCTB BCeX
PErMOHOB, a APYrMe WMHCTAHCbl - 3TO CBA3YlOWME AepeBbA ANA YCTPOWCTB OMpesesieHHOro
pernoHa.
PernoH MST (Multiple Spanning Tree Region): KomMmyTaTopbl C OANHAKOBLIM MMEHEM PErnMoHa
MSTP, ypoBHem Bepcum n conoctasneHnem VLAN-MHCTAHC HaxoAAaTcA B o40M pernoHe MST.
Kak noKa3aHo Ha pucyHKe 229, PernoH 1, PernoH 2, PernoH 3 n PernoH 4 - aTo YeTbipe pasHbIX
pernmoHa MST.
Tabnuua conoctasneHnsa VLAN: coctouT m3 conoctasneHnsa mexay VLAN u csasyowmmu
aepesbaMmK. Ha puc. 229 tabanua conocrasneHms VLAN pervoHa 2 - 3To conocTaB/ieEHUE MeXay
VLAN 1 n vHcTaHcom 1, Kak nokasaHo Ha puc. 230; VLAN 2 conocTtasneHa C MHCTAaHCOM 2, KaK
nokKasaHo Ha puc. 231. ipyrue VLAN conoctaBnaeHbl € MHCTaHCcOM O, KaK MOKa3aHOo Ha puc. 232.
Ceasyouwee pgepeso CIST (Common and Internal Spanning Tree / Obuwee M BHyTpeHHee
cBA3ylOWEee AepeBo): 03HAYaeT MHCTAHC 0, TO ecTb CBA3yHOLLEe AEPEBO, OXBATbiBAlOLLEE BCE
ycTpoicTBa B ceTu. Kak nokasaHo Ha puc. 229, CIST coctouT n3 IST n CST.
BHyTpeHHee cBasyowee aepeso (IST): o3HayaeT cermeHT CIST B 061actn MST, To eCTb MHCTaHC
0 onAa KaXkaoro permoHa, Kak NoKasaHo Ha puc. 232.
Obuee ceasytoulee aepeso (CST): o3HayaeT cBA3yHOLLEE AEPEBO, COEANHSAIOLLEE BCE PETNOHbI
MST B cetu. Ecam kaxkgbih permoH MST aBnsetca y3nom, CST - 3TO cBA3yllWlee AEPEBO,
Bbl4MCAEHHOE 3TUMMU y31aMKn Ha ocHoBe STP/RSTP. KpacHble nnHUKM 0603HayYaloT cBA3ylolee
aepeso (cm. puc. 229).
MSTI (Multiple Spanning Tree Instance / HeCKONbKO 3K3eMN/IAPOB CBA3YIOLLEro AepeBa): OAuH
pernoH MST moKeT 06pa30BbIBaTb HECKO/IbKO CBA3YIOLLMX AEPEBLEB, U OHN HE 3aBUCAT APYr OT
apyra. Kaxgoe ceasywouee aepeso ssasetrca MSTI (cm. puc. 230 u Puc. 231). IST TaKkxe
aBnseTca cneymanbHbim MSTI.
Common root: o3HauyaeT KopHeBoi mocT CIST. KommyTaTop ¢ HAaUMEHbLLMM UAEHTUPUKATOPOM
KOPHEBOrO MOCTA B CETU ABNAETCA OOLLMM KOPHEBBIM KOMMYTAaTOPOM.
B pernoHe MST cBasyolwue gepeBba MMEIOT PasHYO TOMOOIMMIO U NX KOPHEBbIe MOCTbI TaKKe
MOryT 6bITb pasHbiMK. Kak nokasaHo Ha puc. 230, 231 1 232, y 3TUX TPEX UHCTAHCOB pa3Hble
pervoHanbHble KopHeBble MOCTbl. KopHeBoi mocT MSTI paccumTbiBaeTcs Ha ocHoBe STP/RSTP B
TeKywem pernoHe MST. KopHeBoi mocT IST - 3TO yCTPOMCTBO, KOTOPOE NOAKAKOYEHO K ApYyromy
pernoHy MST u BbIbMpaeTcsa Ha OCHOBE NOJIy4eHHOW MHPOPMaLIMKM O NPUOPUTETE.
lpaHnyHbIM NopT (Boundary port): o3Ha4aeT NopT, KOTOPbIM coeanHsaeT pernoH MST ¢ apyrum
pernoHom MST, permoHom pabotbl STP nnum permoHom pabotbl RSTP.
CoctosHue nopTa (Port state): NOpT MOXKeT HaxoaUTbCA B NHO6OM M3 cnefyowmx COCTOAHUN B
33aBMCMMOCTM OT TOro, U3y4vaeTt im oH MAC-aapeca n nepecbliaeTt TpaduK.
» Cratyc nepecbinkm (Forwarding state): o3HayaeT, yto nopt wu3yyvaer MAC-agpeca u
BbIMO/IHAET Nepechbl/IKy NaKeToB..
e Cratyc obyyeHus (Learning state): o3Hauaer, yto nopt wusydyaeT MAC-agpeca, HO He
OCyLLEeCTBAAET NepPechblIKY NaKeToB.
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* Crartyc otbpacbiBaHua (Discarding state): o3HauaeT, 4To nopT He usyvyaet MAC-agpeca 1 He
OCYLLECTBAAET NEPEeChbIIKY NaKeToB.
KopHeBon nopT (Root port): 3To Hauayywuit NOpT NOAKNOYEHMA HEKOPHEBOro MoOCTa K
KOPHEBOMY MOCTY, TO €CTb MOPT C HAMMEHbLUMMM 3aTpaTamMu ANA KOPHEBOro MOCTa.
HeKopHeBOW MOCT B3aMMOLEWNCTBYET C KOPHEBbIM MOCTOM MMEHHO 4Yepe3 KOpPHEeBOM MopT.
HeKopHeBOW MOCT MMeeT TO/IbKO OA4MH KOPHEBOW MOPT, MPW 3TOM Yy KOPHEBOrO MOCTa HeT
KopHeBoro nopta. KopHEBOW NOPT MOXKET HAXOAMUTLCA B COCTOSIHUM MEPEChIIKU, 0byYeHns nam
oTbpacbiBaHUA.
MopT Ha3HauyeHua (Designated port): nopT pna nepecbinkn naketoB BPDU Ha pgpyrue
YCTPOMCTBA WM NOKa/bHble CceTW. Bce noOpTbl KOPHEBOro MOCTa SBAAKOTCA MNOpPTamu
Ha3HayeHuA. MopT Ha3HAYEeHUA MOKET HaXOAUTbCA B COCTOAHMM MEPECbIIKM, 0by4YeHUa Unu
oTbpacbiBaHuS.
FnasBHbI NopT (Master port): nopT, KoTopbii coeanHsaeT peroH MST c 06WMM KOpPHEBbIM
MOCTOM U MMEET K HeMY KpaTdanwmnin nytb. Mcxogsa ns CST, rnaBHbIN NOPT - 3TO KOPHEBOW NOPT
pernoHa (Kak y3en). [NaBHbIM NOPT - 3TO cNeuuanbHbiA FPaHMYHbIN NOPT. ITO KOPHEBOK NOPT
ansa CIST v rnasHbiM NOPT ANA APYrUX MHCTAHCOB. [NaBHbIA NOPT MOMKET HaxoAuTbCcA B
COCTOAHUM NepPecbINKNU, 0By4eHUA UM OTOpPACbIBaHMA.
AnbTepHaTUBHbIN nopT (Alternate port): 3T0 pe3epBHbLIN NOPT ANA KOPHEBOro MopTa WK
rnaBHoro nopta. MNpu BbixoAe U3 CTPOS KOPHEBOIO NOPTA UAM FNABHOIO NOPTa aNIbTEPHATUBHbIM
NopT CTAHOBUTCA HOBbIM KOPHEBbIM MOPTOM WAW [N1IABHbIM MOPTOM. ANbTEPHATUBHbINA MNOPT
MOXET HaX0ANTbCA TO/IbKO B COCTOAHWM OTOpACbIBaHMA.
Pe3sepBHbii nopT (Backup port): 3To pes3epBHbIN NOPT ANA NopTa HasHavyeHus. Ecam nopt
HasHayeHMA BbIXOAUT M3 CTPOA, PE3EPBHbLIN MOPT CTAHOBUTCA MOPTOM Ha3HAYeHUs U
nepecbinaeT AaHHble 6e3 Kaknx-1Mbo 3aaeprKeK. PesepBHbI NOPT MOXKET HAXOAUTLCA TO/IbKO B
COCTOAHUM OTHpPaACbIBAHMUA.

18.5.3. Peanunsauma MSTP

MSTP penunt ceTb Ha Heckonbko pernoHos MST. CST paccumTbiBaeTcA mexay peroHamu. B

pernoHe BbIYMUCAAETCA HECKOJIbKO CBA3YHOWMX AepeBbeB. Kaxgoe csasylouwee gepeBo - 3TO

MSTI. UHcTaHc O - 310 IST, a gpyrme nHcTaHcol - ato MSTI.

1. Pacuet CIST

* YCTpoOMCTBO OTNpaBaseT U npuHMMmaeT naketbl BPDU. Ha ocHoBe cpaBHEHMA MNaKeToB C
KOHUrypaumeir MSTP, ycTpOMCTBO C HauBbICILIMM MPUOPUTETOM BbIOMpPAETCA B KayecTBe
KopHeBoro mocra CIST.

e IST paccunTbiBaeTca B Kaxkaom pervoHe MST.

e Kaxabin pernoH MST paccmaTpumBaeTca Kak 04HO ycTpoiicTBo, 1 CST paccumTbiBaeTca mexay
pernoHamu.

* CST n IST coctasnstoT CIST Bcew ceTw.

2. Pacyet MSTI

MSTP B pervoHe MST reHepupyeT pasnunyHble cBasylowme gepesbA ana VLAN Ha ocHose

conoctasneHna VLAN u ceAasyowmx gepesbes. Kaxkaoe ceasyllee AepeBO paccyUTbiBaeTcA

He3aBmcmmo. lNpouecc pacyeTa aHanornyeH STP.
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B o6nactn MST naketbl VLAN nepecbliatoTca no cootsetctayowmm MSTI. Mexay perMoHamu
MST naketbl VLAN nepecbinatotca no CST.

18.5.4. Hactpolika yepe3 WEB-uHTepdeic

1. HacTpoiika napameTpoB CeTeBoro mocTa.

STP Bridge Configuration

[ Giobal settings |
| Global Enable | [Enabls ]
—| Basic Settings
Protocol Version MSTP v
Bridge Priority 32768 v
Hello Time 2
Forward Delay 15
Max Age 20
Maximum Hop Count | |20
Transmit Hold Count | |G

| Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard
Port Error Recovery

ood

Port Error Recovery Timeout |

Puc. 233. Hactpolika napaMeTpoB CETEBOTO MOCTa
Fno6anbHoe BKkAoueHue (Global Enable)
Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).
3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).
®dyHKUMA: rnobanbHOe BKAKOYEHME U BbiKIOYeHMe STP.

RP-Port, a KonbueBble NpoToKo/sbl Ha ocHose VLAN Bkatoudatotr MSTP, Sy2-Ring-
VLAN un Sy2-RP-VLAN.

* KosnbueBble MNPOTOKO/AbI HAa OCHOBE MOPTOB M Ha ocHoBe VLAN sasnawoTcA
B3aMMOMCKNOYAOWMMK, U ANA OOHOrO YCTPOMCTBA MOMKHO HACTPOUTb TONbKO
OAMH PEXMM KONbLLEBOrO MPOTOKONA.

ﬂ * KosbueBble NPOTOKO/bI HA OCHOBE NOPTOB BK/AtoYatoT RSTP, Sy2-Ring-Port n Sy2-

g

Mpuoputer npotokona (MSTP/RSTP/STP)

Onuwun: MSTP/RSTP/STP.

3Ha4yeHue no ymonyaHuto: MSTP.

®yHKUMA: BbIGOP NPOTOKONA.

Mpuoputer mocra (Brigde Priority)

Hactpausaembit ananasoH: 0 ~ 61440 c warom 4096.
3HayeHue No ymonyaHuto: 32768.
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®PyHKUMA: HACTPOMKA NpMOpUTETa CETEBOrO MOCTA

OnucaHune: NPUOPUTET UCMONIb3YETCA A1A BbIBOPAa KOPHEBOTO MOCTA. YeM MeHblue 3HAYEeHWE,
TeM Bbille NpuopuTeT.

MHTepBan Bpemenu Hello (Hello Time)

Hactpausaembiit ananason: 1 ~ 10 cek.

3HayeHWe N0 YMONYAHUIO: 2 CEK.

®PyHKUMA: HacTpolika BpeMEeHHOro MHTepBana OTnpaBKM HacTpoek BPDU.

Bpemsa 3apep:ku (Forward Delay)

HactpauBaembiit ananasoH: 4 ~ 30 cek.

3HayeHne No ymonyaHuto: 15 cek.

®dyHKUMA: Bpema M3meHeHua ctatyca oT OTtbpacbiBaHusA (Discarding) ao U3yyeHus (Learning) u
oT U3yueHusa (Learning) no Mepecbinku (Forwarding).

MaKcumanbHoe Bo3pacT uam Bpems ctapeHus (Max Age)

HacTpansaembiii ananasoHn: 6 ~ 40 cek.

3Ha4veHuMe no ymonyaHuto: 20 cek.

®YHKLUMA: MAKCMMaNbHAA MPOAO/IKUTENbHOCTb, B TeyeHue KoTopolk BPDU moxkeT 6ObiTb
COXpaHEeH Ha ycTpoKcTBe.

OnwucaHue: Ecnn 3HaueHme Bo3pacTta coobueHns B BPDU 6onblue yKa3aHHOro 3HayYeHusn, Toraa
BPDU oTtbpacbiBaeTcs.

ﬂ * 3HayeHma Forward Delay Time, Hello Time u Max Age Time A0MXHbI
: COOTBETCTBOBaTb cneaytowmm TpebosaHunsam: 2 * (Forward Delay Time — 1 cek.) >
= Max Age Time; MakcumanoHoe BpemaA Bo3pacTta > = 2 * (Bpema npuseTtcTeus + 1
Cek.).
* PekomeHAyeTcA HACTPOMKA MO YMOYaHMIO.
CyeTyMK MaKCUMaNbHOro Koauyecrea xonos (Maximum Hop Count)
Hactpansaemblii ananasoH: 6 ~ 40.
3HayeHue no ymonyaHuto: 20.
®PYHKUMA: HACTPOMKA MAKCMMAJIbHOTO KOAMYEeCcTBa XOMnoB AnA perMoHa MST. MakcumanbHoe
KONMYEeCTBO XonoB perMoHa MST orpaHuuymMBaloT macwTtab pervoHa MST; makcumanbHoe
KO/IMYECTBO XOMOB ANA PErvMoHasbHOrO0 KOPHEBOr0 MOCTA - 3TO MaKCMMaJibHOEe KOJIMYecCTBO
Xonos pernoHa MST.
OnucaHue: HaunMHaA C KOPHEBOro MOCTa CBA3yloWero Aepesa B pernoHe MST M3 uncna xonos
BbluMTaetca 1, Korga naket BPDU npoxoauT 4yepes yCTPOWCTBO B pPErnMoHe. YCTPOMCTBO
oTbpacbiBaeT BPDU ¢ Homepom xona 0.

KOpPHEBOro MoCTa B pernoHe MST. YCTpOICTBO, He SABAAIOWEE KOPHEBbLIM,
NCNO/Ib3yeT KOHPUIypaLMIo XONOB KOPHEBOTO MOCTA.
*  PeKomeHAyOTCA HAaCTPOMKM NO YMONYAHMIO.

ﬂ * [JleiictBUTE@NbHA KOHOUIypaumsa TONbKO C MaKCMMaibHbIM KOJIMYECTBOM XOMOB

CueTumK 3aaepku nepeaaum (Transmit Hold Count)
Hactpausaembiii ananasoH: 1 ~ 10.
3Ha4yeHne No YMoI4aHuIo: 6.

info@symanitron.ru Www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe

SEWM10A-D

PyHKUMA: HACTPOMKA MaKCMMaNbHOro KoJsinyectBa naketoB BPDU, KoTtopbie MoryT 6bITb
OTNpaB/ieHbl MOPTOM B TEYEHME KaxKaoro nHrepsana «Hello».

®dunbrpauymna BPDU Ha rpaHuuHom nopty (Edge Port BPDU Filtering)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

PYHKUMA: BKAOYEHME W BbIK/OYEHUSA PEXMUMA MOJIYYEHUS U OTNPABKM FPAHMYHLIM MOPTOM
naketos BPDU.

3awwmTta ot BPDU Ha rpaHuMyHom nopty (Edge Port BPDU Guard)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikno4eHO).

3HauyeHKne no ymonyaHuto: Disabled (BbikntoueHo).

PYHKUMA: peXMM KOHTPOJIA nepexoga rPaHUYHOro NnopTa B OTK/OYEHHOE COCTOAHME M3-3a
NnoJsly4eHmn oWnBOK 1 Nepesarpysky npm npueme naketos BPDU.

BoccraHoBneHue nopta (Port Error Recovery)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikao4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

@PYHKLUNA: BKIIOYEHNE NAUN BbIKJAKYEHUE PEXMMA aBTOMATUYECKOro BOCCTAHOB/IEHMA NOpPTa M3
COCTOAHMA OWNOKM B HOPMabHOE COCTOAHME.

Taiim-ayT BocctaHoBneHua noprta (Port Error Recovery Timeout)

Hactpausaembiii ananasoH: 30 ~ 86400 cek.

®PyHKUMA: HACTPOMKa BPEMEHM BOCCTAHOB/IEHMA NOPTa U3 COCTOAHUA OWNMBKN A0 HOPMabHOrO
COCTOSIHUA.

2. Hacrtpoiika conoctasneHuns MSTI

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Hame Region

Configuration Revision | |0

- [iSTionong]

MSTI | VLANs Mapped
10

METH

MSTI2

memz |27

msTia |47

MsTis |11-15.25

MSTI6

MSTIT

Puc. 234. Hactpolika conoctasneHuns MSTI
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Mma KoHdurypauum (Configuration Name)

HactpauBaembiii ananasoH: 1 ~ 32 cumBonoB.

3HayeHue no ymonvaHuto: MAC-aapec yCcTponcTsa.

®PyHKUMA: HACTPOMKA MMeHU permoHa MST.

Bepcua KoHdurypauyum (Configuration Revision)

Hactpausaembiii ananasoH: 0 ~ 65535.

3HayeHune no ymonyaHuto: 0.

®PyHKUMA: HACTPOMKA BepCcUn pernoHa MST.

OnucaHue: [MapameTpbl «BepcuA», «UMA perMoHa» W «Tabnuua conoctaneHma VLAN»
onpeaenaT pernoH MST, K KOTOPOMY NpPUHAANEKUT YCTPOMCTBO. Ecam Bce KOHMrypaumm
COBMAAAOT, YCTPOMCTBA HAXOAATCA B OAHOM permoHe MST.

ConocrasneHue VLAN (VLANs Mapped)

HacTpansaembit ananasoH: 1 ~ 4094.

®PyHKUMA: HacTponKa Tabanupl conoctaneHns VLAN B pernoHe MST. Mpu HaAMYMN HECKONBbKUX
VLAN Bbl morkeTe pasgenuTb VLAN 3anaton (,) u geducom (-), rae aepuc mcnonb3yertcsa ans
pasgeneHua AByx nocnenoBaTesibHbiX naeHtudpukatopos VLAN, a 3anaTada Mcnosb3yeTtca Ans
pasgeneHusa AByx HenocsenoBaTe/ibHbIX naeHTudmnKaTopos VLAN.

Onucanue: no ymonyaHumto Bce VLAN conocrasnawTcA € MHcTaHcom 0. OagHa VLAN
CONOCTaBAAETCA TO/IbKO C OAHUM MHCTAHCOM cBA3ytoLwero aepesa. Ecnm VLAN conoctasaneTca ¢
APYTMM MHCTAHCOM, npeaplaylliee conoctaBneHne oTmeHsaeTcA. Ecam conoctasneHne mexay
yKasaHHoM VLAN 1 nHcTaHcom 6bin10 yganeHo, ata VLAN 6yaeT conoctaBieHa ¢ MHcTaHcom 0.

3. HacTpoiika npMopuTeTa MOCTa 419 KOMMYTaTOpPa B yAa/IEHHOM MHCTaHCe.

~| mMsTI Priority Configuration |——
MSTI | Priority
* <= L
CIST 32768

MSTI1 (4086 |+
MSTIZ | 32768 |+
MSTI3 | 32768 |+
MSTIA | 32768 |+
MSTIS | 3276 |+
MSTIG | 32768 +
MSTIT | 32768 |+

L Save ” Reset ]

Puc. 235. Hactpolika npuoputeTa MocTa

Mpuopurer (Priority)
Hactpausaembit ananasoH: 0 ~ 61440 c warom 4096.
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3HayeHne No ymonyaHuto: 32768.

@PYHKLUMA: HACTPOMKA NPUOPUTETA MOCTa 419 KOMMYTATOPa B Y4aNEHHOM MHCTaHCe.

OnucaHue: NPUOPUTET MOCTa ONpeaensaeT, MOXeT M KOMMyTaTop 6biTb BbiGpaH B KayecTse
PEerMoHasibHOro KOPHEBOro MOCTa A/1 MHCTAHCA CBA3YIOWEro AepeBa. YemM MeHbLUEe 3Ha4YeHM e,
TEeM Bbile nNpuoputeT. YcTaHoBMB 60siee HU3KUIA NPUOPUTET, AaHHOE YCTPOMUCTBO MOXKET ObiTb
Ha3HaYeHO KOPHEBbIM MOCTOM CBSI3YIOLLErO AepeBa. YCTPOMCTBO ¢ noaaepKkon MSTP morKHO
HACTPOUTBL C Pa3HbIMM MPUOPUTETAMM B Pa3HbIX MHCTAHCAX CBA3YHOLLErO Aepesa.

HaxkmuTe <Save>, 4tTob6bl TEKYLLME HACTPOMKM BCTYNUAMU B CUNY.

4. Hactpotika noptos CIST

[ C1ST Normal Port Configuration |
Port | ¢ 210 Path Cost Priority | Admin Edge | Auto Edge S(‘;i"lic;g BPDU Guard P‘F"i:i‘r'.t"'
* O [« v|| ||<> v| [« v 0O 0O O < v
1 [Specific | [ | [128 %] [Non-Edge ¥] O O O
2 Specific | [10 [128 %] [Non-Edge v| O O O
3 Auto v [128 v [MonEdge ~| O O O
4 [Aute +| [128 | [NonEdgs +| O O O
5 O |awe  ~ [128 | [NonEdge v| O O O
6 O [Awe ~ [128 %] [Non-Edge v| O O O
70O |Aaw (128 »| [Non-Edge | O O O
B O [aute ¥ [128 %] [MonEdge +| O O O
s O | (128 ¥| [Non-Edge ]| O O O
10 O |Awo v [128 %] [Non-Edge | o O O
1 O |Auw v [128 % [MonEdge +| O O O
12 O [Ae v [128 %] [NonEdge ] O O O

el
o
w
®

Puc. 236. Hactpoiika noptos CIST

BknioueHue STP (STP Enabled)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
®YHKUMA: BKAOYEHME U BblKntodeHne STP/RSTP Ha nopry.

| |+ TopT MSTP 1 TpaHKOBbI/ NOPT ABAAIOTCA B3aMMOMCKAoYaowmmu. Mopt MSTP
ﬂ Henb3s [06aBUTb K TPAHKOBOMY MOPTY; TPaAHKOBbIM MOPT He MOXKeT ObiTb
HacTpoeH KaKk nopt RSTP.
* He pekomeHayeTca, u4Tobbl nNOPTbl B  W30/AMPOBaAHHOW rpynne  6blan
O/IHOBPEMEHHO HacCTpoeHbl KaKk noptbl MSTP, a noptbl MSTP He moryT 6bITb
006aBNEHbl B U30/IMPOBAHHYO rpynny.

Ctoumoctb nytu (Path Cost)
HactpanBaemblit agnanasoH: Auto/Specific 1 ~ 200000000.
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3Ha4yeHuMe no ymonyaHuio: Auto.

@PYHKUMA: CTOMMOCTb NYTM MOPTA MCMNOAb3YETCA AN pacdeTa Hauaydwero nyTu. 3HayeHue
napameTpa 3aBMCUT OT MNPOMYCKHOM crnocobHocTM. Yem 6onblle 3HAYEHWE, TeM HUKe
CTOMMOCTb. Bbl MOXKeTe U3MEHUTb POab NOPTA, USMEHUB 3HAaYEHUE NAapaMeTPa CTOMMOCTHY NYTU.
YT106bI HACTPOUTL 3HaYEHUE, BPYUHYHO BbibepuTe «No» B none «Cost Count».

Mpuopurer (Piority)

HacTpansaembit ananason: 0 ~ 240 c warom 16

3Ha4yeHMe No ymonyaHumio: 128

PYHKUMA: HACTPOMKA NPUOPUTETA NOPTA, KOTOPbLIN ONpeaenaeT Poan nopTa.
ApMUHUCTPUpPOBaHUeE rpaHuYHoro nopra (Admin Edge)

Onuuu: Non-Edge/Edge.

3HavyeHue no ymondyaHuo: Non-Edge.

®PYHKUMA: HACTPOMKA NOPTA B PEXUM «TPAHMUYHbBIN NOPTY.

OnucaHue: ecnm MNOPT HANPAMYK MOAKAOYEH K TEPMUHANY M He MOAKAKYEH K APYyrum
YCTPOMCTBAM MM OOLLEMY CErMeHTy CeTW, MOPT CYMTAeTcA rpaHU4YHbIM. [PaHMYHBLIN MNopT
MOXET 6bICTpO, 6e3 3a4eprKKKN, NePeNTM U3 COCTOAHMA BIOKUPOBKN B COCTOAHME NEPECHINKN.
Mocne TOoro, Kak rpaHWYHbIA NOPT Nosiyd4aeT naketol BPDU, oH nepectaer 6biTb rpaHUYHbIM
nopTom.

FpaHKyUHbIN NOPT aBTOMaTUYecku (Auto Edge)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®PyHKUMA: BKAOYEHWNE U BbIKAOYEHNE QYHKLMM 0OHaApYKEeHMA rPaHMYHOro nopTa.
OrpaHunueHue ponaum (Restricted Role)

Onuuu: Enabled/Disabled (BkatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®PyHKUMA: NOPT C OrpaHNYEeHMEM POIN HUKOTAA He byaeT BbiIbpaH B KayecTBe KOPHEBOro NopTa,
Oaxke ecnm emy byaeT npenocTaBaeH HaUBbICLINIM NPUOPUTET.

OrpaHuuyeHume TCN (Restricted TCN)

Onuuu: Enabled/Disabled (BkatoueHo/BbiKkntoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®yHKUMA: nopT ¢ orpaHuyeHHbIM TCN He 6yaeT akTMBHO oTnpasaATb coobuweHnsa TCN.

3awwmTa ot BPDU (BPDU Guard)

Onuwuun: Enabled/Disabled (BkatoueHo/BbIkato4eHO).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

PYHKUMNA: peXMM KOHTPONA Nepexoaa rPaHMYHOro NOpTa B OTKAOYEHHOE COCTOAHME U3-33
nosay4yeHua owmnbok 1 nepesarpysky npu npneme naketos BPDU.

PexXxnm TouKa-TouKa (Point-to-point)

Onuuu: Auto/Forced True/Forced False.

3HayeHue no ymonyvanuto: Auto.

®PyYHKUMA: HAaCTPOMKA TUNA NOAKNKYEHUA gnA nopTa. Ecnm nopT NoAKNOYEH K KaHaNy «TOYKa-
TOYKa», MOPT MOXKET BbICTPO NepeinTN B APYroe COCTOAHME.

OnucaHue: «Auto» 03Ha4yaeT, YTO KOMMYTAaTOP aBTOMATUYECKM onpeaenaeT TN JIMHUK CBA3MU
Ha OCHOBe TOro, 4Yto nopT paboTaeT B AynieKcHOM pexume. Ecnm nopt pabotaer B
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NOSIHOAYMN/NIEKCHOM PEXMME, KOMMYTAaTOP CYMTAET, YTO TUN KaHaNa, NOAKNOUYEHHOIO K NOPTY —
«TOYKa-TOYKa»; ecv NopT paboTaeT B NONyAYyNJAEKCHOM PeXXMMeE, KOMMYTaTOP CYMTAET, YTO TUN
KaHana, NOAKNIOYEHHOro K mopTy, ABaAeTcA obwum. MPUHYAUTENbHbIA TUMN CBA3KM «TOYKA-
TOYKa» O3HAYAET, YTO KaHaf, NOAKNOYEHHbIA K MOPTY, ABAAETCA KAHA/IOM «TOYKA-TOYKa». A
NPUHYAUTENbHbBIA OBLWMIA NOPT O3HAYAET, YTO KaHa, NOAKIOYEHHbIN K NOPTY, ABAAETCA 06LWMM
KaHanoMm.

5. Hactpoitka noptos MSTI.

Select MSTI [———

(MsTs v || Get |

Puc. 237. Bbibop MSTI

Bbi6op MSTI (Select MSTI)

HacTpausaemblii ananasoH: MST1~MST7

3Ha4yeHMe No ymonyaHuto: MST1

®PyHKUMA: BbIbepuTe MSTI, Haxkmute <Get>, 4TOObI NEPENTU Ha CTPAHULYY HACTPOMKM MOPTOB

MSTI, KaK NoKa3aHo Ha cnegytouiem puc. 238.

~| MSTI Normal Ports Configuration |
Port | Path Cost | Priority
© e v| |<> |w|
1 [Aute || | [128 v
2 [Auto v | | [128 %]
3 [Aute || | [128 v
4 [Auto v | | [128 %]
5 [Auto || | [128 v
6 [Aute || | [128 %]
7 [Aute v | [128 v
8 [Aute || | [128 %]
9 [Aute || | [128 v
10 [Aute v | [128 %]
1 (Ao ]| | [128 v
12 |Auto v 1128 v |

L Save ” Feset ]

Puc. 238. Hactpoiika noptos MSTI
Ctroumoctb nytu (Path Cost)
HacTpamnBaemblii agnanasoH: Auto/Specific 1 ~200000000.
3Ha4yeHne no ymonyaHuio: Auto.
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®PYHKUMA: HACTPONKA CTOMMOCTHM NYTU NOPTA B MHCTAHCE HAa3HAYEHUA.

OnucaHme: CTOMMOCTb NYyTU MOPTa MCNONb3YeTCA ANA pacyeTa ONTUMA/IbHOrO NyTU. 3HaYeHue
napameTpa 3aBMCUT OT MPOMYCKHOW cnocobHocTM. Yem 6onblwe 3HAYeHWE, TeM HUXKe
CTOMMOCTb. M3MeHeHWe CTOMMOCTM NyTU K MOPTY MOXKET M3MEHUTb NyTb Nnepefayn mexay
YCTPOMCTBOM U KOPHEBbLIM MOCTOM, TEM CaMbIM U3MEHMB Posb nopTa. MopT ¢ nogaepKKon
MSTP mo»KeT bbiTb HAaCTPOEH C Pa3/IMYHOMN CTOMMOCTbIO NYTU B Pa3HbIX MHCTAHCAX CBA3YIOLLEro
aepesa.

Mpuopurer (Piority)

Hactpansaembit ananason: 0 ~ 240 c warom 16

3Ha4yeHMe No ymonyaHumio: 128

®PyHKUMA: HACTPOMKA NpMopUTETa NOPTA B UHCTAHCE HAa3HAYEHMUA.

OnucaHue: npuopuTeT nopta onpegenset, byaet M oH BbibpaH KOPHEBbIM MOPTOM. OPT C
6onee HU3KUM npuopuTeTom byaeT BbiIbpaH KopHeBbIM MopTom. MopTbl ¢ Nnoaaepkkon MSTP
MOTYT 6bITb HACTPOEHbI C PA3HbIMW NMPUOPUTETAMMU U UIPaTb Pa3Hble POAN B Pa3HbIX MHCTaHCAX
CBA3YHOLLEro AepeBa.

6. NpocmoTp cTaTyca mocTa.

STP Bridges

: Root Topolo Topolao
=L EoEE I iD [ Port | Cost Flagm' Char‘:geli!:st
CIST 32768.00-01-C1-00-00-00 32768.00-01-C1-00-00-00 - 0  Steady -
MSTI1 32769 00-01-C1-00-00-00 32769.00-01-C1-00-00-00 E 0  Steady E
MSTI3 32771.00-01-C1-00-00-00 32771.00-01-C1-00-00-00 - 0  Steady -
MSTI4 32772.00-01-C1-00-00-00 32772 .00-01-C1-00-00-00 - 0  Steady -
MSTI5 32773.00-01-C1-00-00-00 32773.00-01-C1-00-00-00 - 0  Steady -

Puc. 239. OTob6pakeHune cTaTyca MocTa

7. NpocmoTp cTatyca nopTta STP.

STP Port Status

Port | CISTRole [ CIST State | Uptime
1 DesignatedFort Forwarding  0d 01:03:13
2 DesignatedPort  Forwarding  0d 00:03:32
3 BackupPort Discarding  0d 00:03:32
4 [Disahled Discarding -
5 Mon-3TP Discarding -
6 Mon-3TP Discarding -
7 Mon-3TP Discarding -
g Mon-3TP Discarding -
Y Mon-3TP Discarding -
10 MNon-STP Discarding -
11 Mon-STP Discarding -
12 Mon-STP Discarding -

Puc. 240. OTobparkeHue craTyca nopta STP
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8. MpOoCMOTp CTAaTUCTMKM NaKkeToB nopTa STP.

STP Statistics

Port Transmitted Received Discarded
O™ 'MSTP [ RSTP [ STP [ TCN | MSTP [ RSTP [ STP | TCN | Unknown | lllegal |
1 1960 1180 0 0 0 0 0 0 0 0
2 164 0 0 0 3 0 0 0 0 0
3 3 0 0 0 164 0 0 0 0 0
Puc. 241. OtobparkeHune CTaTUCTUKM NnakeToB nopta STP
18.5.5. [lpumep TMNOBON HACTPOMKM

KaK nokasaHo Ha Puc. 241, kommyTatopbl A, B, C n D npuHagnexat ogHOMY U TOMY Ke permoHy
MST. VLAN, oTme4yeHHble KpacHbIM, O03Ha4yalT, 4To naketbl VLAN moryT 6biTb nepegaHbl Nno
KaHanam cBasun. Mocne 3aBeplieHma HacTponkn nakeTbl VLAN MOXKHO nepecbinatb Mo pasHbiMm
MHCTaHCam cBAasytowero gepesa. MNaketbl VLAN 10 nepecblnatoTca NO MHCTAHCY 1, a KOPHEBbIM
MOCTOM MHCTaHca 1 agnaetca KommyTtaTop A. lNakeTbl VLAN 30 nepecbinatotca No UHCTaHCy 3, a
KOPHEBOW MOCT MHCTaHca 3 - 3To KommyTaTop B. MakeTbl VLAN 40 nepecblnatotca N0 MHCTAHCY
4, a KOpHEBOMW MOCT MHCTaHca 4 - 3to KommyTaTop C. MakeTtbl VLAN 20 nepecbinatoTcs no
MHcTaHcy 0, a KOpHEBbIM MOCTOM MHCTaHca 0 ABnAeTcA KommyTaTop B.

Kommytatop A KommyTatop B

Mopt 1

All VLANs

VLAN 20,VLAN 40

Q

Kommytatop C

KommyTtatop D

Puc. 242. Mpumep TMNOBOM HACTPOMKK MSTP

HacTpoika kommyTtatopa A:

1. Co3paiite VLAN 10, 20 n 30 Ha KommyTaTtope A; Ha NOpPTax yCTaHOBUTE paspelleHne Ha
NPOXoXKAeHWe NakeTos cooTeeTcTByrowmx VLAN.

2. BkatounTte rnobanbHbi npotokon MSTP (cm. puc. 233).
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3. 3apganTte ana umeHu pernoHa MST 3HaueHne «Region», a ana napametpa «Revision» - 0 (cm.
puc. 234).

4. Co3pgainte MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ wnHctaHcamu 1, 3 u 4
COOTBETCTBEHHO (CM. puc. 234).

5. YctaHoBuTe npuoputeT mocta Kommytatopa B MSTI 1 Ha 4096 u coxpaHuTe npuoputeTt no
YMONYAHUIO B APYrUX MHCTaHCax (cm. puc. 235).

HacTtpoika kommyTtaTopa B:

1. Co3ganite VLAN 10, 20 u 30 Ha KommyTaTope B; Ha mopTax yCTaHOBUTe pa3pelleHue Ha
NpoxoXxaeHue naketos cooTseTcTBYOWMX VLAN.

2. Bkntounte rnobanbHbIn npotokon MSTP (cm. puc. 233).

3. 3aganTte ana umeHn pernoHa MST 3HaueHne «Region», a ana napametpa «Revision» - 0 (cm.
puc. 234).

4. Cospante MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ uHcTaHcamun 1, 3 n 4
COOTBETCTBEHHO (cMm. puc. 234).

5. YctraHoBuTe npuoputer mocta Kommytatopa B MSTI 3 u MSTI O Ha 4096 n coxpaHute
NPUOPUTET MO YMOJIHaHUIO B APYrMX MHCTaHcax (cm. puc. 235).

HacTtpoika kommyTatopa C:

1. Co3pgarite VLAN 10, 20 n 40 Ha KommyTtaTope C; Ha MopTax YCTaHOBUTe paspelleHMe Ha
npoxoxaeHue naketos cooTseTcTByOWMX VLAN.

2. Bkntounte rnobanbHbin npotokon MSTP (cm. puc. 233).

3. 3apganTe ana umeHn pernoHa MST 3HaueHune «Region», a ana napametpa «Revision» - 0 (cm.
puc. 234).

4. Co3paitte MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ uHcTaHcamun 1, 3 n 4
COOTBETCTBEHHO (CcMm. puc. 234).

5. YcTaHoBUTE npuoputeT mocta KommyTtatopa B MSTI 4 Ha 4096 u coxpaHuTe npuoputeT No
YMOJIHaHUIO B APYrMX MHCTAHcax (cm. puc. 235).

HacTtpoika kommyTatopa C:

1. Cospaiite VLAN 20, 30 n 40 Ha kommyTatope D; Ha nopTax ycTaHOBUTE paspelleHue Ha
NpoxoxaeHne naketos cooTseTcTBytOWMX VLAN.

2. Bkntounte rnobanbHblt npotokon MSTP (cm. puc. 233).

3. 3aganTte ana umeHn pernoHa MST 3HaueHue «Region», a ana napameTpa «Revision» - 0 (cm.
puc. 234).

4. Co3pgainte MSTI 1, 3 n 4 n conoctasbte VLAN 10, 30 n 40 ¢ uHcTaHcamun 1, 3 n 4
COOTBETCTBEHHO (CM. puc. 234).

Korna pacuetr MSTP 3aBepiueH, MSTI Kaxaon VLAN BbirnaguT cneayowmm obpasom:
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KommayTaTtop A KommayTaTtop B KommyTaTtop A Kommytatop B

KommyTaTop C HommyTaTtop C KommytaTtop D

WHcTanc 1, cooTeeTcTeyiowmid VLAN 10 WMHCTaHC O, CooTBETCTEYHOWMIA VLAN 20
RommayTatop A KommyTatop B

KopHesod

HopHesod

RompayTaTtop C KommytaTop D

HommyTaTop D

WHCTEHC 3, COOTBETCTEYHOWMIA VLAN 30 WHCTaHC 4, COOTEETCTBYIOWMA VLAN 40

---— BnokMposaHHbBIE KaHanbl B cooTeeTcTBMK ¢ pacuetom MSTP

Puc. 243. NHcTaHCbI cBA3YIOLLLEro AepeBa ana Kaxxaon VLAN

19. ABapmiinas curnaansamus (Alarm)
19.1. BeepeHue

[aHHaA cepmAa KOMMYTATOPOB NOAAEPKMBAET Cneaytowme TUMNbl aBaPUIMHOM CUTHANN3ALNMK:

e ABapuiiHas CcWUrHanmMsauua snekTponutaHua (Power alarm): ecnn BKAOYEeHa AaHHan
dYHKLUMA, aBapuiiHas cuUrHanusauma byaet cpabatbiBaTb B ciydae npobsem € OAHUM M3
WUCTOYHWKOB 3N1EKTPONUTAHMS;

e ABapuiiHasa curHanmsauma mcnonb3osaHua Mamatn/LUMN (Memory/CPU Usage Alarm): ecau
3Ta OYHKUMA BKAKOYEHA, aBapwuiiHas CUrHanu3auuma cpabaTtbiBaeT, Korga MCnosib3oBaHue
Mamatn/LN npeBblwaeT yKa3aHHbIN NOpPOr.

e ABapuiiHasa curHanmusauma npu KoHoaunkre IP u/mnn MAC agpecos (IP/MAC conflict alarm):
ecNn JaHHaA GyHKUMA BKAKOYEHA, aBapuMHaa curHanmsauma byaet cpabaTbiBatb B cayyae,
ecnu B cetTn byayTt obHapykeHbl ogmMHakosble IP u/munmn MAC agpeca;

e ABapuiiHasa curHanmsaums Ha nopty (Port alarm): ecnu BkAwoyeHa pAaHHaa yHKUMSA,
aBapuiHas curHanuMsauma bOyaeT cpabaTbiBaTb B C/Ayvyae noaydyeHMn WHbopmauum o6
OTK/IIOYEHMWN COOTBETCTBYHOLWEro nopTa (coctoaHue Link Down).
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* ABapuiHas curHanusauma konoua (Ring alarm): ecnm BkAoYeHa [aHHaA QyHKUMA,
aBapuiHas curHanmnsauma 6yaet cpabaTtbiBaTb B C/ly4ae HapPyLUEHWA KO/bLEBOM TONOIOMUN,
T.€. Pa3MbIKaHMM KOMbLA.

ABapuitHaa curHanmsauma CRC n notepm naketoB (CRC and Packet Loss alarm): ecam aTta
bYHKLUMA BKAOYEHA, aBapuiMHAa curHanmsauma byaet cpabaTbiBaTb, KOrga KoaM4ecTBO
ownbok CRC/noTepun NakeToB Ha NOPTY NPEBbLILLAET yKa3aHHbI NOPOT.

ABapuitHaa curHanusauma no ckopoctu nopta (Port Rate Alarm): ecan 3sta ¢yHKums
BK/IOMEHA,  aBapuiMHaA  curHanmsauma  byaet  cpabatbiBaTb, KOrga  CKOpOCTb
BxogsaLlero/mcxoaawero TpadmKa NopTa NPeBbIWAET YKa3aHHbIM NOpor.

e ABapuiiHaa curHanusauma ana moayna SFP.

' ' | ®yHKUMIO aBapuUMHOW curHanmsaumm Konbua (Ring alarm) noapepkmBatoT TONbKO
: Macrtep Konbua Sy2-Ring u kopHeBon kKommyTtaTop Sy2-RP.

19.2. HacTpolika yepe3 WEB-uHTeppenc

1. Hactpoiika M oTOobpa)eHue aBapUMHbIX CUrHaNOB MO MUTAaHUIO W UCMONb30BaHMIO
namaTtun/CPU.

Alarm Configuration

Alarm Type | Enable | Threshold | Margin Value | Status

Power Alarm Poweer-1: Power Down | Power-2: Power O
htern Lsage Alarm 85 [B0~100) 5 (1~20) Marmal
CPU Usage Alarm 85 E0~100) & (1~20) Marmal

Puc. 244. Hactpolika aBapuiMHOM curHanumsaumm
ABapuitHaa curHanusauyua nutaHusa (Power Alarm)
Onuwuun: Enabled/Disabled (BkntoueHo/Bbikato4eHo).
3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).
®YHKLMA: BKAKOYEHUE U BbIK/IOYEHME aBAPUIMHOM CUTHANIN3AL MM SNEKTPOMNUTAHUS.
Craryc (Status)
Onuuun: Power On/Power Down (MutaHue BKkAtoYeHO/MUTaHME BbIKNOYEHO).
OnucaHue: «Power On» 03HayaeT, YTo NUTaHUE NOAKAYEHO U paboTaeT HopmasibHO. «Power
Down» 03Ha4aeT, YTo NUTaHME OTKJIIOYEHO UK paboTaeT co cboamu.
ABapwuiiHaa curdanmusauma Mamatn/UN (Mem/CPU Usage Alarm)
Onuwuun: Enabled/Disabled (BkatoueHo/BbikatoueHo).
3HavyeHue no ymondaHuio: Disabled (BbikntoueHo).
PYHKUMA: BKIIOYEHNE M BbIKAOYEHME aBAPUMHOM CUrHanmMsauuu, coobuwatowein 06 owmnbkax
namaTtu nam L.
Noporosoe 3HaueHue (Threshold (%))

Hactpausaembiit amanasoH: 50 ~ 100.
3Ha4yeHue No ymosnyaHuto: 85.
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®yHKUMA: HACTPOMKaA nopora ucnonb3oBaHusa namatu/UN. Koraa ncnonbsosaHne namatu/LMN
KOMMYTaTOpa NPEeBbIWAET NOPOroBOe 3HAYEHUE, FTEHEPUPYETCA aBaPUIAHbBIA CUTHA.
[onycTtumoe OTKNOHEHUE OT NOpPOrosoro 3HaueHua (Margin Value (%))

Hactpausaembiit ananasoH: 50 ~ 100.

3Ha4yeHuMe no ymonyaHumio: 85.

®PYHKUMA: HACTPOMKa 3HAYEHMA AONYCTUMOrO OTKAOHEHWMA OT MNOPOrOBOr0 3HAYEHWUSA
ncnonb3oBaHMA namatu/LN.

OnucaHune: ecan wucnonb3osaHue namaTu/LIM Konebnetca OKOMO MOPOroBOro 3HauyeHwus,
CUTHaNbl TPEBOTM MOTYT MOBTOPHO reHepMpoBaTbca 1 cbpacbiBaTbca. YToObI NpeaoTBpPaTUTL 3TO
AB/IEHME, Bbl MOXKETEe yKa3aTb 3Ha4YeHMe AO0MNYyCTUMOro OTK/IIOHEHWS NOPOroBOro 3HavyeHus (no
ymonyaHuio 5%). ABapuiHbIA curHan 6OyaeT cbpolweH TONbKO B TOM C/yyae, ecau
ncnosb3osaHMe namAtu /LM HWXKe NOpPOroBoro 3HaYeHWs Ha BeAUYMHY 3anaca uau bonbuie.
Hanpumep, nopor Mcnonb3oBaHWA NamATU yCcTaHOBAeH Ha 60%, a 3Ha4YeHMe [OMNYCTUMOro
OTK/NIOHEHUA YCTaHOBAEHO Ha 5%. Ecan Mcnonb3oBaHMe NaMATUM KOMMYTAaTOpa MEHbLUe UK
paBHO 60%, cMrHan TpeBOrn He reHepupyeTca. Ecam ncnonbloBaHne namsaTu npesblwaeT 60%,
byaer creHepupoBaH CUrHan TpeBOru. ABapWIMHbLIN CUrHaN OydeT cOpoleH TO/IbKO B TOM
cNyvae, eCam UCnoab3oBaHMeE NAMATU PaBHO MAM MmeHblue 55%.

CraTtyc aBapuitHoi curHanusauyum (Alarm Status)

Onuuun: Normal /Alarm.

OnucaHune: oTobpakeHue COCTOAHMA MUCnosib3oBaHMA namAatv/LN kKommyTtaTopa. «Alarm»
03HayaeT, YTo Ucnonb3oBaHKe namaTu/LMN npesbilwaeT NOporosoe 3Ha4YeHue.

2. Hactpoiika M oTobpakeHue aBapUMHOW CUTHaNM3aumm npu KoHoaukTe IP u/man MAC
afpecos.

IP,MAC Conlict Alarm

Alarm Hame | Alarm Enable | Status | Check Time
P MAC Conlict IP-Conflict | Mac:Mao Conflict |3EIEI |1BD-EUU SECS

Puc. 245. HacTpolika aBapuinHOM curHanmnsauum npu koHpamkre IP u/vnm MAC agpecos

ABapwmiiHasa curHanusauma koHdpaukra IP u MAC agpecos (IP, MAC Conflict)

Onuuu: Enabled/Disabled (BkatoueHo/BbiKio4eHO0).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

OYHKUMA: BKAKOYEHME U BbIK/HOYEHNE aBaPUIMHON CUTHAaNU3aumumn npu KoHpamkre IP u/mnn MAC
aapecos.

Cratyc (Status)

Onuuu: Conflict/No Conflict (Ectb KOHGAUKT/HET KOHPAMKTA).

OnucaHune: ecnn Bo3HMKaeT KoHPAuKT IP/MAC aapecos, otobpaxkaetca «Conflict»; B
npoTnBHOM cnyyae otobparkaetca «No Conflict».

Noporosoe 3HaueHue (Check Time)

Hactpausaembit amanasoH: 180 ~ 600 cek.
3HaveHune no ymonyaHuto: 300 cek.
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®yHKUMA: HAaCTpPOMKa MHTepBaia 0bHapy»keHuAa KoHdankTos IP/MAC agpecos.

3. HacTpoiika n oTobpakeHune aBapuiiHon curHanmsaumm Sy2-Ring.

Sy2-Ring Alarm Configuration

Domain ID | Enable | Status
*
1 Sy2-Ring Open

Puc. 246. Hactpolika aBapuitHoM curHanusaumm Sy2-Ring

ABapuitHaa curHanusayma Sy2-Ring (Sy2-Ring Alarm Configuration)
Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

PYHKUMA: BKAOYEHNE U BbIKAOYEHWE aBapUIMHON curHanmsaumm Sy2-Ring.
Craryc (Status)

Onuuun: Sy2-Ring Close/Sy2-Ring Open.
Onwucanue: «Sy2-Ring Close» 03Ha4yaeT, YTO Ko/bLO 3aMKHYTO. «Sy2-Ring Open» 03Ha4aeT, 4To
KOJIbLLO Pa30OMKHYTO WM HaxoAuTcs paboTaeT ¢ owmnbkamu.

4. HacTpolika n oTobparkeHne aBapuitHoin curdanmsaumm Sy2-RP.

Sy2-RP Alarm Configuration

Domain ID | Enable |  Status
*
1 Sy2-RP Qpen
2 -

[ Submit ][ Reset]

Puc. 247. HacTpolika aBapuiHoM curHanmsaumm Sy2-RP

ABapwmiiHasa curHanusauma Sy2-RP (Sy2-RP Alarm Configuration)

Onuwuun: Enabled/Disabled (BkntoueHo/BbIkAo4eHO).

3HayeHWe no ymonyaHuto: Disabled (BbikntoueHo).

®PYHKUMA: BKAOYEHUE W BbIKAKOYEHWE aBAPUIMHOM cUrHanm3aumm Sy2-RP.

Cratyc (Status)

Onumun: Sy2-RP Close/Sy2-RP Open.

Onwucanune: «Sy2-RP Close» 03Ha4aeT, YTo KO/bLO 3aMKHYTO. «Sy2-RP Open» 03HayaeT, 4To
KO/IbLLO Pa30OMKHYTO MK HaxoguTcA paboTaeT ¢ ownbramum.
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5. HacTpoiika n oTobparkeHne aBapuinHOM CUrHAIM3aL MM Ha NOPTY.

Port Alarm Configuration

Port [ Enable [ Status
=
1 Link Up
2 Link Down
3 Link Down
4 O —
5 O
6 ] -
7 O
3 O -
9 O

10 ] —

Puc. 248. Hactpolika aBapMinHOM CUrHAAN3aLUMN Ha NOPTY

ABapuitHaa curHanusayma Ha nopty (Port Alarm Configuration)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4eHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®YHKLMA: BKAKOYEHUE U BbIKNHOYEHME aBapPUIMHOM CUTHAAN3aL MM Ha NOPTY.

Craryc (Status)

Onuwmu: Link Up/Link Down.

Onucanue: «Link Up» o03HayaeT, 4YTo NOPT HAXOAWUTCA B COCTOAHWUW MOAKAIOYEHUS U
obecrneunBaetr HopMasbHyl cBf3b. «Link Down» o03HayaeT, 4YTO MNOPT OTKAWYEH WU
npowsollesn cbomn ceaA3sun.

6. Hactpolika 1 oTobpaxeHue aBapuinHon curHanusaumm CRC 1 noTepu NakeTos.

CRC and Pkt Loss

- [ CRC [ Pkt Loss
[ Enable | Threshold [ Status [ Enable | Threshold [ Status
* pps pps
1 pps prs
2 prs prs
3 prs prs
4 pps pps
5 pps pps
6 pps pps
7 pps pps
8 pps  Mormal pps Mormal
3 pps prs
10 ,1—| pps ,1—| pps

Puc. 249. Hactpowka aBapuitHon curHanmsaumm CRC 1 notepum nakeTos
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ABapwuiiHaa curHanusauma CRC u notepu naketos (CRC/Pkt Loss Alarm)

Onuuu: Enabled/Disabled (BkntoueHo/BbikntoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®PYHKUMA: BKAKOYEHUNE M BbIKAKOYEHME aBAPUIMHOM curHanusaunm CRC n notepum nakeTos.
Moporosoe 3HaueHue (Threshold)

HacTpanBaemsblit gnanasoH: 1 ~ 1000000 pps (nak/c).

PyHKUMA: HacTpoMKa noporoeoro 3HavyeHnsa CRC 1 noTepu nakeToB Ha NopTy.

Cratyc (Alarm Status)

Onuwuun: Alarm/Normal.

OnucaHue: oTobparkeHne ctaTyca notepu CRC/MakeToB Ha nopty. «Alarm» o3HauaeT, 4TO
notepu CRC/MaKeToB Ha NOPTY NPEBbILLAIOT NOPOroBOe 3HaYEHME.

7. Hactpoliika n otobparkeHne aBapuinHOM CUrHAIM3aLLMM NO CKOPOCTU NOPTa.

Port Rate Alarm

Input Rate Alarm Qutput Rate Alarm
Enable | Threshold | Unit [ Status | Enable | Threshold | Unit [ Status

= [ I

|bps |bps

Port

*

-

bps |bps

|bps |bps

 bps |bps

|bps |bps

[bps [bps

|bps |bps

[bps [bps

1 Y Y e O
OO O0oonooomBEm @

| |
| |
| |
| |
[bps [] [bps [~]
| |
| |
| |
| |
| |

—
o

|bps |bps

Puc. 250. Hactpolika aBapuiHOW CUrHaAn3aLUmMm no CKOpocTK nopTa

ABapuiiHaa curHanusaumMa CKoOpocTu Bxogawero/ucxogawero Ttpadpuka (input rate
alarm/output rate alarm)

Onuuu: Enabled/Disabled (BkatoueHo/BbiKkntoueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®yHKUMA: BK/lOYEHME U BbIK/IIOYEHME  aBapUIMHOM  CUTHANM3AUMM  CKOPOCTU
Bxogsulero/ucxoasuiero Tpaduka.

MNoporosoe 3HaueHue (Threshold)

HactpamnBaembiii agnanasoH: 1 ~ 1000000000 bps (6ut/c) nan 1 ~ 1000000 kbps (K6ut/c).
®yHKLMA: HAaCTPOMKa NOPOroBOro 3Ha4YeHuA TpadmrKa Ha NopTy.

Cratyc (Alarm Status)

Onuwuun: Alarm/Normal.

OnucaHune: oTobpaskeHue cTaTyca TpaduKa Ha nopTy. «Alarm» o3HayaeT, 4yTo CKOPOCTb
BxogsaLero/mcxoaawero TpadmKa Ha NOPTY NPEBbLILLAIOT MOPOrOBOE 3HAYEHME.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM10A-D

8. HacTpolika n otobpakeHne aBapuMMHON CUTHANM3aLMM NUTaHUA Ha nopTy RX y SFP.

Soft Alarm

Port | Enable | Threshold{40.0~8.2) | Status
* [ dBrn
9 220 dBm  Alarm
10 [ 220 dBrn

Hard Alarm Mode

| Hard Alarm Mode | Enable E |

Hard Alarm Status

Port RX Power Alarm TX Power Alarm
Current Value | High Alarm State | Low Alarm State | Current Value | High Alarm State | Low Alarm State
g -40.5 Marrmal Alarm -8.6 Marrnal Marrnal

Puc. 251. HacTpolika aBapMnHOM CUTHaAAU3aUMmM NUTaHUa Ha nopTy RX y SFP

ABapuitHaAa cMrHaausayuMa no nporpammHomy obecneuenuio (Software Alarm)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

PyYHKUMA: BKAOYEHNE N BbIKOYEHWE aBaPUIMHOM CUTHanM3aLumm Ha nopTy RX y moayns SFP.
Noporosoe 3HaueHue (Threshold)

HacTtpauBaemblit AgnanasoH: -40 ~ 8,2 dBm (abm).

3HayeHue No ymonyauHuio: -22,0 dBm (abm).

®PyHKUMA: HAaCTPOMKA NOPOroBOro 3HaYeHUA aBapUMHON CUrHanM3auuMm Ha nopty RX y moayna
SFP.

Cratyc (Alarm Status)

Onuwmn: NotSupportDDM/NotExist/Normal/Alarm.

®PyHKUMA: aBapuitHasa curHanmsauma MO oTHOCUTCA K MOPTY, NPUHUMAIOLLEMY aBapUMHbLIN
curHan. Heobxoammo, 4tobbl moaynb SFP noaaepkmnsan ¢yHkumio DDM. Ecnm moaynb SFP He
BCTaBJ/IEH B NOPT, TO oTobparxKaetca cratyc «NotExist». Echu moaynb SFP BCcTaBneH, HO Npu 3TOM
DDM He noapaep:xkuaetcs, otobpaxkaetca cratyc «NotSupportDDM». Ecnm BCcTaBneH moaynb
SFP c nopaep»kkoit DDM 1 MOLWHOCTb NPUHMMAEMOTO ONTUYECKOTO CUIHaNA HUXKE NOPOroBoro
3HauyeHuA, To byaeT creHepmpoBaH cTaTyc «Alarm». Ecnm BcTaBneH moaknb SFP ¢ nogaeprkkomn
DDM » MOWHOCTb NPMHMMAEMOTO ONTUYECKOTO CUTHANA HE HUXKE NMOPOroBOro 3Ha4YeHuA, Toraa
oTtobparkaetca ctatyc «Normal».

ABapuitHaa curHanusauyma obopyaosaHusa (Hardware Alarm)

Onuwuun: Enabled/Disabled (BkatoueHo/BbikatoueHo).

3HavyeHue no ymonyaHuio: Disabled (BbikntoueHo).
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®PyHKUMA: BKAOYEHME U BbIKAOYEHME aBAPUMHOWM  CUrHaNM3auuMM Mo annapaTHoOMy
obecneyeHuto moaynsa SFP.

Cratyc (Alarm Status)

Onuwnn: Alarm/ Normal.

®PyHKUMA: oTObpaxeHWe COCTOAHWA aBaAPWIMHOrO curHana obopyaosaHusa nuTaHua SFP.
MoaaepsknBaeT aBapuiiHYIO CUTHaAU3aumMio NuTaHna moayna SFP Ha noptax Tx/Rx, HO nopor
cpabaTtbiBaHMA TX He HacTpamBaeTcA.

20. IMpoBepka kanaua cBsizu (Link Check)
20.1. BeegeHune

MpoBepKa KaHafa CBA3W npegnonaraeT MNepuoanYecknn obmeH WHboOpmauuen mexay
CneunanbHbIMM NPOTOKONAMU NAKETOB AaHHbIX ANA OLEHKM BO3MOMKHOCTU COeAMHEHUA W
oTobparkeHMa COCTOAHUA CBA3M Ha nopTy. Mpu nonyyeHun nHGOpMaLMM O HEUCNPABHOCTY,
npobaemy MOKHO BOBPEMA OOHAPYKUTb N YCTPAHUTb.

MopT, 418 KOTOPOro BK/OYEHA NMPOBEpPKa COCTOAHMA KaHana, nepuoamnyeckn (Kaxkaple 1 cek.)
OTNpaBAAeT NakeTbl NPOBEPKM KaHana CBA3W ANA NPOBEPKM €ro coctoaHuAa. Ecam nopt He
nosly4yaeT nakeT NPOBEPKM KaHana oT O4HOPAHroBOro y3na B TeyeHMe nepuoga Talm-ayTa (5
CeK.), 3TO yKas3blBaeT Ha TO, YTO KaHan CBSA3M HEWCNpaBeH, a NOPT OTObpa*kaeT COCTOoAHWE
ownbkM Rx. Ecnnm nopT nonyyaetr nakeT NPOBEPKM CBA3U OT OAHOPAHIOBOro Yysna W
oTobparkaeTcs, YTO MaKeT NPOBEPKM CBA3WM MOJIYYEH C JIOKANbHOrO y3n1a B TeyeHue nepuoaa
Tam-ayTa (5 ceK.), NOpT NOKa3bIBaET, YTO OH HaxoAuTca B paboTocnocobHom cocToAHuKU. Ecam
NnopT No/sy4yaeT NakeT NPOBEPKM CBA3M OT OA4HOPAHIOBOrO y3na, HO OTobparkaeTcs, YTO NaKeT
NPOBEPKMN CBA3N HE MOJIyYEH C IOKANIbHOTO y3/1a B TeYeHue nepuoga Tanm-ayTa (5 cek.), nopt
oTobparkaeT cocTtoAHMe owunbkm Tx. Ecam K nNopTy He NOAKAOYEH KaHan CBA3M, NOPT
oTobparkaeT cTatyc «Link down».

MopT, ANA KOTOPOro OTK/KYEHA NPOBEpPKa CTaTyca cBsA3M, paboTaeT B NacCMBHOM pexume. To
€CTb OH He OTNpPaB/AEeT NakeT NPoBepKMU cBA3n. OAHAKO Nocae NoayvyeHUs MakeTa MpPoBepKu
CBA3M 3TOT NOPT HEMEA/IEHHO BO3BPALLLAET NaKeT NPOBEPKU CBA3U, YTOObI MPONHPOPMMPOBATL
APYryto CTOPOHY O TOM, YTO OH NOAYYWU MAKET NPOBEPKM CBA3W.
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20.2. HacTtpomka yepe3 WEB-uHTepdeiic

1. Hactporika ¢yHKLMM NPOBEPKM KaHa/la CBA3MW.

Link Check Configuration
Port | Enable | Status
:
1 Rux Fault
2 Mormal
3 Mormal
4 Down
5 .
6 ] -
7 L
8 C] -
g L
10 [] -
[ Submit H Reset ]

Puc. 252. Hactpoiika GyHKUMM NPOBEPKM KaHana cBA3N

BkntoueHue (Enable)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuio: Disabled (BbikntoueHo).

®YHKUMA: BKAKOYEHME U BbIKAOYEHME GYHKLMM NPOBEPKM KaHana CBA3MN.

| | Echn oaHopaHroBoe ycTPOMCTBO He MNoAaAep’KMBaeT 3Ty YHKUMIO, OHA AOJIXKHA
6bITb OTK/IOYEHA HA MOAK/IIOYEHHOM MOPTY SIOKA/IbHOTO YCTPOMCTBA.

Cratyc (Alarm Status)

Onuwmun: Up/Normal/--/Rx Fault/Tx Fault/Down.

®yHKUMA: ecan gns NopTa BKAoYeHa GYHKLUMA NPOBEPKU CBA3KU M MOPT OTNpaBadeT/npMHMmaert
AaHHble B 06bIYHOM pexkmume, oTobpaxaetca ctatyc «Normal». Ecnv oaHOpaHrosas CTOPOHa He
nonyyaeTt NoATBEPKAAOLIME MaKEeTbl OT YCTPOMCTBA, OTObpaxaerca craTyc «Tx Fault». Ecau
YCTPOMCTBO He MoJjlydyaeT noATBepXKAatowme nakeTbl OT OA4HOPAHroOBOro y3na, otobpakaercs
ctaTyc «Rx Fault». Ecan nopT He NoAKAoUYeH K ceTn, oTobpaxkaetca crtctyc «Down». Ecan ana
nopTa He BKAOYEHA MPOBEpKa CBA3WU, oTobparkaeTca CTaTyCc «--». B MOMEHT nogkntouyeHus
nopTa M BKAOYEHNS GYHKLUNM NPOBEPKU CBA3M OTObparkaeTca ctatyc «Up».
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21. Cucremunblii :xypuaa (Log)
21.1. BeegeHune

®PYHKUMA CUCTEMHOIO KYPHana npeaHasHa4veHa 414 3anmncu cCocToaHne cuctemMbl, MHGOpMaLmio
O HEeucrnpaBHOCTAX U Aapyrylo uHbopmaumto. [pu  COOTBETCTBYIOWEN KOHPUrypauum
KOMMYTaTOp MOXET BbIrpyaTb daiabl ¢ 3anucamm Ha cepsep, nogaepusatowmn Syslog, 8
peXXnme peanbHOro BpeMeHM!.

ypHan cogeput mMHPopmaumio C aBapUIMHbBIMM COOOLLEHMAMM, O LUMPOKOBELLATE/IbHOM
LWTOpPMe, Nepesarpyske, npobaemax ¢ NamATbio U MHPOPMALMIO O AEeNCTBUAX NONb30BATENEN.

21.2. Hactpomka yepe3s WEB-uHTepdeiic

1. HacTpoWKa cucTemMHOoro ypHana

System Log Information Auto-refresh [ [ Refresh H Clear ][ == ][ << H -5 ][ >3 ]

Search Level

Clearlevel

| Al
| Al

]

]

The total number of entries is:45
Start from D |1

Level | Time lessage

Informational
Motice
Motice
Motice
Motice
Motice
Motice
Motice
Motice

2015-08-07T15:13:13+08:00
2015-08-07T15:13:13+08:00
2015-08-07T15:13:13+08:00
2015-08-07T15:13:15+08:00
2015-08-07T15:13:17+08:00
2015-08-07T16:37:22+08:00
2015-08-07T16:37:23+08:00
2015-08-07T16:37:25+08:00
2015-08-07T16:37:26+08:00

SYS-BOOTING

LINK-UPDOWN

- Switch just made a cold boot.
LINK-UPDOWHN:
LINK-UPDOWHN:
LINK-UPDOWHN:
LINK-UPDOWHN:
LINK-UPDOWHN:
- Interface Vlan 1, changed state to down.
LINK-UPDOWHN:
LINK-UPDOWHN:

Interface Vlan 1, changed state to down.

Interface Vlan 1, changed state to down.

Interface FastEthernet 1/5. changed state to up.
Interface Vlan 1, changed state to up.

Interface FastEthernet 1/5. changed state to down.

Interface FastEthernet 1/3. changed state to up.
Interface Vlan 1, changed state to up.

S oo 102 1= 1 o He e [ | (2

2015-08-07T16:56:59+08:00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:04+05:-00
2015-08-07T16:57:04+08:-00
2015-08-07T16:57:39+05:00
2015-08-07T16:57:42+08:00

Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational

Power Alarm: entity id-1 state-Power Down

Port Alarm: entity id:1 port:FastEthernet 1/1 state:-Link Down
Port Alarm: entity id-2 port:FastEthernet 1/2 state:-Link Down
Port Alarm: entity id-4 port:FastEthernet 1/4 state-Link Down
Port Alarm: entity id-5 port:FastEthernet 1/5 state:-Link Down
Port Alarm: entity id:6 port:FastEthernet 1/6 state:-Link Down
Port Alarm: entity id:7 port:FastEthernet 1/7 state-Link Down
Port Alarm: entity id:8 port:FastEthernet 1/8 state:-Link Down
Port Alarm: entity id-9 port:FastEthernet 1/9 state:-Link Down
Power Alarm: entity id-1 state-Disable

Port Alarm: entity id:1 port:FastEthernet 1/1 state-Disable

clelRlEEEER

P = = = = = = = = = =
f] |—

Puc. 253. HacTpoiika cMcTeMHOro *KypHana

YpoBeHb noucka (Search Level)

Onuuu:  Error/Warning/Notice/Information/All
NHpopmaums/Bee).

3HauyeHune no ymonyaHuto: All (Bce).

®yHKUMA: BbIBOP ypoBHA 0TOBpaxkaemor MHGOpPMaLMM CUCTEMHOIO XKypHana.
YpoBeHb ouunctku (Clear level)

Onuwun:  Error/Warning/Notice/Information/All
NHpopmaums/Bee).

3HavyeHue no ymondanuio: All (Bce).

(OwwmbKa/NpeaynpeskaeHne/Ysegomnexme/

(OwwmbKa/NpeaynpeskaeHne/Ysegomnexme/
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®yHKUMA: BbIOOP YPOBHA yaansemor MHGOPMAUUM CUCTEMHOTO KypHana. Haxkmute <Clear>,
4TOObI YAANNTb MHDOPMALUIO KypPHANA COOTBETCTBYHOLLErO YPOBHS.

O6wee Konuuecrtso (The total number)

®PyHKUMA: 0OTOOPAXKEHNE KOIMYECTBA XKYyPHAN0B, YA0BNETBOPAOLWMX YCAOBUAM 3anpoca.
CrapToBbi ugeHTuduKartop (Start from ID)

PyHKUMA: HAaCTPOMKa CTapTOBOro MAEHTUDMKATOPA 3aNnCEN CUCTEMHOIO KypHana Ha TeKyLLen
CcTpaHuue. Bbl moxeTe HaxkaTb «Refresh», uTobbl OOHOBUTL 3anNMCKU KypHasia Ha TeKyLeWn
CTpaHuue. Ha Kaxaon cTpaHuue MmoxKeT oTobparkatbea Ao 20 3anmMceit CUCTEMHOIO XKypHana.

]
Haxmute , 4TOobBbl MPOCMOTPETb 3aNWCM KYpPHaNa Ha cneayowen CcTpaHuue.
NaoeHTMdMKATOp Hayana cnedylowen CTpaHuubl - 3TO MAEHTUPUKATOP nocaedHen 3anucu
YKYpHasa Ha TeKyLen cTpaHuLe.

Haxmute , 4yTOObI NPOCMOTPETL 3aMUCHK }KYPHANA HA NpeablayLLei cTpaHuLe.

= v
Haxkmute , 4TOObl NPOCMOTPETL 3aMNUCU CUCTEMHOTO KYPHANA Ha NoCNeAHeNn CTpaHuLe.
KoHeuHbIl naeHTUPUKATOP - 3TO MAEHTUMKATOP NoCegHEN 3anucK KypHana.

= o
Haxkmute , 4TObbI NPOCMOTPETL 3aMNMUCK XKypPHaNa Ha NepBoi cTpaHuue. MaeHTndukaTop
Hayana - aTo naeHTUdUKaATOP NepPBOMN 3aNUCK XKypHana.

2. 3arpysKa CUCTEMHOTO 3KypHasia Ha CepBep B PeXMme peasibHOro BPEMEHM.

System Log Configuration

Server Mode | |Enabled v
Server Address | | 192.165.0.154 |
Syslog Level Informational b
Write to Flash Enahled b

Puc. 254. 3arpy3Kka CUCTEMHOrO *ypHana Ha cepsep

Pexkum cepBepa (Server Mode)

Onuuu: Enabled/Disabled (BknatoueHo/BbikntoueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoyeHo).

®PYHKUMA: BKAOYEHME M OTK/IOYEHME peXMMa 3arpy3Ku KypHana Ha cepBep B peasibHOM
BPEMEHM.

Appec cepsepa (Server Address)

®PyHKUMA: HacTpoiKa IP-agpeca cepBepa, Ha KOTOPbIN 3arpy*kaetcs MHPOPMaALUUA CUCTEMHOTO
YpHana.

YpoBeHb cUCTEMHOrO XKypHana (Syslog Level)

Oonuuu: Error/Warning/Notice/Information (Owwunbka/NpeaynpexxkaeHne/Ysegomnenue/
NHpopmaums).

3HavyeHune no ymondyanuio: Information (MHdbopmauus).

®yHKUMA: BbIGOP YPOBHA MHOOPMALMM CUCTEMHOIO XKYpPHana ANA 3arpy3Kku Ha cepsep.
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3anucb B namartb Flash (Write to Flash)

Onuuu: Enabled/Disabled (BkntoueHo/Bbikio4eHO).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

DyHKUMA: BKAOYEHNE U OTK/IOYEHUE peXkMma 3anuck Bo Flash-namsaTe.

Bbl MoKeTe ycTaHOBUTb NporpammHoe obecnedveHne «Syslog Servery», Hanpumep «Tftp32», Ha
MK ana cosgaHus cepBepa 3anunceit CUCTEMHOTIO XKypHana.

NHbopmaLMA CUCTEMHOIO KypHana MOXKeT oTobparkaTbCA Ha CepBepe B PeXKMME peasibHoro
BPEMEHMU.

- Tftpd32 by Ph. Jounin

Curtent Directory | D:\duangiacjuan'\Witpd32 334
Servernteface 1192168023 |  Server IP Address

Thp Server | Titp Chent | DHCP server [Syslog server | DNS server | Log viewer |

text frot
<132 ZJan 02 21:22:28 1970 MODULE _ETHDRV{evHndl_S} XLINEPROTO-5UPDOWN: Line protocol on Interface Ether... 19
<132 %Jan 02 21:22:30 1970 MODULE _ETHDRV{evHndl_S} ZXLINEPROTO-5UPDOWN: Line protocol on Interface Ether... 19¢
<132 ZJan 02 21:22:33 1970 MODULE _ETHDRV{evHndl_9] ZLINEPROTO-5UPDOWN: Line protocol on Interface Ether... 15C
<132> ZJan 02 21:22:35 1970 MODULE _ETHDRV[evHndl_S} ZLINEPROTO-5-UPDOWN: Line protocol on Interface Ether... 190

Lef Lo
§
8

Log Displaying Area

Settings | Help |

Puc. 255. 3arpy3Kka uHpopmaLMm CUCTEMHOTO KypHa/ia Ha cepBep B peasibHOM BPeMeHMU

22. 3epkanupoBanue noptos (Port Mirroring)
22.1. BBegeHune

Bnarogapa ¢oyHKUMKM 3epKannMpoBaHUA MOPTOB, NOPT KOMMPYET BCe NepefaHHble U NPUHATbIe
AaHHble ogHOro nopTa (NOPT UCTOYHUKA) Ha Apyron (MopT HaszHayeHus). MopT Ha3HayeHusA, Ha
KOTOpPbIN NepeaaroTcs AaHHble, Kak NPaBMao, NOAKNOYAETCA K aHaAn3aTopy MPOTOKO/MOB UK
RMON-moHUTOpPY, A1A YyNPaBAEHUS,, MOHUTOPWUHIA U ANArHOCTUKN HEUCNPABHOCTEN.

22.2. Onucanne

KommyTaTop noanepXMBaeT TONbKO OA4MH MOPT 3ePKaNIMPOBaHUA, Ha KOTOPbIM OTNpaBAsAoTCA
[AaHHble (NOPT Ha3Ha4YeHMA), HO NPU 3TOM HET OrPaHUYEHMIA HA KOIMYECTBO NOPTOB UCTOYHUKA.
MopTbl, AaHHbIE KOTOPbIX 3€PKANMPYIOTCA, MOTYT 6bITb Kak B ogHOM VLAN Tak 1 B pasHbix. Mpu
3TOM NOPTbl UCTOYHMKA U HA3HAYEHUA 3EPKANMPOBAHUA TaKKe MOryT 6biTb B OAHOM WM B
pa3HbIx VLAN. MopTbl UCTOYHMKA M HAa3HAYEHMA AOIXKHbI 6bITb PasHbIMK NOPTAMMU.

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

SEWM10A-D

| | M3yyeHue AuMHamuuecknx MAC-agpecoB [OMKHO ObiTb OTKAIOYEHO Ha NopTy
Ha3Ha4yeHuA.

22.3. Hactpomka yepe3 WEB-uHTepdeiic

1. HacTtpoiika ¢pyHKLMN 3epKanMpOBaHMA NOPTOB

Mirroring & Remote Mirroring Configuration

Mode | Enabled v
Type |Pu'1irr|:|r V|
VLAN ID 1200 |

Reflector Port | Fort

Puc. 256. Hactpolika ¢pyHKLMM 3epKaNNpOBaHUA NOPTOB

Pexxum (Mode)

Onuwuun: Enabled/Disabled (BkatoueHo/Bbikato4ueHo).

3HayeHue no ymonyaHuto: Disabled (BbikntoueHo).

®PYHKUMA: BKAOYEHNE U OTKAOYEHNE GYHKLUKN 3epKanMpPOoBaHUA NOPTOB.
Tun (Type)

Onuyuu: Mirror

PyHKUMA: HAaCTPOMKaA PYHKLUMN 3epKaIMPOBAHUA NMOPTOB.

2. Bblbop NopTa UCTOYHMKA M MOPTa Ha3HaYeHMA AN1A 3ePKaMPOBaHUSA

Port Configuration
Port |  Source | Intermediate | Destination
1 [Both » O (]
2 O O
3 0 0
4 0 0
: 0 0
CPU |[Disabled v |

| Submit || Reset |

Puc. 257. Bbibop nopTa MCTOYHMKA M NOPTa Ha3HaYeHMUA

MopT uctouHuK (Source)

Onuwmn: Rx only/Tx only/Both.

®YHKUMA: BbIBOP AAHHBIX A8 3epPKaIMPOBaHMA NMOPTa UCTOUYHMKA 3epKanmpoBaHusa. «Rx only»
03HayaerT, YTo Ha NOPTY UCTOUYHMKA OTOBPaXKaOTCA 3ePKasibHO TO/IbKO MOJyYEHHbIe NaKkeTbl. «TX
only» o3HayaeT, YTO Ha MOPTY WMCTOYHMKA OTOBPAXKAIOTCA 3EpPKasibHO TONbKO NepedaHHble

info@symanitron.ru www.symanitron.ru




SEWM10A-D

SYMAN |TRON PYKOBOACTBO MO HACTPOIiKe /

naketbl. «Both» 03HauaeT, Ha NOPTY UCTOYHMKA OTOOPAXKAIOTCA 3€PKANIbHO KaK MONYyYEHHbIE,
TaK M nepesaHHble NaKeTbl.

MopT Ha3HauyeHun (Destination)

®dyHKUMA: BbIbOp NopTa, KOTOpbIK ByaeT NOPTOM HasHayeHWs 3epKanuposaHua. CyuiecTsyeT
OZMH 1 TONbKO OANH NOPT HAa3HAaYeHMA 3ePKaIMPOBAHUA.

22.4. TlpyMmep TMNOBOWM HAaCTPOMKM

KaK nokasaHo Ha pucyHKe 258, nopT 2 - 3TO NOPT HA3HAYEHUA pPeXXUMA 3epKaJMpoBaHUA, a
nopT 1 — NopT NCTOYHUK. Bce nakeTbl Ha NopTy 1 3epKanmpyroTca Ha nopT 2.

Mpouecc 3epHaNMPOBAHHWA Ha YCTPOMCTBE

-—1-»0~ O--1-»
HMCTOYHMK Mopt|HasHavyeHUA

=-=_

S o0
o
HMcTouHHK MNopT HAZHAYEHKA

Xocr

YeTpoleTBO KOHTPONA AAHHBIN

Puc. 258. Mpumep 3epKkanmpoBaHna NOpPTOB

Mpouecc HacTpoMKu:

1. BkawounTte GyHKLUMIO 3epKanmpoBaHus (cm. puc. 256).

2. HacTtpoiiTe nopT 2 Kak NOPT Ha3HayeHMA 3epKannmpoBaHus, MopT 1 Kak NopT UCTOYHMKA
3epKaNIMPOBaHUA, a PEXUM 3epKalbHOIrO OTOBparkeHMA yCTaHoBMTE B pexum «Both» (cm.
puc. 257).

23. JlmarHocTuka

23.1. KomaHaa Ping

Monb3oBaTeNM MOTyT 3anyCTUTb KOMaHAYy ping, YTobbl NPOBEPUTb, AOCTYMHO M YCTPOMCTBO C
yKa3aHHbIM aZpecom M He MOBPEXAEHO /NN CeTeBOe COeAMHEHME BO BPEMS M1aHOBOrO
06CNYKMBAHMA CUCTEMDI.

1. Hactpoika KkomaHabl Ping

ICMP Ping

IP Address 192.165.0.154
Ping Length | 56

Ping Count 5
Ping Interval | 1

Puc. 259. Hactpolika KomaHabl Ping
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IP-aapec (IP Address)

®opmart: A.B.C.D.

OnwucaHme: HacTpolika IP-agpeca yaaneHHOro yCcTponcTea.
IP-agpec (IP Address)

HactpavBaembit amanasoH: 2 ~ 1452 6anr.

3HauyeHue No ymon4yaHuo: 56 6ant.

OnucaHue: HacTpolika anmHbl ICMP-3anpoca (6e3 yyeTa 3arosioBKkoB naketos IP 1 ICMP).
CyetumK Ping (Ping Count)

Hactpausaemblii gnanasoH: 1 ~ 60.

3Ha4yeHMe No ymonyaHuto: 5.

OnucaHuMe: HacTpolKa KoanyecTBa oTnpasasemblx 3anpocos ICMP.
MHTepsan Ping (Ping Interval)

Hactpausaembiit ananasoH: 0 ~ 30 cek.

3HauyeHue No ymon4yaHuto: 1 cek.

OnucaHue: HacTpolKa MHTepBana oTnpasku 3anpocos ICMP.

2. NMpocmoTp pesynbTaToB BbINONHEHMA KOMaHAb! Ping

ICMP Ping Output

PING server 192.168.0.184, 56 bytes of data.

64 bytes from 192.168.0.184: icmp_seq=0, time=0ms
64 bytes from 192.168.0.184: icmp_seq=1, time=0ms
64 bytes from 192.168.0.184: icmp_seq=2, time=0ms
64 bytes from 192.168.0.184: icmp_seq=3, time=0ms
64 bytes from 192.168.0.184: icmp_seq=4, time=0ms
Sent 5 packets, received 5 QK. 0 bad

Puc. 260. OTobparkeHune pe3ybTaToB BbINOAHEHMS KOMaHAb! Ping

BbIxoAHble AaHHble KOMaHZbI Ping BKAOYAOT B ce65 OTBET YCTPOMCTBA HA3HAYEHWUA Ha KaxKAabln
naket 3anpoca ICMP 1 CTaTUCTUKY NaKeToB, COBPaHHY0 BO BPeMSA BbINONHEHMUA KOMaHAb! ping.
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24. PacmiudpoBka abopeBuaTyp

A66pesuartypa | MonHoe HaumeHoBaHUe HanmeHoBaHMe Ha pycCKOm A3biKe
ACE Access Control Entries 3anucm CNUCKa KOHTPOAA A0CTYNa
ACL Access Control List CnNMCOK KOHTPOA1A A0CTYNa
ARP Address Resolution Protocol MpoTokon onpeaeneHna agpeca
BootP Bootstrap Protocol MpoToKkon, NCNOJIb3yeMbli ans
ABTOMATUYECKOTO MOJIyYEHUA KANEHTOM
IP-agpeca
BPDU Bridge Protocol Data Unit NMpoTokon ynpasaeHuA ceTeBbIMMU
MOCTamm
CIST Common and Internal Spanning | Obwee W BHYTpeHHee cBA3ylOWEe
Tree hepeso
CLl Command Line Interface NHTepdenic KoOMaHAHON CTPOKMK
CoS Class of Service Knacc cepsuca
CST Common Spanning Tree Obuwee cBasylolee AepeBo
DHCP Dynamic Host Configuration | MpoTokon AMHAaMUYECKON HACTPOMKK
Protocol y3na
DHP Dual Homing Protocol MpoTtokon Dual Homing
DNS Domain Name System Cuctema AOMEHHbIX UMeH
DSCP Differentiated Services Code Point | Touka Koga AudpdepeHUNPOBaAHHbIX
yenyr
EAPOL Extensible Authentication Protocol | lpoToKkon uWHKancynauumn naketos EAP
over LAN yepes LAN
GARP Generic  Attribute  Registration | MpoTokon  peructpaumMm  OCHOBHbIX
Protocol aTpubyTtos
GMRP GARP Multicast Registration | Mpotokon GARP gna peructpaymm
Protocol MHOroaapecHbIX rpynn
GVRP GARP VLAN Registration Protocol MpoTtokon GARP gna peructpauymmn VLAN
HTTP Hyper Text Transfer Protocol lMpoToKkoN nepepaum rmnepTeKkcTa
ICMP Internet Control Message Protocol | [IpoTOKOA MeXKceTeBbIX YNPaBAAKOLMX
coobLeHni
IGMP Internet  Group  Management | lpoToKon ynpasneHua rpynnamm
Protocol NHTepHeTa  (NpOTOKON  ynpaBaeHus
roynnosoit  (multicast)  nepegauelt
OAHHbIX B  CeTAX, OCHOBAHHbIX Ha
npoTtokone IP)
IGMP Internet  Group Management | [IpoTOKOA  OTCNEXMBAHUA  CETEBOro
Snooping Protocol Snooping Tpaduka IGMP
IST Internal Spanning Tree BHyTpeHHee cBasylowee gepeso
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LACP

Link Aggregation Control Protocol

MpoTokon arperaumen

KaHasoB

ynpasaeHus

LACPDU

Link Aggregation Control Protocol
Data Unit

BnoK paHHbIX NpPOTOKONA ynpasaeHusA
arperaumen KaHanoB

LLDP

Link Layer Discovery Protocol

MpoToKon obHapyKeHWUA YypOBHA KaHana

LLDPDU

Link Layer Discovery Protocol Data
Unit

BNIOK AaHHbIX NPOTOKONA OBHapyXKeHUA
YPOBHA KaHana

MIB

Management Information Base

basa ynpasnstowein nHpopmaymm

MSTI

Multiple Spanning Tree Instance

MHCTaHC MHOXECTBEHHOTO CBA3YHOLLEro
fepesa

MSTP

Multiple Spanning Tree Protocol

MpoTokon MHOeCTBEHHOrO
cBAsyowero aepesa (B oAWH MHCTaHC
MSTP  moryt  BXOAWTb  HECKO/bKO

BMPTYa/ibHbIX CETEN NPU YCNOBUU, YTO UX
TONONOrMA 0AMHaKOBA)

NAS

Network Access Server

CepBep ceTeBOro 40CTyna

NMS

Network Management Station

CraHumA ynpasaeHmnAa CeETbo

NTP

Network Time Protocol

MPOTOKON CUHXPOHM3ALUN BPEMEHM

OID

Object Identifier

NpeHTndmKkaTop obbeKTa

PCP

Priority Code Point

TouKa Koga npuoputeTa

POE

Power Over Ethernet

TexHonorMa nepegayuvm  yaaneHHomy
YCTPOICTBY 3N1EKTPUYECKON 3HEPTUn

PSE

Power Sourcing Equipment

MCTOYHMK 3J'IEKTpW-IeCKOl\;1 IHEPrnun

PVLAN

Private VLAN

0O6ocobneHHbIN VLAN

QcCL

QoS Control List

KoHTpoAbHbIN IncT npoToKkona QoS

QoS

Quality of Service

KauectBo o06cnyskuBaHusa (TexHosnorus
NpPeaoCcTaBNeHNn pPasMYHbIM Knaccam
TpaduKa pasAnYHbIX NPUOPUTETOB B
obcnyxumBaHnK)

RADIUS

Remote Authentication Dial-In

User Service

MpoToKon ans peanusaumm
ayTeHTUdMKauumn, aBTopnsaummn m cbopa
cBeaeHui 06 MCNoNb30BaHHbIX pecypca

RMON

Remote Network Monitoring

OVNCTaHUMOHHbLIN ~ MOHUTOPUHT  CeTU
(pacwupeHne SNMP, paspaboTaHHoe
IETF)

RSTP

Rapid Spanning Tree Protocol

BbICTpbI NPOTOKON CBA3YOLWENO AepeBa
(sepcus npoTtokona STP ¢ ycKopeHHoW
peKoHUrypaumen aepesa)
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SFTP Secure File Transfer Protocol MpoToKon 6e3onacHom nepegaumu
OAHHbIX

SNMP Simple Network Management | MpocTon NPOTOKO/ CeTeBoOro

Protocol ynpaBneHns (MHTEPHET-NPOTOKOAN ANs
ynpassieHus yctponcTeamm B IP-ceTsix Ha
ocHoBe apxutekTyp TCP/UDP)

SNTP Simple Network Time Protocol MpocToM  NPOTOKON  CUMHXPOHM3AUMMK
BpeEMeHMU (aBnseTca YNPOLLEHHOMN
peanusaumnen npotokona NTP)

SP Strict Priority Ctporuii npuopureT

SSH Secure Shell «be3onacHaa  obosnouyka»,  ceTeBOU
NPOTOKOA MPUKIALHOIO YPOBHA

SSL Secure Sockets Layer YpoBeHb 3aWMLLEHHDbIX COKeTOoB,
Kpuntorpaduyecknin NnpoTOKON

SSM Source Specific Multicast MHoroagpecHas paccblaKa ona
KOHKPETHOI0 UCTOYHMKA

STP Spanning Tree Protocol MpoTokon cBA3yoLWEro gepesa

TACACS+ Terminal Access Controller Access | Cuctema KOHTpOAA pocTyna

Control System KOHTpO//epa K TEpMUHANaM

TCP Transmission Control Protocol MpoToKoAa ynpaBaeHnsa nepeaayen

UDP User Datagram Protocol MpoTokon NOJ/Ib30BaTENbCKUX
JaTarpaMmm

USM User-Based Security Model Mopgenb 6e3o0nacHocTM Ha OCHOBe
nonb3oBaTenemn

VLAN Virtual Local Area Network BMpTyanbHaa noKanbHaA ceTb

WINS Windows Internet Naming Service | Cnyxba peructpauym u paspelueHun
MMEH KOMMbIOTEPOB

WRR Weighted Round Robin B3BelleHHasa o4epeab
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