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Temperature(°C) L5 | 35 T\HS
Pucynok6-"¢€¢ oha™ ¢ 7y o m mt —a
¢ °*""’“o'0“oa o_*_e“oba‘cs'i;tl*Y:"?at'rm;\xmmtt<hao(wmt“""q co
ZSWitCh’]CDQ ao’(t< ““<mt* eo o *aaeY"":KSelp_t'E" . t.
~ ~ w -
3.2 > a o bt T'Ee « h e, xch e
il S * 1 —_— vox ot ® *  * * o «
Im = e " ' " Setind w . [Blgbal Ketwork Confi®g € ~ cve T e”™ "
mt h ~ e c” S co - “ee” 'Y e” h m x e Y
Management Interface
I eytducss () DHCP @ Local
Assignment g
Vian I 1
MAL Address 30:29:BE:01:7E!15
IP Parameter
IP Address 192.168.2.1
MetMask 2535.255.255.0
Default Gateway
PucyHok 7— """ m t h gr = * m= et ~h ~— m* +[ 1 ph m ~ T
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St mth™e c” mco TVEX X h tm™ & 6eHYte¥ t* mhf o/ my xLcth -
¢ m ago e . 9 xm "o Yy e "~ Hfdd mmxm™t &t & pg mmcSs g~ ny!
"0 e t h m* ¢

3.3.0¢e Xh~* ¢ 'Y cohto

[} * 1T * o
17y e”mtho —  [BasitSetting ePyrt@onfiguratio® e~ ¢ ~e T e~
Port Description Enable Status Speed Current Speed Duplex Flow Control Medium
g1n | Auto v| Auto v| off v]| Auto v
g1/2 O | Auto v - Auto. v| off v]  Auto v
agl/3 Auto v -== Auto v , Off v | Auto v
gl/4 | Auto v 1 ---  Auto v | Off v l Auto v
g1/5 Auto v Auto v| off v] Auto v
g1/6 | Auto v Auto v off v] Auto v
ql/7 v Auto Vi --- ~ Auto v | ~ Off VI Auto v
q1/8 | Auto v -- Auto v| off v] Auto v
g2/1 ~ Auto v ] 22 Auto v | Off v I Auto v
92/2 Auto v --- Auto v| o v] Auto v
92/3 Auto v  Auto v J - Off v I Auto v
g2/4 1 Auto v Auto v | Off v | Auto v
g2/5 | Auto v Auto vl off vl Auto v
92/6  Auto v]  100Mby/s Auto v| off v] Auto v
207 _m | Auito | 1__Auto v e vl Ao
PucyHok8-.0¢€e ~ xh ™ ¢ Yy coh to
o 'Ht o mth ™ e c a o’ t a e t 'E mt * t xm
coto 0o a coht™ o
T a e e m ohomt - " xc T me o

*""(g;o:het:”‘a)*ﬁ‘ tm’"_<_to<a" *m*’%?xﬁ]g:"‘“t"ff‘*x’E'< e q)<_
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC(

34s t oa ™t - m o0 ot ~0: e

’ g * L e < — 1 < * <

"~ a [BasicSettind My adto-shutdowr e~ ¢~ e — e~ "¢ %
co ~ "~ eme™ ‘Yxe@” max e Y
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—Global
Delay |0 <0-600>
—PORT
Port Configration Enable Auto Shutdown function
GigaEthernet1/1 O
GigaEthernet1/2 (]
GigaEthernet1/3 0O
GigaEthernet1/4 0O
GigaEthernet1/5 (]
GigaEthernet1/6 0O
GigaEthernet1/7 (]
GigaEthernet1/8 (m]
GigaEthernet2/1 (|}
GigaEthernet2/2 O
GigaEthernet2/3 (]
GigaEthernet2/4 O
GigaEthernet2/5 m]
Set Reload
—_s t oa ™t . m o} ot ~0: e c o f
P”CVHOK 9 - * 1 < — < — O 1 < * <
rooaw ) ~ Ié r ~ o PNy r
t o ™ t th e hex t m tox®t - 0 coo h t t @
H © —_— * e Kk C < < v-oY . —*C k) <Yn —_— T - —_— I« *
h a ’ ~ " h > . e e T Cca¥ et T Xx ¢ h =~
- < Y < — - —% < * * Y© < © * < < * F -
~ h 7 t e “m¢tho h % ’ha o o t t mt x 0O
- < * E Sma\@x Z - %< e‘) ¢ * € < f < - * Y
h "~ e eho a ' com ™ ~0: e ¢ ocoaaxt~®toh™
1 < < - < < Y < o —_— O’ < * Y —_— q)
h h ~ L R
3.5 0 aaeo 0 m c e
Y + < < < 1 < * <
m e ™~ S ! ST e ™ c ™ e — ¢ oe’ t m*\e m tyh
] . Sefin® w . MBEtwEDB .. Y. . tme, mty
c o Y e e ™ 7 e ™ h m x e
_ Y X .Y
r—Version
Running Version Switch.bin, 2.0.21 Build 83942, 2024-9-29 16:16:27 by USER-2016031
ROM Version 05.0

— Software Update

File Select file No file selected Update

PMCVHOK 10 - h o h * aaeo o~ m c : e
no 'Ht o m¢t h ™ e c ao’ eo c ho h t 'E t x " x 0
T a EXpOI’f)FZ : t o * 'H mecoht h o 't ' t¢€ CXO'SBﬁ(@aré h m
Updatm ¥ h t m nth T h o h *aaeo ) o * m ¢ . Fo t'yXR
xXmt *e¥ t e’E Uﬁdatei>° T xmt “eo
h o h ~ aaeo o * m c . e md %X e o ttTo oo xmo n
,& — T < < < 1 < * <o * - <o "— *
A [ h ) h x xm <t h o i m t (0)

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC(
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36,0 oh ™e e K hx - %

< * < + —
Im e ™ " Selinf. MBaveliGad ¢~ c~e T e~  ~ ¢ %
co T " ee ™'Y e” h m x e Y
—Save
Current configuration file  startup-config ‘Export
—Load
Import startup-config file ISeIec*t file| No file selected Import
Reboot is required after importing startup-config!
PucyHok 11— . © oh " & "€ ~h x *= ~
T a <Export com ™ : 0 t x "oy o e x h ~* ¢ Yo
o ac 'EQt h P Im T <mport>z.  em™’oat 't t m"t 0@ x h ™ ¢
acoh't h o “ e e ” oaaxt®™toh ¢
3.7 h T cxm
R < J—
Im = e ™ "Settif ORgst@B & © ¢ e T e~ e ¥ coY
e ™ T x ™" ma e Y
Restart
Reboot
’ Clear MAC Address Table ]
’ Clear ARP Table ]
l Clear port counters ]
PucyHok 12— h "~ " cxm
T to * o c h " hx ° t'E Reagop.x t *toh " e&rea t a g0
. ’ -~ & .
o, mt tE tF = meoa ALY T Tt oex 1 wto h t oo
= ~
38 ~ 0O " m e *"mtho
" © —_ < 0 —
Restore the original settings
Restore the original settings
Reboot is required
Restore
PMCVHOI{13—(_+h°°m "'"’""o"‘m 3 e”mtho
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e 'Ht o mth> e ogmmt *,eo0ao’t E ~~ o0 %nm x " yHE em t b o
eoc<Restorey (to* . m¥Thom t'E e~“mtho "o cr o0 o
4. X "0c "meomt 'E
" <
PucyHok 14 — - e O ~ o0 Cc *meomt e ™ c ™ e - e ”
7~ 7~ 0 7~
41 ¢ h ~ e cCo 'E" o ot Ya
" o < * < o < *
4117 ¢ h ~ —~ e o0 "do T Ha
u— - < * <o < *
Im 7™ e "Sécliritg'E MpercManagemer e ~ ¢ ~e 7 e” e, Z
c o T ee™ 'Y e” h m x e Y
User Management Group Management | Pass Management || Author Management | Authen Management
User name User permission Pass-Group Authen-Group Author-Group User Status Operate
admin | adrsn‘i{:it:trr‘;tor | l ‘ Normal l Modify ‘

PucyHok 15—-" ¢ h = 7 e coTETo0 "t T'Ya
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" a &Modify>z ctoF o "a e tE 0 e xh* ¢ 0O ¢c¢o
*h~”eeo o c¢co "E <Deklele " "y e ™’ a tc” e T O
"* " a <Createe © e e c*e T ¥y to® . ¢ h t e ™
User name
Password

Confirming password

Pass-Group

Authen-Group

Author-Group

PucyHok 16— "~ “ m t heoo o o co "E"o ot Y

=" co Te” ht™ a t h 7 ’c’oo"ao0 e x h ~* ¢ Sep e~ & t e F c
cto . mo - ° t 'E eoﬁd'a.*<Regoé_a>‘E'o;“t’bf'(. %Ypeo tE
co’“'E'o“"’ta}*’"<t(ngaCk>z s to 7o L. hext Em 'y e ™ mth*e ¢
41.2° ¢ h ~ ~he cc ™ a
o= o + < * < *
i [Security U§erdiilanagemen6 ByoupManagement ; - ot _h .t E
e ”"mtho Xx ¢ h ™ Y h x ¢cc ™ a b
User Management Group Management Pass Management Author Management Authen Management
(@] Serlal Group Name Pass-Group Rule Authen-Group Rule Author-Group Rule Detail Operate
Number
1 a l 1 group 1 ] 3 2 | Detail | Modify |
PucyHok 17-" ¢ h = ~““hex c ¢ " a
"7 a Modify>E S to ¥ T a e t E o e xh* ¢ 0O h x
_hxcocoe ™ aDeletee ~ e e c*e T @ :“t béDetéuW * o T E
choﬁ(h*tEE B mgﬁ\?(:.m“E:'hxcc
User Management Group Management Pass Management Author Management _Authen Management
[ Serial Number User Name Pass-Group Name Authen-Group Name  Author-Group Name  User Status Operate
PucyHok 18— ~—_ e . hxcec
- | <Create>e"’e T e c e - mt h ™ e c - X ¢ h ™ - e ’

m™ " x O"x QO mth™e ex Y
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User Group Name

Pass-Group Name

Authen-Group Name

Author-Group Name

-~

PucyHok 19— "~ " m t h o

© —_— - © +

=" co "Te” ht™ a t h 7 'c’oo”ao0 e x h * ¢ Sep e~ & U e F c
to* . mox D” thx @ © x

413 c¢c h ~ Toeg tc ® hoo ™

3 < *
row o g - I h t oL o -t o +
[Securitp  Oserdanagement, . bt [PassManagemeny, ;
ot h .t 'JE mth™e C X e ”"mt ho c h ™ —~ c¢co Tt
User Management Group Management Pass Management Author Management Authen Management
Serial Pass-Group Same as the . . .
] Number Name wsername  Min Length Validity =~ Number Lower-letter Upper-letter  Special-character Operate
I||_[| 1 I 1 Can be same l 2 I [ Ves I Ves | Yes Yes J Modify |
Pucynok 20— o -~ t ¢ ™ ho "7
" a <Modifysx  ;to® . cha et Epo T.F ch Tt ot ex™ ’ a ot
<Deletee © e e cTe T 5 -to* . x"* " tFE
"™ a <Createx "e T e c ™ e - mth™e c x ¢ h ~ — e '
m™ " x O"x O mth™e ex Y
Pass-Group Name
Same as Username Can -
Contain Number Must -
Cantain Lower-|stter Must -
Contain Upper-letter Must -
Contain Special-character Must -
Min Length (1-127)
Validity 8] d 0 h 0 m 0 5
P”CVHOKZ]._ " m¢t h o ~ c h ~ - c o t c ™I
=" co Te” h™ a t h ¥ c’oo”ao0 e x h ™ ¢ <Setx ®t ~ ¢ a’ d c ~

t o ¥ . mox D~doE e X

) - —_—
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414 ¢ h ~ ’c‘<oe"” t™ too h Y oe

L < R p— © * * *

h t [AuthorMariagement,; t o ~

r

" ' a [Securitp [Oser®lanagement

ot h .t 'E mth™e G X e ”mtho co 7 ot - t oh
User Management Group Management Pass Management Author Management Authen Management
[} Serial Number Author-Group Name Precedence Operate
[ ] ‘ 1 I 1 | System administrator | Modify ‘
Pucymwok 22— o — t " toh " g
"7 a <Maodify>y ot o* . ch™m e ™1 Epo T.%FT chb Tt t ex™ > a t
<Deletee ~ e e c*e T ¥ :to S - tE
"™ a <Createx "e T e c ™ e - mth™e c x ¢ h ~ — e '
m™ " x O"x O mth™e ex VY
Author-Group Name
Precedence System administrator -
PMCVHOKZ?" " m¢t h o ~ c h ™ t ©ohc oo™ ct
=" co "™ h™ a t“h 7 cao T o0 e x h * ¢ <Set= &t “¢é a’ @ c ~
’toé. mox D~ d 0E e 0 X
415 ¢ h ~ Toeg t* x to et e
o= - < ke < * — <o * VK — *  *
" 7 a [Securitp Oserddanagement. T . h t [AuthenMafiagemen},; t © ~
ot h .t 'E mth™e €cX Tex'tm tehto te T o®
User Management Group Management Pass Management Author Management Authen Management
] Serial Number Authen-Group Name Max try times Duration for all tries Operate
[ @ | 1 1 | | | Modity |
PucyHok 24— o — t _  Txt et o Te,
"7 a  <Modify>X ot o * . c h = e " 'Egpo T. T ch Tt t ex™ > a t
~ > ~ —~ + S w ’
<Deletest e e c e . <_Z : t o . X . t 'E
"*  a <Createx "e T e c e - mt h ™ e c - X ¢ h ™ - e ’

m™ " x O"x O mth™e ex Y
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Authen-Group Mame

Max try times (1-9)
Duration for all tries 0 do h 0 m 0 s
PucyHok 25— "~ " m t h o - c h~ ~ co Tt ¥ ox ot

=Y co "™ ht™a t h 7 'c’oo”@ao0 e x h ™ ¢ <Setx &t " ¢é a’ d c -
;to” . mox DTdoETeb X

7~ 2
427 ¢ h ~ e omt xcoa

- o < * <

421, ~x*
" Hto mth=~e gm0 ["¢.¢tT"nete{ X E{{ISecuritg bt

© *

[@al yIF3ASYSyd ! OBSa&6 efph w{ SNIISNI” ¢ I e;tmot*h .o 0
¢ . F 8

h t wl ¢T1t B~ 'Ht o o tm thh."‘te’Edl"Z'*HT‘]TPfe."mtho

L

HTTP HTTPS SSH SNMP

Operation
@ON ) OFF

Configuration

Port 80

PucyHok 26— """ m t h BTTP_ ~

17y e TMHTTRS - T bt [HTIET T X

HTTP HTTPS SSH SNMP

Operation
D ON @ OFF

Configuration
Port 443

PucyHok 27— """ m t h BITTR ~
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1] 7Y e ”mSSHO-:_‘_*h ot [S»SH'LAm B X

HTTP HTTPS SSH SNMP

Operation
D ON @ OFF

Configuration

TimeOut 180

PucyHok 28— " " m t h §SH ~

17 e TR, - Tt [N
HTTP HTTPS SSH SNMP
Configuration
Port 151
Packetsize 3000
TrapTimeout 30

Beating trap Interval

PucyHok 29— " " m t h NMP_"~

422" " mth oo a EOSNMRLV2

row

e ™

‘2 [Securitp Myl Wl ISYSyYy Ul  ISOMPSEVA 6Comfwintys © ¢ e T
-~ -t o *

c > : .e "mt ho e ” mt h ™ e c X

SNMP Community SNMP Host
B SNMP Community Name SNMP Community Encryption SNMP Community Attribute Operate
[l snmpl False RO Modify
B snmp2 False RO Modify

PucyHok 30— SNMPR_©° a 'EQe 't

] Y T a e e Y c"‘h<M@dify;s_p’E)"Y me o* ” "a™ et Y e o o )
<Create>:

SNMP Community SNMP Host

SNMP Community Name Input less than 20 characters

SNMP Community Attribute Read Only ~

PucyHok 31— _©° =7 "SNMR_o a 'EQe 't

* *
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17y x” *y> _oa EQe tDelete ' a t
Ttoe® . ¢ h° T oeh” xh¥ge  9omMSNMPHost]- T M t

SNMP Community SNMP Host

f SNMP Host IP SNMP Community String SNMP Message Type SNMP Community Version Operate
o 192.168.0.1 snmpl Traps vl Modify
| 192.168.0.2 snmp2 Traps vl Modify

PucyHok 32—~ o m SNMP

] 7Y mo "7 "eSNWNoemtt® e~ a t ¢/ NBFGSHY
SNMP Host IP
SNMP Community
SNMP Message Type Traps + Informs s not supported in version v1
SNMP Community Version vl .

PucyHok 33— " " m t h GNMRgo m t ~

1Y "a e e SNMPH & ir & td o’ a ot FaZRATERS efe0y O

< * - *
e

a <PDelete>.

423" "mtho _* rfhat Jo

© —
i [Securlt)G 8 Bl ISYSy i SNMPOBCoifiguraligh © ¢ “ e . — e~
’to 0 t e‘érﬁtmdh"'e c X
SNMPv3 Group | SNMPv3 User

Config Config

O Group Name Security Level Operate

O ‘ group ‘ noauth Modify

PucyHok 34— 1 h x cSNMPv3

T a ot Fa2zRATERHXE ;to” . "a e tE ¢ ®*h™®a th
T a t Reload ex ™ fe Te c ™ e - x ¢ h ™ - e YS :

o e x h* ¢ h xcc . {bat Jo®
" a Creathrx ; to ¥ . mo " T ESNKEPV8:o  x O | hxcoc
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SNMPv3 Group Configration
Group Name [
Security Level | noauth v |
PUcyHok35— "~ mt ho =~ = ~hxcc . {pat @o

to% . ¢ h -~ T e mtio SN|\}l||:>\//-:.3'E''+0 Lttt TTSNMPV3 User *

< < <o * -
Config:
SNMPv3 Group SNMPv3 User
Config Config
(W] User Name Group Name Security Level Method Password Operate
=k aaa 1 auth md5 12345678 Modify |
=

PucyHok 36— _© " 'E° o SNMPv3

Tt a ot FazRATepx ;to” . "a e tE ¢ ™h™®a th
- | t R@|0qa(5 X ™ fe > e c ™ e - Xx ¢ h ™ -~ e YS :
e"‘mthom_"o co’“’E'o“"t<"’Y{batQ0(p
¥ a  Createx ;to*. mo ~ %~ t E eo o o COA'E'°“~t<A'Y
—SNMPv3 User Configration
User Name [ ]
Group Name \ 1
Security Level [ v
Method md5 v
Password

PucyHok 37— "~ " m t heoo @od 'E'0 ~“t 7Y [ bpat @Jo

"* " a Deletesg” e ¢ rte T x ch=® T e YI ot . mxgerc
SNMPV3.
424" e t h m oa™ e eo mtho

< . < © — © —
" a [Seguntys B Wl 3SYSy il aedsSaae e .. "¢, . T ;
mth’"'*@x ’Eenahom_* et h o m~ _oa”‘e"‘eoae m t h
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GLOBAL Login Banner
Configuration
Time Qut{sec) O
PucyHok 38— "~ " m t h o - h a e t h a e ™ T 'Ee o
"‘ " " eeo "Mty e x & 6 0 BBmth o t 'E h a 'y mjm*"2m"~
xmt"’eou*t’E ’|-|et’b;<oe‘*e<"’;"]-|th cto m(”’em e o
. -~ h row _t "Em C'W . . 14 e IY h a e m
to* . e™*mtho L = e e _h s co 'y TYO"[LogimBannet:h | .2
GLOBAL Login Banner
Banner Text
PucyHOK 39— "~ m t h o “ moo* " e Y f*ee h™* ot
. ~ 4 h
43X 0oC me omt E e t m o
" < * < v < ® @
r oW ~ ~
mtho - h eéy't h m
4'3'1 ® — a’ - /* “* Y — g J_GE
" a [Securitp  [Pprt Becuritye © ¢ e T e” " ¢ [IPMACo t _
Binding:
IP MAC Binding Static Mac Filter Mode Static Mac Filter Dynamic Mac Mode
Interface Name Operate
gin Detail
glr2 Detail
gl/3 Detail
gl/4 Detail
gl/s Detail
gl/6 Detail
g1/7 Detail
agl/s Detail
a2/ Detail
-~ I Matail
Pucynok 40— ¢ mo et ~h ~ mo
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" a <Pefaihr ;M . h t 'E e oha® ¢ O o <ch Y
[l Serial number 1P Address MAC Address Operate
[ 1 192168.0.1 1001.1002.1003 Modify
[ 2 192.168.0.2 0002.0003.0004 Modify

PucyHok 41— "€ o h a "ced Y Y.MAC Lt

1Y X ‘a<e<e*’Ychc*”“h’v'a_MA(:redL“’ta*t< FaQIVQATéIjZ "7
e oha” g  <Relpagd tob* . mo Tt E eo . MAB " aa ett ¢
<Create>:
Enter a new IP address
Enter a new MAC
PucyHok 42— o = " "ceh Y MAC L't
17y x T T e Y .*h~eeo o HDelete>ee t*~ ec h e "y ¢~
x ch=~ 7= e YO
t vt h m a TFt h*” & ® h lo
4'3'2(- ®* B << — % E c* * < al' /»

¢ . % _h StaticMAGFilterMode],; t ©¢h. efm t h * e " m@x ho

< * ©

IP MAC Binding Static Mac Filter Mode Static Mac Filter Dynamic Mac Mode
Interface Name Port Mode Static MAC Filtration Mode
gi/i Access [ Disable v
ql/2 Access | @
g1/3 Access | Disable v
a1/4 Access ' | Disable v
gl/s Access ' Disable v
qls6 Access @
al/7 Access [Disable v
gl/8 Access @
a2/l Access | Disable v
g2i2 Access Disable ~
qaf3 Access . Disable v ]
a2/4 Access Disable ~
a2fs Access Disable v
a2/6 Access Disable v
a2/7 Access Disable
Ll Arrmar | [ Fiimable ye
et ] Reload |
PucyHok43- _~ ~a mt ~t - m MAG " h MmEth~ g
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m t hmot t - m o0 X " h Et nh 0 ¢ I
4.3.3 Lo, m_o 2 L., all
¢ LT h §tatigMAGIFiIter],; t oc h.< £ t“m*t h = e :‘r&x h o L

P MAC Binding Static Mac Filter Mode Static Mac Filter Dynamic Mac Mode
Interface Mame Operate
g1 Detail
gl/2 | Dretail
al/3 Detail
ql/4 Detail
agl/s | Detail
gl/6 | Dretail
gl/7 Detail
ql/a Detail
a2/1 | Dretail
qéf2 Dretail
q2/3 Detail
q2/4 Detail
92/5 | Dretail
/6 Detail
q2/7 Dietail
q2/8 Dretail

PucyHok 44— _t = t =Y mEt YMAG "~ h mo

*

- < * *

"v 7 a <Defailhz ;arE . h tE e ohMAGe MO Mo F T e

[ Serial number MAC Address Operate

I 1 | 1001.1002.1003 I Modify

PucyHok 45— _¢  MWAG " h mo

< -

] Y T a e e Y 'H— a et o T'Et’ ha” dCreatese ";’tao Yt
mo - " " x B

€ OMAGM RN m " Y

<

Static MAC Address

PucyHok 46— _© =" " e eo o o HT a et mt~t
1Y x**’“<e*'Y“.*h*e@@|e£@e""“oe”rd’*’t-3e<i‘“:aZ(ttm"'“"‘<e*
e ™ a h m a T'EtZXh*™he mo I

4'3'44 * * T << — © v o E c<* * wa' /

eth t h ™ e “m@x h o
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©
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IP MAC Binding Static Mac Filter Mode Static Mac Filter Dynamic Mac Mode
Interface Name Dynamic MAC Filtration Mode Max MAC Address

qin | Disable v [t ]0-4095)
gl1/2 | Disable v [1 | (1-4095)
9173 [ Disable v 1 (1-4095)
gl/4 | Disable v ‘ L (1-4095)
al/s | Disable v 1 (1-4095)
g1/6 | Dissble ' 2 |(1-4095)
q1/7 | Disable v [1 (1-4095)
gI/BV \ Disable v }1 (1-4095)
g2/1 [ Disable v It (1-4095)
g2r2 [ Disable v 1 (-4095)
g2/3 \ Disable v | h. 1(1-4095)
g2/4 | Disable v [1

o2/5 o ~) Tk

a2/6 | Disable v ' 1 |(1-4095)

PucyHok 47— 1 e ~a ~h m’ a TEt hMAE " h mo
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4.4 Switchport Protect
"~ a [Security Bwitchport Protede © ¢ ~e T et*o ¢ h

e "mt ho

“edm t h e c X

* * ok ok *

©

*
Port Protect Configuration Port Protect List

Port Port Protect Group

alfl
glj2
gl/3
al/
gl/s
g1/6
alf7
gl/d
g/l
ge/2
a2/3
q2/4
9-2!5
a2/6
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Port Protect Configuration Port Protect List

Part Protect Group

O 1
[ select AllfSelect None

i = — ] Current 1 ltemy/Total 1
No.1 Page/Total 1 Page  First Prev Next Last Go Mo. |T Page Search_.L J i
Help

#Port Protect Group 0 is Default Port Protect Group, and it can not be deleted.

[ Reload | Create ] Delete |
PucyHok49- ¢ mo  hxcc [ gAHTOKLIZ2NI t NP
a*<Re!0ad>e e e >cC’re<Lto<'e.*‘b{Zeo“*t’E*eloha
rooaw > a <De!et@e ~ e > e c ~ e ~ X C h ~ ~—~ e ,YZ X S —~ t
"™ a <Createct ~ e > e c ™ e - x ¢ h ™ - e Y c h
Switchport Protect:
Port Protect Configuration Port Protect List
Create Port Protect
Group
Set
PucyHok 50— _° ~ " " e h x cpotect { 4 A U OK L2 NIi
"7 a <Sepe ” e T e c ™ e - x ¢ h ~ ~ e ’Yz;to+
"7’ a <Relopady ;to* . oFeo t'E e oha”g¢e¢ O {gAlOKL

"* ' a <Goback,; t o F .he x h EW YPorfProtectist].
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4.5 Keepalive

e [Securitp  Keemalivge Tc T e T el to Tl _ettmih e ex
e ”mt ho

©

*

Port Status Keepalive Period
91/1 | Enable v/ (0-32767)5
g2 | Enable | (0-32767)5
91/3 | Enable v/ (0-32767)S
a1/4 | Enable  v| (0-32767)5
a1/5 [ Enable v/ (0-32767)5
g1/6 | Enable | (0-32767)S
91/7 | Enable | (0-32767)5
q1/8 | Enable v/ (0-32767)5
92/1 | Enable v| (0-32767)5
a2/2 | Enable v/ (0-32767)5
a2 [ Fnable | L 10-32767)5

PucyHok 51— " © m t h Reepalive

om e "mtho <Sepe ™ ™ e a ’ & c "~ e x ¢ h~ — e |
a e e Y®&Reloagza ;t o * . o Feo t 'E e oha* g 0O O

46sx t et "€, Y YNHOM:

< * [} * — *

4611 "0 *~ TEe~ 'Yy e~mtho "

"~ a Securitgo BO2.LXPort Authenticatior8 GjobaB €~ @ ~e ™ go

o a1 B *
~ ~o L F w o~ ~
“omet"r?th e “TgX Eeom e _mthom_* yI'IHCDM'
Operation
© On @ Off
Configuration
Guest VLAN E
Vendor permit E
Re-authentication ]
Parmeters
Authentication type Eap—v
Re-authentication max 5 «<1-10=
Timeout
Quiet period 60 <0-65535=>
Re-authentication pericd 3600  <1-4294967295-
Request period 30 =1-65535=

PucyHok 52— 1 "0 ** TEe " 'Y xh ¢ Y ynaHOM:
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462 ¢ mo “cxht™ e t " e
3 * — <o % * Uk — *  *
"7 7 a  Securitfgo  BP2.4X Port Authenticatior8 ~ [RAuthentication Lis@ € ~ c"e
e ™ ftgo To. etmt h e mx ho
Mame Method 1 Method 2 Methad 3 Method 4
ha'd Ilocal
SGC Igmupradius group tacacs+ group 1
PI/IC\/HOK53—€C . mo "cxht"we*t’“* ) *_" c. .
"7 a <Reloade ~ e e "t *® e~ 'YXchto® . oTeo t 'E m
" a <PDeletese ~ e ' e c ™ e - x ¢ h ™ — eo CY}Z";tf)“G"
“ox ot e t G ()
P *<Create£ ’ t o 4 . WOO' o.mtc ,*EmerEY“
MNew Authentication Entry
MName
Method 1 [group [o] [redius [«] |
vetod s [ -] 7] |
PUCyHOK 54— 0 "~ 7 "e ~~ ch~ 77 Txt et "
463" " mt ho ~ e t h m o
" ©  — * < v < ® o

"7 7 &, Securitgy BP2.4X Port Authenticatiors  Bort dConfiguratio® € ~ c "e

e”’ﬂ*"":tecgc;;h<ewm£h*e:r@>th_ow_*
Port Port control f\i{\t::gﬂr(n :clit;pter Q/l:)tehentication Authentication mode Accounting  Guest VLAN Method
g1/1 Force authorized v 0 | Eap v|| Single hosts v 0 [ |<1-4094>
gl1/2 Force authorized v O ‘ Eap v ” Single hosts v ‘ i} <1-4094>
q1/3 Force authorized v ) | Eap v|[ singlehosts v O <1-4094>
gl1/4 Force authorized v O | Eap V|| Single hosts v 0O <1-4094>
g1/5 Force authorized v 0 [ Ep  v|[ Singehosts ~| O <1-4004>
g1/6 Force authorized v O ‘ Eap VH Single hosts V‘ £ <1-4094> |
/7 Force authorized v || (@] | Eap VH Single hosts v\‘ o | —,21—400% |7
g1/8 Force authorized v O [ ;Eap VHv Single hosts V‘ O - <1-4094> |
g2/1 Force authorized v (] | Eap v|| Single hosts v ] <1-4094> |
92/2 Force authorized v O ‘_ Eap V_I [‘ Single hosts 7\1 O <1-4094>
g2/3 Force authorized v O ‘ Eap v ]] Single hosts V‘ i <1-4094>
214 Corca authorizad s (| [ Fan s I Sinala hacte ! ] le1-4004>
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= T, _otoh . e""mthow . .0 Tao e . to T'E o
Ml o suxe contor o
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC(

464, t "t mt "

* * —
"~ a Securitgo B8B2.1XPortAuthenticatior8 Btatigiicye ~ ¢ "ee” T * o ¥
c h e™th™mat Ex m t . YyNHOM-
& i Received EAP Response EAP EAP Transmitted EAP h
Part EAPOL Start  EAPOL Logoff EAPOL Invalid EAPOL Total Id Response Other Length Error  EAPOL Total Request Id EAP Other
q0/1
g0/2
g0/3
g0/4
PucyHok56—-  t 7t mt % yagHOM-
o 'Ht o mth ™ e c ao’ eo c ho h t 'E m t 802.1)n "t :
m 9 e t h m ™ 9
~ ¥ w o~ -~ ~ -~
o '"Ee ’ e mt¢t ho
4.7.17 Ee ~ Y o
"7 a  Securitd RADWE Ciobab ¢ e e  TToc .h emth”e gx
e "mtho
RADIUS Configuration

Max.Number of Retransmits 2 =0-100=

Timeout[s] 3 «1-1000=

MNAS IP-Address(Attribute 4)

Radius-Server Key

PucyHok 57— 1 0 * © T'Ee ~ 'YRADIUSt h o  ~

o 'Ht o mth ™ e c ao’ eo e ”m¢tho t 'E a~ m a ™~ T Ee
m ~em¥ 535 ph!{ RADIUSO; m h _ h~
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472" mt ho ~ m Tx ¥,
L ] L ] 0  —
a  Securitgo RADWE Barviodé ¢ e~e “~“"ioc .h eMmth e gx
e "mt ho
[J Address Authentication port Accounting port
O | 19216827 1812 |1813
PucyHok 58— """ mt h @ h t"o ¢ wl 5L {
e “ e eo mt h ™~ e c e ~ oaaxt™toh ao’ eo e ™ m
m _h  h w! 5L {®
T a <Sepe ” e C e c ™ e - x ¢ h ~ ~ e Yy to”
""’ a <Reloady ;toF . oTeo t E e oha” gx@® o “cgp ht "
""a*<|})e!et@z;to+. x°”’"‘*t'E“.”"h”'eex'O"‘c*m'Eq)
"’ a <Createp,; t oMo "7 Yt E eo “xt 'Ht a RADIUSE .
Server Ip Address:
PucyHok59—- o "~ 7 e e o RADIUS H a et~
5 m t aeo h a 'y
e x < < o <
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5.1 meo e . e *"mtho
T o < ©  —
T Timé GMBpsigSeting ¢ T ceTe TG0t h etminTe e
e "mt ho
System Time
1870-01-0100:31:35  |[__Refresh |

Select Time-Zone  (GMT)Greenwich Mean Time,Dublin,London,Lisbon -

Set Time Manually

Set Time |19,‘-|:| |Year|n]1 |M0nih||j1 |D‘ﬂ:|l'|\:ll:l |Hr.:rur|31 |Minute(5}$ec0nd
PMC\/HOKGl—met h o ~ m m t aeo o] h a e
"~ a <ReloadE ;to* . o *eo t 'E Ot x " oto®h™>~
mth™e C ao’eo e "mtho t 'E ;”“mS@tTimeMamJa*yf]Yiz r:ntm”'t
Xmt ™ eo t 'E m mt aeo h a 'y hx -ex O¢
a*T|m@ w"bTF&De ce eﬁ<*';;@*o*c<.h<ae°’tm*th ee*@xthom_‘
m e gh oe N O h a e
— Network Time Synchronization
[[J NTP Master Primary
NTP Server l
One
NTP Server l
Two
NTP Server l
Three
PmcyHOK62—r*mth° - m e gh oe T e h a
o 'Ht o m¢th ™~ e c Za®oh’ eman @ th fnfyoe HhP et~ ¢ h
m
~ ¥ w o~ -~ -~ 1
o '"Ce ’ e m¢t ho
5.3.11 Ee * 'Y o
"7 a  Time8 R0 [Gobal e~ ce™e ™ got .h etmth~e C X
e “m¢t hcoh ot o o’“"'htca;eeo o
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PTP Basic Config

Device Type I Boundary EI Fregtraceable |o IZI
PTP Settings | Disable PTP [=] Timescale E =
Load Protocol | Ethernet Protocal[ ] Timescures Le0

Domain Filtration I—EEE—E Regulator Settings

Setlings Proportion Constant 2
The timecut of
delay_req record : Integration Constant 10
Differentiat
Setting the default FTF data s=t s 0
Constant
Default Priorigyl 128
) Sync Process Mechanism
Default Prionty 128
H Domamn O I Straight Funrﬁrdilzl
Default Domai 0
I Tt Domain 1 | Straight Funﬂsrdilzl
FTF Time Properties Sethings= Darnain 2 |_$_-1_:Ea_ig_h_t_F_uanr5:_|B
Offset Between UTC
And TAI Domain 3 | Straight FDru'rardilzI
Leap59 | 0 EI Cleck Freguency Syncronization
Syncremization —————
Leaptl 0 Erahbl
| E! Settings | sailanis E
Timetracesble (o E
PucyHok 63— 1 "0 * © T'Ee * 'YPTP* m t h o  ~
o 'Ht o mth™e c ao’eo -0 PTE = [ S o0t €"C
c ™ h ™ a t h c o X ao - "™e O m 0 m t ~ h a e t ¢
" a <Sepe ” e " e c ™ e - x ¢ h ~ ~ e Y~ a of
<Reloagh,; t oF*eo tE  To*" "Eex O _oe  xh¥ g O t¢t

5_3_2"‘"mthocwo_h'"t"'e5

"~ a  Timed G Rert Gonfiguratio® e ©  e™e T go & .h e
mth*e ~“mx ho

® —
Create the PTP |EEE1588 Transport Detey Designated ransmission Announce Receipt |Lansmission ([ransmissiony

Port e Protsodt Measurement Disable Interval of Tireout Interval of Sync Interval of
b Mechanism Announce Packets Packets PdelayReq Packets

qu/t Faise v ethernet v p2p v Enable v Y 10 v -Tv =

g0/2 False v ethernet v p2p v Enable v 1 v 10 v -1v Qv

g0/3 False v ethernet v p2p v Enable v 1 v 10 v 1 v 1v

q0/4 False v ethernet v p2p v Enable v HieY, 10 v -1 v -1 v

q0/5 False v ethernet v p2p v Enable v 1 v 10 v 1v 1 v

g0/6 False v ethernet v p2p v Enable v 1 v 10 v -1 v 1 v

g0/7 False v ethernet v p2p v Enable v 1 v 10 v 1 v 1 v

q0/8 False v ethernet v p2p v Enable v 1 v 10 v 1v 1 v
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"f*mtho e ” 'Ht o mth™e c Tomt x cPRTP t o

~0; ZCD*

<

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC(

* -~ 2 w g,
233, eo h me™™y; %
FT e Time MR MWnicese e T e Te T e L oM e mth e X

e "mt ho

©

*

] Part Unicast State IP Address Operate
PUCYyHOKB5— " 7 m t hoo'me_o"”’ ’ hc<<mhe<o'm”’ L e ” coht™ g
T 'Ht o mth™e c a o'’aemo¢ “otHx@mo *H ht fEe o h** m°mo . G
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6.1.11 7o ¥~ TEe " 'Y e”"mtho -

"~ a  NetworkiSecuritp DOBRO Kobak e~ e™e T Eofl .h e
mth™ e mx ho

©  —— %

— Preventing DOS Attack
ICMP DOS attack checking

Drop IP packets if source ip equal

destination ip
Checking on first fragment ip packets

Drop packets if TCP/UDP source port equal

O
O
O
- a
destination port
Drop if packets with MACSA equal MACDA ()
Drop TCP packets with invalid TCP flags O
O

Checking TCP DOS fragment attack

PucyHok 67— "~ m t h o Tt st . ot 5 hy{
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6.2 DHCP Snooping
6.2.11 70 " T'Ee " 'Y e “mt ho -

"~ a NetworkcSecurit) HCR Snoopibg [Bjobak €~ ®™e T go”
c h e™¢th™e “mxt ho

< < ©  —

—DHCP Snooping Global Config

DHCP Snooping Global Config Disable v
TFTP Server IP To Save the Port
Binding Relationship

TFTP File Name To Save the Port —‘

Binding Relationship

Update Interval To Save the Port |
Binding Relationship

Help
#Please remove the binding item and then close the snooping DHCP protocol
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6.2.2 _VLAN Y
" 7 a Networkdecurit§ DHCER Snoapgé WHARDConfly e~ e T e % igo 7
c h e™th™e “mxt ho

DHCP Sneoping VLAN Canfig

Enakle DHCF Snooping WLARN

Enakle Dynamic ARF Inspechion VLAN

Enakle Verify Source VLAN
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" 7 a NetworkeSecurit) DHHCR SnoopiBg MMyerface Confi§ e~ & ~e " ¢
tod¢ .h e™th>e ™ mpitho

1 < <

Port DHCP Trust Port ARP Inspection Trust Port IP Source Trust Port
g0/1 Distrust ] B Distrust E] Distrust E
0/2 Distrust E] Distrust E] Distrust E]
90/3 Distrust [+]| Distrust [+]| oistrust [+]
wora [ Oistrnt B[ Distrust 5[ it B
f1/1 Distrust FI 3 Distrust ]vl Distrust |v|
f1/2 | Distrust B Distrust E] Distrust E]
f1/3 | Distrust [+]| Distrust [=]| Distrust [+
f1/4 Distrust E Distrust E Distrust E
f2/1 Distrust E Distrust E Distrust E
2/2 Distrust E Distrust B Distrust [E]
2/3 | Distrust [x]| Distrust [=]| Distrust [+]
f2/4 ‘Enztrust E | Distrust E Distrust WB
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[0 MAC Address IP Address Interface Name VLAN
| O | 00:00:00:00:00:00 | 192.168.2.6 | GigaEthemet1/1 [ 2
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Snooping.
Mew entry

MAC Address

IP Address

Fort gl -

WLAN 1D
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[ Name of the IP ACL Attribute of the [P ACL Cperate
O | 22 standard [ Detail
| Reload | Create § Delete |
PucyHok 73 = IP ACL

" a*DQtaibn}-ch “" ot "’c*m*z ;to’. c<h<mt* e
m ¢ m P

[] Authority src 1P src IP Mask Record the log Operate

O | permit any | Modify

[ Reload J Create | Delete JGo back]
PucyHok 74— " " m t h [P ACL"

" a  Modifyfy = ;to"’. ) t m c m o oetho 7y " on
"*’ a <GopackX ;to*. hext Em'y e~ c h TLTx "x O mtoh
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Mame of the IP " rr4
ACL .

Attribute standard -

PucyHok 75— _© ~ " " e  |PACGL_o° O

] 7Y x T T e Y . ¥ h ” e eDeletepe "m ce m

6.3.2_h ~ MAT
""" a  NetworkaSecurity  Agceass Control LBt MAGRule® e~ ®™e " ¢

toé¢ .h e™mth™e mixh.o

’ P < ®

*

Mame of the MAC Access Control List Operate

| | tom Detail

PucyHok 76 = MAC ACL

a <Creates ;to " . m.om"‘in"‘ccp* fE_]o’@_’q/"x""“" e Y . h™*eeo
<Delete>.

row

Mame of the MAC ACL

PucyHok 77— o ~ "~ ~e e ACLo o gl /

* *

6.3.3 “mc h *mc ne )
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"7 " a NetworkaSecurit§ RAgceass Control LBt RAssignmert e~ ®7e " oc

RTINS *
’tOe'"'w. e ;*trE m00t“<tmt“xO"*< |/[ .,—\,Y oo.,Y.,_

-

~

Port Egress IP ACL Ingress IP ACL Egress MAC ACL Ingress MAC ACL

ig0/1 torr{
g0/

gl/2
al/4

147
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64 , "Eth "~ ¢,k Y

* *
row 4 . . ’ . -~ L2 —~ <
a  NetworkusSecuritg  [FjteroFunctio® e™e "goft .h e
mth=®e TgX ™~ T'Ee o e *mtho ) X e I ~'Et h * ¢
Global port configuration statistics
r—operation
Qon @off
—Filter Global configuration
filter period(s) |10
arp filter threshold | 1000
bpdu filter threshold | 1000
erps filter threshold | 1000
dhep filter threshold | 1000
filter block-time(s) 300
Help
#0nly global and ports are configured, the filter function to be effective.
Set
—~ T o o~ 2 ~ —~ -~
PucyHok 79— 1 "0 ER O Y_& " mt Et h ™ ¢, |
om ™ .o h e ’ ~o * * T'Ee o X an™t h e * e x e ™
e < - < < * . Y T . E @ <%> @ * < @ . —
x ¢ h ™ ~ e ’ to* . o0%eo 0 e X h * e 1 e ™
L. 4 ) . .<Relgac._ L c, O
"7 " a [Port Configurationjn ¢ h ™  "[Global] . Lot e " mth™e
T'Et h * ¢ e ” coht™ g5YVY
Global port configuration statistics
interface arp bpdu erps DHCP
g0/1 | Disable v || Disable v] Disable v || Disable v |
g0/2 | Disable v || Disable v || Disable v || Disable v |
g0/3 | Disable v|| Disable v || Disable ~ | Disable v|
g0/4 | Disable v || Disable v || Disable v|| Disable v|
g0/5 | Disable v|| Disable v || Disable v | Disable v]
g0/6 | Disable v|| Disable v || Disable v || Disable v |
g0/7 Disable v || Disable v || Disable v || Disable v
g0/8 | Disable v || Disable v || Disable v || Disable v
Set Reload
PHCVHOKSO_methO A'Eth*e e ” c o h t
~—~ . 4 ~ ~
i’ - h e i’ e e o e e ™ > a ct e Xx ¢ h ~ €
1Yy T oot e Y e <Ser e e tbe -
_oe xh” ¢ <JRelgad.’ 2 t
7 7 a  [Statisticsim ¢ h TPorto Configuration], Lot e”™ mth™e
0 *ho" . . x;‘t o Etho"Y
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| Global part configuration statistics
Filters blocked
Cause  Acdress Seconds(s) Discard Rate  Polling  Interface

Filters counting

Cause  Address Seconds(s) Count  Interface
[ Reload |
Pucywok81- t ~t mt¢ =~ TEt h” ¢
T to* ofne &t mE e

. L& . mh x"0O¢ O<Relodda |
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71.0etho ™ ’"tohao
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"7 2 Swiching Bgormp Contrd e *  eTe T gof oh emithTe gx
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7.1.1.0 et ho 'E h o o t ‘Ee - o t ol
= * — @ < <
Broadcast Storm Multicask Storm Unicast Storm
Fort Status Threshold
g0/1 Dissble |[= (1-1048575) PPS
002 Diszble [w] | (1-1048575) PPS
20/3 Diszble  [=] | 11-1048575) RS
g0/4 Diszble [« (1-1048575) PPS
i/t | Diseble [=] | (1-2048575) PPS
Iz Dissble [»] | (1-1088579) FFS
f/3 Diszble [] | 11-1048575) PPS
174 Disshble | (1-1048575) PP
211 Diszble  [=] | 11-1048575) FPS
272 Diszble [w] | 11-1048575) PPS
ZIE Dizzblz  [+] | (1-1048575) FFS
204 Dissblz |= \ | (1-1048575) PPS
—~ r ho —~ I3
PucyHok 83 — etho E ,ho_o t Ee - o t
~ ~ g ’ ~ > o e ’ —~ .o~ )
¢ h m_h . (@) . am Y gtatu*s]m Qtao m.t oh tCEZ Z"_ O’ t
’ h o ) KRl | ~'Ee . a "t o h a a o ’h et oxo h¢™ amtt o &
* —_— - < < E -FhPeShBI@ Q - < * 4 < E
o m t - c h e a ™ a h o" ™ "Mt T EE x c - t
—_— * 1 < - * * 9 - < < — E O <
c oho o} R 0o e ; ’ﬁlyh""‘ *®% 00 to  ccoo Ry ” Xo "™ e
7~~~ L 4
7.1.2.0 et ho '‘E aeo o~ h me . 9 t ohao
o= + < o
Broadeast Sterm Multicast Starm Unicast Starm
Part Status Thresheld
|gﬂ'|"1 Disakble :I (1-1048575) PPS
a0/2 pisable  [«] (1-1048575) PPS
/3 Disable  [w] I | (1-1048575) PPS
q0/4 Dissble [] | | 11-1048575) PP5
41 Dizabla || | (1-1048575) PPS
f/2 Disable || [1-1048575) PPS
/5 | Dpisable [« [ | (1-1048575) PPS
f1/4 Dizable [w] [ | (1-1048575) PPS
201 Disabls  [+] | | (1-1048575) PPS
242 Disable [ | (1-1048575) PPS
f2/3 pisable  [+] ( | (1-1048575) PR3
214 | Disable [w] [ | (1-1048575) PPS
—~ -~ ’
PMCVHOK84— et ho E aeo ) o] h . m e 9 t o ha
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. . l'I'Pfresholuﬁ et
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—_— * 1 < - * < —— < 9 1 _ < @ QD g
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Broadcast Storm Multicast Storm Unicast Storm
Port Status Threshsld

301 || Disable [4] | |m-1048575)FPS

40/2 Disable [w] [ | (1-1048575) PPS

90/3 | Disable [ [ |1-1048575)PPS

04 Disable [w] [ | (2-1048575) PPS

/1 Disable || [ | (1-1048575) PPS

172 Disable  [«] [ | 11-1048575) FPS

/3 Dizasle  [+] [ | 11-1048575) PPS

11/4 Disable || [ | (1-1048575) FPS

2/1 Disable [ w] [ | 11-1048575) FFS

212 Disable [w] [ | (1-1048575) PPS

2/3 Disable [ <] [ | (1-1048575) FPS

214 Diszsle [+] [ | (1-1048575) PPS

3/1 Disabla [ | (1-1048575) PPS

PucyHok 85— .0 e t h o ™'E o " eo ™" h me . g t ohao

~ ~ 7, o e ~ > —~F ~ I —

¢ h™"m_h . " 0" om’'Y Statugm _" oao 'mto " ¢ h Tt EY

- ~ o 4 ~ ~ .
o] e o h <mehaoa e c o h tThre@hoI(ﬂ] ma d €0 ® “h<net* oo e

~~~ ~ ~ . ~ ~
_ o *’<mt“ ch*e*a <a.:) m<_0(”b <xtoewc’!) ;|o<m>t
coho o) . ® Y c ™ "o e T My h *™ °¢"Tobyto cowo Mt X e
T - @ * — - T ﬁ. - —
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7.2 h e - e m o homt cohto

=L o * 1 < * < — * o
N . e .. - -~ —~ & -~

a Switchingg Fort®ate Limis e e™~e """ fof¢ .h eMmth e ex

~
e mt h o R . (0)

Fort Receive Status Receive Speed Unit Receive Speed Send Status Send Speed Unit Send Speed
a0r1 Dizable El&ilkbps [=] | -16388) Dicable [=] [ se= =l | 116583
q0r2 Disable [z Eoebes B |1-16380) Disable [=][ 2kbe= = |n1-16589)
2073 Disable [=][[62cbe= | 1-16384) Disable [l [e2kbps =l (1-16384)
90r4 Disable [=]| #tes (1-16384) Bisable E4kbes =] [1-16384)
f1/1 Dizable - |E~4-kbps - (1-1600} Dizable ¥ | || Edkbps - | (1-1600y
f1/2 Dizakble - |64-kbps - (1-1600) Dizable w ||| Bdkbps - | (1-1600)
13 Dizable - |Sﬂ-kbps - (1-1600) Dizable w || Bdishpe - | (1-1600x
/4 Disable [=]| 64cbe= [-] (1-1600) Disable ]| 6k B (1-16004
271 Disable [=]|[ s2eeps -] 11-1600) Disable [=][ 4kke= [l [1-1600}
iz Disable |S4khps E (1-1600) Disable E E4kbps (-] (1-16000
f2/3 Dizakble E | 8dkbpr E (1-1600) Dicable E Blkbps E] | (1-1600%
f2/a Dizable :l Bdkbpe :l (1-1600) Dizable :l Belishpe |: (1-1600x
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uoxao : e* (@) m_ohomt E "m< 0 c o h to" e< o' h e
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"~ a  Bwitchingg MYAGQOAddress Talle e¢~e c¢&~ ~  ~“-@go ot h .t E
mt "~ ot et m' M@K T h mo [0)

< -

Static MAC address table Aging configuration

[ Index Static MAC Address VLAN ID Port Operate
| O] 1 222222222022 2 GO/t Modify |

PucyHok 87—~ F TMAG " h  mo

" mth™e C ©odhb *yh “d ~ gt m®EYo a : hmy " h mg3 / Toet
* < — - © * < — © < * * <
[ ! b® " XCreate " Modifypz ;te 'mt MU tex [NRG_,
“~ " h m ot h o t h o “t E.mx " mt x O"x QO ~~c m 'E
*< * < — * - < - *
Static MAC Address 0000.0000.0000
VLANID 1
Configured Port List Available Part List
a0/1 [a0/z &
/3
gof4 H
fLri
fLrz
fL/a
fLia
21
22
fz/z T

PucyHok 88— "~ " m t hto™ ¥ TMAG " h mo

< -

"~ ’ a [Aging Configuratigm ¢ h ~ [StatieMAC Address Taple¢ _ h ° 't e ™ mth
e "m¢tho x m th® ha NMAGe * h'y :'m o

© *

Static MAC address table Aging configuration

Aging Configuration
‘7 Aging time(s) | 300

Help
#Permitted scope of aging time: 10-1000000s, fill 0 means is disabled aging

PucyHok 89— " " m t h o “x mth* ha e™ e Y
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7.41GMP Snooping

741" "Mt~ | pat {y22LRAYy3
"~ a  Switching [BMEbSnoopiyy ¢~ e~ e T gof¢ .h eMmth e gx

P + 1i? < < *
e ”"mtho b
® *
IGMP Snooping  IGMP Snosping Vian. Static Multicast Mac  Multicast list

Multicast Filtration Mode Transfer Un »

16MP Snooping “Disable -

Enable Auto Query Disable -
Help
#Before you set the multicast filtration mode to 'Discard Unknown', you must enable IGMP Snocping or the existing IGMP Snooping VLAN.
#When you have configured and enabled the multicast filtration mode to 'Discard Unknown’, disabling the global IGMP Snooping will cause the multicast filtration mode to become ‘Transfer Unknown'

PucyHok 90— " " mot =~ | Dat {y22LAYy3

T 'Ht o mth "~ e C aao0€o ofent'ho MmM'Ee o aeo

o h— %

h *mm . ™ S _’{"@:;g(g(eL\])\j'E”_Datnnrrl:toI;’b'E'rTot “"'g'?‘n;[h”om :

* - — —_— <

742" " mt hyLAN ~

"~ a [IGMP Snooping VLAN]t © ¢ .h _mtc my A" TY t oé “.myt hiGMPe
Snooping.

IGMP Snooping IGMP Snooping Wlan Static Multicast Mac Multicast list
WLAN ID Status of the [GMP Snooping Vian Immediate-leave Multicast Router Port Operate
| | 2 | Running | Disable \ o0f4(statick Modify

PucyHok 91—, ¢ MGMP Snooping VLAN

"~ 7 " Modify>, a0 * e o & oé X t; Em tye h ¥ o - me 0¥ nm tt ch /e
e a T T oe e g0 VLAN h,x ta .t<Create>; t o * .co e t 'E e *m
VLANG o t m 7 " |GMFbe 2 *Ia<_::'e t o h_ ™ ’VLAN IGMPSnooping © ~ e ©
e“mtho t ’'E "o my P T oxh Tt T (e YLAN. *oht*me © o’ |IGMP e

e ™ a Deleter
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VLAMID et

Status of the IGMP Snooping Vlian Enable
Immediate-leave Disable

Configured Mrouter Port List Available Port List
ad/4 glfl -

g/
gD;"EH
11
fu/z2
f1/3
fi/4
f2/1
f2/2
fa/a v

PucyHok 92— " " m t h [GMP Snooping VLAN

<o 77 moGMPSnodping®[ ! b ¥  IDa ot'[eloph " ah
m% mt x QUAN_" et e “ao@h t % .t E '

< - * * * — < * < <

¢ . ao”’ t e "t 'E UHBHNn . {fFfnNnT ;to® . x7™ 7

r oW a 2 ~ 2

m¢t ho mMVAG t° h:- mm™ oa eoo 0 h m e
743 ® — * I<¢ < —_— * * <
" " 7 a [Static Multicast Mag; t o T . ce Mt hte ex mCMmthe]MAG 0 ©
“"h m~® aeo 0~ % h meo h *mm . ™
IGMP Snooping IGMP Snooping Vlan Static Multicast Mac Multicast list
Static Multicast Address Config
VLAN ID |
Multicast IP Address |
Assignment Port | v
Static Multicast List Info

] VLAN ID Group Port
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IGMP Smocoping IGMP Snooping Wian Static Multicast Mac Ilulticast list
WLAN ID Group Type Port
3 | 335231 | USER | 5074
PUcyHOK 94— _ ¢ m o x a®tmt @ * " d me o h “mm . ™
€« * —_— * * “< © *
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7.5VLAN

751" " mt hyLAN_
'*’a*swltchir@ %Am e ™ e ™ e ""t(.;(ch.h et th™ e mxx ho

VLAN T * )
Vian Configuration Vian Batch Configuration Port Vian
|| VLAN ID VLAN Name Operate
[E ] 1 | Defsult | Modify |
[ B ] 2 | VLANOOO2 l Modify J
PucyHok 95— . ¢ M AN
T a <MQdify>“ ch"‘ﬁoa mto"“c< . "h"eeom "’c*m*
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. ToF~ T"'Eeo o “xh*szLJK 6 LBBSen Y Ea - e
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VLAN ID/ 2

VLAN Name VLANOOOZ
Port Default VLAN Mede Untag er net Allow or net
g0/ 1 el.4094> Access v [no [ves +|
g0f2 1 <1.4004s Arcess w No = Yes w
5073 1 14094 Access Ho
074 1 14094 Access v o ~
firl 1 «1-4094> Arcess v No - Yes w
172 1 €1.4094> Access v [me < [ves +]
73 1 <1.40845 Access v [ne < [ves ~|
/4 1 140945 Accass v [ne = [ves «|
211 1 <1.4094> Access w [Ne ] [ves +]
272 1 14094 Access v Ho Yes
273 1 140845 Access He =
rooa ~
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me ar tm ¢ DefaultVLAN
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CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

752" *mtho  YLANh x cc
177 o”eo _h _a _eeo e VpANh©* _h[VL¥eNBatch Configuratiops ~
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