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1. OnucaHue ycTtpomucTBa

1.1. Onncanue SWMT-80-M12-W

Vupasnsembie Ethernet kommyratopsl Symanitron cepun Transporter™ paspaGoTaHbl st
MPUMEHEHUS B TaKUX O00JACTSX MPOMBINUICHHOCTH, KaK MOJBIXKHBIE COCTaBbI, TPAHCIIOPT U
xkenesnbie goporn. SWMT-80-M12-W — ympasnsiemsrii Ethernet kommyTtatop ¢ ¢yHKIHEH
KosbIileBoro pesepBupoBanus ¢ 8x10/100BaseTX mopramu, COBMECTUMBIMU C TPeOOBaHUSIMU
EN50155. Sy-Ring (Bpems Boccranosiaenus <10 mc mpu 250 yerpoiictax), All-Ring, Sy-RSTP
u MSTP/RSTP/STP (IEEE 802.1s/w/D) criocoOHBI 3alIUTUTH Bally CETh OT MPEpPBIBAHUIN MU
BpEMEHHbIX CcOOeB Onarojgaps TEXHOJOTMU OBICTPOro BoccTaHOBIeHUs. Kommyratop
CHeUHATbHO pa3padoTaH Ui CaMbIX CYPOBBIX YCIOBHUH MPOMBINUIEHHOCTH. st obecnieueHus
HaAEKHBIX COCIMHEHUN M TapaHTUU HAAEKHOrOo (PYHKUMOHHUPOBAHUS B TaKUX YCIIOBHUSAX
OKpY»Xarollen cpeibl, Kak BuOpauu win ynapsl, Ethernet kommyraroper SWMT-80-M12-W /
SWMT-80-M12-W-BP2 EN50155 wucnonb3yroT koHHeKTOpbl M12. Taxxke mnoaaepKuBaeTcs
texnosorust All-Ring, KOTOpyI0 MOKHO HCIOJIB30BATh Jisi PA0OTHI B KOJIBIIEBBIX TEXHOJOTHSIX
npyrux npousoauteneit. Kommyratopamu SWMT-80-M12-W/SWMT-80-M12-W-BP2 moxHO
[CHTPAIM30BAHHO YIPABJIATH ¢ OMOIIbI0 MotHoW Windows yrumutel — Sy-View. K tomy xe,
HIMPOKUH uana3zoH pabounx temmeparyp (-40 mo 70 °C) mo3BoJSeT UCIONb30BATh YCTPOUCTBO
NPaKTUYECKH T1ie YroaHo. [103ToMy, KOMMYTaTOp — CaMblii HaJIeXKHBII BEIOOD AJIsl TPAHCIIOPTA.

1.2. Xapakrepuctuku NO

e Cosmectumsiii ¢ EN50155 Ethernet komMyTaTop aisi IpUMEHEHUS Ha TPAHCIIOPTE

e Camas ObIcTpas B MUpE TEXHOJIOTHS KOJIbLIEBOTo pe3epBupoBanus B Ethernet cetsx
(Bpems BoccTaHoBiienus <10 mc mipu 250 ycTpoiicTBax)

e All-Ring moaiepkuBaeT KOJNbIEBbIE TEXHOJIOTUH APYTHX MPOH3BOAUTEINEH B OTKPBITON

apXUTEKType

Sy-RSTP nopyepxuBaet MpHIIOKESHUS ¢ KOMIUIEKCHOH TOITOJIOTHEH

[Tognepxka STP/RSTP/MSTP

IToagnepxka CHHXpOHHM3ALMU BpEMEHHU ¢ TomMolbio PTP

[Mopnepxuka SNMPv1/v2/v3, RMON u ynpasnenue cetbto VLAN Ha ocHOBe

noptos/802.1Q

RMON st MoruTOpHuHTa Tpaduka

e [lonnepxka nporokona LLDP

e biiokupoBka mopTOB JUIsl MPEAOTBpallleHus J0CTymna ¢ HeaBTopu3zoBaHHOro MAC anpeca;
BKJIIOUEHUE/OTKIIIOUEHHUE MOPTOB, CIUCKU 0cTyna Ha ocHoBe MAC

e VYBenoMIIeHHs O COOBITHSX C MMOMOIIBIO XKypHaia coObiTui, Email, SNMP trap u pene

e VLAN (802.1Q) st pazaenenus ceteBoro Tpapuka u odecredeHus 6e30macHoCTH

e  Windows yrumuta (Sy-View) obecrieunBaeT [eHTPAIM30BaHHOE YIIPaBICHUE, TAKKeE
€CTh BO3MOYKHOCTHU HacTpoiiku ¢ momomipio Web, Telnet u konconu (CLI)

e Konnexropsl M12 rapanTupyroT HaiexkHOE GYHKIIMOHUPOBAHUE B IPOTUBOJICHCTBUE
OKpY>Karollen cpeie

e Hacrennoe kperienue
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1.3. XapaKTepuCTUKMN YCTPOUCTBA

PesepBupyemoe nuranue

Pabouas remneparypa: ot -40 qo 70 °C

Temmnepatypa xpanenus: -40 no 85 °C

Jonyctumast pabouasi BIaXHOCTb: 0T 5% 110 95%, 0e3 KoHaeHcara
Kopmyc IP-40

e 10/100Base-T(X) Ethernet moptsr

e KoHconbHBII IOPT

e ['abGaputsl: 125 MM (mmupuHa) X 65 MM (TonmuHa) X 196 MM (BbicOTa)

e Amnmaparasie Bypass noptel: moptl/mopt2, mopt3/mopt4 (Tonsko aiss SWMT-80-M12-
W-BP2)
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2. Hactpouka yctpouctBa

2.1. YcTaHOBKa KOMMyTaTopa Ha CTeHYy

Ilanens HacTEHHOTO KPCIUICHUA MOXKHO HaWTH B YIIaKOBKE€. CJ'ICIIYIOHII/IC mrary 1moxa3bIBaroT,
KaK 3aKpCIIMTh KOMMYTATOp Ha CTCHE.

2.1.1. KpenneHne SWMT-80-M12-W Ha cTeHy

]
9

# E
166.4

196.0

- LY
ia
NS

B5.0

Crneuuduxarnus mypymnoB MokasaHa Ha puCyHKaxX HiKe. YTOOBI 3aIIUTUTH KOMMYTATOPHI OT
TOOBIX TOBPEXKIECHUH, pa3Mep HIypyHOB JOJDKEH ObITh HE OOJIbIIE pa3MEPOB, UCTIOIB3YIOIMIUXCS
Ha KommytaTopax SWMT-80-M12-W/ SWMT-80-M12-W-BP2.

=

mm Pozidrive
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3. O630p ycTpoucTea

3.1. MNepenHasa naHenb

B Tabnune onucana mapkuposka Ha SWMT-80-M12-W/ SWMT-80-M12-W-BP2

IHopT Onucanue

Ethernet mopter 10/100Base-T(X) RJ-45, moaaepxuBarornue
ABTOMATHUYECKOE COTTIACOBAHHE

Ethernet mopr HacTpoiiKi 110 yMOIYaHHIO:
10/100 RJ-45 Speed: auto
Duplex: auto

Flow control: Disable

RS-232 uwepe3 M12. HacTpoiika ckopocTH nepeaauu ganHbix: 9600bps, 8,

Koncoan
N, 1
Haxwmure u ynepsxupaiite KHONKY Reset B TeueHue 2-3 cekyHJ1, 4TOObI
nepe3arpy3uTb KOMMYTaToO

Reset pesarpy: yraTop

Haxumaiite u yaepkuBaiiTe KHOIIKY cOpoca B TEUEHUE 5 CEKyH]I YTOOBI
nepe3arpy3uTb KOMMYTaTop [l cOpoca J10 3aBOACKHX HACTPOEK

SWMT-80-M12-W/ SWMT-80-M12-W-BP2
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1. Pene, necymee Tok 3A / 24 B mocTostHHOTO TOKa, KOHHEKTOp M12

2. 10/100Base-T(X) Ethernet mopter M12

3. LNK/ACT unnukarop cocrosinus Ethernet moptor

4. naukartop aymuiekcHoi nepenaun Ethernet

5. [Nuranue: 12~48B nmocTOSHHOTO TOKA HA S-KOHTAaKTHOM KOHHEKTOpe M23

6. Konconpnbiii mopt: RS-232 ¢ konnekropom M12. HacTpoiika ckopocT nepegadyu JaHHbIX:
9600bps, 8, N, 1

7. UnagukaTopbl COCTOSTHUS:

I/IHI[I/IKaTOp mutanus  Powerl. HpI/I BKIIFOUCHHUHN IIMTAHHUA, 3aropacrtcs 3CJICHasA
JJaMIIO4Ka.

Wnnukatop mnuranus Power2. Ilpu BKIIOYEHHMM THMTaHUS, 3aropaercs 3ejeHas
JaMIIOYKa.

Huaukarop R.M. (Ring Master). Korma 3aropaercs HHIUKATOp, 3TO 3HAYUT, 4YTO
KOMMYTATOp SIBJISICTCS TJIABHBIM B KOJIBIIEBOI TOTIOJIOTHH.

Wupukarop kosbleBoil cBsizu. Korma 3aropaercss WHAMKATOpP, 3TO 3HAYHUT, YTO
npoTtokoi Sy-Ring akTuBUpOBaH

Nupukarop curHampHOro pene. Korga mocTynaer aBapuiHbBIA CHUTHAN, 3aropaeTcs
OpAaH’KEBasl JIAMIIOYKA.

3.2. UugukaTopbl Ha NnepeaHen NaHenu

HNuauxkarop Ber Cocrosinue Onucanue
PW1 3eneHbli Bxitouen loe nuTaHue aKTUBHO
PW?2 3eneHbIi Bxouen 20€ MUTaHhE aKTUBHO
R.M. 3eneHslii Bxurouen KopneBoe ycrpoiictBo B Sy-Ring
Bxitouen Sy-Ring BxiroueH
: . MennenHo .
Ring 3eneHbli [Tpo6nema B Tomonoruu Sy-Ring
MHUTaeT
beictpo muraer | Sy-Ring paboraer HopMaibHO
. ABapuiiHoe pene. CO0i TUTaHUS UITU
Fault OpamxeBblii | Bkiouen
OTKa3 MmopTa

10/100Base-T(X) Fast Ethernet mopTni
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Brxirouen [TopT noakiroueH
LNK/ACT 3eseHslit

Muraer Ilepenaya naHHbIX

Bronoden [Topt paboTtaer B pexxumMe MOJTHOTO
Duplex/Collision | OpanxeBsiii | Beikimouen Ayruiexca

Muraer Ilepenaya naHHbIX

3.3. HnxHaAa naHenb

KoMImoHEeHTHI HIKHEH ITaHe I ITOKa3aHbl HIDKE:

JIBa nmutanus 12~48B nocTOSITHHOTO TOKa Ha 5S-KOHTaKTHOM KOHHEKTOope M23

Vis+ V2+

Vi- V2-

. 7

Power

3.4. TexHonorusa Bypass (Tonbko ansa SWMT-80-M12-W-BP2)

Ecnu yecrpoiicTBo, He MOAEPKUBAIOIIEe TEXHOJIOTHIO, BbIXoAUT U3 crpos, [1IK1 u I[1K2 apyr
Jpyra He yBHJAT.

Other Switch

WWWwW.Ssymanitron.ru 9




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

SWMT-80-M12-W/ SWMT-80-M12-W-BP2 ucnons3ytot Texnonoruio Bypass. [Tpu
HOBPEXICHHUH, TOPT 1/mopT2 mim nopt3/nopr4 OyayT aBTOMAaTHYECKH MTPOITYCKaTh MAaKETHI, U
COEIMHEHNE MEXy KOMIIBIOTEpaMH OyIeT YCTaHOBICHO JOKHBIM 00pa3oMm.

SWMT-20-M12

PC1 Packet bypass to PC2
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4. Kabenu

4.1. Ethernet kabenu

4.1.1. HazHauyeHue koHTakToB 100BASE-TX/10BASE-T

B moprax 100BaseTX/10BaseT konTtakTsl 1 ¥ 3 HCHONB3YIOTCS JUIA MEpelavyd JaHHbBIX, U
KOHTAKThI 2 U 4 UCHOJIB3YIOTCS AJIS MOIY4YEHUS IaHHBIX.

P1-P5 LAN Port Pin Assignment

Homep konTakTa Hasnayenue
1 Tx+
2 RX-
3 Tx-
4 Rx+

4.2. KoHCcONbHbLIN Kabenb

Kommyraropamu SWMT-80-M12-W/ SWMT-80-M12-W-BP2 wmoxHO ympaBisiTh ¢
HOMOIIBI0 KOHCOJIbHOTrO mopta. Kabens DB9 - M12 moxHO Haiitu B ymakoBke. VX MOXHO
MOJIKJIIOUUTh K KoMIbioTepy uepe3 RS-232 kabenb ¢ konHekropomM DB9 «mamay, u apyroit
KoHel (KoHHeKTop M12) noakitoyaercs K KOHCOJIbBHOMY OPTY KOMMYTaTopa.

H.C.-/_\—GHD

RS§-232, 9600bps, 8 N, 1
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5. WEB-ynpaBneHue

Buumanmue!!! [Ipexae ueM npou3BOAUTD JIHOObIE HACTPOUKH MM OOHOBJICHHUS
MPOrpaMMHOT0 OOECIIEYEHHsS] YCTPOWCTBA, OTKIIOYUTE Kabeld KOJIbIIEBOTO
pesepBupoBanusa. HE Bwikitouaiite o0opynoBaHue BO BpeMsi OOHOBIEHUS
MPOIITUBKH!

5.1. Hactpouka yepe3 web-6pay3sep

5.1.1. O web-ynpaBneHun

Berpoennsiii BeO-caiit HTML Haxomutcs Bo duiem-maMaTH Ha IUIaTe IEHTPAIBbHOTO
npoueccopa. OH COAEPKHUT paciIMpeHHble (YHKIUU YIPaBICHUS W MO3BOJIAET YIPaBIAThH
KOMMYTaTOPOM W3 JIFOOOH TOYKH CETH 4epe3 CTaHIapTHBIN BeO-Opaysep, Takod kak Microsoft
Internet Explorer.

Oynkuus web-ynpasnenus nognepxkusaet Internet Explorer 5.0 u Boime. OHa ocHOBaHa Ha
Java-ammuierax ¢ 1eTbI0 YMEHBUIMTH pa3Mep MEpelaBacMbIX IAaHHBIX, YBEIHYHTH CKOPOCTb
JIOCTYTIa ¥ TIPEJOCTaBUTh IPOCTON MHTEp(Eiic.

[Tpumeuanue: Ilo ymonuanuto, IE 5.0 unu Bblie He mo3BossieT Java-anmieTaMm OTKPbIBAThH
cokeTbl. HeoOX01MMO caMOCTOSTENIBHO PAa3pelIUTh COKEThl AJIs Java-anmieToB B HaCTpoOikax
Opaysepa

Hacrpoiika web-ynpasJieHus.
3HaueHHs 110 YMOJ'I‘IaHI/IIO:
IP anpec: 192.168.10.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.254
User Name: admin
Password: admin
ABTOpHU3aLUA
1. 3amycrure Internet Explorer.

2. HaGepure http:// u IP agpec kommyrtatopa. Haxkxmute Enter

e e | &) http://192.168.10.1 4] x
' X v |}~ [Mounck B MHTepHete EIHaﬁTM! &v P @l [“1Moyra QAHOKNACCHUKM ‘ >

3. ITogBUTCS OKHO BXOJa

12 WWW.Symanitron.ru
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4. BBGILI/ITG MM I1I0JIB30BATCIIA U 11apOJib. WM mmosip30BaTens u apoJjib 10 YMOJJYaHUIO —

admin.

5. Haxxmure Enter ninm kaonky OK, 3atem mosiBUTCS INIaBHBIA HHTEpdEiic BeO-ynpaBieHus

Connect to 192.168.10.1 ‘ 2| x|

index.htm
User name: Iﬁ admin ;I
Password: | e0ced|

[~ Remember my password

| QK I Cancel

Industrial Managed Ethernet Switch

Opan sl

e EN50155 8-port managed Ethemet switch with
& _) BamigSatng 8x10/100Base-T(X), M12 connector and 2xbypass included,
L THGE Seny; IP-67 grade
= _§ Port Seting
B PotConval
B Potsang
B Pot Al
& RawLmt
41 ) Port Tnk
& _1 Regundancy
5 _1VLAN
) SN

i ) Teafic Prionizaten
%) Wuncat W 00-1E-04-03-00-60

= 3 Secunl SistemTime | 1070 1718 bF 01:55:00
£ 1 vamng
£ 1 Wantoe and Diag |__Enabie Location et |

(& Save Condguration

R FactoryDefaut

R Syatem Renoot

R Legout

S ENSO155 8-poet manaed Ethemat switch
with Sx10/1008ase-T(x]), M12 connector and
W 2xbypase inchuded, IP-67 grade

Puc. OcHoBHo# unTepheiic

5.1.2. UHdopmauumsa o cucteme

www.symanitron.ru 13
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Industrial Managed Ethernet Switch

Opan &l

atem [ndoom oy
= EN50155 8-port managed Ethernet switch with
# _1 Bamic Semng 8x10/100Base-T(X), M12 connector and 2xbypass included,
(5 _I DHCP Sermr IP-67 grade
= PortSeting
B Pot Conval
I Fortetahis SvstamName
B PotAkic S ENSO155 8-port managed Ethermat switch
& RagLmt with Sx10/1008ase-T(X), M12 cornector and
% | Pot Tk SR, -xa‘-'{:: 2xbypass inchaded, IP-67 grade
ey Vovamnedee
Gitinnd SYSEEmOIDII N 1.3,0.1.4.1.25572.100,0,5.78
F _) SN AR Vo v 1.00
7 ) Trafic Frioitzason Kamal Version 245
# _J Warscast DSIEAMAT I 00-1£-04-03-00-60
= 1 Secutly SystemTime | 1070F 1918 LF 01:56:00
s _1 Waming

15 _1 Wanitoe and Ding Enabls Locatian Hert |

8 Save Confguraticn
R Factory Defiut

R Spatem Reoodt
R Logout

Puc. UnTepdeiic cuctemuoit nadopmarim

HNudpopmanus o cucreme
HH(l)OpMaHI/ISI O CUCTCMC ITOKa3bIBACT OCHOBHBIC HaCTpoﬁKH KOMMYTAaTopa.
Bxiiroyenue QyHKIUM ONOBELICHUSI 0 MECTONOI0KEHUH

Tlpy HakaTHU Enable Location Alert

, uHAUKaTopsl kommyratopa PWR1, PWR2 u
| Disable Location Alet

PWR3 HayHyT OJHOBPEMEHHO MHUraTh, IpPU HaXaTUH
NepeCTaHyT MUTATh.

5.1.3. NepeaHsan naHenb

IMoka3zana nepeusist manens SWMT-80-M12-W/ SWMT-80-M12-W-BP2. Haxwmure Close,
4TOOBI 3aKPHITH TIAHEIH B BEO-Opaysepe.

Console
o

Close
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5.1.4. OCHOBHbIe HAaCTPOMUKU

5.1.4.1. HacTtponka kommyTtaTtopa

[ System Informabon = -
[Z FrontPanel Switch Settmg
-1 _{ BasicSsthng
= Swilch Seliing System Name SWMT-80-M12
= Admin Password —
E IP Setiing System Descnplion EN50155 B-port manzged Ethemet swilch with 3210/100Base-T(
= Time Setting System Location
E LLDP
[ Auto Provision System Contact
E Backup & Reslors System OID 1.3.6.1.4.1.25972.100.0.5.78
[= Upgrade Firmware Firmware Version v1.00
71 _] DHCP Server Kemel Version v2.46
= ) Port Setting Device MAC 00-1E-94-03-00-69
+/ 1 Redundancy
=) VAN (2poir] [Helo |
1] SNMP
= | Trafc Friortization
+ ] Mulbcast
=l _J Securily
+ 1 Waming
=l _J Monitor and Diag
=] Save Configuration
=) Faclory Default
=] System Reboot
[% Logout

Puc. Hactpoiiku koMmyTaropa

B Tabimuie maHel onmucaHus IIOJIEH JaHHOTO OKHA

IToute Onucanue
System Name Nms kommyTtaTopa. MakcumanbHas JuyinHa 64 Gaiita
System

.. Onucanue KOMMyTaTopa
Description yrarop

System Location | ®usnyeckuii angpec kommyraropa. MakcuManbsHast 1iuHa 64 Oaiita

System Contact VMt KOHTaKTHOTO JIMIA WM OPTaHU3aluu
System OID Otob6paxenue OID kommyTaTopa
Firmware

. Be CHUMA ITPOIIIMBKHU KOMMYTATOpa
Version p p yratop

Kernel Version Bepcus sapa 10

YHUKanbHBIN afjpec ycTponcTBa, MPUCBOSHHBIA TPOU3BOIUTENEM (110

MAC Address
YMOJIYaHHIO)
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5.1.4.2. Naponb agMMHUCTpaTOpa

I[J'ISI MOBBIIICHUS 0€30ITaCHOCTH CMEHHUTE UM IOJIb30BaTENI U mapoJib.

Admin Password

User Name . admin
New Password : [—
Confirm Password : ssces

Puc. UnTepdeiic amMuHUCTpUPOBAHUS

B Tabnuie nadsl onucaHud moJied JaHHOTO OKHA

ITouie Onucanne

User Name BBeauTe HOBOE MMs moJib30Batels (10 yMmoauanuto — admin)
New Password BBeauTe HOBBIH apoJib (10 yMordanuio — admin)

Confirm Password IToBTOpPHTE HOBBII MAPOJIH

Apply Haxwmure «lIpuMeHNTH» 4TOOBI aKTUBUPOBATh HACTPOUKH

5.1.4.3. HacTtpowuka IP

Be1 Mmoskete n3menuts HacTpoiiku [P u DHCP knuenra uepes mento IP Configuration.

IP Setting
DHCP Client : |Disable [v]

IP Address  |192.168.10.1
Subnet Mask | 255.255.255.0
Gateway 192.168.10.254
DHS1 0.0.0.0

DNS2 0.0.0.0

Apply
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Puc. UnTepdeiic konpuUrypupoBanus

B Tabnuue ganel onrcanus nojaed JaHHOrO OKHA

Iouie Onucanne
BxmouaeT wim otkimodaet Gpynkuuro DHCP knuenTa. [pu BkimtoueHnn GyHKIIUN
DHCP komMmytarop nonyuut [P anpec or DHCP cepsepa. IP agpec mo ymonuanuto Oyner
Client 3aMeHeH Ha ToT, KoTopbiit HazHauna DHCP cepsep. [lociie HaxkaTus kHomku Apply
MOKaXKETCsI PACKPBIBAIOIIEECS JHATIOTOBOE OKHO, HHPOpMHPYs 0 ToM, uto DHCP
KJIMEHT BKJIIOYEH.
Haznauste IP anpec, npunamnexamuii k noaceru. Ecim gpynkius DHCP knuenTa
IP BKJIIOUEHA, BaM He HYkHO Ha3HaudaTh [P anpec. DHCP cepBep cetn HazHauuT
Address | kommytaropy IP ampec v OH OABUTCS B 3TOM rpade.
IP anpec no ymomuanuto 192.168.10.1
Subnet HaznaubsTe macky noaceru ans [P agpeca. Ecnu ¢pynxius DHCP knuenTa
Mask BKJIIOYCHA, HA3HA4YaTh MACKy OACCTH HC HYXKHO.
Gatewa Ha3naubTe cereBoil nutto3 11 KoMMmyTaTopa. CeTeBor HUTH03 10 YMOJTYaHUIO:
Y 1192.168.10.254
DNS1 Haznauste IP agpec nepsuunoro DNS
DNS2 HaznausTte IP agpec Bropuunoro DNS
Apply Haxwmure Apply, 4ToObI aKTUBUPOBATh HACTPOUKHU

5.1.4.4. HacTpounka BpeMeHu

SNTP

Hactpoiiku nporokosa SNTP no3BoisiloT BaM CHHXPOHU3UPOBATh BpeMs Ha KOMMYTaTOpe
4yepe3 UHTEPHET.

WWW.Ssymanitron.ru 17
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SNTP Configuration

SNTP Client : he

Daylight Saving Time : |Disable v

UTC Timezone (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbron. London v _

SNTP Server IP Address 0.0.0.0

Current System Time

Daylight Saving Period

vi/|dJan vi/(2 v |00 v ~
v |/ |Jan v‘/>2 v 700 v

Daylight Saving Offset 0 (hours)

Puc. Untepdeiic SNTP konpurypauuu

B Tabnuue ga"el onrcanus mojaed JaHHOIO OKHA

Iouie Onucanue

SNTP Client Bkirouenune winum otkiarouenue GyHkiuu SNTP 1st mosryuyeHust BpeMeHH C
SNTP cepsepa

Daylight BrutoueHne wim OTKITIOYEHUE OTIIMU TIepeX0/1a MEKIY 3UMHHUM U JIETHAM

Saving Time | BpemeneM. [Ipu BKIIFOUEHHH OMIMK HY)KHO YCTAHOBHUTb JIaThl IEPEBO/IA YACOB.

UTC Time YcraHoBUTE 4acOBOM MOSIC PACIOIOKEHUS] KOMMYTaTtopa. B cienyromieit

Zone TabJIMIIe ePEeYHCIIeHbI YaCOBBIE MOSCA PA3IMUHBIX 30H

30Ha MECTHOTO BpeMeHH Otkaonenne or UTC Bpems B 12:00 UTC

November Time -1 gac 11:00

Oscar Time Zone -2 4aca 10:00

ADT - Atlantic Daylight -3 vaca 9:00

AST — Atlantic Standard -4 yaca 800

EDT - Eastern Daylight '

EST — Eastern Standard -5 4acos 7:00

CDT - Central Daylight €0 |

18 WWW.Symanitron.ru




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

CST - Central Standard

MDT — Mountain Daylight -6 wacos 6:00
MST — Mountain Standard 7 5:00
PDT - Pacific Daylight Hacos :

PST - Pacific Standard -8 4acoB 4:00
ADT - Alaskan Daylight ’

ALA - Alaskan Standard -9 yacos 3:00
HAW - Hawaiian Standard -10 gacos 2:00
Nome, Alaska -11 gacos 1:00

CET — Central European
FWT — French Winter
MET - Middle European +1 gac 13:00
MEWT — Middle European Winter
SWT — Swedish Winter

EET — Eastern European, USSR Zone 1 +2 qaca 14:00
BT — Baghdad, USSR Zone 2 +3 vaca 15:00
ZP4 — USSR Zone 3 +4 gaca 16:00
ZP5 — USSR Zone 4 +5 "acoB 17:00
ZP6 — USSR Zone 5 +6 gacos 18:00
WAST — West Australian Standard +7 4yacoB 19:00
CCT — China Coast, USSR Zone 6 +8 gyacos 20:00
JST — Japan Standard, USSR Zone 7 +9 yacoB 21:00

EAST — East Australian Standard

GST — Guam Standard, USSR Zone 9 +10 =acos 22:00

IDLE — International Date Line
NZST - New Zealand Standard +12 yacos 0:00
NZT — New Zealand

IToae Onucanne
SNTP Server
Address VYxaxwure IP agpec SNTP cepsepa
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Daylight Saving
Period

VKakuTe Ha4ajao ¥ OKOHYaHHE TIepHo/ia JIETHEro BpeMeHu. Kaxxplil rox
OHHU OyZIyT pa3HBIMH.

Daylight Saving
Offset

YcranoBure pasHully, Ha KOTOPYIO CMEIIAIOTCA CTPEIIKH 4aCOB

Switch Timer [Toka3sIBaeT TEKyIEee BpEMS Ha KOMMYTAaTOPE
Apply Haxxmute, 4T00bI aKTHBUPOBATH HACTPOUKH
PTP Client
PTP (ITpoTOKOJA TOYHOrO BpPEMEHH) — MPOTOKOJ Iepeaayd BpPEMEHH, ONMCAHHBIA B

craugapre [EEE 1588-2002, oGecneunBaromuii TOYHYIO CHHXPOHHU3AIMIO CETEH (Hampumep,
Ethernet). I[lorpemHocts MeHee HAHOCEKYHIbl MOXET OBITh JOCTUTHYTa C IMOMOIIBIO 3TOTO
MPOTOKOJIA TIPU UCTIOJIB30BAHUU YCTPONUCTB, TEHEPUPYIOIIUX BPEMEHHBIE METKH.

PTP Client :|Disable »

Ioge Onucanune
PTP Client Brirouenue/Boikiroueaue PTP kinvedra
5.1.45. LLDP

®ynkuus LLDP (IIpoTokosn kaHaJIbHOTO YPOBHSI) TO3BOJISIET KOMMYTATOPY MepeaaBarh
CBOIO MH(OPMAIIHMIO O CETH Ha APYTHE Y3JIbl U XPAaHUTh MOJIYYEHHYIO0 HH(POPMAIIHIO.

IToJie

Onucanue

LLDP Protocol

Bkirouenune unu otkimouenue Gpyukiuu LLDP

LLDP Interval

WuTepsan nosropHoit otnipaBku LLDP (1o ymomuanuto 30 cexyHn)

Apply

Haxxmute, 4TOOBI aKTUBUPOBATH HACTPONKHU

Help

[Toka3atb cpaBky
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5.1.4.6. ABTOKOHUrypupoBaHue

Oynknus Auto Provision mo3BoJisieT aBTOMAaTHYECKH OOHOBJIATH MPOIIUBKY KOMMYTATOpA.
Bel Mokere momecTuTh mnpommBKy win (aitn kondurypamuu Ha TFTP ceppep. Ilpum
nepe3arpy3ke KoMMyTaTopa MpOIIMBKAa OOHOBHUTCS aBToMmartuyecku. Ilepen oOHOBIIEHHEM
yoenurech, uto Bamr TFTP cepsep roros, a haiisibl IpOIMBKY WK KOHPUTYpAITUU HAXOIATCS HA
TFTP cepsepe.

Auto Provision

£ “fAuto Install Configuration file from TFTP server?
TFTP Server IP Address 192.168.10.66

Configuration File Name data.bin

[ ]Auto Install Firmware image file from TFTP server?
TFTP Server IP Address

Firmware File Name

Puc. UnTepdeiic aBTokoHDUTYpHUPOBAHUS
5.1.4.7. Pe3epBHOe KonupoBaHue U BOCCTaHOBIIEHUe

Ha srToil cTpanuile, Bbl MOKETE€ COXPAaHHUTh TEKYIIHME HACTpPOMKM KomMmyrtaropa Ha TFTP
cepBepe WM BoccTaHOBUTH KoHpurypanuto ¢ TFTP cepsepa.
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Backup & Restore

Restore Configuration

TETP Seryer IP &ddress 192.168.10.66

Restore File Name data.hin

| Restore |[Help |

Backup Configuration

TETP Server IP Address 192.168.10.66

Backup File Name data.hin

| Backup |[Help |

Puc. UnaTepdelic konmupoBaHUS M BOCCTAHOBIICHUS

B Tabnuue ga"el onrcanus mojaed JaHHOIO OKHA

Ioge Onucanune

TFTP Server IP Address | Beeaute IP anpec TFTP cepsepa

Restore File Name BBenute Ha3zBaHue (aiina
Restore Haxwmure Restore, 4ToObI BOCCTaHOBUTH HACTPONKH
Backup Haxxmute Backup, 4To0bI cienaTh pe3epBHOE KOIMMPOBAHHE HACTPOEK

5.1.4.8. O6HOBNEHME NPOLINBKU

Ota (QyHKIUS TO3BOJSIET OOHOBISATH MPOIIMBKY KoMmMmyTaropa. llepen oOHOBiIeHHEM
yoenutech, uto Bail TFTP cepsep rotos, u uto ¢aiin npomusku Haxoautes Ha TFTP cepsepe.
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Upgrade Firmware

TFTP Server IP 192.168.10.66

Firmware File Name |image.bin

| Uparade |[Help |

Puc. Unatepdeiic 00HOBIICHUS TPOIITMBKU
5.1.5. DHCP cepBep
5.1.5.1. DHCP cepBep — YcTaHOBKa

Kommytarop moxer 6616 DHCP cepsepom.

DHCP Server - Setting
DHCP Server : |Disable [v]

Start IP Address
End IP Address
Subnet Mask
Gateway

DNS

Lease Time (Hour)

Puc. UnTepoeiic konpurypuposanuss DHCP cepsepa

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

IToute Onucanue
DHCP Bxuttouenne i Beikimtouenue ¢pynkuuu DHCP cepsepa. IIpu BrimtoueHnu
Server kommyTaTop 6yner DHCP cepBepom B Bareit JIOKaJIbHOW CETH.

IlepBe1it anpec B nuanaszone npucsanBaemslx [P agpecos. Hampumep, ecin
HeoOxoauM nuanas3oH ot 192.168.1.100 no 192.168.1.200, To yka3aTh HY>KHO
192.168.1.100

Start IP
Address
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ITocnennuii anpec B nuanazone nprcBauBaeMbix [P agpecos. Hanpumep, eciiu
HeoOxoauM nuamnasoH ot 192.168.1.100 mo 192.168.1.200, To yka3zaTh HYKHO
192.168.1.200

End IP
Address

Subnet Mask | Macka nojaceru juis mprcBauBaeMbix [P agpecos

Gateway CeTeBoM LIUTIO3 Ballle CETH

DNS IP anpec DNS cepsepa

Lease Time | Bpems (B uacax), Ha koTopoe Bbinaércs aapec. Hy)xHo Ha ciydaid, eciiu aapec
(Hour) 0CBOOOUTCS, TaK KaK HHAYE CepBep HE y3HAET 00 ATOM.

Apply Haxxmute Apple, 4T0OBI aKTUBUPOBATH HACTPOUKH

5.1.5.2. DHCP cepBep — CNUCOK YCTPOUCTB

[Tpu Brmtouenun ¢yuxuu DHCP, ycrpoiictBo Oyner cobupars undopmarmio ¢ DHCP
KJIMCHTOB U BBIBEJICT €€ B 3TOM OKHE.

DHCP Server - Client Entries

IP Address MAC Address Type Status Lease

5.1.5.3. DHCP cepBep — 3akpenneHue IP agpecoB 3a noptamu

Bbel Moxere HazHaunTh onpenenéHHbll I[P anpec, KOTOpBIM BXOAWT B HMHTEpPBAI
Ha3Ha4YeHHOro auHamuyeckoro IP. YcTpoicTBO, MOAKIIOYMBIIKMCHE K IIOPTY, 3alpallivBacT
nuHamudeckuil IP, u cucrema HasHavaer IP anpec, Ha3HaYEHHBIN NMOAKIIOYEHHOMY YCTPONCTBY
paHee.
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DHCP Server - Port and IP Binding

; 0.0.0.0 |

10.0.0.0
10.0.0.0
10.0.0.0
10.0.0.0
10.0.0.0

10.0.0.0
10.0.0.0

5.1.6. KoHdurypauusa noptoB
5.1.6.1. YnpaBneHue noptamm

C nomoupro 3TOM (QYHKIMM BBl MOXETE pPEryjaupoBaTh CTaTyc, CKOPOCTb, AYILIEKC,
yIpaBJIeHUE TOTOKOM U 6€30I1aCHOCTb MOPTAa.

Port Control

[Enable [38]] AutoNegotiation ]| Symmetic [38]| Disable [

|Enable || AutoNegotiation v || Symmetric || Disable v |

|Enab|e vHAutoNegotiaﬁon v]lSymmetric v,]lDisabIe ‘v.l

lEnabIe vHAutoNegotiation vHSymmetric VHDisable v[

[Enable v[IAutoNegotiation vHSymmetric vHDisable v]

[Enable vHAutoNegotiation v_][Symmetric .v||DisabIe vJ

|Enable v || AutoNegotiation v || Symmetric | Disable v |

)8 |Enable v ||AutoNegotiation v || Symmetric v || Disable v/

Puc. Untepdeiic ynpasneHus mopramMu
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

IToge Onucanune

Port NO. Howmep nopra

Speed/Duplex | Bel MokeTe yCTaHOBHUTH peXXHM aBTOMaTHYecKoro cornacosanus, 100 full, 100
half, 10 full, 10 half

Flow Control | IToxaepxuBaeT CHMMETPUYHBII 1 aCHMMETPUYHBIN PEKUM, YTOOBI H30€XKaTh
MOTEPH TaKeTa MPU BO3HUKHOBEHHUH MTEPETPY3KHU.

Security [MonnepxuBaer GpyHKIMIO 6e30nacHOCTH NOPTOB. [IpH BKIItOUeHNN (QYyHKIUN
HOPT IpeKpariaeT JuHamudecku 3anomuaath MAC aapeca

Apply Haxwmure Apply, uToObI aKTUBUPOBATh HACTPOUKHU

5.1.6.2. CocTosiHMe nopToB

Ota I/IH(bOpMaI_II/ISI IMMOKa3bIBACT TCKYILICEC COCTOAHUC ITIOPTOB.

Port Status

Port No. Type Link State Speed/Duplex Flow Control
Port.01 100TX Down Enable N/A N/A

Port.02 100TX Down Enable N/A N/A

Port.03 100TX Down Enable N/A N/A

Port.04 100TX Down Enable N/A N/A

Port.05 100TX Down Enable N/A N/A

Port.06 100TX Down Enable N/A N/A

Port.07 100TX Down Enable N/A N/A

Port.08 100TX UP  Enable 100 Full Enable

Puc. UnTtepdeiic cocTostHUS MTOPTOB

5.1.6.3. HamumeHoBaHue nopToB

ITonap30BaTens MOXKET YKa3aTb UM KaXXOO0TO IMOopTa, a TaK )K€ HACTpanBaTh UX.
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Port Alias

5.1.6.4. OrpaHnyeHne CKOpocTH

C nomotmnpio 3ToH (QPYHKIIMM BBl MOXETE OrpaHHYUTh Nepefady JaHHBIX Ha BCEX MOPTax,
BKJIIOYAsl IIMPOKOBELIATEIBbHYIO, MHOIOQJIPECHYI0 M OIHOAJPECHYIO Iepenady. Bel Takxke
MOJKeTe BBIOpaTh 3HaueHus Ingress (Bxomsumii) uiau Engress (MCXOASIIHiA), YTOOBI OTPaHUYUTh

CKOPOCTb Iiepeniaun Tpaduka, mosyqaeMoro HiH nepeiaBacMoro.

Rate Limit
¥l kbps 0 kbps
|0 kbps |0 kbps
vl o kbps 0 kbps
/[0 Kkbps |0 kbps
vllo kbps 0 kbps
v/l kbps |0 kbps
V'] 0 kbps |0 ]kbps
b ] |0 Ikbps |0 lkbps

Rate range is from 100 kbps to 102400 kbps (i.e. 100Mbps) for mega-ports,

or 256000 kbps (i.e. 250Mbps) for giga-ports. Zero means no limit.

Puc. NnTepdeiic orpaHnueHHs CKOPOCTH
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

Iouie Onucanne

Ingress Limit Bri6op u3 pexumos: “All”, “Broadscast only”, “Broadscast/Multicast”, nmau
Frame Type “Broadscast/Multicast/Flooded Unicast”

Ingress [Tony4yaembie TOPTOM JTaHHBIC

Engress OTnpagisieMble IOPTOM JIaHHBIE

Apply Haxxmute Apply, 4TOOBI aKTHBHUPOBATH HACTPOUKHU

5.1.6.5. TpaHkun

TpaHk- ycTaHOBKA

Br1 mosxere BoIOpath cratnueckuii TpaHk win 802.3ad LACP mis Toro, 4To0b1 00BEAWHSTH
(bU3HYECKUE CBS3H B JIOTUYECKYIO CBSI3b JIUISL YBEIWUCHHSI POITYCKHOM CIIOCOOHOCTH.

Port Trunk - Setting

Port No. Group ID  Type
Port.01 None « Static v

Port.02 None w | Static v
Port.03 None w Static v
Port.04 None v Static v
Port.05 None v Static v
Port.06 None v  Static v
Port.07 None v | Static v
Port.08 None v Static v

Puc. Uutepdeiic Port Trunk — Setting

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

Iouie Onucanne

Group 1D Bribepure nopt, KOTOpbI OyIeT MPUCOETUHEH K TPAHKY.
Type [TognepxuBaer ctatudeckuii Tpank u 802.3ad LACP
Apply Haxxmute Apply, 4T00BI aKTUBUPOBATH HACTPOMKHI
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Tpank — Craryc

Bl MOkeTE IPOBEPUTH CTATYC TPAHKA.
Port Trunk - Status

Group ID Trunk Member Type

Trunk 1 1,2 Static
Trunk 2 Static
Trunk 3 Static
Trunk 4 Static

Puc. UnTepdeiic TpaHk-cTaryc
5.1.7. PesepBupoBaHue
5.1.7.1. TexHonorusa Sy-Ring

Sy-Ring - ogHa u3 caMbix 3()(HEKTUBHBIX KOJIBLEBBIX TEXHOJIOTUH PE3ePBUPOBAHUS B MHpE.
Bpemsi BoccranoBnenust coctaBisier meHee 10 mc mpu 250 ycrpoiictBax. OHa MO3BOJISET
COXPaHUTh (PYHKIIMOHATIBHOCTh CETU BO BPEMs HEOXKHJIAHHBIX COOEB, BEI3BAHHBIX M3MEHEHUSMH
B ceTeBoil Tonojyorun. TexHonorus Sy-Ring nmoanepxuBaer Tpu Ring-Tomosoruu 1jisi cETeBOro
pesepBupoBanus: Sy-Ring, Ring Coupling u Dual Homing.

[“IsyRing [l Coupling Ring [Jpual Homing

o Ay P
D. .,,,D.[l Dﬂ ﬂ/[l 01

Ring Master Disable v | Coupling Port Port03 v Homing Port  Port05 v
1st Ring Port | Port.01 v Control Port Port.04 v
2nd RingPort  |Port02 v

=)

Puc. Uurepodeiic Sy-Ring
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

ITone Onucanune
Sy-Ring | [TocraBbTe raouky, 4To0Obl BKIIOUHTE SY-Ring
RiN B komnbiie moimkeH ObITh TOIBKO 0MH Ring Master. OHako, €ciii KOMMYTaTOpOB,
Masier YCTaHOBJICHHBIX B Ring Master HeCKOIbKO, TO KOPHEBBIM CTAaHET KOMMYTATOP C
MuHUMaITbHBIM MAC afpecom, a OCTalbHbIE OyIyT Pe3E€PBHBIMH.
1st Ring . .
OCHOBHOH KOJIBIIEBOH TTOPT
Port
2nd Ring . .
Pe3epBHBIN KOJIBIIEBOM MTOPT
Port
[TocraBbTe ramouky, uroos! BKIOUNTH Ring Coupling. Ring Coupling mosxer
Ring UCIIOJIb30BATKCS JIJISL TOTO, YTOOBI pa3IeIUTh O0JIBIIOE KOIBIIO, YTOOBI OTPaHUIHTh
Coupling KOJIMUECTBO YCTPOMCTB B MEPECTPANBAEMOM MOACETH, YTOOBI N30€KATh JIUIIHEH
AKTUBHOCTH BCEX KOMMYTaTOPOB BO BpeMsi M3MEHEHUS CETEBOM TOMoIoruu. Ring
Coupling ucnosnb3yeTcs st COSAUHEHUs ABYX Tomosioruii Sy-Ring.
Coenunenne ¢ Coupling Port kommyTtaropa B apyrom koseie. st Ring Coupling
Coupling | Hy)xHO 4 KOMMyTaTOpa, YTOOBI CO3/]aTh AKTUBHYIO U PE3CPBHYIO CBS3H. Y CTAHOBUTE
Port nopt kak Coupling Port. /IBe mapsl mOpPTOB YETHIPEX KOMMYTAaTOPOB OYAYT B
AKTHBHOM HJIA PE3EPBHOM PEIKHUME.
Control Coenunenue ¢ Control Port kommyTtaTopa B ToM ke koJiblie. Control port 00bI4HO
Port HUCIIONB3YCTCs sl IEpeaaur KOHTPOJIBHBIX CUTHAJIOB.
OtmetbTe, yToOb! BKIMIOUnTh Dual Homing. IIpu Bei6ope pexuma Dual Homing,
Dual KOJIBIIO OY/IET MOJICKIIFOUEHO K HEKOJIBIIEBBIM YCTPOMCTBAM (HapuMep, ¢
Homing MarucTpaibHbIM KoOMMyTaTopoM) depe3 aBa RSTP kanana. /[Ba kanana Oynyt
paboTaTh B aKTUBHOM H PE3EPBHOM PEKUME, H COSTMHATH KKyt SYy-Ring ¢
OOBIYHBIMU KOMMYTaTOpaMu B pexume RSTP.
Apply Haxxwmurte Apply, 4ToOBI aKTUBHPOBATH HACTPOUKH

[Tpumeuanue: Mbl He cOBETYeM YCTaHABIIMBATH OJMH KOMMYTATOp OJHOBPEMEHHO Kak Ring
Master u xak 9actb Ring Coupling u3-3a BEICOKON Harpy3ku.

5.1.7.2. TexHonorusa All-Ring

Texunonorust All-Ring MoxeT OBITH HCIOJB30BaHA ISl KOJBIEBOTO MPOTOKOJIA JPYTrOro
NOCTaBIIMKA. Takum 00pa3oM, Bbl MOXKeTe J00aBiiATh KoMMyTaTtopbl Sy-Ring B cers,
TIOCTPOCHHYIO Ha JIPYrod KOJbIIeBOH Tomonoruu, u BkiatodaTh All-Ring ans B3anmoneiicTBus ¢
KOMMYTaTOpaMU APYTUX MPOU3BOAUTEIEH.
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SyRing [_] Coupling Ring [Ipual Homing

I] I] |] —~

Ring Master Disable v | Coupling Port Port03 v Homing Port  Port05 v

]

1st Ring Port | Port01 Control Port Port04 v
2nd RingPort | Port02

Fen)
r Connect to other vendor's i||':-..|

HaxxwmuTe “Connect to other vendor’s ring.....”, 9TOOBI MOAKITIOYATHCS K CETH, TIOCTPOSHHON
Ha YCTPOUCTBAX APYrUX MPOU3BOIUTEIICH.

[“|Enable

Vandar fhox B%
LSt Ring Port | Fort.01 v
2nd RiNgPOrt | Fort.0z «

Puc. Uutepdeiic All-Ring

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

ITose Onucanune

Enable Bxmrouenne Gpynkuuu All-Ring

Vender Br160op npouzBoauTes, K KOJIBIEBBIM TOMOJIOTHUSIM KOTOPOTO BBl XOTHUTE
MTOAKJIFOYUTHCS

1sr Ring Port | Bei0op moak/IF04eHHOTO K KOJIBILY OpTa

2nd Ring Br160p noakimrogaroniero K KoibIly mopTa
Port

[Mpumenenne All-Ring moka3ano Ha cxeme

WWWwW.Ssymanitron.ru 31




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

_— CATSe

....... Backup CATSe

A

N e
WA Other Vendor

Switch

All-Ring

Other Wendor

Other Vendor

- 1 SWMEIDE-TN-0T Switch
. I 8

1pC

5.1.7.3. TexHonorua Sy-RSTP

Sy-RSTP — 3T0 mpOTOKOJI TEXHOJIOTMH KOJIBIICBOTO PE3EPBUPOBAHUS, U300PECTEHHBIN SY-
Ring. B otinuue ot cranpaproB STP/RSTP Bpems BoccranoBienust Sy-RSTP cocrasiser MeHee
10 mc, x Tomy ke SY-RSTP nonnep:kuBaer 00JbIIe TOYEK COSTMHEHHS B KOJIBLIEBOH TOITOJIOTHH.

ROOT Enable v

PORT STATE
O Port.01 INACTIVE
O Port.02 INACTIVE
O Port.03 INACTIVE
O Port.04 INACTIVE
O Port.05 INACTIVE
O Port.06 INACTIVE
[l G1 INACTIVE
O G2 INACTIVE

Puc. Unrepdeiic Sy-RSTP
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Sy-RSTP <10ms S8 -----*

g

~

N

5.1.7.4. TexHonorua RSTP

RSTP - sto ynyumennas Bepcus STP. RSTP oOecneunBaer OBICTPYIO CXOAMMOCTH
JIOTUYECKOI0 JiepeBa M3-3a MU3MEHeHHH B Tomosoruu. Cucrema Takxke nojaepxuBaet STP u
aBTOMAaTHUYECKH OOHApY>KUBAET MOJKIOYEHHOE YCTPOMCTBO, KOTOpOe paboTaeT mo MpOTOKOJIaM
STP nmm RSTP.

Hacrpoiika RSTP

Bbl MokeTe BKITIOYMTH MU OTKIIOUUTH GyHKIHIO RSTP u yctaHOBUTH mapameTpsl Juis
Ka)KJ0ro IopTa.

RSTP Mode G v |
Bridge Configuration

Priority (0-61440) 32768
Max Age Time(6-40) 20
Hello Time (1-10) 2

Forward Delay Time (4-30) 15

Port Configuration

PathCost  Priority e v -

1200000 1128 (Ao w|  [True w False v
200 (200000 | (128 | [0 w| [True w| [Faise v
3 200000 128 |Auto | True v False v
4 200000 1128 (Auto v |True v False v
5 200000 128 |Auto v True v False v
6 200000 128 lauto | [Tue w False v
P ZOOT 128 irutTC True f: False v
8 20000 1128 | |Auto »| [True w| | False v

Puc. Hactpoiixka RSTP
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B Tabnune madsl ornmucaHud oJied JaHHOTO OKHA

(1-200000000)

Iouie Onucanne

RSTP mode Bb1 10MKHBI BKITIOYUTH WK OTKIIOYUTH (yHKIMI0O RSTP 1o Hactpoiiku
CBSI3aHHBIX [1APAMETPOB.
3HaueHUE UCIIONB3YeTCs I UACHTH(DHUKAIIMN KOPHEBOTO YCTPOICTBA.

Priority (0 VY CeTpolCTBO ¢ CaMbIM HU3KOM 3HAaYE€HUEM MMEET CaMblil BBICOKUI TPUOPUTET

614 40)y U BBIOMpaeTcs Kak KopHeBOU. Ecii 3HaueHUE H3MEHSIETCS, BaM CIIETyeT
nepe3arpy3uTb KommyraTop. CorjiacHO CTaHAapTHOMY IPaBHIly IPOTOKOJIA,
3HAUEHUE JIOJDKHO OBITH KpaTHBIM 4096
KonnuecTBo cekyH, KOTOpOE BBIKHAAET YyCTPOMCTBO O€3 MOTydeHHS

Max Age (6- .

40) coobOmenuii konpurypanuu STP 10 monbiTku pekondurypamuu. Beenure
3gaueHue ot 6 fo 40.

. Bpewms, koTopoe onpenesnsier ¢ Kako NepuogMYHOCTBIO KOMMYTATOP T0JKEH

Hello Time (1-

10) otcbutath nakersl BPDU s npoBepku tekyuiero coctostuust RSTP. Beeaure
sgauenue ot 1 go 10.

Forwarding KonuyecTBO cexyH1, KOTOpOE MOPT BBKUIAACT 10 UBMEHEHUS U3 COCTOSIHUS

Delay Time (4- | o0yuenus u npociymuBanus ero RSTP B cocrosinue nepecsbuiku. Beemute

30) 3HayeHue ot 4 10 30

Path Cost CTOMMOCTb IIyTH MEKy ABYMsI YCTPOICTBAMHU Ha yKa3aHHOM NopTy. Beeaure

sgagenne ot 1 1o 200000000

Priority (0-240)

Pemure, kakoii mopT A0KEH OBITH 3a0JIOKHPOBAH, IOCTABUB IPUOPUTET.
Beenure 3nauenue ot 0 1o 240. 3HayeHne NPUOPHUTETA TOJIKHO OBITH KPaTHO
16

B 3aBucuMoOCTH OT THUIIA COETUHEHUS, CETMEHTHI MOTYT ObITh P2P (TO ecTs,
MOJIKJIFOUEHBI B PEKMME TOUKA-TOUYKA) WK B PEKUME Pa3AEIIEMON Cpeibl
(Korza K 0JJHOMY CETMEHTY MOAKIIOUEHO HECKOJIBKO yCTpoiicTB). B ciaydae

Admin P2P
paboTsl B pexkume P2P B 1ienax ontuMuzanuu paboThl OTCYTCTBYIOT
HEKOTOpbIe JTHITHUE QYyHKIMU. ONIKs MO3BOJISIET YIPABIATH 3TUM CBOMCTBOM
BpyuHyto. True — P2P Bxitouen. False — P2P BeikmtoueH.
[TopT HanpsAMYIO COEIMHEH C KOHEYHBIMU CTAHLIUAMHU U HE MOXKET CO3/aBaTh

Admin Edge neTau B ceTH. YToObl HACTPOUTH MOPT Kak edge port, ycTaHOBUTE 3HAUCHHE
noptoB True.

Admin Non Ha nopty ucnons3yercs anroputm Beruucienuit STP. True - conepxut

STP mareMmatnueckuii pacu€t STP. False -He comepKuT MareMaTuuecKuii pacueT
STP.

Apply Haxxwmurte Apply, 4ToOBI aKTUBHPOBATH HACTPOUKH
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[Ipumeuanue: Crnemyite mpaBmiry, 4roOsl HacTpouth Max Age, Hello Time u Forward

Delay Time:

2 x (Forward Delay Time —1) > Max Age >2 x (Hello Time +1)

RSTP

Pesynbrar anropurma RSTP nokasan B Tabnuue:

Bridge ID

Root Priority
Root Port

Root Path Cost
Max Age Time
Hello Time

00B0001E9403006¢9
32768

ROOT

0

20

2

Forwiard Delay Time 15

Port Information

Path
Port Cost

Port.01 2000000
Port.02 2000000
POrt.03 2000000
Port.04 2000000
POIt.05 2000000
Port.05 2000000
Port.07 2000000
Port.08 200000

g?i::tritv OperPzP Operkdge gz’wor stat  Role

128 True True False Disabled Disabled
129 True True False Disabled Disabled
128 True True False Disabled Disabled
128 True True False Disabled Disabled
128 True True False Disabled Disabled
128 True True False Disabled Disabled
128 True True False Disabled Disabled
128 True True False Forwarding Designated

5.1.7.5. TexHonorna MSTP

MSTP — cranpaptHblii npoTtokon, ocHoBaHHBIM Ha IEEE 802.1s. ®yHkmnus mno3Bosser
co3/1aBaTh CBOM COOCTBEHHBIE Jlornueckue JiepeBbs STP B oot ¢puznyeckoit cetn s VLAN
cereii. MSTP nopnepxuBaer cxemy OajJaHCUPOBAHUSI HATPY3KH, MCIOJb3YysI MEHBIIIE PECYPCOB,

yem PVST.
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MSTP Enable Disahle [v|
Force Version

Configuration Name

Revision Level (0-65535)

Priority (0-61440)

Max Age Time (6-40)

Hello Time (1-10)

Forward Delay Time {4-30)

Max Hops (1-40)

Priority must be a multiple of 4096.

2'(Forward Delay Time-1) should be greater than or equal to the Max Age.
The Max Age should be greater than or equal to 2*(Hello Time + 1).

Puc. UnTepdeiic nactpoitku MSTP

B Tabnuue ga"el onrcanus mojaed JaHHOIO OKHA

IToae

Onucanue

MSTP Enable

BbI 10JKHBI BKITIOUUTH WK OTKIIOUHUTH yHKIMI0O MSTP 10 HacTpoiiku
CBSI3aHHBIX [MAPAMETPOB.

Force Version

Oynknus Force Version 3actaBnsier VLAN ycTpoiicTBO, oA1ep KUBaroIee
RSTP, pabotats B pexume, coBMecTuMoM ¢ STP

Configuration
Name

Bce ycrpoiictBa B onHoM MST noskHbI uMeTh ouHaKkoBoe MST
Configuration Name.

Revision Level

Bce ycrpoiictBa B oqiHOM MST nomxHbl uMeTh ogquHakoBoe MST

(0-65535) Configuration Name.
3HaueHUe UCTONb3yeTCs A UACHTU(DHUKAIINN KOPHEBOTO YCTPOICTBA.
Priority (0 YCeTpoicTBO ¢ caMbIM HU3KOM 3HaYE€HHUEM MMEET CaMbIi BHICOKUH TPUOPUTET
61 400))/ U BeIOMpaeTcs Kak KopHeBoil. Ecnu 3HaueHue u3MeHseTcs, BaM CleIyeT
nepe3arpy3utb kKomMmyTaTtop. CoriacHO cTaHJapTHOMY IIPaBHITy IPOTOKOJIA,
3HauUEHUE JIOJKHO OBITH KpaTHBIM 4096
. KonnuecTBo cekyH[, KOTOpOE BBIKUAAET YCTPOUCTBO O€3 MOTyUeHHUS
Max Age Time .
(6-40) coobmenuit koHpurypauuu STP 10 monbiTku pekoHdurypamuu. Beeaure

3gadeHue ot 6 no 40.

Hello Time (1-10)

OyHKIM, 3aBHCSIIAs OT MpaBuil HacTpoiiku Max Age, Hello Time u
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Forward Delay Time. 3To Bpemsi, KOTOpO€ OIpeAeIIseT, C KaKoi
IIEPUOIUYHOCTBI0 KOMMYTATOP JOJIKEH OTChIIaTh naketsl BPDU miis
MIPOBEPKH TEKYILIEr0 COCTOsIHUA JiepeBa. Beeaute 3HaueHue ot 1 1o 10.

2 x (Forward Delay Time —1) > Max Age > 2 x (Hello Time +1)

Forwarding KonuuecTBo cekyH, KOTOPOE MOPT BEDKHUIACT 10 H3MEHEHUS M3 COCTOSTHHS
Delay Time (4- | o6yuenus u npocayimBanus ero RSTP B cocrosinue nepecbuiku. Beeanre
30) 3Hauenue ot 4 10 30
Max Hops (1- HononuurensHas GyHKus, npeanasHadeHnas 1 RSTP. Oano 3HaveHne
40) MPUMEHUMO KO BCEM JIOTUYECKUM JICPEBBSIM
Apply Haxxmute Apply, 4TOOBI aKTUBHPOBATH HACTPOIKHU
MSTP Port
T Path Cost - - :
Priority % Admin Admin Admin
PortNoe.  (g-240) '(J}Aﬁ?oo)oouuuu. p2p Edge Non Stp
Port.01 A
Porto2/_
Port.03 128 0 auto |w | true |v| false v |

Port.04
Port.05 v

priority must be a multiple of 16

Puc. UnTepdeiic MSTP-nopt

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

IToute Onucanne

Port NO. Bei0epute nopt, KOTOPBINA XOTUTE HACTPOUTH

Priority (O- | PemuTe, Kako# mopt J0JDKEH OBITH 3a0J0KUPOBaH 1o nmpuopurety B LAN.

240) Beeaure 3nauenue ot 0 1o 240. 3HaueHue NpuoOpUTETa JODKHO OBITH KpaTHO 16

Path Cost .

(1- CrouMoCTh yTH MEXY JIByMs YCTPOHCTBAMM Ha yKa3aHHOM NopTy. Benute
3HadeHue ot 1 1o 200000000

200000000) g
B 3aBHCHMOCTH OT THIa COEIMHEHUS, CETMEHTHI MOTYT ObITH P2P (TO ecTb,

Admin P2P | moaxitoueHbl B peKUME TOUKA-TOYKA) WIH B PEXKUME pa3IeisieMoi cpe/ibl (Koraa
K O/IHOMY CEIMEHTY MOJKI0YEHO HECKOJIBKO yCTPOHcTB). B ciiydae paboTsl B

WWW.Ssymanitron.ru 37




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

pexxume P2P B nessix ontumu3zanuu paboThl OTCYTCTBYIOT HEKOTOPBIE JIMIIHKE
¢ynkunu. Onus mo3BoJIsIeT YIPaBISATh 3TUM CBOMCTBOM BpyuHyto. True — P2P
BKItoueH. False — P2P BeikitoueH.

[TopT HaMPSAMYIO COCTMHEH ¢ KOHEYHBIMU CTAHIIMSMH U HE MOXET CO371aBaTh
Admin Edge | metsin B cetu. UToOBI HACTPOUTH MOPT Kak edge port, yCTAHOBUTE 3HAUEHUE
noptoB True.

Admin Non | Ha mopry ucnons3yercs anroput™ Berarcicauii STP. True - cogeput
STP maremaTtnueckuii pacuét STP. False -ne compepxut maremaruyeckuii pacuer STP.

Apply Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPOHKHU

MSTP Instance

Priority
Instance State VLANS (0-61440)
1 |l Enable |v| 1-4094 32768

Priority must be a multiple of 4096.

Puc. Unrepdeiic MSTP Instance

B Tabnuie nadsl onucaHud moJied JaHHOTO OKHA

IMoae Onucanue

Instance VYcranoBute Homep MST instance. Ot 1 o 15

State BxIIIOYMTE WM OTKIIFOYHUTH instance

VLANSs VYcranosute coorBetcTBue Mexay VLAN u instance

3HaueHue UCTOIb3YeTCs Ul HACHTU(PHUKAIUN KOPHEBOTO YCTPOHCTBA.
YCTpoUCTBO € CaMbIM HU3KOM 3HAYEHUEM UMEET CaMbIil BBICOKUH IIPUOPUTET U

Proprietary .

(0-61440) BBIOMpaeTCs Kak KOpHeBOH. Eciy 3HaueHne U3MEHSETCs, BaM CIIe/IyeT
nepe3arpy3uTb KommyTtaTtop. CoriaacHo cTaHIapTHOMY MPaBHITy IPOTOKOIA,
3Ha4YE€HHE JIOJDKHO OBITH KpaTHBIM 4096

Apply Haxxmute Apply, 4T0OBI aKTUBHPOBATh HACTPOIKHU
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MSTP Instance Port

Instance: | CIST |v|

Port Priority Path Cost
(0-240) (1-200000000, 0O:Auto)

128 0

Priority must be a multiple of 16

Puc. UnTepdeiic MSTP Instance Port

B Tabnuie nadsl ornucaHud moJied JaHHOTO OKHA

Iouie Onucanue
Instance Beenure nndopmaruio 06 instance, 3a uckimouenuem CIST
Port Br16epuTe mopT, KOTOPBIM XOTUTE HACTPOUTH
Priority (O- PemuTe, kakoii mopT A0DKEH OBITH 3a0JIOKUPOBaH 10 npuoputeTy B LAN.
240) Beenute 3nauenue ot 0 1o 240. 3HaueHue NPUOPUTETA JOHKHO OBITH KpaTHO 16
Path Cost .
CTouMOCTh TyTH MEX]Y IBYyMSI yCTPOMCTBaMHU Ha YKa3aHHOM NOpTy. BBenuTe
(1 swaserie ot 1 10 200000000
200000000) A
Apply Haxwmure Apply, 4T0OBI aKTUBUPOBATH HACTPONKHU
5.1.8. VLAN
BupryanpHas 5okanpHas ceTh — JIOTUYECKOE OOBEIUHEHHE CeTed, OrpaHHYUBaIoLIee

[IMPOKOBEIIATEIHHBINA JOMEH U MO3BOJISIONIEe H30IUPOBATh Tpauk ceTH, ToIbKo uieHbl VLAN
Oynyr monydarh Tpaduk wieHoB Tex ke VLAN. ®akrtuuecku, co3zmanne VLAN Ha
KOMMYTATOp€ PKBUBAJICHTHO BBIJIEJICHUIO YCTPOMCTB ceTH B Tpymmy. OmHAKO, BCE YCTPOMCTBA
CeTH Bce erle GU3NIECKH MOIKIIOYCHBI K OJHOMY YCTPOMCTBRY.

Kommyrarop nonnepsxxuaer Toapko VLAN Ha ocHoBe nmoptoB u 802.1Q (Ha OCHOBE TEroB).
3nauenne pexuma padbotel VLAN no ymomuanuio 802.1Q.
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5.1.8.1. Hactpouka VLAN

VLAN Ha ocHOBE TeroB coOTBeTCTBYeT cranmapty crnenudukanuu IEEE 802.1Q, a Takxke
€CTb BO3MOXHOCTh co3faHust VLAN wmexny ycTpolcTBaMM pasHbIX IPOU3BOJUTENEH
(xommytatopoB). IEEE 802.1Q VLAN wucnosib3yeT TeXHUKY BCTaBKU «rera» B Ethernet ppetimbl
(maxetsr). Ter conepxkut unentudurarop VLAN (VID), koTopsrit yka3zeiBaeT Ha Homep VLAN.

Br1 moxkere co3mate VLAN Ha OCHOBE TEroB, a TakKe BKIIOYUTH WM OTKIIOUHTE GVRP
npotokoia. Becero mocrynno 256 rpynn VLAN. Ilpu Bkmtouennn VLAN 802.1Q Bce mopThl
kommyTtaropa npuHaaiaexar VLAN no ymonuanuto. 3HaueHne VLAN 1no yMoq4aHHMIO HENb3s
YIaJIUTh.

GVRP o0ecneunBaer aBTOMaTH4ecKyro HacTpoiiky VLAN Mexay KOMMYTaropoM H
y3namu. Eciim koMMyTaTop MOJKIIIOUEH K yCTPOMCTBY ¢ momolnsto (BkiItoueHHOro) GVRP, Bl
moxere otnpaBuTb GVRP 3ampoc ¢ wucnons3oBanuem VID/maentudukaropa VLAN,
OoOHapy>KeHHOM Ha KOMMYTAaTope; KOMMYTaTOp aBTOMAaTU4YeCKH J00AaBUT 3TO YCTPOHCTBO K
cymectByromeit VLAN.

VLAN Operation Mode :|80210 ¥

GVRP Mode :|Disable ¥ sex
Management Vlan ID :|o [ 4poly

VLAN Configuration

Port No. Lirk Type Untagged VID Tagged VIDs
Port.01 |Access vl '

Port.02 |Access w1

Port.03 | Access v (1

Port.04 ‘iA;cess v![1

Port.05 |Access v |1

POIT.06 | Access v/[1

POIt.07 | Access vl

Port.08 |Access w1

MNote: Use the comma to saparate the multiple tagged VIDs
E.g.. 24,6 means joining the Tagged VLAN 2, 3, 4 and 6.

Puc. Unrepdetic mactpoitku VLAN Configuration — 802.1Q

B tabnuie manbl onucaHus MoJIeil JaHHOTO OKHA

Hone Onucanue

VLAN

Operation Hacrpoiika pexxuma pa6otsl VLAN: BeIKITFOUeHA, HA OCHOBE TIopTa, 802.1Q
Mode
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GVRP Mode Brrounts/oTkmounts GyHknuo GVRP

Management ®ynkuus ynpasiaeHuss VLAN obecrieunBaeT ceTeBOMy aJMUHUCTPATOPY

VL ANg D 0€30I1aCHOCTb CeTH Ul yIIPaBJIEHUs] KOMMYTaTOpPOM. JlocTyl K KOMMyTaTopy
MOJKET IPEJOCTABIATHCS TOJIBKO /1711 YCTPOUCTB B ynpasisiemon cetu VLAN.
3 BU/Ia COEAMHEHUM:
Access Link: TOJIbKO 01MH KOMMYTATOP; MIO3BOJIET CTPYIIIUPOBATH TOPTHI
MyTeM MpUcBauBaHus oguHakoBoro VID.

Link Type Trunk Link: pacumpennas Bepcust Access Link; mo3Bomsier crpynmnmpoBath

HOPTHI ITyTEM TPHCBaMBaHus onHakoBoro VID nBym u Gosiee KOMMyTaTtopam.
Hybrid Link: noctymusr Access Link u Trunk Link

Hybrid (QinQ) Link: Bkimrogaer pexxum QinQ; m03BOJISET BCTABUTH OJUH U
6oee TeroB B ucxomgnom VLAN ¢peiime.

Untagged VID

VYcranosure ucxoausii VLAN unentugukarop nopra s HEIOMEUEHHbBIX
YCTPOMCTB, MOAKIIOYEHHBIX K opTy. MHTepBan ot 1 no 4094.

Tagged VIDs

YcTaHOBHTE TOMEUEHHBIC UACHTH(PUKATOPHI, YTOOBI IIEpeaBaTh pa3HbIC
VLAN dpeiimMbl Ha Ipyroil KOMMYTaTOpP.

Apply

Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPOHKHU

5.1.8.2. Hactpounka VLAN Ha ocHOBe nopToB

Tpaduk nepemaercs Ha MOPTHI WieHOB Toi ke rpynnbsl VLAN, 6e3 orpanuueHuil Ha TUIIBI

IMaKCTOB.

VLAN Operation Mode : PorBased [» |
Port Based VLAN List

‘#dd| Edid| | Delete | | Help |

Puc. 1-1 nactpoiika VLAN Ha 0CHOBE ITOPTOB

WWW.Ssymanitron.ru 41




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

B Tabnune madsl ornmucanud oJied JaHHOTO OKHA

IToge Onucanune

Add Haxwmure Add, uro6s1 BBecTn/co3aarh qononauteabHbid VLAN unTEpdeiic

Edit W3menuts cymectByrommmii VLAN

Delete | Yaanuts cymecrByronmii VLAN

Help [Toka3zaTp cripaBKy

VLAN Setting
VLAN Operation Mode :|PortBased [v]

Group Name

VLAN ID |1

Port.05 Add

Port.08

Puc. 2-1 nactpoiika VLAN Ha ocHOBE IOPTOB

B Tabiuie qansl ommmMcanus mMojae JTaHHOTO OKHA

IToute Onucanue

Group Name HNms VLAN

VLAN ID Beeaute VLAN ID

Add BeiGepute nopt ans noacoenuHenus k rpynne VLAN
Remove VY namute nopt u3 rpymnmsl VLAN
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Apply Haxxmute Apply, 4TOOBI aKTHBHPOBATh HACTPOUKHU
Help [Toka3zatb crpaBKy
5.1.9. SNMP
[Ipocroit mpotokon ympasineHus cersmMu (SNMP) — mporokoin, pa3paOOTaHHBIA ISt

ylnpaBjieHUsl y3aamMu (cepBepaMu, paboO4yMMHU CTaHLUUSAMH, pPOyTE€paMu, KOMMYTaTOpaMH,
KoHIeHTpaTopamMu U T.4.) B IP ceru. SNMP no3Bosisier agMuUHUCTpaTopaM CETHU YIPaBIATh
IPOM3BOUTENBHOCTBIO CETH, HAaXOIUTb W pelaTb OpoOJeMbl CEeTH U IUJIAHUPOBaTh €€
pacupenre. CUcTeMbl yIpaBIEHUS CETSAMHU Y3HAIOT O Npobiieme, mosydas trap-coOOLEHUs U
yBeJIOMJICHUsI 00 U3MEHEHUAX OT YCTPOUCTB ceTH, noaiaepxubaonmx SNMP.

5.1.9.1. SNMP - HacTpouka areHTa

Br1 MoxeTe HacTpouTh MHGOpManuio, cBs3annyo ¢ SNMP areHToM ¢ moMoImbio GyHKINU
HACTPOCK areHTa.

SNMP Agent Version

SNUPVINZC v Apply |

SNMP V1/V2¢ Community

Community String Privilege
public 7 7 _Read Only v
pﬁﬁte ‘ﬁR'ea'd and Writé v
[Readbny 48
|[Readony v

Apply |

SNMPv3 User
User Name
Auth Password

Privacy Password

Current SNMPv3 User Profile
User Name Auth. Password  Priv. Password

Puc. - Hactpoiika SNMP arenra
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

Iouie Onucanne
[Monnepxxusatorcs 3 Bepcuu SNMP: SNMPV1/SNMPV2¢c u SNMPV3.
SNMP — SNMPV1 SNMPV2¢ arent agent JUTSl ayTeHTU(UKALIMK TPOBEPSIET Ha
. cooTBeTcTBME community string. SNMPv3 3anpaiinBaer ypoBeHb
Agent Version
ayreHTudukanuu ¢ MDS5 nnu DES mmdpoBanuemM qaHHBIX.
SNMP Cnenyer YCTaHOBUTD SNMP Community. HOI[,Z[Gp?KI/IB&IF)TCH 4 COOTHOIIICHUS
V1/V2ce «Community String/Privilege». Kaxnas Community String conepxur
Community MakcumMyM 32 cumBosa. UtoOsl yaanuts CTpOKy cO00IIecTBa, OCTaBbTE MOJIE
MTYCTBIM.
Ecnu Bei6pan SNMP V3 agent, nns ayreHTHdUKaINUU JOHKEH OBITH
ycranoBieH SNMPv3. Heo6xoaumo ums noas3oBatend. [lapons aBropusanuu
(Auth Password) 3ammdpoBan mo MDS5, a KoHGUACHIIMATBHBINA 1TapOJIb
(Privacy Password) mo DES. Makcumanbaoe konmuecTBo Bepcuiit SNMPv3
User — 8, MakCUMaJIbHOE KOJIMYECTBO CUMBOJIOB B UMEHH T0OJIb30BATENS U
napoJe — 16.
Ecnu Bei6pan SNMPv3 agent, MoxHO:
SNMP V3 1. BBectu TOBKO UM TTONIB30BaTeNst SNMPv3
User 2. BBecTH TOJIBKO MMs MOJIB30BATENS U NApOJIb aBTopu3aunuu SNMPv3
3. BBecTu TOJBKO UMSI [10JIb30BATENS, 1APOJIb ABTOPU3ALIUU U
KoH(pUIeHIMaNbHBIHN apoiab SNMPvV3, KOTOpbIIl MOXKET OTJIMYATHCS OT
apoJisi aBTOPU3aLUU
UTo0b!l yaanuTh TEKYIUi MpoQuis TOIb30BaATENS:
1. Bsenute ums noaws3zoBarenss SNMPv3, koTopoe XOTUTEe yIanuTh
2. Haxwmure kHOnKy Remove
Current
SNMPv3 User | [Tokasate Bce mpoduiu monb3oBateneii SNMPv3
Profile
Apply Haxxmute Apply, 4TOOBI aKTUBHPOBATH HACTPONKHU
Help [TokazaTp cripaBKy

5.1.9.2. SNMP - Hactpouka SNMP trap

Trap cepBep — 9TO CTaHUUs YIpaBICHUs, MONydarolas trap-cOOOIIEHHS -  CUTHAJBI
CUCTEMBI, CTeHepUpPOBaHHbIE KOMMyTaTopoM. Ecim trap cepBep He 3amaH, trap-cooOIIeHHs He
TeHepUpYyIoTCs. YKaxkute trap cepsep - BBenute I[P ampec cepBepa m Community String. YUToOsr
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yKa3aTh CEepBep ympaBlieHHs Kak trap cepsep, BBeauTe SNMP Community String, u BeiOepute
Bepcuto SNMP.
Trap Server Setting

Server 1P
Community
Trap Version ®vi Ovac
| Add
Trap Server Profile

Server 1P Community Trap Version

Remove

[ Hein |
Puc. Hactpoiika SNMP trap

B Tabnuie nadsl onucaHud moJied JaHHOTO OKHA

Ioae Onucanne

Server IP IP agpec cepBepa aiis OTIpaBKH trap-CoOOIICHU I
Community I'pynna ayreHTuduKauu

Trap Version Bepcus Trap nognepxxusaer V1 u V2c

Add Jlo6aButh npoduitk trap cepsepa

Remove VY nanute npoduiis trap cepsepa

Help IToka3zaTh cripaBKy

5.1.10. NMNpunopurtesaumnsa Tpacuka

[Tpuoputesanus Tpaduka BrIoyaeT 3 pexuma: Ha ocHoBe mnopra, 802.1p/COS wu
TOS/DSCP. C nomoipio 3To (GyHKIMM MOXHO pa3fenuTh Tpaduk Ha 4 kjacca JIjs pa3HOro

npumMeHenus B cetu. SWMT-80-M12-W/ SWMT-80-M12-W-BP2 nognepxxuBatot 4 odepenu
0 IPUOPUTETY.
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Policy

QoS Mode : |Disable  [w]

QoS Policy :

® Use an 8,4,2,1 weighted fair queuing scheme
(O Use a strict priority scheme

Puc. UnTepdelic HACTPOWKH MOTUTHKU

B Tabnuue ganel onrcanus mojed JaHHOrO OKHA

IToae

Onucanue

QoS
Mode

Port-base: BHyTpeHHMII IPHOPUTET ONPEEISIETCS BXOIHBIM IOPTOM

COS only: Bayrpennuit npuopuret ornpeaensercs Tonbko COS

TOS only: Buyrpennuii npuopuret onpezaensercs Toiabko TOS

COS first: Buyrpennuit npuoputet onpenensiercss COS u TOS, Ho B mepByro odepen
COS

TOS first: Bayrpennnii npuoputet omnpenensercs COS u TOS, Ho B iepByro ouepennb
TOS

QoS
Policy

(Using the 8,4,2,1 weight fair queue scheme) HMicnionp30Banne cxeMbl B3BELICHHON
crpaBeIMBoON ouepenu 8,4,2,1: BHyTpeHHUE ouepean OyAyT Cle0BaTh B
cooTHoIeHuu §:4:2:1, uToOBI NIepeiaBaTh MAKETHI B OUEPEAHOCTH OT BBICIIECH K
Huzmei. Hapumep: [1akeTbl BBICOKOM MPUOPUTETHOCTH &8, TAKEThI CpeIHEN
MPUOPUTETHOCTH 4, TAKEThl HU3KOM MPUOPUTETHOCTH 2 U MAKEeThl HU3IIEH
MPUOPUTETHOCTHU TIEPENAIOTCS B OJHOM OUepe Tu.

(Use the strict priority scheme) [TakeTs! BbIcIIel MPUOPUTETHOCTH BCETia MEPEIAIOTCA
MIEPBBIMH, TIOKA OYepeIb HE 3aKOHUUTCS?.

Apply

Haxxmute Apply, 4T00b1 aKTUBUPOBATH HACTPOIKHU

Help

ITokaszaTe cupaBky
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Port-based Priority

Port No. Priority :
Port.01 |Lowest |v|
Port.02 | Lowest vf
Port.03 | Lowest v/
Port.04 ;powest v
Part.0S | Lowest v
Port.06 | Lowest Ei.vl
Port.07 | Lowest ,'fq

Port.08 ;'Lowest":_vv[

Apply | | Help |

Puc. UnTepdeiic mopta Ha OCHOBE MPHOPHUTETA

B tabnuiie manbl onucanus mojieil JTaHHOrO OKHA

Ioae Onucanne

Port base HasnaubTe mopty odepes o npuopureTy. MoKHO Ha3HAYUTh 4 OYepeIu:
Priority BBICOKAsI, CPEITHSS, HU3KAs U HU3IIAs.

Help [Tokazath cripaBKy

Apply Haxxmute Apply, 4T0OBI aKTHBHPOBATH HACTPOUKH

C0OS/802.1p

COS Priority
Low v |

Lowest v
Lowest v
Low |
Middle |
Middle .‘,'.—:
High ||

0 N o0 A p W N

High ||
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COS Port Default

Port No. COS
Part.01 |0 v
Part.02 |0 v/
Part.03 0 |v|
Port.04 | 0 v|
Port.05 |0 |v|
Part.06 0 |v|
Port.07 |0 v|
Port.08 0w/

Puc. UnTepdeiic mopra Ha OCHOBE IPUOPUTETA

B Tabnuue gansl onrcanus mojaed JaHHOIO OKHA

Ioae Onucanne
COS (Knacc o6cnmyxuBanusi) uzpecteH kak 802.1p. OH onuchIBaeT mporiecce
oIpesiesIeHUs IPUOPUTETA MTAKETA C IOMOIIIbIO TOJIs IPUOPUTETA M10JIH30BATENS B

C0sS/802.1p . .
tere 802.1Q VLAN. 3HaueHne NpuopuTeTa MOAAEPKUBAETCS KapTON 3HAUCHHUI
ot 0 7o 7 (0to7 COS) u3 4 ouepeneil: BbICOKasi, CPEIHSSI, HU3KAsI U HU3IIIAS.

COS Port Ecmu y BxomHOTO makera otcyTcTByeT VLAN Ter, ncxomHoe 3HaYeHue

Default MIPUOPUTETA OTIPEIENISAETCS] BXOJHBIM OPTOM.

Help [Toka3zaTp cripaBKy

Apply Haxxmute Apply, 4T00b1 aKTUBUPOBATH HACTPOIKHU
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TOS/DSCP

DSCP
Priority
DSCP
Priority
DSCP

Priority 1

DSCP
Priority
DSCP
Priority
DSCP
Priority
DSCP
Priority
DSCP
Priority

0
Lowest ‘v

8
Lowest

16
Low

24
Low

32
Middle

40
Middle |

48
High

56

| High

1
Lowest

9
Lowest |

17

|| Low »
25

Low |
33

| | Middle

41
Middle |
49

| | High

v |

57

High

20

2 3 4
|| Lowest v || Lowest s | Lowestrvév
10 11 12
|| Lowest v || Lowest v | Lowest 'v'I
18 19
|| Low ||Low  |w||Low
26 27 28
Low  |w|| Low :Ve Lowy
34 35 36
|| Middie [v| middle [v|| Middle |
42 43 44
|[midale [v] | Migdie [v]|midale |
S0 Sl 52
|[High [v|[High [s] High |
58 59 60
High | |High |s| High

Puc. Uurepdeiic TOS/DSCP

B Tabnuue ganel onrca’us mojaed JaHHOIO OKHA

5

Lowest _vé

13

Lowest | v |

21

|| Low

29

Low

37

|| Middle

45

Middle

53

| | High

61

|| High

V|

6

Lowest |w |

14

Lowest Y |

22
Low
30

|| Low

38
Middle
46

|| Middle

54
High

62
High

<

.V!

v |

7

Lowest v |

15

Lowest v |

23
Low

31
Lowy

39

|| Middle

47

| | Middle |

55

|| High

63

|| High

v

IHone Onucanue
TOS (Tumn obcnyxuBanus) — nomue B [P 3aronoske nmakera. [Tone TOS Takke
UCTIONB3YeTCs TU(PEepeHIIMPOBAHHBIMU YCIIYTaMi | Ha3biBaeTcsl TOUKOM KoJa
TOS/DSCP .
muddepentpoBannbix yeayr (DSCP). Yka3aTb BHYyTpeHHUN NPUOPHUTET MaKeTa
MO>KHO € TTIOMOIIIBIO ATOTO TMOJIs, 3HAYECHUE TPHOPUTETA MOXKET OBITH OT 0 10 63.
Help [Tokazath cripaBKy
Apply Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPONKH

5.1.11. N'pynnoBas (luMpokKoBellaTesibHas) nepeagaya

5.1.11.1. IGMP snooping

IIporokon IGMP ucnone3yercsa IP xoctamu 17151 perucTpanuy X y4acTusl B JMHAMUYECKON
MHoroazpecHoi rpymme. CymectByer 3 Bepcuu IGMP: v1, v2 u v3. O6parurecs k RFC 1112,
2236 u 3376. IGMP Snooping coBepiieHCTBYeT pabOTy ceTell, IPOBOASIINX MHOT0aJPECHBIN
Tpaduk. DyHKIMA 00ecreyuBaeT COKpalleHHe MHOT03agpecHOro Tpaduka, [O3TOMY OH
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JOCTUTAET TOJILKO TEeX MYHKTOB Ha3HAYCHHS, KOTOPBIM Tpedyercs 3ToT Tpaduk, (TOIBKO
HEOOXOIMMBIX ITYHKTOB Ha3HAYCHHUs) a Takke cokpamaeT Tpaduk B Ethernet LAN.

IGMP Snooping

IGMP Snooping :|Enable v|
IGMP Query Mode: [Auto ¥

IGMP Snooping Table

1P Address VLAN ID Member Port
239.255.255.250 1 xRREGARR

Puc. Uurepdeiic IGMP snooping

B Tabnuie nadsl ornucaHud moJied JaHHOTO OKHA

Ioge Onucanue

IGMP

. Brutounts/otkmrounts IMGP Snooping
Snooping

MoskHo omnpenenuTs/yka3aTb kommyTtatop kak IGMP querier (IGMP

IGMP mapuipytuzarop). B IGMP cymectByer Tonabsko onun IGMP querier. Pexxum Auto
Query Mode | o3nagaer, uTo querier (MapiIpyTU3aTopoM?) SIBISIETCS OJUH U3 TEX, YTO C Oosee
Hu3kuM IP agpecom.

IGMP

Snooping IToka3zare MHOTOQIPECHBIN CIUCOK TeKy1ero [P
Table

Help [Tokazath cripaBKy

Apply Haxxmute Apply, 4T0OBI aKTUBUPOBATH HACTPOMKHU

5.1.11.2. N'pynnoBoun ¢punbTp (MHOroagpecHas hunbtpauus)
MmuoroanapecHass GUIBTpAIUs — CHCTEMa, C MOMOIIbI0 KOTOPOW KOHEUYHBIC CTAHIMH (MU

IMYHKTBI Ha3Ha‘-ICHI/I}I) Mojiy4aroT MHOFOaI[pCCHHﬁ Tpa(bI/IK TOJIBKO €CJIM OHU 3apCTUCTPUPOBAHBI
B CICOHUAJIBHBIX MHOIOAQAPCCHBIX TIpYyIIIax. C IIOMOIIBIO MHOFOaﬂpeCHOﬁ (bHHBTpaHI/II/I
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YCTpOﬁCTBa CCTHU HaIIPaBJISAIOT MHOI‘O&I[peCHBIf/'I Tpa(bm( TOJIBKO Ha ITOPTHI, INOAKIOYCHHBIC K
3apCTUCTPUPOBAHHBIM ITYHKTAM Ha3HA4YCHUA.

Multicast Filtering

IP Address 224.00.2

[(Jprort.01 [Jrort.02 [JPort.03 [JPort.04

Member Ports s
Clport.0s: Mport.os MPort.o7 [Port.08

|add | | Delete |[Help |

Multicast Filtering List

IP Address Member Ports
224.000.000.001 2w

Puc. UnTepdeiic rpynnosoro ¢puibTpa

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

IToute Onucanne

IP Address Hasnausbte IP agpeca MHOroOaapecHOM Ipymisl B Ipeaeaax oT
224.0.0.0~239.255.255.255

Member ITocTaBbTe METKY OKOJIO HOMEpA IIOPTA, YTO BKJIIOUUTS €10 B IP agpec ykazanHon

Ports MHOT'0a/IpECHOM T'pYMIIbI (KaK 3aJeiICTBOBAHHBII MOPT. )

Add [Toka3zaTh MHOT0AIPECHBIN CITUCOK TeKytiero [P

Delete VY 1anuTh BBEJCHHBIE JaHHBIEC U3 TAOIUIIBI

Help ITokazate cpaBKy
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5.1.12. bBe3onacHoCTb

Ot 5 QyHKIMH TO3BOJSIOT YCWIMTh Oe3omacHOcTh Kommyratopa: [P Security, Port
Security, MAC Blacklist u MAC address Aging u nporoxon 802.1x.

5.1.12.1. Be3onacHocThb IP

IP Security MokeT BKJIIOYaTh WM OTKIIOYAaTh (PYHKIMIO YJAJIEHHOTO YIpaBJICHHs uyepe3
WEB wmu Telnet wmu SNMP. K tomy ke, IP Security moxker orpaHuumBaTh JOCTYN K
YIPaBJICHUIO HEKOTOphIMH/yKazaHHbIMH IP agpecamu. Tonbko ¢ 3Tux Oe3omnacHbiX IP aapecos
MO’KHO YAaJICHHO YIPAaBIIATh KOMMYTaTOPOM.

IP Security

IP Security Mode: |Disable v

[[JEnable WEB Management
[]Enable Telnet Management
[]Enable SNMP Management

Secure IP List

Secure IP1 [0.0.0.0
Secure IP2 0.0.0.0
Secure IP3 0.0.0.0
Secure IP4 0.0.0.0
Secure IP5  0.0.0.0
Secure IP6 |0.0.0.0
Secure IP7 |0.0.0.0
Secure IP8  0.0.0.0
Secure IP@ 0.0.0.0
Secure 1P10 |0.0.0.0

Puc. Uurepdeiic IP Security

B Talimuiie maHs! ommmcaHusd IIOJIEH JaHHOTO OKHA

ITose Onucanue

IP Security Mode BxiTtounTh WM OTKITIOUNTE GyHKIWIO Oe3onmacHocTH [P
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[TomerbTe, 4TOOBI BKIIOYUTH (PYHKIIMIO YIPaBIECHUS yepe3 BeO-

Enable WEB Management
Opaysep

Enable Telnet
ITomeThTe, 4TOOBI BKIIOYUTH (DYHKIIHMIO yIipaBiieHus yepe3 Telnet

Management

Enable SNMP

Management [TomeTbTe, 4TOOBI BKIIFOYUTH (DYHKIHIO yripaBieHus uepe3 SNMP
Apply Haxxmure Apply, 4TOOBI aKTHBUPOBATH HACTPOMKH

Help IToka3aTk cripaBKy

5.1.12.2. Be3onacHOCTb NOPTOB
@OyHKIMs 0€301MacHOCTH MOPTOB MO3BONISET N00aBisATh cratmdeckue MAC aapeca B 0azy

TaHHBIX nepenaronmx yctporcTs. [Ipu Britouenun ¢ynkuuu Ha crpanuiie Port Control makeTst
OynyT oTmpasieHsl Todbko HAa MAC agpeca U3 3TOro CIUCKa, OCTalbHbIE OYAYT yAalleHbI.

Port Security

MAC Address
Port No. Port03 +

|Add| [ Delete | [Help |

Port Security List

MAC Address Port

Puc. UnTepdeiic 6e3o0macHocT MopToB
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

Iouie Onucanue

MAC Address Beenure MAC aapec ais yka3aHHOTO IopTa

Port NO. Bri6epute mopT kommyTaropa

Add Jlo6aBbTe 3amuch B nmosie MAC u uHpOpMAIUIO O TIOPTE
Delete Y 1anuTh 3anmch

Help [TokasaTh cripaBKy

5.1.12.3. YepHbin cnucok MAC agpecosB

Oynkus MAC Blacklist mo3Bonsier punbTpoBaTh TpaguK, NEepeJarOIIUNACI Ha yKa3aHHbBIC
MAC agapeca u3 storo cnucka. Jlrobble nakersl, nepepatouecs Ha 3tu MAC anpeca, OyayT

YAAJICHBI.

MAC Blacklist

MAC Address

|Add| | Delete ||Help |

MAC Blacklist
MAC Address

Puc. UnTepoeiic yepnoro cnrcka MAC anpecoB
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

IToge Onucanue

MAC Address | Beenute MAC aapec, 4To0Obl 100aBUTh ero B uepHblil ciucok MAC anpecoB

Port NO. Bri6epurte mopt kommyTaropa

Add Jlo6aBbTE 3amKCh B UEPHBIN CITUCOK
Delete Y 1anuTh 3aruch

Help [Tokazatb cipaBKy

5.1.12.4. 802.1x

802.1x — Radius cepBep

802.1x  TO3BONSAET  WCIOJNB30BaTh  XAPAKTEPUCTHKH  (U3MYECKOrO  JIOCTyma K
uH(ppacTpyKkTypam IEEES02 LAN i mnonkimtoueHHs (ayTeHTU(QUIHMPOBAHHBIX) U
aBTOpH30BaHHBIX ycTpoiicTB K LAN mopty. O6parutech k IEEE 802.1X Ynpasnenue gocrynom
K CETH Ha OCHOBE TOpTa.

802.1x - Radius Server
Radius Server Setting
802.1x Protocol Disable v
Radius Server IP
Server Port
Accounting Port
Shared Key
NAS, Identifier

Advanced Setting

Quiet Period

TX Period
Supplicant Timeout
Server Timeout
Max Requests

Re-Auth Period

Puc. Uurepdeiic 802.1x Radius Server
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

IToae

Onucanune

Radius Server

Setting

Radius Server
IP

IP anpec cepBepa ayTeHTU(PUKALIH

Server Port

VYcranosute Homep UDP nopta, HCIIOIB3YIOMIErOCsl CEPBEPOM ISt
ayTeHTU(UKALUN

Account port

VYcranosure HazHaueHre UDP nopra fu1s 3an1pocoB y4ETHBIX 3allucel Ha
yka3aHHbIi Radius cepsep.

Kirou, CoBMECTHO HCIIOJIB3YEMBIA KOMMYTAaTOPOM U CEPBEPOM

Shared key
aYTeHTI/I(I)I/IKaLII/II/I
NAS,
Identifier CTpOKa, HUCIOJIB3YromaACAa IJid I/II[GHTI/I(I)I/IK&I_[I/II/I KOMMYTATOpa

Advanced Setting

YcraHoBHUTE UHTEPBAJ BPEMEHH MEXKy OIIMOKOW ayTeHTU()UKALIMU 1 HOBOM

Quiet Period .
MOTIBITKOM (ayTeHTU(UKAIIIH)
YcraHoBHTE BpeMsi, B TEYCHHUE KOTOPOTO KOMMYTATOp OYAET 0’KUIATh OTBETA Ha
Tx Period EAP 3anpoc win nieHTH(UKaLKIO TaKeTa OT KJIMEHTa 10 IOBTOPHOM OTIPaBKU
3arpoca.
Supplicant YcTaHoBuTe BpeMs, B TEUEHHE KOTOPOr0 KOMMYTaTOp OyAeT 0KMJ1aTh OTBETA
Timeout Ha EAP 3ampoc
Server YcraHoBHTE BpeMsi, B TEYCHHE KOTOPOTO KOMMYTATOp OYyZIeT 0’KUAaTh OTBETA Ha
Timeout 3ampoc ayreHTudukanyuu ¢ Radius cepsepa

Max Requests

YcTaHOBUTE MaKCHMaIbHOE KOJIMYECTBO MOMBITOK OTIIPaBKK MAaKETOB
3alpalnBaroIIeMy YCTPOHCTBY

Re-Auth YcTraHoBHUTE UHTEPBAl BPEMEHH, ITOCIIe KOTOPOTO MOJCOEANHEHHBIE KIINEHThI
Period JIOJKHBI OBITH TOBTOPHO aBTOPU30BaHbI (PONTH ayTeHTU(DUKAIIHIO)

Apply Haxxmute Apply, 4T00BI aKTUBHPOBATH HACTPOIKHU

Help IToka3zaTb cripaBKy
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Pe:xxum aBTopuzoBanHoro nopra 802.1x

Hactpoiite pexum aBropuzoBanHoro nopra 802.1x

802.1x - Port Authorize Mode

Port No. Port Authorize Mode
Port.01 Accept v
Port.02 Accept v
Port.03 Accept v
Port.04 Accept v
Port.05 Accept v
Port.06 Accept v
Port.07 Accept v
Port.08 *‘«ccepi v

Puc. Untepdeiic aBTopuzoBanHoro nmopra 802.1x

B Tabnuie nadsl onucaHud moJied JaHHOTO OKHA

Ioae Onucanne
® Reject: HEe aBTOPU30BBIBATH OPT
. ° :
Port Authorized Accept: aBTOPU30BATH MOPT
Mode ® Authorize: cocTosHUE 3TOr0 MOPTa ONPEAETIECHO PE3yIbTATOM
ayreHTU(uKanuu 802.1x
® Disable: 3tot nopt He Oynet ydactBoBath B 802.1x
Apply Haxxmute Apply, 4T0OBI aKTUBHPOBATH HACTPOIKHU
Help IToka3zaTb cripaBKy

Cocrosinue apropusanuu nopra 802.1x

IToka3aTe coctossHMe aBTOpU3anuu nopra 802.1x
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802.1x - Port Authorize State

Port No. Port Authorize State
Port.01 Accept
Port.02 Accept
Port.03 Accept
Port.04 Accept
Port.05 Accept
Port.06 Accept
Port.07 Accept
Port.08 Accept

Puc. UnTepdeiic coctosiaus aBropusanuu rmopta 802.1x
5.1.13. OnoBeweHus

OyHKIUS OINOBEUICHUS OYEHb BaKHA IS YMPaBICHUS KOMMYTatopoMm. Bbl MoxkeTe
MOJIyyaTh OMOBEIIEHUsI OT koMmMmyTtaropa ¢ nomouisio SYSLOG, E-Mail u curnaneHoro perne.
DTO TO3BOJISET BaM YJAJICHHO CIEAUTH 3a COCTOSHHEM KommyTtaropa. [Ipm BO3HUKHOBEHUU
coObITHIf, Ha Ball Ha3HA4YeHHbI cepBep, E-Mail wunm curnanbHOe penie mHochUIaeTCS
OTIOBEIICHHE.

5.1.13.1. OnoBeweHue o cboe

[Ipu Bo3HUKHOBEHUU JIIOOBIX COOEB HA MAHETU KOMMYTATOpa 3arOPUTCS MHAUKATOP cOOS U
ANEKTPUYECKOE PEJIe B TO K€ BPEMS ITOAACT CUTHAIL.

Fault Alarm

Power Failure
CJPWR 1 CJPWR 2

Port Link Down/Broken

CJport 1 CDport 2
CJPort 3 Clport 4
Clport 5 Clport 6
Clport 7 CJport 8

Puc. UnTepdeiic HencnpaBHOCTH CUTHATH3AIIAN

58 WWW.Symanitron.ru




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

Ioue Onucanue

Power Failure OtmersTe PWRI1 1 PWR2 115t MoHHTOpUHT

Port Link OtmeTthTe ¢ 1 10 8 MOPTHI 1JI1 MOHUTOPHUHTA
Down/Broken

Apply Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPOUKH
Help [Tokazate cpaBKy

5.1.13.2. OnoBelweHne cucTtembl
OrnoBerieHre CUCTEMbI BKIIIOUaeT 2 pexknma onoserenus: 1. Uepes sxypHan coOwituii 2. 1o
e-mail. Bbl MoOXeTe KOHTPOIMPOBATH KOMMYTATOp C MOMOINBIO BBIOPAHHBIX (CHCTEMHBIX

COOBITHI) CTOCOOOB OTOBEIICHUS

Hacrpoiika ;kypHaja coObITHI

SYSLOG - 310 mpoToKoI mepenadn yBeIOMICHUH 0 COOBITHSAX 4Yepe3 ceTb. OO0paTtuTech K
RFC 3164 — IIporoxon BSD SYSLOG

System Warning - SYSLOG Setting

SYSLOG Mode Bqth v
SYSLOG Server IP Address 0.0.0.0

Puc. UnTepoeiic HacTpoiiku cucteMsl mpenynpexaenus — SYSLOG

B Tabnuue ga"el onrca’us mojJed JaHHOrO OKHA

ITome Omucanue

Disable: otxmouenune SYSLOG
Client Only: BeeHue n10KaqIbHOTO MPOTOKOJIA
Syslog Mode Server Only: Benenue mpotokosa Ha yaanéaanom SYSLOG
cepBepe
Both: 06a BapuanTa

Syslog Server IP

Address IP agpec SYSLOG cepsepa
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Apply Haxxmute Apply, 4T00BI aKTUBHPOBATH HACTPOIKHU
Help [Toka3zaTb cripaBKy
Ycranoka SMTP

SMTP — 370 mpocToii MPOTOKOJ IMepeaadd MOYThl. DTO MPOTOKOJ s mepemadn e-mail
yepe3 Internet. O6parurech k RFC 821 - mpocToMy poTOKOJY Mepeaavu MOYThI.

System Warning - SMTP Setting

E-mail Alert : |[EE v
SMTP Configuration

SMTP Server IP Address
Sender E-mail Address
Mail Subject

[l Authentication
Recipient E-mail Address 1
Recipient E-mail Address 2
Recipient E-mail Address 3|
Recipient E-mail Address 4
Recipient E-mail Address 5

Recipient E-mail Address 6

Puc. UnTepdeiic nactpoiiku SMTP

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

IToae

Onucanue

E-mail Alarm

BKII0YNTE MM OTKIIFOUMTH Mepeady OMOBEIIEHU CUCTEMBI 110 E-
Mail

Sender E-mail Address | IP agpec SMTP ceprepa

Mail Subject

Tema cooOLIeHud

Authentication

Username: uMs MOJIb30BaTeNs
Password: mapospb
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Confirm Password: moBTopuTe napoib

Recepient E-mail

E-Mail angpec nmomyuarens. [lonnepxuBaer 10 6 moxydarenei mo

Address noyre.
Apply Haxxmute Apply, 4T0OBI aKTUBHPOBATH HACTPONKHU
Help [Toka3zaTp cripaBKy

Bb10op coObITH

Syslog 1 SMTP — nBa croco6a omoBemieHus1, MOAIEpKUBAOIIUXCst cucteMoil. [IpoBepbTe
COOTBETCTBYIOLIEE I10JIe, YTOOBI BKJIKOYUTH CIIOCOO ONOBEIIEHUS O CHCTEMHBIX COOBITHSX,

KOTOpBI BBl XOTUTE BbIOpaTh. OOparTWTe BHHMAaHWE, YTO HEJB3S MOCTABUTH TaJOYKy €CIH
SYSLOG nau SNTP oTKITIOUEHEI.

System Warning - Event Selection
System Event

Event SYSLOG SMTP
System Cold Start
Power Status V]
SNMP Authentication Failure
SyRing Topology Change
Port Event

Port No. SYSLOG SMTP

Port.01 Link Down v |

Port.02 | Disable v

Port.03 | Link Down v

Port.04  Disable v

Port.05 | Link Up ¥

Port.06 ' Link Up v/

Port.07 | Disable v

Port.08 | Link Up & Link Down v
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

IToJse

Onucanue

System Event

System Cold Start

OmnosenieHue Npy Mepe3anycke CUCTEMbL

Power Status

OHOBGH_IGHI/IG IIpH MOAKIIOYCHHUU UJIW OTKIIFOUCHUHN NUTAHUA

SNMP Authentication Failure

Onogemienne npu ommbke SNMP ayrentuduxanun

Sy-Ring topology change

OmnogeliieHre MPH U3MEHEHHH B Tomosioruu Sy-Ring

OTKIIIO4eH
Port Event Bxirouenue nopra
SYSLOG/SMTP event OTkIIIO4YEHME MopTa
BkitroueHre 1 OTKIIIOYSHHE TIOPTa
Apply Haxxmute Apply, 4T0OBI aKTUBHPOBATH HACTPONKHI
Help [Toka3zatb cripaBKy

5.1.14. MOHUTOPUHI U AUArHOCTUKA

5.1.14.1. Tabnuuya MAC apgpecosB

Ob6parurecs k IEEE 802.1 D Cekuus 7.9. Tabnuna MAC anpecos, siBistomasicst GpuibTpom
(bunprpyromieir  6a3oit) 0a3bl MaHHBIX MoIIepkKUBaeT 3ampockl (KommyTanuu makeToB)
Forwarding Process, B 3aBUCMOCTH OT TOrO, MOJY4YEH JIM MaKeT JaHHBIM MOPTOM C JIaHHBIM
MAC agpecom, KOTOpbII 10JKEH ObITh MepeiaH Yepe3 JaHHbIM MOTEHIUANIbHBIN Nepeaaomui

HOpT.

62 WWW.Symanitron.ru




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

MAC Address Table

Port No : |Port03 »
Current MAC Address

Dynamic Address Count: 0
Static Address Count: 0

| ClearMAC Table | [Help |

Puc. Tabmmma MAC agpecos

B Tabnuue ga"el onrcanus mojaed JaHHOIO OKHA

Ioxe Onucanue

Port NO [Toxazats Bce MAC aapeca, KOTopble 0TOOpa)kaloTCs Ha BEIOPaHHBIN TOPT B
TadnuIe

Clear MAC
Vnamuts Bce MAC anpeca 3 TaOIHIIbI

Table

Help [Tokazath cripaBKy

5.1.14.2. Nepuop HaxoxaeHua MAC agpecoB B Tabnuue

Bbl Moxere ycraHoBUTH Taiimep mnepuoga HaxoxaeHuss MAC aapecoB B Tabmuue. Ilo
UCTEYEHUU BpeMeHH Heucronb3oBaHHble MAC anpeca OynyTt ynanensl u3 tabnuusl. SWMT-80-
M12-W/ SWMT-80-M12-W-BP2 Taxke moaaepXuBarOT (PYHKIUIO aBTOMATHYECKOro cOpoca
MAC anpecoB B TabyiuIie mpu MOAKIIOYEHUN TTOPTOB.
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MAC Address Aging

MAC Address Table Aging Time: (0~3825) 300  secs
[JAuto Flush MAC Address Table When Ports Link Down

Puc. Uurepdeiic MAC Address Aging

B Tabnuue gannl onrcanus nojaed JaHHOrO OKHA

IToJse

Onucanune

MAC Address Table Aging
Time

YcranoButs nepuoj HaxoxaeHuss MAC aznpecoB B Tabuule.
3nauenue — ot 0 1o 3825. [To ymomuanuto — 300 cexyHI.

Auto Flush MAC Address
Table When ports Link Down

Bxittounts 3Ty QyHKIUIO

Apply

Haxwmute Apply, uToOBI aKTUBUPOBATH HACTPOUKHU

Help

IToxa3zath CIIpaBKy

5.1.14.3. Ctatuctuka noptoB

CDyHKIII/H[ CTaTUCTHUKHU IMOPTOB MMOKA3BIBACT PA3HBIC ITIOKA3aTCIN CTATUCTUKH HA BCEX MMOPTAX

Port Statistics

Port Type Link State

Port.01 100TX Down Enable 0 0
Port.02 100TX Down Enable
Port.03 100TX Down Enable
Port.04 100TX Down Enable
Port.05 100TX Down Enable
Port.06 100TX Down Enable
Port.07 100TX Down Enable
Port.08 100TX Up Enable 143

TX Good TX Bad RX Good RX Bad TX Abort Packet
Packet Packet Packet Packet Packet Collision

0 0 0

OO0 o000 oo
OO0 0000 o
~N OO0 o000 oo
OO0 000 0o
OO0 000 0o
OO0 0000 o

N

Puc. UnTepdeiic ctaTucTUKH MOPTOB
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B Tabnune madsl onucaHud mMoJied JaHHOTO OKHA

Ilone Onucanme

Type ITokasark CKOPOCTH MOPTA U THUI HOCUTEIIS

Link [Tokasarpk cTaTyc COeTUHEHUS TIOPTa

State CocTOsIHHE TTOPTOB: MOIKIFOYCHBI HIIA OTKJIFOUCHBI

TX Good Packet KoanuecTBo KOPPEKTHBIX MMAKETOB, OTIIPABJICHHBIX MO0 3TOMY MOPTY

TX Bad Packet KomnyecTBO OUTHIX MMAKETOB, OTIPABICHHBIX 110 3TOMY MOPTY

RX Good Packet | KomuuecTBO KOPPEKTHBIX MAKETOB, MOJTYYEHHBIX 110 3TOMY ITOPTY

RX Bad Packet KoanuecTBo OUTHIX MaKeTOB, MOJYYEHHBIX IO ATOMY MOPTY

TX Abort Packet | KonndecTBo makeroB, nepeada KOTOPBIX MPepBaHa 3THM ITOPTOM?

Packet Collision KonnuecTBo 00HAPYKEHHBIX KOJUTM3HUH MIOPTOM
Clear O4uCTHTD BCE MOKA3aTeNn
Help [Toka3zaTp cripaBKy

5.1.14.4. MOHUTOPUHI NOPTOB

@YHKIMS MOHUTOPUHIA IMOPTOB MoAJepKuBaeT Toidbko TX-pazpém (Beixonsammii), RX-
pa3bpém (Bxomsamwmii), u o6a TX u RX. TX MOHHUTOpPHUHT MO3BOJSIET NIEpeaBaTh JIOObIE JaHHEIE,
KOTOpBIE€ ObUIM OTIIPaBJ€HbI U3 BHIOpaHHBIX TX pa3beMOB/IIOPTOB OTIPABUTENS HA BHIOpaHHBIN
TX noprt momywarens. RX MOHHMTOpHUHI MO3BOJISIET IepeAaBaTh JOObIE JaHHbBIE, KOTOpbIE
OTIpaBiIsoTCs U3 BbIOpaHHbIX RX-pazpeMoB/mopToB Ha BbIOpaHHBIM RX mopT momydarens Tak
ke, Kak U nepenada ¢peiima. Mimeiite B Buay, 4To BCe MOPTHI OTIPABHUTENS HE BBIOPAHBI JUIs
TOro, 4TOOBl (YHKIUS MOHUTOpUHTa Oblia oTkmroueHa. (IIpu oTkmroueHun QyHKIUU
MOHMTOPHHTA HU OIVH U3 ITOPTOB HE BHIOPaH)
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Port Monitoring

Port Destination Port Source Port
RX T RX T

Port.01 ® ® O ]
Port.02 O C O Ol
Port.03 O O O Ol
Port.04 O O O O]
Port.05 O O O O]
Port.06 O O O O]
Port.07 O O O O]
Port.08 O O O O]

(o) (=)

Puc. UnTepdeiic MOHUTOpUHTA TOPTOB

B Tabnuie nadsl onucaHud moJied JaHHOTO OKHA

IoJe Onucanue
Destination [TopT nomyuyuT Konuio Gpeiima OT HopTa OTIHPABUTENS IS (C LENbIO)
Port MOHUTOPHHIA

Mounwutopusr nopta. [locrassre rasnouxky Ha TX nnu RX, (4ToOBI OTCIIEAUTD

Source Port
HX COCTOSIHHUE. )

X @peiimMbl OTIPaBIEHbI HA TOPT KOMMYTaTOpa

RX @peiimbl MOTyYEHBI Ha TOPT KOMMYTaTopa

Apply Haxxmute Apply, 4T0OBI aKTHBHPOBATh HACTPOUKH
Clear OuucTuTh Bee Noss (OTKIYEHUE YHKIIUH)

Help IToka3atb cpaBky

5.1.14.5. XypHan co6biTui

Ecnu BKITIOUEHO Be/ieHUE JIOKATBHOTO JKypHAJia, TO OH TOSIBUTCS B ATOM TabmuIIe.
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System Event Log

[2:Jan 1 00:58:25 - System Log Server IP- 0.0.0.0
1:Jan 1 00:58:25 : System Log Enable!

7Page.1 v

[ Reload ][Clear ] [Help]

Puc. UnTepeiic xypHana coObITHI

B Tabnuue ga"el onrca’us mojaed JaHHOIO OKHA

ITose Onucanune

Page Bribepure HOMEp CTpaHUIIbI

Reload | Jlnst oToOpaxkeHus MOCISIHUX COOBITHI 1 OOHOBIICHHSI ATOW CTPAHUI[BI

Clear OuucTuTH KypHa

Help IToka3zaTb cripaBKy

5.1.14.6. Ping-3anpochbl

Oynkuus  Ping-3ampocoB mo3BossgeT kommyratopy mnocbulath ICMP  makersl  uis
OOHapy>KEHHsI/TMarHOCTUKH yJaJICHHBIX 3alUCeH.
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Ping
IP Address: |192.168.10.66

Ping Log
Pinging 192.168.10.66: seq 1 sent...
Reply seq 1 from 192.168.10.66

Pinging 192.168.10.66: seq 2 sent...
Reply seq 2 from 192.168.10.66

Pinging 192.168.10.66: seq 3 sent...
Reply seq 3 from 192.168.10.66

Pinging 192.168.10.66: seq 4 sent...
Reply seq 4 from 192.168.10.66

Ping complete: sent 4, received 4

Puc. ITunar uaTepdeiic

B Tabnuie nadsl onucaHud moJied JaHHOTO OKHA

IloJe Onucanue

IP Address Beenute IP agpec, KOTOpBIN XOTHTE IMATHOCTUPOBATH/O0OHAPYKHUTh

Active Haxwmure Active, utoOsl otnpasutsh ICMP naketsr

5.1.15. CoxpaHeHue HacTpoek

[Tpu nr0OBIX HM3MEHEHMSX HAcTPOeK HYKHO HaxaTh «CoXpaHEHHE HACTPOEK», YTOObI
COXpaHMThb TEKyIIME JaHHble HacTpoek B mocTrosHHylo flash-mamsare. HMuaue, Tekymue
HacTpoWku  OynyT  yJajqeHbl TNpU  BBIKIIOYEHHMM  WIM  [epe3arpy3ke  CHCTEMBI.

Save Configuration

Puc. UnTtepdeiic coxpaHeHus HaCTpOeK
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B Tabnune gadsl onucaHud mMoJied JaHHOTO OKHA

IloJe Onucanue

Save CoxpaHUTh BCE HACTPOUKHU

Help

[Tokazate cripaBKy

5.1.16. Copoc HacTpoekK

Factory Default

Keep current IP address setting?
Keep current username & password?

Puc. UnTepdeiic coOpoc HacTpoek

s toro, yToObl BEpHYTh KOMMYTAaTOp K 3aBOJCKMM HAcCTpOMKaM, Iepe3arpy3uTe €ro u
HaxkmuTe Reset, 4ToObI cOPOCUTH Bce HACTPOWMKHU 10 3aBOJCKUX. Bbl Moxkere BrIOparh «Keep

current [P address setting» u «Keep current username & passwordy, 4ToObI HE TIOIYCTUThH COPOC
IP anpeca n nMeHHM 1OIB30BATENS U TAPOJISL.

5.1.17. MNepe3arpy3ka cuctemsbl

System Reboot

Please click [Reboot] button to restart switch device.

Puc. UnTepdeiic nepe3arpy3ku cUCTEMBI
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6. YnpaBneHue nHtepdemncom KOMaHAHOWU CTPOKMU

6.1. YnpaBneHue ¢ nomowbio CLI

Kpome dynknuu ynpasienust Ha ocioee WEB SWMT-80-M12-W/SWMT-80-M12-W-BP2
TaKKe TNOoAIepKHUBalOT yrpaBieHue ¢ mnomomnipio CLI. Bbel  Moxere ucCnonb3oBaTh
KOHCOJIb/cTpoKy i Telnet st ynpasienus kommyraropom ¢ momoisio CLI.

Ynpasienue ¢ nomombio CLI yepe3 nociienoBarebHbIH KOHCONbHBIH RS-232 mopt
(9600, 8, none, 1, none)

Jlo HacCTpoMKH ¢ MOMONIBIO MOCJIEI0BATEIRHOIO KOHCONIBHOr0 RS-232 nopra ucnosnbs3yire
kabenp RJ45 xk DB9-F (DB-9 «mamay»), 4TOOBI COCIUHHUTH KOHCONBHBIH RS-232 mopt
kommyTtaropa ¢ COM nopToM Ballero KOMIbOTepa.

Crnenyiite maram, yToObl MOJYYUTh JOCTYI K KOHCOJM uepe3 mocieaoBaTenbHblii RS-232
KabeJb.

[lar 1. Ha pabouem crone Windows BeiOepure Ilyck> Ilporpammbr> Accessories>
Communications>Hyper Terminal

@ Accessibility

l; Communications ‘a HyperTerminal

@ Metwork Time Protocol  » (@1 Network and Dial-up Connections
@ System Tools » @ HyperTerminal

[2]' Acrobat Reader 5.0

) Address Book

B8 Calculator

B¥ command Prompt

D NetTime

@ Motepad

Windows Update 3’_—’}’ Paint
@ Windows Explorer

B Accessories » @ WordPad
@ Metwork Associates P

Documents » (33 startup »

& Internet Explorer

@ Outlook Express

Programs 4

Settings

Search 4

Help

Shut Down. ..

start || @& G [ B> ||

IIIar 2. BeBegute UMt ISt HOBOT'O COEMUHEHUSI
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~

'+ New Connection - HyperTerminal a -|oi x|
File Edit View Call Transfer Help
' (=
% New Connection
Enter a name and choose an icon for the connection:
Name:
f
lcon:
’ 2
L
i
0K I Cancel |
Disconnected |auto detect  |auto detect [scrROLL [cAPS [nOM  [Cepture  [Print echio 7

Hlar 3. BeiGepute Homep COM nopta Jyist €ro UCIoJIb30BaHHs

& termnial - HyperTerminal [ [ 10l x|
File Edit View Call Transfer Help
DIE’#] @[8] D|E51| |
% termnial
Enter details for the phone number that you want to dial:
Country/region: ITaiWan [886) L]
Area code: lZ‘
Phone number: |
Commectusing: [EEEREGRGEG—S -
0K I Cancel |
Disconnected |auto detect  [Autodetect  [SCROLL  [CAPS  wum [Capture  [Prinkecho 4
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[Iar 4. Hacrpoiika cBoiictB COM mnopta. 9600 nnst OUT B CEKyHIy, 8 Uisi OUT JaHHBIX,
None a1 4eTHOCTH, 1 A1 CTONMOBBIX OMTOB M NONE ISl YIIPABICHUS TIOTOKOM.

ermintal=tivne =10/
flcoms properties
_|: Fort Settings I
[i =
Bitz per zecond: ISEDD j
D ata bits: IS LI
Parity: INone LI
Stop bits: |1 j
Flow contral: INone j
ok I Cancel I Appl I
=
Disconnected |.C\uto detect |.C\uto detect |':'|CF‘.OLL |'ZAPS |NL|M |'Zapture |Prirnt echo >

[Tar 5. [TosBUTCS OKHO BXOJa B CUCTEMY KOHCOJIM. BBeauTE MMs MOJIB30BaTENs U MAPOIb
(maponp TaKoil e, kak u ans Web Opaysepa), 3arem HAXKMUTE enter.

Dk &8 05 &

SWMT-20-M12-w-BP2
Command Line Inlerface

Username :

Pazzword -
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YupasJenune ¢ nomombio CLI yepe3 Telnet
[Tonmb30BaTeNy MOTYT HCIIOIB30BaTh Telnet s HaCTPOMKN KOMMYTaTOPOB.
3HaueHUs 10 YMOIYAHHUIO !

IP ampec: 192.168.10.1

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.254
User Name: admin

Password: admin

Crenyiite maraM, 4To0Obl HOTYYUTh AOCTYH K KoHconH Telnet.

Hlar 1. Telnet x IP agpecy xommyTtaropa u3 koMmanasl windows “Run” (mm nuz MS-DOS
KOMAH/IbI)

2= Type the name of a program, folder, document, or
X Internet resource, and Windows will open it For you,

Open: | telnet 192.168.10.1 ~|

OK I Cancel I Browse. .. I

[ar 2. [TosiBUTCSI OKHO BXOJa B cCUCTEMY. BBeauTe nMst osib30BaTess U maposib (Maposib
Takoi xe, kak u a1 Web Opaysepa), 3aTeM Ha)KMUTE enter.

ey

SWAMT-80-M12-w-BP2

Gondmanid Line Inlerlace

& & r6 ke

S EEITNE 2
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YpoBeHb KOMaH]1

Pexumsbr | locTyn Crpoka BBoga | Beixog O pexxume
Yucno koMaH/,
JOCTYITHBIX B
pexxumMe
H0JIb30BaTEIs,
Bsenure OIPaHUYEHO.
User HaunuTte paboty ¢ switch> logout mm Wcnonp3yiiTe 3TOT
EXEC KOMMYTaTOpOM quit. PEXUM 7151
- Bxona B apyroit
peXUM
- OtobpaxxeHus
UHPOPMALIUHU O
cucTeMe
[MpuBmurepoBanH
Bl PEKUM.
BBenuTe komanmy Baeire Hcnone3yercst st
Privileged enable, xorna switch# disable mst ~Ilp oemoTpa
EXEC H0JIb30BaTENb BBIXOTA Pa3BEPHYTOI
HAXOJIUTCS B PEIKUME UHPOPMALIUHU O
User EXEC CUCTEME
- CoxpaneHus
HaCTPOEK
Hcnonb3yiiTe 3TOT
JIns BeIXOa B | peXKHUM, YTOOBI
Glob_al _ Beemute komany switch(config)# MPUBHJIETHPOB | HACTPOUTD
configurati | configure, Haxomsch B aHHBIN PeXUM, | TapaMeTpHl,
on Privileged EXEC BBeIUTE EXit IPUMEHSIOIINECS
wiu end KO BCEMY
KOMMYTaTopy
Beenure komany [ns Beixona B | Mcnonb3yiiTe 3TOT
VLAN vlan database, switch(vlan)# IPUBWIETUPOB | PEXKHUM UTOOBI
database | maxomsch B Privileged AQHHBIN PEXUM, | HACTPOUTH
EXEC BBeaHTE EXit napameTpsl VLAN
Jns BeIXOMA B
BBe;[I/ITe KOMaHy globgl _ Ferompayiire a1or
interface (c , . configuration
Interface switch(config- q PEKHUM, UTOOBI
configurati BEIOp AHHPIM if# moce, . HACTPOHTH
uHTepdeiicom), BBeauTe exIt.
on napaMeTpsbl
HaXO/SICh B PE&XKUME Jlns BIXoaa B
. . . Ethernet mopTtoB.
global configuration privileged
EXEC end.
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CumBon YPOBHA KOMaH/IbI

Pexum CuMBO0JI YPOBHSI KOMAaH/bI
User EXEC E
Privileged EXEC P
Global configuration G
VLAN database \%

Interface configuration

6.2. CNnncok KoMaHpA - CUCTeMHbIe KOMaHAabl

Komanaesr SWMT -

80-M12-W/SWMT- | YpoBenn Onucanne Ipumep

80-M12-W-BP2

show config E Hokazars HacTpoHKH switch>show config
KOMMYyTaropa

show terminal P Ioxasats uHpopmauuo switch#show terminal
0 KOHCOJIX
CoxpaHuTbh HACTPOUKH

write memory P Ha IOCTOSAHHYIO aMATh | switch#write memory
(Flash)

system name switch(config)#system

[System Name] G VkazaTh UM CUCTEMBI name Xxxx

. VYkazarb . _

system location G MECTOMONOKCHIE switch(config)#system

[System Location] location xxx
KOMMYyTaropa

system description G YkazaTh OIHCaHuE switch(config)#system

[System Description] KOMMYTaTOpa description xxx
YKa3arh CBsI3aHHBIE C , _

system contact G KOMMYTATODOM switch(config)#system

[System Contact] Y p contact xxx
KOHTAKTBHI

show system-info E Toxasas, uHpopmatio switch>show system-info
0 CUCTEME

ip address G Hactpowurts IP aapec switch(config)#ip address
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mask] [Gateway]

[Ip-address] [Subnet-

KOMMYTaTopa

192.168.1.1 255.255.255.0
192.168.1.254

Bxmounts QyHKIMIO

3aBOJICKHX

ip dhcp DHCP ximenta switch(config)#ip dhcp

show ip 500;;3}22;(1)1;)21 switch#show ip

no ip dhcp Briximounts DHCP switch(config)#no ip dhcp
Beimoanuts

reload «XOJIOTHYIO» switch(config)#reload
nepe3arpysKy

default COpocuts HacTpoiiki 10 Switch(config)#default

admin username
[Username]

H3meHnuTs umst
MOJIH30BATEIS
aMUHUCTpaTOpa
(makcumym 10
CHUMBOJIOB)

switch(config)#admin
username XXxxxx

admin password
[Password]

VYka3zatb 1apoiib
aJIMUHUCTpATOpa
(makcumym 10
CHUMBOJIOB)

switch(config)#admin
password XXXXXX

show admin

[Tokazate nHopMaInio
00 aIMUHHUCTPATOPE

switch#show admin

dhcpserver enable

Brxutrounts DHCP
cepBep

switch(config)#dhcpserver
enable

dhcpserver lowip
[Low IP]

Hactpouts HauanbHbIN
IP agpec mis nmyna IP
aapecoB

switch(config)# dhcpserver
lowip 192.168.1.1

dhcpserver highip
[High 1P]

Hactpouts kOHEUHBIN
IP anpec nns myna I[P
aZpecoB

switch(config)# dhcpserver
highip 192.168.1.50

dhcpserver
subnetmask
[Subnet mask]

VYka3zaTe MacKy MoJICETH
g DHCP knuenToB

switch(config)#dhcpserver
subnetmask 255.255.255.0

dhcpserver gateway
[Gateway]

Yka3aTe U103 It
DHCP xiauentosB

switch(config)#dhcpserver
gateway 192.168.1.254

76
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dhcpserver dnsip
[DNS IP]

VYkazats [P agpec DNS
cepsepa 11t DHCP
KJINEHTOB

switch(config)# dhcpserver
dnsip 192.168.1.1

[Hours]

dhcpserver leasetime

Hacrtpouts Bpems, Ha
KoTopoe Bbiaercs [P
azapec (B yac)

switch(config)#dhcpserver
leasetime 1

[IP address]

dhcpserver ipbinding

Vka3aThb cTaTHYECKUH
IP mist DHCP xnuenToB
Ha ONPEJCTEHHOM

opTy

switch(config)#interface
fastEthernet 2
switch(config-if)j#dhcpserver
ipbinding 192.168.1.1

show dhcpserver
configuration

[TokazaTe HacTpOUKH
DHCP cepBepa

switch#show dhcpserver
configuration

show dhcpserver
clients

Tloka3aTh 1a”HHBIE O
DHCP xnunenrax

switch#show dhcpserver
clinets

show dhcpserver
ip-binding

[Tokazate undopmaruio
0 Ha3HAYEHHBIX Yepe3

switch#show dhcpserver ip-
binding

DHCP IP aapecax

no dhcpserver Otxmounts DHCP switch(config)#no
cepsep dhcpserver

security enable BxurounTs 3ammry [P Z\:]vgglhe(conflg)#securlty

seGcurity http

Bxurounts IP 3ammry
HTTP cepsepa

switch(config)#security http

sePcurity telnet

Bxurounts IP 3ammry
telnet cepepa

switch(config)#security
telnet

security ip
[Index(1..10)] [IP
Address]

OnpenenuTts CIIUCOK
o0e3zonacHbIx 1P

switch(config)#security ip 1
192.168.1.55

show security

[Tokazate undopmaruio
0 10BEpeHHBbIX [P
azpecax yCTpoMCTBa

switch#show security

no security

OTKIIIOUNTH (PYHKITHIO
IP GezomacHocTH
YCTpOKCTBA

switch(config)#no security

no security http

Ortxmtounts [P 3amury
Ha HTTP cepsepe

switch(config)#no security
http
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no security telnet

Ortxmtounts [P 3amury
Ha telnet cepBepe

switch(config)#no security
telnet

6.3. Cnucok KoMaHA — KOMaHAbl NOPTOB

[Portid]

HACTPOWKHU

Komanasr SWMT-

80-M12-W/SWMT- | YpoBenb | Onucanue IIpumep
80-M12-W-BP2

interface fastEthernet G Bribepure mopt aist switch(config)#interface

fastEthernet 2

Bo16path ayniekcHbIi

switch(config)#interface

1000, ecu mopT HE
SIBJISICTCSI TUTAOUTHBIM.

duplex | it baGoTsl s Fast fastEthernet 2
[full | half] P p a switch(config-if)#duplex
Ethernet
full
yigjjg’nc;(ogoccto 0CTE switch(config)#interface
speed I ie MOSKET gm'r, aBg . fastEthernet 2
[10/100|1000]auto] p switch(config-if)#speed

100

flowcontrol mode
[Symmetric|Asymmet
ric]

Hacrpoiika koHTpOJIA 32
IIOTOKOM.

switch(config)#interface
fastEthernet 2
switch(config-
if)#flowcontrol mode
Asymmetric

no flowcontrol

OTKIIIOUUTH KOHTPOJIS 32
MIOTOKOM

switch(config-if)#no
flowcontrol

security enable

BxurounTs 3ammry
uHTepdeiica

switch(config)#interface
fastEthernet 2
switch(config-
if)#security enable

OTKITIOYUTD 3aILUTY

switch(config)#interface
fastEthernet 2

no security ! uHTepdeiica switch(config-if)#no
security
switch(config)#interface
BxmrounTs pexum
bandwidth type all | 00pabOTKH BXOISIINX fasj[Ethemet.z
KaJpoB “TIPUHUMATH BCE” switch(config-
#POB TP if)#bandwidth type all
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bandwidth type
broadcast-multicast-
flooded-unicast

BxirounTh pexum
00pabOTKN BXOASIINX
KaJpoB “pUHUMATh
LIIMPOKOBEIIATEIbHBIE,
TPYMIOBBIE U
M30BITOYHBIC
OJIHOQ/IPECHBIE”

switch(config)#interface
fastEthernet 2
switch(config-
if)#bandwidth type
broadcast-multicast-
flooded-unicast

bandwidth type
broadcast-multicast

Bxirounts pexum
00pabOTKH BXOIAIINX
KaJIpoB “IIpUHUMATH
LIMPOKOBEIIATENbHbIE U
IpyHIOBbIE™

switch(config)#interface
fastEthernet 2
switch(config-
if)#bandwidth type
broadcast-multicast

bandwidth type
broadcast-only

Bxirounts pesxxum
00pabOTKH BXOIAIINX
KaJpoB “IpUHUMATh
TOJILKO
LIMPOKOBEIIATEIbHbIE™

switch(config)#interface
fastEthernet 2
switch(config-
if)#bandwidth type
broadcast-only

bandwidth in
[Value]

YkazaTh BXOISAUIYIO
MPOIYCKHYIO
criocobHocTh. HTEpBan
ckopoctr — ot 100 kOuT/C
no 102400 k6ut/c s
rUraOUTHBIX TOPTOB, U 0 -
0e3 orpaHuYEeHUH.

switch(config)#interface
fastEthernet 2
switch(config-
if)#bandwidth in 100

bandwidth out

VYka3zaTb UCXOISIIYIO
MIPOIIYCKHYIO
cnioco6HocTh. IHTEpBan
ckopoctu — ot 100 xbut/c

switch(config)#interface
fastEthernet 2

[Enable | Disable]

UTo06b! OTKIIIOUUTH TOPT,
BBequTe disable.

[Value] 10 102400 xkOut/c umm switch(config-
256000 x6wut/c s if)#bandwidth out 100
rMrabuTHBIX MOPTOB, U 0 -
0e3 orpaHuYEeHUH.
switch(config)#interface
[Toka3zaTe orpannyeHus hernet 2
show bandwidth Ha MPOITYCKHYIO faSFEt ernet =
switch(config-if)#show
CIIOCOOHOCTh >
bandwidth
OmnpenenuTth cTaTyc switch(config)#interface
state pa6otsl Ethernet mopros. | fastEthernet 2

switch(config-if)#state
Disable
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show interface
configuration

IToka3aTe HacTpOUKHU
nopra

switch(config)#interface
fastEthernet 2
switch(config-if)#show
interface configuration

show interface status

[Tokazatp hakTHyeckoe
COCTOSIHHE TTOpTa

switch(config)#interface
fastEthernet 2
switch(config-if)#show
interface status

show interface
accounting

[Toka3zaTh cTaTHCTUKY
mnopra

switch(config)#interface
fastEthernet 2
switch(config-if)#show

switch(config)#interface

: fastEthernet 2
no accounting I O4YUCTUTH CTATUCTUKY switch(config-if)#no
accounting
6.4. CnUcoK KOMaHA, — KOMaHZ, TPaHKOB
Komanasr SWMT -
80-M12-W/SWMT- | YpoBens Onwucanune [Tpumep
80-M12-W-BP2
aggregator priority G OnpeaenuTb MPUOPUTET switch(config)#aggregat
[1t065535] JUTS TPaHKa or priority 22
:gg\r/&;?atgll”t G OnpeaenuTh aKTUBHBIN switch(config)#aggregat
[Port NyEmbers] opT or activityport 2
Hasznauuts rpynmy
arperupyeMaix IOpTOB
I[‘C'}A; CP IDJ: ot 1 510 3 switch(config)#aggregat
aggregator group ouptil- oT 1 10 or group 1 1-4 lacp
. [Port-list]: ciucox mopToB
[GroupID] [Port-list] workp 2
lacp G B B rpyIme. OTOT or
workp Hzgiffgﬁoh;fézzﬁiiz switch(config)#aggregat
[Workport] A PHMED, = group 2 1,4,3 lacp

1-4) wnu nepeuyucienveM
(2,3,6)

[Workport]: KomuuectBo
pabouyux MopToB,

workp 3
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3HAYEHUE JIOJKHO OBITH
He MeHble 0 viu OoJiblle,
94eM KOJIMYECTBO IMIOPTOB B
rpymre

aggregator group

Haznaunts CTaTUYCCKYIO
TPaHKOBYIO IPYIITY
[GrouplD]: 1-3
[Port-list]: ciucox

switch(config)#aggregat
or group 1 2-4 nolacp

[GrouplID]

rpynimy

[GroupID] [Port-list] | G IIOPTOB B B rpymie. DTOT | uiu

nolacp napameTp MOXKeT ObITh switch(config)#aggreato
JMara3oHoM (Hampumep, r group 1 3,1,2 nolacp
1-4) wiu nepeuuncienneM
(2,3,6)
[Tokazate nHMOPMAIIHIO

show aggregator P 00 arperupoBaHHBIX switch#show aggregator
rnoprax
OTKITI0YUTD (PYHKIINIO . .

no aggregator lacp switch(config)#no

G LACP nnsa

[GrouplD] . aggreator lacp 1
arperupoBaHHOM I'PYIIIIEI

no aggregator group G VY nanuth arperupoBanuyio | switch(config)#no

aggreator group 2

6.5. Cnuncok komaHg — komaHabl VLAN

Komanasr SWMT-
80-M12-W/SWMT- | YpoBenb | Onucanue Ipumep
80-M12-W-BP2
Bxon B pesxuM HacTpoiku .
vlan database P VLAN switch#vlan database
switch(vlan)# vlanmode
vlan 802.1q
\Y Br16op pexuma VLAN WIIN
[8021q | gvrp] switch(vlan)# vlanmode
gvrp
no vlan OTKII0YUTH ITPyNILY .
[VID] \Y/ VLAN (1o VID) switch(vlan)#no vilan 2
no gvrp \Y Otkmtounts GVRP switch(vlan)#no gvrp
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IEEE 802.1Q VLAN

vlan 8021q port
[PortNumber]
access-link untag
[UntaggedVID]

Haznauuts VLAN nopry.
DTy KOMaH/y HEJb35
MIPUMEHUTD, ECIIA IOPT
MIPUHAJUIEIKUAT K
arperupyeMou rpymme

switch(vlan)#vlan 802.1q
port 3 access-link untag
33

vlan 8021q port
[PortNumber]
trunk-link tag
[TaggedVID List]

Haznauuts TpankoBoe
coequHenue st VLAN
4yepes NopT. ITy KOMaHy
HeNb3s IPUMEHUTh, €CIIU
IIOPT IPUHAUIEKUT K
arperupyeMou rpymnme

switch(vlan)#vlan 8021q
port 3 trunk-link tag
2,3,6,99

HJIn

switch(vlan)#vlan 8021q
port 3 trunk-link tag 3-20

vlan 8021q port
[PortNumber]
hybrid-link untag
[UntaggedVID]
tag

[TaggedVID List]

Haznauuts rubpugnoe
coeqnuenue mi1 VLAN
yepe3 mopT. ATy KOMaHIY
HEJb3s1 IPUMEHUTb, €CIIN
MOPT MPUHAJICKHUT K
TPaHKOBOU Ipynie

switch(vlan)# vlan 8021q
port 3 hybrid-link untag 4
tag 3,6,8

501041

switch(vlan)# vlan 8021q
port 3 hybrid-link untag 5
tag 6-8

vlan 8021q aggreator
[TrunkiD]
access-link untag
[UntaggedVID]

Haszumauntes VLAN
arperupyeMon rpyimmne

switch(vlan)#vlan 8021q
aggreator 3 access-link
untag 33

vlan 8021q aggreator
[TrunkID]

trunk-link tag
[TaggedVID List]

Hasznauuts Tpankosoe
coenqudenue g VLAN
Yyepes arperupyemMmyro

rpymiy

switch(vlan)#vlan 8021q
aggreator 3 trunk-link tag
2,3,6,99

or

switch(vlan)#vlan 8021q
aggreator 3 trunk-link tag
3-20

vlan 8021q aggreator
[PortNumber]
hybrid-link untag
[UntaggedVID]

tag

[TaggedVID List]

Haznauuts rubpugxoe
coequHenue st VLAN
4yepes arperupyemMyro
rpymniy

switch(vlan)# vlan 8021q
aggreator 3 hybrid-link
untag 4 tag 3,6,8

or

switch(vlan)# vlan 8021q
aggreator 3 hybrid-link
untag 5 tag 6-8

show vlan [VID]
or
show vlan

IToxa3zaTh nH(pOpPMALIHIO O
VLAN

switch(vlan)#show vlan
23
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6.6. Cnucok KomaHp - KomaHabl Spanning Tree

Komanaer SWMT -
80-M12-

MPOCIYIIUBaHUS U
oOyueHus1, KOTOpbIe
MPEIIECTBYIOT CTAUH
nepeaayy TaHHbIX.

W/SWMT-80- YpoBeHb Onucanue IMpumep
M12-W-BP2
spanning-tree G Biomowts STP switch(config)#spanning-
enable tree enable
spanning-tree G Hactpouts mapamerpsl switch(config)#spanning-
priority [0to61440] npuoputetoB STP tree priority 32767
3anatb UHTEpBAI, Yepes
KOTOpBIH OyyT
OTIIPABJIATBCA KOMAaHIbI OT
KOPHEBOTO y3J1a KO BCEM
ocTallbHBIM. Eciin
spanning-tree max- G KOMMYyTaTOp He moayuut | switch(config)#
age [seconds] BPDU coo0riienue ot spanning-tree max-age 15
KOPHEBOT'O KOMMYyTaTopa
3a I[aHHLII‘/’I HHTCPBAJ, OH
HHULIHAIU3UPYET
IIEpECTPOCHUE NepeEBa
STP.
spanning-tree hello- Henone3oBark koMary switch(config)#spanning-
time [seconds] G AU ISVICHCHIS THTEPBATA | 4106 palo-time 3
mexay hello BPDU
Omnpenenure
JJINTCIIBHOCTHh CTaauun
OXHNIaHHus OJIs1
spanning-tree JIOTHIECKOrO IePeBa. ITa switch(config)#
forward-time G CTaaHA OTPEACIACT spanning-tree forward-
[seconds] JJIUTEIBHOCTh CTAAUM time 20

stp-path-cost
[1to200000000]

Y CTaHOBUTH CTOUMOCTh
MyTH 7151 KOHKPETHOTO
uHTepdeiica. Jta
CTOMMOCTH HCIIOJIB3YyeTCs
KaK METpUKa Ipu
MOCTPOCHHUH WITH

switch(config)#interface
fastEthernet 2
switch(config-if)#stp-
path-cost 20
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MepecTPOCHUHU
JIOTHYECKOI0 JIEpEBa.

stp-path-priority
[Port Priority]

Y CTaHOBUTH IIPUOPUTET
KOHKpeTHOTro nHTepdeiica.
[TpHOPHUTETHOCTD CBSI3H
BJIMSET Ha BHIOOP
KOPHEBOTI'O KOMMYTATOPA.

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
path-priority 127

stp-admin-p2p
[Auto|True|False]

[Tpuoputer P2P STP na
3TOM HMHTEpdeiice

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
admin-p2p Auto

stp-admin-edge
[True|False]

[Ipuopurer Edge STP Ha
aTOM HHTEepdeiice

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
admin-edge True

stp-admin-non-stp
[True|False]

[Ipuopurer NonSTP STP
Ha 3TOM uHTepdeiice

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
admin-non-stp False

Show spanning-tree

[Tokazate cratuctuxky STP

switch>show spanning-
tree

no spanning-tree

Orximrounts STP

switch(config)#no
spanning-tree

6.7. Cnncok komaHpa - komaHabl QoS

Komanaesr SWMT -

38;2/IV:\L/I2\;IT-80- Yposenn Onucanue IIpumep
M12-W-BP2

qos policy . )
[weighted- G Beiopats Tim QOS S\:)vll;[ghs/(\:/(;?f;]%()aﬁ??aﬁr
fair|strict] policy welg

qos prioritytype

[port-based|cos- G VYkazath TUl switch(config)#qos
only|tos-only|cos- npuoputetHoctd QOS prioritytype
first|tos-first]
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QOS

qos priority
portbased HacTpoiika mpuOpHTHOCTH switch(config)#qgos
Fl::)?/:/gst|low|middle| G Ha oCHOBE TIopTa priority portbased 1 low
high]
qos priority cos
[Priority][lowest|lo G Hacrpoiika COS switch(config)#qos
w|middle|high] MPUOPUTETA priority cos 22 middle

0s priority tos . . .
?Prigri ty][I)(l) westllo | G Hacrpoiika TOS switch(config)#qos
wimiddle|high] NPUOPUTHOCTH priority tos 3 high
show qos P Hoxasats midopmanmio o switch>show qos

g HacTpoiikax QOS a

no gos G OTRIONTE QyHKINIO switch(config)#no qos

6.8. Cnucok komaHpA - komaHabl IGMP

Komanasr SWMT -
80-M12-
W/SWMT-80- YpoBeHnb Onucanue IMpumep
M12-W-BP2
. Bxitounth QyHKIHIO switch(config)#igmp
igmp enable G IGMP snooping enable
VYKa3zarb pexxum . i
Igmp-query auto G aBromatuyeckux IGMP switch(config)#lgmp-
query auto
3arpocoB
i Vkasarb popcupoBannbiii | switch(config)#lgmp-
lgmp-query force G pexxum IGMP 3anpocos query force
show igmp [Toka3aTh HaCTPOUKH switch#show igmp
. . P . - -
configuration IGMP snooping configuration
[TokazaTe moaPOOHO . .
show igmp multi P tabnuiy 3anuceit IGMP mlrgh#show 'gmp
snooping
no igmp G OTKII0YUTH (PYHKIIHIO switch(config)#no igmp
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IGMP snooping

no igmp-query

Otxiarounts IGMP
3aMpOCHI

switch#no igmp-query

6.9. Cnucok komaHpg - komaHabl MAC

KoMananl
SWMT-80-M12- Vpoge OnmcaHme I o
W/SWMT-80- POBEHb MUCAHU pumep
M12-W-BP2
switch(config)#interface
mac-address-table Hacrpoiika TabGiuibl fastEthernet 2
static hwaddr I MAC aapecos switch(config-if)#mac-
[MAC] (cTaTHYECKHUX) address-table static hwaddr
000012345678
mac-address-table Hacrpoiika Tabiauibl switch(config)#mac-address-
filter hwaddr G MAC aapecos table filter hwaddr
[MAC] (bunbTp) 000012348678
show mac-address- P [Toka3atp TabHILy switch#show mac-address-
table MAC aapecos table
show mac-address- [oxasats Tabmuiy switch#show mac-address-
. P cratuueckux MAC .
table static table static
aJipecoB
show mac- P g}iﬁﬁa? ;36&1/2% switch#show mac-address-
address-table filter patt table filter
aJipecoB
switch(config)#interface
no mac-address- Y nanuth 3anuch U3 fastEthernet 2
table static hwaddr | 1 tabuipl cratuaeckux | switch(config-if)#no mac-
[MAC] MAC anpecos address-table static hwaddr
000012345678
no mac-address- VY nanuth 3anuch U3 switch(config)#no mac-
table filter hwaddr | G tabmuie! punsTparuu | address-table filter hwaddr
[MAC] MAC agpecos 000012348678
VY namute
no mac-address- G TUHaMUYecKyto 3anuck | switch(config)#no mac-
table u3 tabimisr MAC address-table
aJipecoB
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6.10. Cnucok Commands Set - Habop komang SNMP

Komanaer SWMT -
80-M12-

[User Name]

aredrta. Iloine ¢

W/SWMT-80- YpoBenb | Onucanme IMpumep

M12-W-BP2

snmp agent-mode G Bribepure pexum switch(config)#snmp agent-

[viv2c | v3] SNMP agent mode v1v2c
switch(config)#snmp-server

snmp-server host host 192.168.10.50

[IP address] community public trap-

community Baenure nannre version v1

" . G SNMP cepsepa u

[Community-string] community string (remove)

trap-version Switch(config)#

[vijv2c] no snmp-server host
192.168.10.50
switch(config)#snmp

snmp community- community-strings public

strings Hactpouts npaBa right RO

[Community-string] | G community string or

right switch(config)#snmp

[ROIRW] community-strings public
right RW

snmp snmpv3-user Hactpouts npoduib

[User Name] . i

password TTOJIB30BATEIS JIJIst switch(config)#snmp

I G SNMPv3 arenra. [Tone | snmpv3-user testO1

[Authentication hPW Pri

Password] [Privacy C rmapoJsieM MoXeT ObITh | password Aut

Password] TYCTHIM.

show snmp P gﬁﬁ;ﬂb HacTpOHKH switch#show snmp

Ilokazath

show snmp-server | P nH(pOpMaIHIO O trap- switch#show snmp-server

cepsepe

no snmp . :

comminiystings @ | Vo | soicontno s

[Community]

no snmp snmpv3- VY 1amTh yKkazaHHOTO switch(config)# no snmp

user G nonb3oBarenss SNMPv3 | snmpv3-user test01

password AuthPW PrivPW
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password
[Authentication
Password] [Privacy
Password]

11apoJieM MOXKET ObITh
IIYCTBIM.

no snmp-server
host
[Host-address]

Vnaaute na”HHbIe
SNMP cepsepa

switch(config)#no snmp-
server 192.168.10.50

6.11. CnncoK KOMaHN - KOMaHAbl «3epKanMpoBaHUs» MNOPTOB

MOHUTOPHHIE ITOPTOB

Komanasr SWMT -
80-M12-
W/SWMT-80- YpoBenb | Onucanue IMpumep
M12-W-BP2
Bri6pats mopt
monitor rx G HasHAtCHIA U switch(config)#monitor rx
MOHHUTOpHUHIA
BXOJISIIETO Tpaduka
Bri6pats mopt
monitor tx G HasHatUCHI T switch(config)#monitor tx
MOHHUTOpHUHIA
HcxosIero Tpaduka
ITokazarh
show monitor P UH(OPMAIIHIO O switch#show monitor

monitor
[RX|TX|Both]

BriGpath ucxoHbIi
MOPT MOHUTOPHUHTA

switch(config)#interface
fastEthernet 2
switch(config-if)#monitor
RX

show monitor

Ilokazatb
uH(pOpMaIIHIO O
MOHHUTOPHUHTE
BBIOpPaHHOTO MOPTa

switch(config)#interface
fastEthernet 2
switch(config-if)#show
monitor

no monitor

OTKIIIOUNTH (PYHKITHIO
MOHUTOpPHHTA MTOPTA

switch(config)#interface
fastEthernet 2
switch(config-if)#no monitor
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6.12. Cnnucok KomaHpg, - KomaHabl 802.1x

KoMananl
SWMT-80-M12-
W/SWMT-80- YpoBenb | Onucanme IMpumep
M12-W-BP2
8021x enable G Brorounts 802.1x switch(config)# 8021x
IIPOTOKOJT enable
802_1x system Viasats IP agpec swﬂch(con_ﬁg)# 8021x
radiousip G Radius ceppena system radiousip
[IP address] Us cepep 192.168.1.1
Sgri]é)r( Sgﬁtem G W3menuts mopt Radius | switch(config)# 8021x
[port IFE)] cepBepa system serverport 1815
zgc:zjlj(niy:’?m G W3meHuTh IOPT switch(config)# 8021x
[ort IDF]) aBTOpHU3ALIUU system accountport 1816
?r?:r]é)l((:yStem G V3MeHUTD 3HaYEHUE switch(config)# 8021x
[ID] y pazzenseMoro Kiiova system sharekey 123456
ﬁg;ﬁx system G N3menuts NAS switch(config)# 8021x
[words] UACHTUDHUKATOP system nasid testl
VYka3zartb 3Hauenne Quiet
. period (MHTEpBAT MEXTY
88i2e1txernlcfdc G OImMOKOH switch(config)# 8021x misc
?Sec ]p ayTeHTU(DUKALIUU U quietperiod 10
' HOBOW TTOTIBITKOM ) JIsI
KOMMYTaTopa
8021x misc . . :
txperiod G VYkazate TX unTEpBaN SWItC.h (config)# 8021x misc
[sec] txperiod 5
VYka3zatb Bpems, B
gg 21();31 r:f g out G Eejfinfazomg OFOT switch(config)# 8021x misc
PP OMMYTATOp OY/C supportimeout 20
[sec.] ouath oTBeT Ha EAP
3ampoc OT KJIMEHTa
8021x misc G VYkazare Bpems, B switch(config)#8021x misc
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servertimeout

TCUCHUEC KOTOPOI'o

servertimeout 20

[sec.] KOMMYTaTOp OyaeT

OXKHUJaTh OTBET Ha

3arpoc ayTeHTU(QUKAIIH

¢ Radius ceprepa
8021x misc Vka3ars MakCUMaJIbHOE . . .
maxrequest G KOJIMYECTBO MOIIBITOK fnvgig(ﬁzgtﬂg)# 8021x misc
[number] OTITPABKH 3arpoca g

VYka3artb HHTCPBAJI

BPEMEHHU, I10CIIE
8021x misc G E?Zi?ggénﬂme switch(config)# 8021x misc
reauthperiod [sec.] A reauthperiod 3000

KIIMCHTBI JOJI>KHBI OBITH

IIOBTOPHO

ayTeHTU(HUIIUPOBAHBI

switch(config)#interface
8021x portstate VKasATE CTATVE fastethernet 3
[disable | reject | I Y switch(config-if)#8021x
. BBIOPAHHBIX TIOPTOB
accept | authorize] portstate
accept

IToka3aTe cBOMCTBA
show 8021x E 802.1x, a Taxke crarycel | switch>show 8021x

IIOPTOB
no 8021x G goT; T;qmb ymKuo switch(config)#no 8021x
6.13. Cnucok komaHp - komaHabl TFTP
KoMananl
SWMT-80-M12-
W/SWMT-80- YpoBenb Onucanmne IMpumep
M12-W-BP2

COXpaHI/ITL HaCTpOI\/'IKI/I
backup ua TFTP cepsepe; switch(config)#backup
flash:backup_cfg G HEOOXOMMO yiasaTs, [P flash:backup_cfg
' - anpec TFTP cepsepa u ' -
umMms ¢aiina
restore G [TosryanTh HACTPOIKH switch(config)#restore
flash:restore_cfg cTFTP cepsepa; flash:restore_cfg
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HEeo0XoauMo yka3aTh [P
aapec TFTP cepsepa u
nMms daitna

upgrade
flash:upgrade_fw

OOHOBHTH POIINBKY C
TFTP cepsepa;
HE00X0aUMO yKa3aTh [P
anpec TFTP cepsepa u
ums daiina

switch(config)#upgrade
flash:upgrade_fw

6.14. Cnucok KkomaHpg - kKomaHabl SYSLOG, SMTP, EVENT

KoMananl

SWMT-80-M12- Vpoge Onmcanme ot

W/SWMT-80- POBEHbL NHCAHU pumep

M12-W-BP2

. Vkazats IP agpec . .

systemlog ip G ceDBena KV PHAT switch(config)# systemlog

[IP address] pBEpa JKYPp ip 192.168.1.100
COOBRITHM

systemlog mode . .

! switch(config)# systemlog

][Cllentlserverlboth G VYkazarb pexum syslog mode both

show systemlog E HOK%aTj’ RypHat Switch>show systemlog
COOBITHH
IToxa3zaTh nH(pOpMAILHIO

show systemlog P 0 KJIUCHTE U CEpBEpe switch#show systemlog
syslog
OTKIIIOYUTH BC€ACHUC - .

no systemlog G JKypHATA COBHITH switch(config)#no systemlog

smtp enable G Biemotuts, Qymkimio switch(config)#smtp enable
SMTP

smtp serverip G Hactpouts IP aapec switch(config)#smtp

[IP address] SMTP cepsepa serverip 192.168.1.5

smtp Bxitounts SMTP switch(config)#smtp

— G ..
authentication ayTeHTU(UKALIUIO authentication
smtp account G HactpouTs akkayHT switch(config)#smtp account

[account]

SMTP

User

WWW.Ssymanitron.ru

91




m PykoBoacTBo nonb3oBarensa SWMT-80-M12-w/SWMT-80-M12-w-BP2

[Index] [Email

smtp password VY CTaHOBHUTH ApPOJIh switch(config)#smtp
[password] SMTP password
smitp reptemail VYkazate e-mail agpec switch(config)#smtp

SMTP

address] MOJTyYaTest rcptemail 1 Alert@test.com
[Tokasare nH(MOpMALIHIO .

show smtp o6 SMTP switch#show smtp

no smtp OTimoumTs pyHcIio switch(config)#no smtp

event device-cold-
start
[Systemlog|SMTP
|Both]

Bxirounts onoBelieHue
0 mepe3arpyske

switch(config)#event
device-cold-start both

event
authentication-
failure
[Systemlog|SMTP
|Both]

Bximrouuts onosenienne
0 MpoBaje
ayTeHTU(PUKALINH

switch(config)#event
authentication-failure both

event Sy-Ring-
topology-change
[Systemlog|SMTP
|Both]

BKJ10YnATE OMOBEIEHUE
00 U3MEHEHNH B
KOJIbLIEBOU TOIIOJIOTUU

switch(config)#event ring-
topology-change both

event systemlog

Brirouurts onoBereHus
0 COOBITHAX

switch(config)#interface
fastethernet 3

g‘olcvkn-llélzo),l[h]mk- uHTephEiCcoB s switch(config-if)#event
cucteMHoro xxypHaia | systemlog both
event smt Bxirounts onoBemenus | switch(config)#interface
[Link-UP|FI)_ink- 0 COOBITHAX fastethernet 3
Down|[Both] uHTEepEicoB st switch(config-if)#event smtp
SMTP both
Tloka3atb
show event OTCIIEKUBAEMBIE switch#show event
COOBITHSA
no event device- ]3111);};}0 Z?;fe o switch(config)#no event
cold-start m device-cold-start
nepesarpyske
no event BrIkiroyuTh switch(config)#no event
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authentication-
failure

OITOBEIICHKE O MPOBAJIC
ayTeHTU(UKAIUN

authentication-failure

no event Sy-Ring-
topology-change

BrIka0unTh
OIIOBCIICHHE 00
H3MEHEHUU B
KOJIBIIEBOM TOITOJIOTHH

switch(config)#no event
ring-topology-change

no event
systemlog

BrIka0unTh
OIIOBEIICHHS O
COOBITHSX
uHTEepEicoB st
CHUCTEMHOTO XypHaja

switch(config)#interface
fastethernet 3
switch(config-if)#no event
systemlog

no event smpt

BriximrounTs
OIIOBELIEHUS O
COOBITUAX

uHTEepEicoB s
SMTP

switch(config)#interface
fastethernet 3
switch(config-if)#no event
smtp

6.15. Cnucok komaHp - komaHabl SNTP

[Start time] [End
time]

MIPUMEHUTH, eciii SNTP
(GyHKIUS HEaKTHUBHA.
®opmar napamerpa:

[yyyymmdd-hh:mm]

KoMananl
e YpoBeHb Onucanue IIpume
W/SWMT-80- p pumep
M12-W-BP2
sntp enable G Biemotuts, Qymximio switch(config)#sntp enable
SNTP
Bxirouuts omuio
epexoaa Mex1y
3UMHUM U JICTHUM
sntp daylight G BpeMeHeM. Dty komanay | switch(config)#sntp daylight
HCJIb341 HpI/IMeHI/ITB,
eciit SNTP ¢ynknus
HCAKTHBHA.
Yka3aTe Havajio u
OKOHYAaHHUC Hepnona
Koot 1Y swih(confi
p G Ay daylight-period 20060101-

01:01 20060202-01-01
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sntp daylight-
offset
[Minute]

VYkazarb paszHully, Ha
KOTOPYIO CMEIAIOTCS
CTpEJIKU 4acoB. JTy
KOMAaH]y HEJb3sI
NPUMEHUTH, eciid SNTP
(GyHKIMS HEaKTHBHA.

switch(config)#sntp
daylight-offset 3

sntp ip
[IP]

VYkazats [P agpec SNTP
cepeepa. DTy KOMaHAy
HEJb3s IPUMCHUT,
ecnu SNTP ¢pynkuums
HEaKTHBHA.

switch(config)#sntp ip
192.169.1.1

sntp timezone
[Timezone]

Br16paTts HOMEp
4acoBOTO Mosca.
Hcnosnp3yiiTe KOMaHay
“show sntp timzone”,
YTOOBI OJYYUTh
OoJbie HHGOPMAITUH O
HOMEpAax YacOBBIX
TMOSICOB

switch(config)#sntp
timezone 22

show sntp

IToka3zaTh HH(MOPMALIHIO
o SNTP

switch#show sntp

show sntp
timezone

IToxa3zaTh cmcok
MHJACKCOB YaCOBBIX
I105COB

switch#show sntp timezone

no sntp

OTKIIIOUUTH (PYHKITHIO
SNTP

switch(config)#no sntp

no sntp daylight

OTKITIOYUTH QYHKIIHIO
NIepeBO/ia CTPEJIOK YacoB

switch(config)#no sntp
daylight

6.16. Cnucok KomaHpa - KomaHabl Sy-Ring

KoMananl

SWMT-80-M12- v o n

W/SWMT-80- POBEHDb MUCaHHue pumep

M12-W-BP2

Ring enable G Bxurounts Sy-Ring switch(config)# ring enable

Ring master G Caenats yeTpoHcTBo switch(config)# ring master
KOPHCBEIM B KOJIBIIC
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Ring couplering

Bxrounts Ring
coupling

switch(config)# ring
couplering

Ring dualhoming

Brirouurts Dual
Homing

switch(config)# ring
dualhoming

Ring ringport
[1st Ring Port]
[2nd Ring Port]

Bri6op 1-ro u 2-ro Ring
MOPTOB

switch(config)# ring
ringport 7 8

Ring couplingport
[Coupling Port]

Br16op coupling port

switch(config)# ring
couplingport 1

Ring controlport
[Control Port]

Br16op control port

switch(config)# ring
controlport 2

Ring homingport

X Bri6op dual homing switch(config)# ring
l[DDOlrJt?I Homing mopra homingport 3
. [Tokazate nnhopmalno . .
show Ring 06 Sy-Ring switch#show ring
no Ring Otkmounts Sy-Ring switch(config)#no ring

OTMEHNUTH HAa3HAUECHIE

no Ring master KOPHEBBIM switch(config)# no ring
KOMMYTaTOpPOM B master
KOJIbIIC
no Ring OtkimrounTh Ring switch(config)# no ring
couplering Coupling couplering
no Ring Otxrounth Dual switch(config)# no ring
dualhoming Homing dualhoming
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7. TexHu4yeckune cneuncpumnkaumm

Mogeab kommyTaropa

SWMT-80-M12-W

duznyeckne MOPThbI

10/100 Base-T(X) mopTtbt
M12 (D-Coding) ¢ aBToO -
MDI/MDIX

[TocnenoBarenbHbII
KOHCOJIbHBIN RS232 nopt

RS232 na xonnexTope M12. CkopocTb nepeauu JaHHBIX:
9600 xburt/c, 8, N, 1

TexHoJiorus

Crannmaptel Ethernet

IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX
IEEE 802.3x Flow Control
IEEE 802.3ad LACP

IEEE 802.1D STP

IEEE 802.1p COS

IEEE 802.1Q VLAN Tagging
IEEE 802.1w RSTP

IEEE 802.1s MSTP

IEEE 802.1x Authentification
IEEE 802.1AB LLDP

Ta6muma MAC aapecos

8192 MAC aapeca

Odepenu 1o NpUOPUTETY

4

Ilepenaya naHHBIX

Store-and-Forward (¢ mpoMeXyTOYHBIM XpaHCHUEM )

CBolicTBa KOMMYTallUU

JIaTeHTHOCTB: 7 MKC

[TponyckHas cnocoOHOCTh KOMMyTaTopa: 1.6 ['out
MaxkcumanbHoe KonmuuecTBO JocTymHbIXx VLAN — 4096
MHnoroanpecusie rpynmnsl IGMP: 1024

OrpaHudeHne CKOPOCTH MOPTA: OMPEEIAETCS
MOJIb30BaTEIEeM

OyHKIMH 0€30MaCHOCTH

Bxurouenue win otkmouenue noptos; MAC guinbTpanus
KonTponb noctyna k cetu o noptam (802.1x)

VLAN (802.1Q) nnst obecrieuenust 6€301MacHOCTH U
OTpaHUYEHUs CETEBOro Tpaduka

[Moanepxka Q-in-Q VLAN

[{eHTpann30BaHHOE YNPABIEHHUE APOJISIMU C IIOMOILBIO
Radius

Iudpoannas ayrentuduxanus SNMPv1/v2c/v3 nns
0e30macHOTo J0CTyNa
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STP/RSTP/MSTP (IEEE 802.1D/w/s)

KoubrieBoe pesepsupoBanue (Sy-Ring) co Bpemenem
BoccTaHoBjIeHUs MeHee yeM 10 mc Ha 250 ycTpoiicTB
[Monnepxka TOS/DiffServ

Quality of Service (802.1p) ms Tpaduka B pexume
pealbHOTO BpeMeHU?

VLAN (802.1Q) ¢ TerupoBanriem VLAN u noaaepxkoit
GVRP

Onuwmst IGMP Snooping

Hacrtpolika nopToB, COCTOSIHUE, CTATUCTUKA, MOHUTOPHHT,
0€301MacHOCTb

Onuus SNTP a1 cMHXpOHU3aLMKU BpEMEHU
[Tonnepxka CHHXpOHU3AIUN BpEMEHU ¢ MOMOoIIp0 PTP
[Tonnepxxka DHCP cepBepa unu kiveHra

[Tonnepskka arperamuu KaHajlIoB

[Tonnepxka MVR

®ynkuu 110

Sy-Ring
All-Ring
SY-RSTP
STP
RSTP
MSTP

Pene miig onosenieHus o coboe

IMomep KKa JTOKAIBHOTO U YAaIEHHOTO KyPHAIOB
[Moanepskka SMTP s onoBemenus mo e-mail
Bo3moxxHOCTE BEIOOpa COOBITHI, IO KOTOPHIM OyI1yT
OCYIIECTBIIATHCS OMOBEIICHUS

CereBoe pezepBUpOBaHUE

Cucrema omosenienus /
MOHUTOPUHTA

CBCTO)IHO)]HI)IC HHAUKATOPbI

WuaukaTop nuTanus 2 3eJIeHBIX CBETOIN0/1a
3enéHbIi: YCTPOMCTBO SABIAETCSI KOPHEBBIM KOMMYTaTOPOM
Nunukarop R.M. yerp p yratop
B KOJIBLIE
Nuaukatop Sy-Ring 3eneHsblil: mopT paboTaeT B KOJIbIIE
WNunukarop cOost OpaHKeBblil: BOZHUK cO0it

WNunauxatop nopta 10/100 | 3enensiit nns LINK/ACT noproB. OpanxkeBblii 11
Base-T(X) M12 Hymekc

KonrTakr coos

Pene, necymiee Tox 3A / 24 B mOCTOSTHHOTO TOKa,

Pene KOHHEKTOp M12
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IInTanue

12~48B 11oCTOSHHOTO TOKA B 5-KOHTAaKTHOM M23
BxoaHas MOITHOCTE

KOHHEKTOpE
ITorpednsiemast
p 5 Bart
MOII{HOCTb
3amuTa OT Heperpy3ku MIOJIJICPIKUBACTCS
3ammra oT 00paTHOU
MO IJICPIKUBACTCS

MMOJIAPHOCTHU

duznyeckne XapaKTEePUCTUKHU

Kopmyc IP-40
["aGapuTsr 125 MM (mmpuHa) X 65 MM (TommuHa) X 196 MM (BbICOTA)
Bec (1) 896

ITapameTpbl OKpy:KaIOLIEH CpPebl

Temnepatypa XpaHeHHs -40 o 85 °C (-40 mo 185 °F)

PabGouas Temneparypa -40 1o 70 °C (-40 no 158 °F)

Jomyctumas pabouast

ot 5% 1o 95%, 6e3 xoHAcH caTa
BIIQ)KHOCTh

CooTBeTcTBHE CTAaHAAPTAM

FCC uacts 15, CISPR (EN5502) class A, EN50155

EMI (EN50121-3-2, EN55011, EN50121-4)

EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4
EMS (EFT), EN61000-4-5 (Surge), EN61000-4-6 (CS),
EN61000-4-8, EN61000-4-11

VY naponpo4HocTh IEC60068-2-27
CBoOoHOE majieHne IEC60068-2-32
Bubparus IEC60068-2-6
[Ipenoxpanenue EN60950-1
I'apanTuHiiHBINA CPOK 5 ner
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