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BeBeaeHune

[aHHbIN AOKYMEHT COAEePKUT MHOOPMALMIO O BO3MOXKHOCTAX MporpaMmmHoro obecneveHusa
KommyTaTopoB cepunn SEWMO9A-D, SEWM10G-D. Kpome TOro, B OOKYMEHTE NPMUBOAMTCA
AeTanbHaa MHGOPMALMA NO HACTPOMKe KOMMYTATOPOB ¢ nomolbio WEB-nHTepdelica.

CTpyKTypa AOKYMEHTa

[laHHOe PYyKOBOACTBO BKAKOYAET CaeayoLLyio MHGopmauuio:
OcHOBHaA uHpopmauus OnucaHue
1. UHdopmauma o npoayKre * OnucaHune npoayKTa
*  Mogenu
*  BO3MOHOCTM NporpammHoro obecneyeHuns
2. Cnocobbl NOAKNIOYEHUSA K YyCTPOMCTBY | *  [OAKAOYEHWE Yepe3 KOHCO/bHbIM NOPT
* [logKkntoyeHune c ucnonb3osaHnem Telnet
* MoakntoueHne yepes Web-nHtepdeic

3. YnpaBieHue ycTpoicTBOM * [lepesarpysKka
* Bxop B cucTEMY M BbIXOA, U3 CUCTEMDI
4. CraTyc ycTpolicTBa e OcHoBHana nHdpopmauma

e Crartyc nopToB

e CTaTUCTMKA NO NopTam

5. OCHOBHbIE HaCTPOMKMK e IPagpec

*  WHPopmaumsa ob ycTpoictee

* HacTtpoika noptos

*  WN3meHeHMe napons

¢ (O6HOoBNEHME NPOrPaMMHOro obecneyeHuns

6. LLDP HacTtpoika npoTtokona LLDP

7. ARP HacTtpoika npotokona ARP

8. QoS HacTtpoika ycnyrn QoS

9. Port Trunk HacTpoiKa TpaHKOBbIX MOPTOB

10. MAC Aging Time HacTtpoika MAC agpecos

11. CKopocTb nopToB (Port Rate) HacTpoiKa ckopocTv nopToB

12. KonbueBoe pesepBnpoBaHue * HacTtpoika npoTtokona Sy2-Ring

e HacTpoWka npotokonos RSTP/STP

* HacTtpoitka npotokona Sy2-RP

13. MHoroagpecHasa nepegada (Multicast) |+ GMRP

e MHoroagpecHasa paccbliKa ctatmyeckmx FDB
(Static FDB Multicast)

* IMGP Snooping

14. AnarHocTumKa * 3epkanuposaHue noptos (Port Mirroring)

* [posepKa coeanHeHni (Link Check)

*  BupTyanbHbIl TecTep Kabenen

15. SNTP HacTtpoika npoTtokosia SNTP
16. besonacHocTb (Security) e SSH
*  Dotlx

* bBesonacHocTb noprta (Port Security)
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* Hactpoika AAA

e HacTtpoika TACACS+

* HacTtpoika SSL
17. VLAN Hactpownka VLAN

PVLAN

GVRP
18. RMON HacTtpowka npotokosna RMON
19. 19. OgHoaapecHan paccbisika (Unicast) | HacTpoika ycnyrn oa4HOQAPEeCHOM pacChiku
20. CoobuieHuna o TpeBorax 1 3anucb * AapwuiiHas curHanusauma (Alarm)

MHPOPMALMM B CUCTEMHDIN KypHan * BegeHue cuctemHOro XypHana

21. SNMP * TMpotokon SNMP v2 (Bepcusa 2)

* Mpotokon SNMP v3 (Bepcusa 3)
22. DHCP * HacTtpoitka cepsepa DHCP

*  DHCP Snooping

e HacTtpoitka Option82

YcnoBHble 0603HauyeHuA

1. YcnoBHble 0603HaYeHUA B TEKCTe

dopmar OnucaHue
<> CKobOKM < > 0603HaYaOT KKHOMKN». Hanpumep, HaxkmuTe KHOMKy <Apply>
CKoOKM [ ] 0603HaYatoT MMA OKHA UM UMA MeHto. Hanpumep, HaxkmuTe
[l NyHKT meHto [File]
CKobku { } obo3HauatoT rpynny. Hanpumep {IP address, MAC address}
{1 o3Hauaert, yto IP agpec u MAC agpec cocTaBAalOT rpynny u moryT 6biTb
HaCTPOEHbl M NOKA3aHbl BMeCTe.
MynbTUYPOBHEBOE MEHIO Pa3fenAaeTca NOCPeACTBOM 3HAKA K —>».
Hanpumep, Start->AllPrograms—>Accessories. Haxxmute meHto [Start],

- o o
BonanTe B noameHio [All programs], 3aTem BoanTe B NOAMEHIO
[Accessories].

/ Bbibop ogHOM, ABYX UK 6onee onumii NPy NOMOLLM CUMBOAA «/».

Hanpumep, «Add/Subtract» o3HayaeT 406aBUTb AU YAANNUTD.
3HaK «~» ob603HavyaeT AManasoH 3HayeHnn. Hanpumep, «1~255» yKasbiBaer
Ha Amanas3oH ot 1 no 255

2. YcnoBHble obo3HayeHusa CLI

dopmar OnucaHue

OsHauyaeT KomaHgb! 1 Kntoyesble ciosa. Hanpumep, show version 6yget
NMoKasbIBaTbCA C UCNoab3oBaHMeMm wpudTa Bold

MapameTpbl, 414 KOTOPbIX Bbl YKa3blBaeTe 3HaYEHMUs C MOMOLLbIO WprdTa
Italic italic. Hanpumep, ans komaHgbl show vlan vian id yka3sbiBaeTca akTyasnbHOe
3HayeHune komaHgpbl vian id nocpepctsom wpudTa italic

Bold
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3. YcnoBHble CUMBO/IbI
Cumson OnucaHue
( ) 3TM BOMpocbl TpebyloT BHMMaHMA BO BpemMA paboTbl C
ﬂ YCTPOWMCTBOM NpPU HACTPOMKE, a TaKKe Aal0T AONONHUTENbHYHO
o ” MpepocTepexkeHue MHAOPMALLMIO.

Heobxoanmble NOACHEHMA K COAEPKMMOMY BbIMNOSHAEMbIX
onepauuii C yCTPOMCTBOM.

3ameTKa

Bonpocbl, Tpebyowme ocoboro BHUMAHMA. HekoppeKTHas
A paboTa C YyCTPONCTBOM MOMKET NPUBECTU K NOTEPE AAHHbIX UN
BHumaHue

NoBPEeXAEHMIO.

1. Madopmanus 00 ycTpoiicTse

1.1. OcHoBHas MHPOPMaALMA O KOMMYTaTOpPE

MpombiwneHHble KommyTaTopbl cepuit SEWM9A-D, SEWM9G-D, SEWM18G-D npegHasHaueHbl
Ana  yctaHoBkM Ha DIN-pelKy M MOryT MCMoOAb30BaTbC B Pas/INYHbIX  0b6nacTax
NPOMbBILWNEHHOCTU: CUCTEMAx nMNepeaaydn [aHHbIX B 3JHEpretmke, Ha TPaAHCNopTe, B
ropHoAo6bIBatoOLWEN MPOMbBILW/IEHHOCTN, BETPO3HepreTuKe. [laHHAA cepus KOMMYTaTOpPOB
MMeeT KOHCOMbHbIM nopT B popmarte Mini USB, nogneprknsaet ctaHgaptbl IEC52439-6 n VCT.
KHonKka «Reset» no3BonseTr cOpPOCUTb HACTPOMKU YCTPOMUCTB B COCTOSIHME «3aBOACKME
YCTAaHOBKU» B OAHO KacaHWe. ITO BbICOKOMPOWU3BOAMUTENbHAA CEPUA KOMMYTATOPOB MOXKET
obecneynTb NOTPebHOCTU ceTen Nepenaym AaHHbIX N8 MHOMMX OTpac/iel NPOMbIWAEHHOCTH.

1.2. ®yHKUMOHaNbHble BO3MOXKHOCTM MO

MporpammHoe obecneyeHne KommyTtaTopbl cepuint SEWMOA-D, SEWMIG-D, SEWM18G-D
NnoAAEePKMBAET MHOXKECTBO PA3/INYHBIX PYHKLNI:

* [IpoTOKO/IbI KOMIbLLEBOTO pe3epsuposaHus: RSTP/STP, Sy2-Ring, IEC62439-6;

* [lpoToKonbl MynbTHaapecHom paccbliku (Multicast): IMGP Snooping, GMRP, Static;

e ®yHKumn KommyTtaumm: VLAN, PVLAN, GVRP, QoS, ARP;

* YnpaBieHMe NPOMYCKHOW CNOCOBHOCTbIO:  TpaHKoBble noptbl  (Port  Trunk),
JIMMUTUPOBAHNE CKOPOCTM NOPTOB;

* [lpoTOKON CUHXPOHM3aLNK BpemeHn: SNMP;

* besonacHocTb: IEEE802.1X, TACACS+, SSH, SSL, BesonacHbiii nopT; AAA;

e VYnpaBneHue ycTpoucTBOM: o6HOBneHWe 4epe3s FTP/TFTP, nepepava ¢aiinos
nocpeactsom FTP/TFTP, BeaeHWe CUCTEMHOrO KYPHaNa;

* [InarHoCTMKa YCTPOWCTBA: 3epKanuMpoBaHWe nopTtoB (port mirroring), LLDP, VCT,
NpoBepKa cTaTyca CoeANHEHUS;

e Cuctema TPEBOMKHbIX OMnoBelleHWM: owmnbka nopTa (port alarm), ownbKka nuTaHuA
(power alarm), owmnbKa Konbua (ring alarm);

e CeTveBOl AocTyn K yctpoihctBy w ynpasneHue: CLI, Telnet, Web, NMS Symanitron,
SNMP.
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2. IllogkJj04ueHue K YCTPOICTBY

YCTPOICTBO MOYKHO HaCTpamMBaTb OAHUM U3 YeTbipex HUKeNnepedncaeHHbIX cnocobos:
* yepes KOHCOJIbHbIN NopT
* nocpeactesom Telnet
* cucnonb3oBaHnem WEB-nHtepdeiica
* CnomoLpbo nporpammsbl Symanitron NMS

2.1. BapwuaHTbl NpoCcMOTpPa 1 0TOBPaKeHUA

Korga nonb3oBatenb (aAMUHUCTPATOP CETM) NOAKAOYAETCA K ycTpolicTBy nocpeactsom CLI, oH
MMeEeT BO3MOMXKHOCTb, NCNONb3YA Pa3/INYHble KOMaHAbl, NOAY4aTb MHPOPMALMIO O COCTOAHUU
YCTPOMCTBA U BbINOJIHATb HACTPOMKN KOMMYTaTOpPa:

Tvn
MoackasKa DYHKUMA KomaHpga
oTobpaxkeHus
SWITCH> Pexnm * [loKasaTb TeKylime Besegute «Enable»
MpocmoTp nosb3oBaTe/ibCKue AR BXOAA B PEXMM
KOMaHAbl YnpasneHua
* [lokasaTtb IP agpec
* [lokasatb Bepcuto MO
SWITCH # Perxnm * [loKasaTb nHdopMauuio o Beeaute «Configure
YnpasneHue KOHUrypauum terminal» ans
KoMMyTaTopa nepekntoYeHma ns
e 3arpysuTb/BbIrpy3nTb pernma YnpasneHus
KOHPUIYPaUWOHHbIN daiin B pexxmm HacTpoliku
s 3arpysuTb/BbIrpy3nTb daiin
CUCTEMHOTO XypHana
* BepHyTbCA K 3aBOACKMM
HaCcTpOMKam
* 3anucaTtb TEKYLLYH
KOHUrypaumto
*  QO6HoBUTL MO
* [lepesarpysuTtb
KOMMyTaTop
SWITCH (config) # | Pexxum * HactpouTb Bce Beeaute «exit» ana
HacTtpoitka dYHKUMOHA/bHbIE BO3BpaTe B PEKUM
BO3MOXHOCTH MNpocmoTpa
KoMMyTaTopa

Korga BbINOMHAETCA HAaCTPOMKa KoMmmyTaTopa nocpeacrsom cepsuca CLI, cumBon «?» moxket
MCNO/Ib30BaTbCA ANA MOJy4YeHUA MOMOLLM MO UCNOoNAb3yeMbliM KOoMaHgam. [na nonyyveHus
NOMOLLM, HYXHO BBECTM OMNucaHuMe napameTpos, Hanpumep, <1,255> o3HauaeT AuanasoH
yncen, <H.H.H.H> o3Hauaet IP agpec, <H:H:H:H:H:H> o3Hauaer MAC agpec, word<1,31>
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O3HayaeT AManasoH CTPOK. TakKe cumBosbl T U ' MOryT Mcnonb3oBaTbCA ANA NPOCMOTPA
nocnegHux 10 KomaHa.

2.2. MNoaKkntoyeHme Yepes KOHCO/bHbIM NopT

Monb3oBaTeNlb MOXET MOLKAIUUTBCA K YCTPOMCTBY MNOCPEACTBOM KOHCO/NIbHOMO MNopTa C
nomouwbto HyperTerminal onepaumoHHol cuctembl Windows MAM C NOMOLLBID APYroro
nporpammHoro obecneyeHusa, KOTOpoe NoALEepPKUBaeT coeaUHEHWe MO nocnenoBaTelbHOMY
nopty, Hanpumep HTT3.3. B npumepe HUXKe NOKa3aHO, KaK MCNOAb30BaTb KOHCO/IbHbLIA MOPT U
HyperTerminal gna gocryna K KommyTtaTtopy.
1. YcraHoBuTe gpaiisep ana uHtepdeinnca MiniUSB Ha Baw [MK. OpaliBep HasbiBaeTca «Mini
USB driver.exe».
2. Moaknounte USB Kabenb K MK M KoHconbHOMYy wWHTepdelicy ycTpolicTBa (Kabenb
O0MKeH ObITb OCHaLWEH pazbémom miniUSB ¢ ogHom ctopoHbl 1 USB ¢ apyroi).
3. 3anyctute HyperTerminal (uau gpyroi amynatop TepMuHana spoae Putty), oH nomorkeT
BaM MOAKNOUYMUTLCA K YCTPOMCTBY AN1A €ro HaCTPOMKM.

) Entertainment
) System Tools % Network Setup Wizard
'.) Address Book New Connection Wizard
18 Calculator < wireless Network Set
B Command Prompt T
@ Notepad

Y Paint

™~

/28 Internet ) My Documents
Internet Explorer

| %) My Recent Documents

W E-mail @) Program Compatibiity Wizard
Outlook Expres: Pr A f:

\4-‘] utlook Express @ Set Program Access and Defaults G Remote Desktop Connection
A2 Windows Catalog = )

v i €9 synchronize
A e [ Tour windows xP
i# Microsoft Update )

@ Windows Media Playe £ Windows Explorer

[A wordpad

[ ror v

y : i@ Startup
ﬂ Files and Settings Tr:
Wizard @ Internet Explorer
MSN
-~ e b
() Outlook Express
. Remote Assistance
© Windows Media Player

Puc. 1. 3anyck HyperTerminal

4. CospaiTe HOBOE NOAK/OYEHME, HAaNpPUMep, C UMeHeM «Switch» (cm. puc. 2).
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"+ Mew Connection - Hyper Terminal

D &5 08 &

Connection Description

Enter a name and chooze an icon for the connection:

MName:
| Switch |

lcon;

Discorrected Autto detect Auto debect F UM

Puc. 2. Co3gaHue HOBOro NogKAYeHUs
5. Bbibepute COM nopT gnsa NOAKNAHOYEHUS.

0
0

+ aa - lyper Tasminal -

Dk &5 O &

&.
[Enbes oy ol o pheares sureibes ual you want o dal
(Cinaamle'veson
e ook
(o—— 00 I
| ] gty detect Rt detal R _

Puc. 3. Bbibop COM nopTa Ana nogKkao4eHua

6. Hactponte napametpbl COM nopta (But B cekyHay (Baud rate): 115200, Butbl AaHHbIX
(Data bits): 8, YéTHocTb (Parity): None, Ctonosbie 61TbI (Stop bits): 1, KoHTponb noToka
(Flow control): None.
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o NyperTorminal

De s 0 &

CONA Properties 2 X
“Pont Satrge
Bis per second 115200 ~
Doader 8 -
Paty Norw -
Swpter 1 -

(-

Co ) o ) e )

Csconemaed Ao detet  Auko detect M

Puc. 4. Hactpoiika napametpos COM nopTta

7. Haxmute <OK> gns Bxoga B KomaHAHyk cTpoky CLI. BeBegute naponb «admin» u
HaXmute <Enter>.

"+ Hirwr Conmeciion - Hyper Terminal =]

D i 05 &

Password:
Switch=

Cxorwened Aka et daibo dededt HM

Puc. 5. 3kpaH CLI

2.3. MNoakntodeHne K KommyTaTopy nocpeactsom Telnet

1. Moakntounte ntoboi RJA5 nopt KommyTaTopa K Ethernet nopty MK.
2. OTtKpoiite <BbinonHuTb> Ha MK, Tam BBeauTe “telnet IP-agpec”, no ymonyaHutio IP-agpec -
192.168.0.2.
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- Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Open: |telnet 192 165.0.2 v|

[ K H Cancel H Browse, ., ]

Puc. 6. Joctyn yepes Telnet

N Mpu noartsepxkaeHuun IP-agpeca, noxkanyiicra, obpatutecb K pasaeny «IP agpec»
:.’ HacToALWEero pykoBoACTBa gns noaydeHnn nipopmaumm o IP agpece.

3. Haxmute “OK”, oTKpoeTtca uHTepdelic TepmuHana Telnet. BBeaute umsa nosnb3osartens
«admim» 1 naponb «123». Haxkmute <Enter> gns nogKkNtoYeHMA K KOMMYTATOPY.

8 Telnet 192.168.0.2 !En

User:admin
Password: xxx

Welcome To Telnet.

Puc. 7. NuTepodelic TepmnHana Telnet

2.4. [octyn yepes WEB-uHTepdeiic

Ona noakntoveHuna yepes Web-nHtepdeinc no ymonyaHmo ncnonbsyetca npotokon HTTP. Ecau

ANnA noAkntoyveHua byaeTt mcnonb3oBatbecs npoTtokon HTTPS, norkanyicta, msyuute pasgen
«SSL» HacToALLero pykosoacTsa.

1. Moakntoumnte noboi RJI45 nopt KommyTtaTopa K Ethernet nopty MK.

2. Bsegute IP agpec kommyTaTopa B web-6paysepe (IP agpec no ymonyaHuio - 192.168.0.2).
MoABMTCA ANMANOroBOe OKHO aBTOpPM3aLMM, MOKa3aHHOe HUKe. BeeguTe:
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NorvH - admin
Maponb — 123
3aTtem HaxKMuTe KHOMKy «Sign in».

Mpu ncnonb3oBaHuMK Internet Explorer, pekomeHayeTca WMCNO/b30BaTb BEPCUIO He
Huxe 8.0.

Layer 2 Switch

User Name Zladmin

Password :I--- |

|| Save the password

Serial Number : 530A0001A141000005
System Name . SWITCH
Location : 121087, Moscow Russia, & Barclay st., 2 bldg
Contact : Symanitron Lid., phone number +7 499
B85 1790, www.symanitron.ru

Symanitron Ltd. All Rights Rederved 2013.

Puc. 8. AsTopusauyma yepes WEB-uHTepdeic

3. MNocne noaknouyeHus K Web-uHTepdeiicy KommyTaTtopa Bbl YBUAWUTE HABUraLMOHHOE
OEPEBO:
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9 Coliapse | GExpand

| SEWM 8 Web Management §
= Device Status

4 Basic Information
9 Port Status
9 Port Statistics

% ff} Basic Configuration

aL0p
4 ARP MHHOBALMOHHSIE NDOMBILINEHHLIE CATH
‘4 Qos Configuration
S Port Trunk HoGpo noxanosars!
g MAC Aging Time
a4 Port Rate

- Redundancy

- Multicast

&l Diagnosis

+ The system comes with high-powered CPU processar
& @ TIME

4 Lay-2 swiching of high performance
@ @ Security 4 .
“ Securty Gesign 3t g level af nousTy
S Loop Detect Configuration = om pl P oot
4 Port CRE Protect Canfigura’ <& Offa savan FE ports and one FX p
& g VLAN «* Support VLAN
- 4 IGMP Snooping
& gl Unicast Configuration “ Port Miraring
= @ Alarm & Port Trumk
= @ SNHP 4+ S¥2RING, S¥2 RING+, RSTF/STF redundancy pralect mechanism
= @ DHCP <& Bor ate coniol

# f Devics Management & Used widely In various Indusry feids
4y Save Configurations

4 Load Default

SymbokAomaliva LId, ALL RIGHTS RESERVED,

Puc. 9. CtpaHnua WEB-uHTepodeiica

Y Bac ecTb BO3MOXHOCTb CBOpPayYMBaTb MM pPa3BOpPayYMBaTb MEHIO, Ha)KMMaA Ha KHOMKM
<Expand> nnu <Collapse>, KoTopble HaxoAATCA CBEPXY HAaBMraLMOHHOIO AepeBa. Bbl moxkeTe
BbIMO/IHUTL COOTBETCTBYIOLLME ONepaLnm, Haxkas [Save Settings] unu [Load Default] B BepxHel
4acTn MeHHo.

( | Mocne TOro Kak Bbl U3MEHWAM 3aBOACKME YCTAaHOBKM M 3anMcasn HOBble NapameTpbl,
HeobxoAMMO Mepe3arpysntb YCTPOWCTBO A/A TOro, 4YTobbl HOBble MapamMeTpbl
" BCTYNWUAW B cUAy.

3. YipaBjeHue yCTpOiicTBOM

Haxmute [Device Management]->[Reboot]/[Logout]. Bbl cmosKeTe nepesarpy3nTb YCTPOMCTBO
unm BbinTM n3 Web-nutepdeica. Mepen nepesarpyskoit yCTPOMCTBO COOOLWIMT Bam, 4TO
HEobX0AMMO COXPaHWUTb TEKyLWMEe HACTPOMKU. Ecnm HAcTpOMKM OblIM COXpaHEHbl paHee,
KOMMYTaTOp aBTOMaTUYECKWU 3arpy3uT UX nocne pectapTta. Ecam HacTpoMKM He COXpaHAAuUCh,
KOMMYTaTOp NO YMOYaHWUIO BOCCTAHOBUT MOC/Ie pecTapTa 3aBOACKME HAaCTPOMKM.

4. Craryc ycTpoiicTBa

4.1. OcHoBHas MHPOPMaLIMA O KOMMYyTaTOpE

OcHOBHasA MHpOPMaULMA O KOMMyTaTope BKAOYAeT uma ycTpolictBa, MAC-aapec, moaens,
BEpCUi0 MporpammHoro obecneyeHus, Bepcuio BootROM, Tun ycTpoicTBa, AaTy BbIMycKa
NPOLWWBKN U cpeay BbinonHeHua (puc.10).

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO NO HacTpoWkKe

SEWMB9A-D, SEWM10G-D

< Basic Info

Item Information
MAC Address |48-BE-2D-00-2B-B6
SN S3V1SA180700005
IP Address 192.168.0.2
Subnet Mask 1255.255.255.0
GateWay 192.168.0.1
System Name SWITCH
Device Model SEWMOA-D-18FX-TTA-40-1310-5C-24E
Software Version ROO1.PO1 (2017-9-7 11:48)
BootRom Version V2.1.19 (2016-7-9 16:7)

Puc. 10. OcHoBHaa MHPOpMaLMA O KOMMyTaTope

4.2. Cratyc nopTa

MHTepdeiic cTaTyca nopTa BbIBOAUT HA 3SKpaH HOMep nopTa, TUN MoOpTa, CTaTyc
aAMUHUCTPaTOpa, CTaTyC COeAMHEHWUs, CKOPOCTb, TUMN crnocoba cBA3M M TUMN YyNpaBAEHUS
notokom (puc.11).

~ Port Status
Faort Type Administration Status | Link (Speed| Duplex  |Flow Control
1 | FE Enahle Down| -
2 | FE Enahle p | 100 | Full-duplex Off
3 | FE Enahle p | 100 | Full-duplex Off
4 | FE Enahle p | 100 |Halduplex Off
8 | FE Enahle p | 100 | Full-duplex Off
6 | FE Disahle
7T | F¥ Enahble Down| ---
8 | F¥ Enahble Down| ---
9 | F¥ Enahble Down| ---

Puc. 11. CraTtyc nopTtos
Homep nopra (Port)
OTobparkaeT HOMep NopTa, KOTOPbIN YKa3aH HA NepesHelN NaHe I KOMMyTaTopa.
Tun noprta (Type)
FE: 10/100Base-TX RJ45
FX: 100Base-FX
GE: 10/100/1000Base-TX RJ45
GX: Gigabit SFP
Cratyc agmuHuctpmpoBaHuma (Administration Status)
MoKa3blBaeT TEKYLUMI CTaTyC aAMUHUCTPUPOBAHUA NOpTa.
Enable: nopT focTyneH u rotos nepegaye AaHHbIX.
Disable: nopt 3a610KMpoBaH U He MMeeT BO3MOXKHOCTb NepeaaBaTb AaHHbIE.
Cratyc coeguHeHusa (Link)
MoKa3bIBaeT TEKYLLUIM CTAaTyC COEANHEHMA Ha NOPTY.
Up: nopT HaxoauTtca B coctosiHmm LinkUp, T.e. B COCTOAHUM coeaMHEHUA.
Down: NopT HaxoAMTcA B cCOCTOAHUM Link Down, T.e. NOPTYy COeAUHEHUSA HET.
CkopocTb (Speed)
MoKa3blBaeT TEKYLLYIO CKOPOCTb NOPTOB B cOocTOoAHMM LinkUp, T.e B COCTOAHMM cOeANHEHUA.
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Cnocob cBasu (Duplex)

MokasbiBaeT cnocob ceasu Full-duplex/Half-duplex (Aynnekc/Monyaynnekc) Ha nopTty B
coctoAaHum LinkUp, T.e B COCTOAHUM coegMHEHUA.

Full-duplex: nopT moxeT npnHMMaThb U NnepeaasaTb AaHHbIE OAHOBPEMEHHO.

Half-duplex: nopT mo»KeT To/1bKOo IMb60 NpuHUMaTh, 1Mb0o NepenasaTb AaHHbIE.

YnpasneHue notokom (Flow Control)

lMoKa3biBaeT cTaTyC pexMma ynpas/ieHUs NOTOKOM nopTa B coctoAaHum LinkUp, T.e B cocTosaHUK
coeguHeHus.

M [1na nonyyeHua getanbHoi nHpopmaumm o pexkmmax u ctatyce duplex u flow control,
x, noanyicra, obpatutech K pasgeny «Port Configuration» HacTosALWero pykoBoacTaa.

4.3. CraTuctuka nopTa

NHTepdeic cTaTUCTUKKN NopTa BbIBOAUT Ha 3KPaH KOAMYECTBO 6aWMT M NakeToB, NnepenaHHbIX U
NPUHATBIX Ha KaXXA0M MOpPTy, KoanyectBo owmnboKk CRC, a TakKe KONMYEeCTBO MaKeToB, AJ/INHA
KOTOpPbIX MeHee 64 6alT.

o Port Statistics

PortTypelBytes SentPackets SentBytes ReceivedPackets Received CRC ErrorPackets 64 bytes
1| FE 0 0 0 0 0 0
2 | FE 0 0 0 0 0 0
1| FE| 4844 49 4180 80 0 0
4 | FE | 330727 778 78847 &783 0 0
5 | FE 0 0 0 0 0 0
& | FE 0 0 0 0 0 0
7 | Fx 0 0 0 0 0 0
a2 | Fx 0 0 0 0 0 0

Puc. 12. CtatucTnKa nopTos

5. OCHOBHBbIE HACTPOIKH KOMMYTaTopa

5.1. IP agpec

1. Mokasatb IP agpec, NCnosb3ya KOHCO/bHbIM NOPT
MogKNuMTECH K KOMMYTATOPY 4Yepe3 KOHCOMbHbIM nopT wu CLI. BBegute KomaHgy «show
interface» ana nposepku IP agpeca:

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PyKoBOACTBO MO HacTpoliKe

SEWMB9A-D, SEWM10G-D

& aa - HyperTerminal

Fle Edit Wiew Call Transfer Help

D @& 08

>

SWITCH>show interface |
marfTec (unit number 8):
Elags: {0x8063) UP BROADCAST MULTICAST ARP RUNMNING
= HERN MACD
address: 192.168.0.2 =
Subnetmask OxfffffoQ
Net 0xcBa80000 Subnet BxcPadBO00
Mac 7200.0000.00aa
lo {unit number 0):
Flags: (0x8069) UP LOOPBACK MULTICAST ARP RUNNING
Type: SOFTWARE_LOOPBACK
Internet address: 127.0.0.1
Netmask OxffO00000 Subnetmask 0xff00006O
Net 0x7f000000 Subnet B:x7f00000O

SWITCH>_

)
< Internet

|<

< | ¥
Connected 0:14:39 Auto detect  SCROLL CAPS | mnum | Capkure | Printecho

Puc. 13. OTtobparkeHue IP agpeca

2. Hactpoika IP agpeca

IP agpec KommyTaTopa M ajpec WA3a MOryT OblTb HACTPOEHbl KaK BPYYHY, TakK U
aBTomaTmyecku. Kak nokasaHo Ha puc.14, ecam pexkum «Auto IP Configuration» BbikatoyeH, IP
agpec M agpec LW3a HYXKHO HAcTpamBaTb BPy4yHyo; Korga pexum «Auto IP Configuration»
BK/IIOYEH, KOMMYTATOp aBToOmMaTuyeckn nonyyaet IP apgpec nocpeacrtsom nportokona DHCP.
CooTBeTCTBEHHO B ceTU aomkeH 6ObiTb cepsep DHCP pns HasHayeHus |IPagpecos. AnAa
nonyyeHuna nogpobHoit mHbopmaumm obpaTtutech K pasgeny «Hactpownka cepsepa DHCP»
HacToALLero pyKoBOACTBA.

P Address
MAC Address 00-72-74-79-T1-75
Auto IP Configuration (® Disable O DHCP Client IP
IP Address 192, 168. 1. 3

Subnet Mask 266, 265, 266, 0

GateWay 192, 168. 1.4

| Applyw | | Help

Puc. 14. Hactpoiika IP agpeca

| .+ IP agpec v agpec W33 AOMKHbI HaxOoAUTbCA B OAHOM CErMeHTe ceTu, B
ﬂ NPOTUBHOM C/ny4yae U3meHuTb IP agpec byaeT HEBO3MOKHO
* [lnA paHHOM cepum KOMMYyTaTopoB M3meHeHue IP agpeca BCTynuUT B AelcTBME
HemeA/IeHHO M nepesarpy3ka KommyTaTopa He TpebyeTcs

5.2. NHdopmauma ob ycTpolictae

NHPopmaumsa o6 ycTpoiicTBe BKIOYAET AaHHble 06 MMEHM NPOoeKTa, WMMEHU KOMMYTATopa,
pa3MEeLLEHNN U KOHTaKTax:
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« Device Information

Project Mame  |PRJNAME
Switch Name  |SWITCH
Location 121087, Moscow Russia, 6, Barclay st, 3 bldg
Contact Symanitron Ltd., phone number +7 499 658 1790, www.symanitron.ru

[ Apply | [ Help |

Puc. 15. UHdopmauua ob ycTpoicree

Mma npoekKra (Project Name)
Hactpausaembiit AnanasoH: 1764 cumBoJIOB.
Mma KommyTatopa (Switch Name)
HacTpanBaemsbiii AManasoH: 1~32 cuMBONOB.
MecTtononoxeHue (Location)
Hactpausaembiit ananasoH: 1~255 cumBosioB.
KoHTaKTbl (Contact)

Hactpausaembiit ananasoH: 1~32 cumBoJIOB.

5.3. HacTpoiKka nopTa

Mpyv nomowM  JAaHHOW  OYHKLMM  MOMHO  HAcTPOWUTb  CKOPOCTb  MoOpTa,  CTaTycC
aAAMUHUCTPUPOBAHMA NOPTa, TUM yNpaBAeHMA NOTOKOM U ApyrMe NapameTpbi:

% Port Configuration

PortTypeI Administration Status Operation Status Auto Speed Duplex Flow Contral
1| FE |® Enable O Disablel ® Enable O Disable| ® Enable O Disablel © 100 1000 © Half  Full @ off O on
2 | FE |® Enable O Disable| ® Enable O Disable| ® Enable O Disablel  10M = 1001 Half = Full @ o O on
3 | FE |® Enable O Disablel ® Enable O Disable| ® Enable O Disablel 100 © 1000 Half * Full @ of O on
4 | FE |® Enable O Disable| ® Enable O Disable| ® Enable O Disable) = 100 1001 © Half — Full @ of O on
5 | FE |® Enable O Disable| & Enable  Disable|® Enable O Disable) © 101 1001 = Half  Full & off O 0on
§ | FE [® Enable O Disable) ® Enable O Disable| ® Enable O Disable) © 10M 1000 = Half  Full & off O on
7 | FX|® Enable O Disable| 3 Enable () Disable|  Enable © Disable] 100 = 1001  Half = Fulll & off O On
8 | FX | ® Enable O Disable| ® Enable (O Disablel  Enable * Disable) 100 = 1001  Half = Full @ off O on
9 | FX |® Enable O Disable|® Enable O Disable|  Enable * Disablel 100 © 1000 Half * Full @ off O on

| Apply | | Help |

Puc. 16. HacTtpoliika nopTa

Cratyc agmuHuctpuposaHua (Administration Status)

Hactpansaemblie onunn: Enable/Disable (BkAounTb/BbIKNHOUYAUTD).

3HayeHWe no ymonyaHuto: Enable (BkatoueHo).

Onucanue: Enable (BkntoueHo) o3HayaeT, YTo MOPT OTKPLIT U Nepefaya AaHHbIX pPaspeLleHa;
Disable (BbikntoyeHo) o3HauyaeT, yYTo MopT 6/0KMpOBaH M Mepefaya AaHHbIX 3anpelleHa.
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[laHHaa onuma NO3BONAET HAaNPAMYIO OTKAOUYUTb MOPT U aBapuitHble coobueHns. Korga nopt
BbIK/IIOYEH, HE/b3:1 U3MEHUTb COCTOAHME NopTa B perkmnme «Operation Status».

Crartyc ¢pyHKUMOHUpOoBaHUA nopTa (Operation Status)

HactpaunBaemsblie onuuu: Enable/Disable (BKntounTb/BbikntoumTh).

3HauyeHKWe no ymonyaHuto: Enable (BkatoyeHo).

OnucaHue: Hactpoika paboyero ctatyca nopta. MopT oTKAKOYaEeTcA NOCPeACTBOM NPOTOKO/0B.
Pexxum aBTocornacosaHua (Auto)

HactpanBaemblie onunn: Enable/Disable (BKAounTb/BbIKNHOUYUTD).

3HayeHue no ymonyaHuto: Enable (BkntoueHo).

OnucaHue: HacTpolika pexuma aBTocornacoBaHms (auto-negotiation) ana nopta. Korga pexum
«Auto» BkntoyeH (Enable), ckopoctb nopta u pexum cnocoba csasm (duplex) 6yayT
aBTOMATUYECKMN COrNacoBaHbl B COOTBETCTBUM CO CTAaTyCOM MOAKNOUYEHMA NOPTA; KOTAA PEXUM
«Auto» BbikntoueH (Disable), ckopocTb nopTa 1 pexnm cnocoba CBA3M MOTYT BbiTb HAaCTPOEHbI
BPYYHY!IO.

\ Ha noptax 100Base-FX npuHyauTenbHO 3anpelieHa GpyHKLUMA aBToCcornacoBaHma (auto-
negotiation).

CKkopocTb nopra (Speed)

Hactpansaembie onuun: 10M/100M/1000M

Onucanue: lMpuHygMTenbHana HacTPOMKa CKopocTu nopta. Korga peskum «Auto» BbIK/IHOYEH
(Disable), ckopocTb nopTa MOXKHO HaCTpPanMBaTb BPYUHYIO.

Cnocob cBasu (Duplex)

Hactpamnsaembie onunun: Half/Full (Monyaynnekc/Oynnekc).

OnucaHue: HacTpolika pexuma cnocoba cBA3W ANA NOPTa; KOrga pexkum «Auto» BbIK/HOYEH,
HaCTPOMKY PEXNUMOB MOXKHO MPOMU3BOAUTL BPYUHY!HO.

ﬂ e Moptbl 10/100Base-TX moryT 6biTb HACTPOEHbl B PeKMMe aBTOCOrNacoBaHMUsA
. (auto-negotiation) a Takxke B pexumax 10M/aynnexkc, 10M/nonyaynnexc,
100M/aynnekc, 100M/nonyaynnekc.
* MopTbl 100Base-FX noaaepxunBatoT To/1bKo GyHKUmMo 100M/aynnekc.
e  «MegHbie» nopTbl 1000M moryT 6bITb HAaCTPOEHbI B peXMMax aBTOCOr1acoBaHmsA
(auto-negotiation) n 1000M/aynnekxc.
* Ontnyeckune noptbl 1000M moryT 6bITb HACTPOEHbI B peXXMMax aBTOCOr/1acoOBaHUSA
(auto-negotiation) n 1000M/aynnekKc.

PeKomeHAayeTcs BKAOUYMTb aBTOCOrnacoBaHue (auto-negotiation) ana Kaxpgoro nopta, 4TobbI
nsbexkatb npobnem NOAKNIOYEHMA, BbI3BAHHbLIX HECOr/IaCOBAaHHOM KOHUrypauuen nopTos.
Ecnan TpebyeTca NpuHYAUTENBHO UCNOb30BaTh pexxum speed/duplex, ybeantech, 4to B 060MX
NOAKNOYEHHbIX NOPTaX YCTaHOB/IEHbl OANHAKOBbIE HACTPOMKM CKOPOCTU U peXxnuma nepesayu
(aynnekc/nonyaynnekc).

Flow Control

Hactpansaembie onuun: Off/On (BbikntoueHo/BKatoyeHo).

3HavyeHue no ymondyanuio: Off (BbikntoyeHo).
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OnucaHue: BKNOUNTL/BbIKAIOYMUTD PEXMM YNpaBAeHUA NMOTOKOM A1A onpeAeneHHOro nopra.
Mocne Toro, Kak GpyHKUMA ynpasneHua notokom (Flow Control) 6yaeT BkaoYeHa, NOpT cOobLNT
OTNpPaBUTEN0 O 3amen/ieHUM CKOPOCTM nepefayu, 4Tobbl M3bexaTb NOTepM NAKeToB B
COOTBETCTBMU C KaKMM-IMOBO anroputMom WM MNPOTOKONOM, B TOM C/y4Yyae, €C/n MNOTOK,
Nno/sly4YeHHbI nopTom 6onblue, Yem pasmep Kiawa nopTta. HacTpoiika pexumoB ynpasBneHua
NOTOKOM  ANnA  ycTpoMncts, paboTalowmx NO  pasHbiIM  Tunam  cnocoba  cBA3M
(mynnekc/nonyaynnekc) BbINONHAETCA pasHbIMKW cnocobamu. Ansa ycTpoicts, paboTalowmx B
NOZIHOAYN/IEKCHOM pPeXKMMe, NMPUHUMAOLWAsA CTOPOHA AO0/IKHA OTNPaBUTb CNeunanbHbIM Kaap
(Pause frame), uTobbl COO6LWNTL OTNPABUTENIO O NPEKPALLEHNUN OTNPABKK coobuieHni. Koraa
oTnpaBuTenb nonyunt Pause frame, oH fonXKeH NpeKkpaTUTb OTNPaBKY coobLueHnii Ha nepuog,
«BpPEMEeHU oxugaHua» (wait time), ykasaHHoro B Pause frame u npogonXuTb OTNPaBKYy
COObOLEHNI NOC/Ie OKOHYaHMA «BPEeMeHU oXuaaHua». [ns ycTponcts, paboTalowmx B
nonyayniekCHOM pexume, obecneymBaeTca MNOAAEP)KKA pPeXMma ynpaBaeHMA MOTOKOM
MeToAoM obpaTHOro aasneHus. [leno B TOm, YTO NPUHUMAtOLWANA CTOPOHA HAMEpPEeHHOo co3aaeT
KOHOIMKT MAK BblgaeT curHan Hecywei. CooTBETCTBEHHO, Korga oTnpaBuTenb obHapyKuBaeT
KOHOIMKT MM CUTHAN Hecywen, HeobxoaMma 3a4epkKa nepesayn AaHHbIX.

5.4. N3meHeHne napons

Mpu NepBOHAYaNbHOM HACTPOMKE KOMMYyTaTOpa NOAb30BaTe/lb MMEET BO3MOXKHOCTb M3MEHUTb
naponb Aoctyna «AaMUHUCTpaTOpa»:

« Change Password

Llser Mame admin

Old Password | eessess

Mew Password

Confirm Fassword ees

Apply | | Help |

Puc. 17. 'ameHeHue napons

5.5. O6HoBneHune nporpammHoro obecnevenus (MO)

Mpn 06HOBNEHMM MNPOrPaMMHOrO Ob6ecnevyeHns KOMMYTATOP MOMKeT MOoJy4uTb 6oJiblie
BO3MOXKHOCTeN. [1ns 3TUX Cepuit KOMMYTaTOpPOB OOHOBJIEHUA MPOrpaMMHOro obecnedyeHus
cogeprKaTt 0bHOBNEHME BEPCUM NporpammHoro obecneyeHns BootROM n o6HoBNeHUE Bepcun
CUCTEMHOrO nporpammHoro obecneyeHua. CHavyana o6HOBUTE BEPCUIO MNPOrPAMMHOIO
obecneyeHns BootROM, a 3aTem 06HOBUTE BEPCUIO CUCTEMHOTO NPOrPaMMHOro obecneyeHus.
Echn nameHeHnns B Bepcum BootROM HeT, nonb3oBaTenn CMOryT 06HOBUTb TOJIbKO BepCUio
CUCTEMHOrO NporpaMmmHoro obecneyeHums.

[Ana 0BHOBNEHWS CUCTEMHOrO NpPOrpaMmHOro obecneyeHusa TpebyeTca HanuMune cepsepa
FTP/TFTP.
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5.5.1. O6HosneHune MO yepes FTP

YctaHosuTe Ha K cepsep FTP. B Hawem npumepe mbl NOKaxkem, Kak HacTpouTb cepsep FTP u

BbINONHUTL Npoueaypy obHoBneHMA MO ¢ nomowbto nporpammsl WFTPD.

1. Haxmute [Security]->[Users/Right], uTobbl oTKpbITb pasaen «Users/Right Security Dialog»;
Haxmute KHonky <New User> gna cosgaHuAa HOBOro nosb3oBatensa cepsepa FTP, Kak
NMOKasaHo Ha puc. 18. YKaxuTe umsa nosb3oBaTensa U naposb, Hanpumep, Nonb3oBaTeIbCKoe
nmsa «admin» 1 naponb «123», 3aTem Haxkmute <OK>.

El' Ho log file open — ¥YFIPD

File Edit ¥iew Logging Mes=zages Security Help

User / Rights Security Dialog |X|
Uszer M ame: I adrmih vI Done |
User ..
Mew User... | Delete | Change Pass... I

Hame Directary: I I Resticted to hame
Help | Rights »» |

Change Password

Mew Pagsword: Ixxx 0K I
C |

Werify Passward: I"’i ﬂl
Help |

For Help, press F1 1 socket |0 users l_ NUM |

Puc. 18. Co3paHune HoBoro nonv3osatensa FTP

2. YKaxuTe nyTb K MectopacnosioxeHuto ¢anna obHosneHma B pasgene «Home Directory»,
KaK NOKa3aHo Ha puc. 19 n Haxkmute <Done>.

' Ho log file open — WEIPD

File Edit VYiew Logzing Messages Security Help

User / Rights Security Dialog

User Name: I admin - l

User ...

Mew Uzer... | Delete l Change Pass... |

Home Directory: IF:\test-version I Restricted to home
Help | Rightsz > |

For Help, press F1 |1 socket |I] USEFS |_|NUM| ﬁ
Puc. 19. NMyTb ana 3anucu panna
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3. [OnAa obHoBneHuna NO BootROM BBeguMTe B OKHe YNpaBAeHMA CAeayoLLYy0 KOMaHAay:
Switch#update ftp-mode bootrom File_name Ftp_server_ip_address User_name Password

MapameTpbl KOMaHA Ana obHoBneHMAa BootROM yepes FTP:

Mapametp Onucaxue
File_name Nma sepcmn BootROM
Ftp_server_ip_address IP agpec cepsepa FTP
User_name CospgaHune HoBoro noab3osatena FTP
Password CospgaHune HoBoro napona FTP

4. Ha puc.20 nokasaHa cTpaHuua obHoBneHua MNO. Beegute IP agpec cepsepa FTP, ums danna
(Ha cepBepe), uma nonb3osatens FTP n naponb. Haxkmute <Apply>.

«. Software Update

Update Mode O FtpMode @ Tfip Mode
Server IP Address| | 192.168.0.23 |

FleName | |SEWM9A-D-TO00S.bin |
User Nams I:admin

Password e

[Apply | | Help |

Puc. 20. O6HoBneHue MO yepes FTP

—

Uma daina AOMKHO codepraTb paclumpeHue. B npoTMBHOM c/iydae OOHoOBJ/ieHUE
A MOKeT 3aBePLUMTLCA OLUMGKONA.

5. Ybeautecb B HOpMasibHOM coeanHeHun cepsepa FTP n kommyTaTtopa:
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B NHo log file open — WETFD

File Edit ¥iew Logging Message=z Security Help

[L 0034] 08/25/11 17:41:06 Connection accepted from 192.1658.99.43

[C 0034] 08125411 17:41:06 Command "USER admin' received

[C 0034] 08/2511 17:41:06 PASSword accepted

[L DD34] 08/25/11 17:41:06 User admin logged in.

[C 0034] 0842511 17:41:06 Command '"TYPE I'" received

[C 0034] 0842511 17:41:06 TYPE setto I N

[C 0034] 082511 17:41:06 Command "PASY" received

[C 0034] 0842511 17:41:06 Entering Passive Mode [192,168,99,23,4,183)
[C 0034] 082511 17:41:06 Command "RETR SEWM9A-D.bin" received

[C 0034] 082511 17:41:06 RETRiewve started on file SEYWM9A-D-R0001.bin
[C 0034] 0842511 17:41:18 Transfer finished

[G 0034] 08/25/11 17:41:18 Got file D:\WMSOFT\SEVW M9A-D-RO00T\SEVY M9A-D-R0001 .bin
[C 0034] 08/2511 17:41:18 Command "QUIT" received

[C 0034] 0825411 17:41:18 QUIT or close - user admin logged out

For Help, press F1 |1 socket |I] USErs |_| l_ﬁ

Puc. 21. CoegnHeHne KommyTtaTtopa u cepsepa FTP

6. [oxAauTtecb 3aBeplieHMA 06HOBNEHUA:

Result

The software is updating, do not cut off power supply or proceed any other
operations.
please wait 3-4 minutes...

Puc. 22. OxunpaaHue 3aBepLieHUa 06HOBAEHMUA
7. Korpa obHoBNEeHMe ByaeT 3aBepLIEHO, KaK MoKasaHo Ha pu1c.23, nepe3arpysmTe yCTPOonCTBO.

Motom 3ainguTe B pasgen «OCHOBHAA MHPOPMaLMA O KOMMyTaTope» U ybeauTecb B TOM,
4yTO O6HOB/IEHME 3aBEPLUEHO M HOBAA BEPCUA aKTUBHA.

. Result

The software is upgraded successfully!

Puc. 23. ObHoBNeHUe Yepes FTP 3aBeplueHo

* B npouecce o6HoBneHus MO cepsep FTP gonxkeH 6biTb NOCTOSHHO 3arpyKeH.
A * T[locne 3aBepweHMa OOHOBAEHMA  nepe3arpysute  YCTPOMCTBO,  YTOObI
S aKTMBMPOBaTb HOBYIO Bepcuio MM0.
* Ecnm obHoBneHMe 3aBeplleHO C OWMOKOW, He nepe3arpyrkante YCTPOWCTBO,
yTobbl M3bexaTb notepn ¢panna ¢ MO. EcTb BEPOATHOCTb TOro, KOMMYTATOP He
CMOXKeET PYHKLUMOHNPOBATb KOPPEKTHO.
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5.5.2. O6HosneHue MO yepe3 TFTP

YctaHosuTe Ha K cepsep TFTP. B Hawem npumepe Mbl NOKaXKem, Kak HacTpouTb cepsep TFTP
W BbINONHUTL Npoueaypy obHosneHuns MO ¢ nomowbto nporpammbl WFTPD, Kak nokasaHo Ha

puc. 24.

- Tftpd32 by Ph. Jounin M=

Current Directory IC:\Dcu:ument$ and Settings\-’-\dministrell Eravize |
Server interface |192.153_1.23 ;l Shaw Dir |

Thtp Server | Tttp Client I DHCP server I Spslog serverl DMNS server I 1 I L4 I

== | file | shart time | progressl

1} |

[

|A

Sethings | Help I

Puc. 24. Hactpolika cepsepa TFTP

1. B TeKkylwen AMPEKTOPUM BbibEpUTE NYTb K MecTopacrnosioxeHuo ¢daiina obHOBNEHMA Ha

cepsepe; BBeguTe IP agpec cepsepa.
2. [Ona obHoBneHuna MNO BootROM BBeauTe B OKHE yNpaB/eHUA C/IeAYIOLLYI0 KOMaHay:

Switch#update tftp-mode bootrom File_name Ftp_server_ip_address

MapameTpbl KOMaHA ans obHoBneHns BootROM uyepes TFTP:

Mapametp OnuncaHwne
File_name NUma Bepcun BootROM
Ftp_server_ip_address IP appec cepsepa TFTP

3. Ha puc.25 nokasaHa cTpaHuua obHosneHus MO. Beeaute IP agpec cepsepa TFTP, uma
¢dalina Ha cepsepe, HaxkmuTe <Apply> 1 oXxnMaanTe, Noka 3aBepLIMTCA 0OHOBJIEHME.
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o Software Update

Update Mode ) Ftp Mode  ® Titp Mode
Server IP Address| | 192.168.0.23 |
FileName | |SEVWM9A-D-T0008.bin |
User Name |:admin
Password Fem

[Apply | [ Help |
Puc. 25. O6HoBneHue MO yepes TFTP

| ' Ecnu obHoBNeHMWe BbinonHAeTcA Yyepes TFTP, HeT He06XOAMMOCTM UCMO/Ib30BaTh UMSA
Nnonb30BaTenA U Napob.

Y6eantecb B HOpmMasibHOM coeguHeHumn cepsepa FTP u KommyTaTopa:

25 Tftpd32 by Ph. Jounin

Curient Ditestory [D-\wsoth FW_SEWMSA-D_v108 ~|  Browse |

Server interface  [132.168,93.23 ~| Show Diir |
Titp Server [Tﬂp[lierll DHCP server | Sslog server | DNS server | 4 [»]
peer | file | start bme | progress |
192.168.99.163:1024  <FW_SEWNM... 18:01:54 46% &

File zize : 8674400
4025952 Bytes sent 183179 Bytes/sec

£ i | 3

About | Settings | Help |

Puc. 26. CoegmHeHne kommyTtaTopa un cepaepa TFTP

4. [oxautecb 3aBeplueHns obHoBAEHUA:

Result

The software is updating, do not cut off power supply or proceed any other
operations.
please wait 3-4 minutes...

Puc. 27. OxuaaHue 3aBepweHna obHoBAeHMUA
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5. Korpga obHoBneHMe byaeT 3aBepLUeHO, KaK NoKasaHo Ha pu1c.28, nepesarpysunTe YyCTPOMnCTBO.
MoTom 3anante B pasgen «OcHoBHaA MHPOpMaLUS O KOMMYyTaTope» U ybeauTecb B TOM,
4YTO 06HOB/IEHWE 3aBEPLUEHO U HOBAA BEPCMA aKTUBHa.

“ Result

The software is upgraded successfully!
Puc. 28. O6HoBneHue Yepes TFTP 3aBeplueHo

* B npouecce o6HoBneHus MO cepsep TFTP gonkeH 6bITb NOCTOAHHO 3arpyKeH.
A * T[locne 3aBepweHuMa OOHOBNEHMA  Mepes3arpysute  YCTPOMCTBO,  YTOObI

aKTMBMPOBATb HOBYO Bepcuto MMO.

* Ecnm obHoBneHMe 3aBeplleHO C OWMOKON, He mnepesarpyrante YCTPOWCTBO,
ytobbl M3bexatb notepun ¢panna ¢ MO. ECTb BEPOATHOCTb TOr0, KOMMYTaATOP He
CMOXKeT PYHKLMOHMPOBATb KOPPEKTHO.

5.6. ®OyHKUMA pe3epBHOro KOMMPOBAHMA N 3arPy3KM HACTPOEK

Y KommyTaTopa nmeetca GYHKLMA pe3epBHOro KONMPOBAHUA KOHGUrypaunun. [laHHasa GyHKUMA
NO3BONAET COXPAHATb TeKylwme dannbl ¢ KoHUrypaumen KommyTtatopa Ha cepsepe. lNocne
TOro, Kak HaCTPOMKM KOMMyTaTopa ObliM M3MEHeHbl, NMO/Jb30BATENN MMET BO3MOMKHOCTb
3arpysutb ¢Galnbl € UCXOAHBIMWU HACTPOMKaMM C cepBepa Ha KOMMYTATOp C UCNO/Ib30BaHWEM
npotokonos FTP / TFTP.

®aiinbl ¢ HacTpOMKaMW KOMMyTaTopa XpaHATCA Ha cepBepe B ¢dopmatax *.doc m *.txt.
Mpoueaypa 3arpy3kMm COXpaHeHHbIX (GalnoB C HACTPOMKaMM C cepBepa Ha KOMMyTaTop
NoKasaHa Ha puc. 29-32.

Transfer Mode @ Ftp Mode O Titp Mode
Function Selection @ Upload File to PC ) Download File to Switch ) Download help file
Sener IP Address 192. 168. 0. 23
File Name config. txt
User Name admin
Password see
Gty ][5 ]

Puc. 29. 3arpy3Kka ¢aina c HacTpoiKkamu B pexxkume FTP
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Transfer Mode @ Ftp Mode O Titp Mode
Function Selection ) Upload File to PC éDownIoad File to Switch ' Download help file
Sener IP Address 192. 168. 0. 23
File Mame config. txt
User Name admin
Password see
[ty | [

Puc. 30. Bbirpy3Ka ¢daina c HacTpoiiKkamn B KOMMYTATOp B pexxkume FTP

Transfer Mode ) Ftp Mode @ Tip Mode
Function Selection @ Upload File to PC ) Download File to Switch ) Download help file
Senver IP Address 192, 168, 0. 23
File Name config. txt
User Name | |
Password | |
Puc. 31. 3arpy3ka ¢aina c HacTpoikamu B pexkume TFTP
Transfer Mode ) Ftp Mode @ Tftp Mode
Function Selection Z) Upload File to PC @ Download File to Switch © Download help file
Sener IP Address 192. 168. 0. 23
File Name config. txt
User Mame | |
Password | |
Goly | [Eem ]

Puc. 32. Boirpyska ¢aina ¢ HacTpoKamu B KOMMYyTaTop B pexkume TFTP

6. LLDP

6.1. OnucaHue

MpoTtoKkon Link Layer Discovery Protocol (LLDP) npepoctaBnsieT coboit ctaHAapTHbI meTon,
0o6HapyXeHUA ypoBHA KaHana (2-ro ypoBHsA). OH WMHKaNCynMpyeT pas/vyHylo MHbOopmaumio,
HanpuMmMep, BO3MOXKHOCTM YCTPOWCTBA, aapec, naeHTUdUKaTop yCTpomcTea M MHTepdelica, B
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naket Link Layer Discovery Protocol Data Unit (LLDPDU, 610K gaHHbIX NPOTOKO/1a 06HapyKeHun
YPOBHA KaHana), n nepeaaét LLDPDU cBonm HenocpeacTBEHHO NOAKAOYEHHBIM cocegam. Mpu
nonyyeHmn LLDPDU, coceagn coxpaHsatoT 3Ty nHbopmaumto 8 MIB ans npepoctasneHna NMS
OaHHON MHOOPMALMK, A TaKKe MHGOPMALMM O COCTOAHUN COEANHEHUA MeXAyY YCTPOMNCTBAMMU.

6.2. Hactpoiika yepe3 WEB-uHTepdeic

1. Bkatouunte npotokon LLDP:

o LLDP

LLDP ®Enanle O Disable

| Ldoply | | Help |

Puc. 33. BkntoyeHue LLDP

Hacrpoiika LLDP

Hactpansaemblie onuun: Enable/Disable (BkaounTb/BbIKAHOUAUTD).

3HayeHue no ymonyaHuio: Enable (BkntoueHo).

OnucaHue: BknoyeHne/BbikntoyeHne npotokona LLDP. Ecaum LLDP BKatoueH, KommyTaTop byaet
nepegasatb COOOLIEHMA K COCEAHMM YCTPOMCTBAM MW, COOTBETCTBEHHO, MPUHUMATL W
obpabaTbiBaTh co0buUleHMA LLDP oT cocegHux ycTponcTB. Ecnm LLDP BbIK/IOYEH, KOMMYTATOP HU
nepeaaet, HM obpabaTbiBaeT coobueHma LLDP.

Kpome Toro, ecnn npotokon LLDP BkatouyeH, 6yaeT oTobparkaTbcs MHOpMaLmMa O coceaHem
YCTPOMCTBE, BKAOYAA MHPOPMALMIO O HOMEpPE JIOKabHOIO MOPTa KOMMYTATOpa M yAaNeHHOro
nopTa Ha cocegHem YCTPOMCTBe, a Takxke IP-agpec 1 MAC-agpec coceHero ycTtpomncrea (cm.
puc.34):

LLOP Information

Local Fort |Remote Port Meighbor P Meighbor MAC
1 1 192.168.1.4 00-72-51-73-12-88

Puc. 34. Undbopmauusa LLDP

| . WHdpopmauma o LLDP moxeT 6biTb NoKa3aHa TOIbKO MOC/ie TOro, Kak npotokon LLDP
OyneT BKAOYEH HA Ka)KAOM M3 YCTPOMUCTB. T.K. [aHHbIA MNPOTOKON ABNAETCA

) CTAaHAAPTHbIM MEXaHM3MOM MOWUCKA BTOPOTO YPOBHA, MO YMONYaHUIO OH Bcerga byaer
BK/OYEH.
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7. IIpoTtokoa pa3pemenus agpecoB (ARP)

/.1. BsepgeHune

Address Resolution Protocol (ARP) - npoTokon paspelweHus afpecoB, ONpeaenaloLLnig
cooTtBeTcTBME mexay IP agpecom n MAC agpecom yepes MexaHM3M 3anpocoOB U OTBETOB.
KommyTtatop moxeT onpepenatb cootsetcTene mexay IP agpecom n MAC agpecom gpyrmx
YCTPOMCTB B CeTW. TaKXKe, KOMMYTaTopbl MNoAdep>KuBaloT craTuyeckne ARP  3anucy,
ceasbiBatowme IP agpeca n MAC agpeca. [OuHamumyeckne ARP 3anmcu nepuogmnyvecku
ycTapeBatoT, 4To obecneymsaeT ob6HoBNEeHME MHOOPMaLMN.

JaHHble cepnm KOMMYTATOPOB NOALEPHKMBAET HE TONLKO KOMMYTALMIO HAa 2 YPOBHE, HO U
¢yHKUMO ARP, KoTopasa obecneuyvBaeT nosayvyeHue WHbopmaumm o IP agpecax apyrux
YCTPOMCTB, HAXO4ALWMXCA B OAHOM CErMeHTe CETU C KOMMYTAaTOPaMM, a TaKKe B3aMMOAENCTBUA
C CUCTEMOW YNPaBAEHUNSA CETbIO U APYTMMM YNPABASEMbIMU YCTPOMCTBAMM.

7.2. OnucaHue

ARP 3anucu genAatca Ha cTaTU4eckme n AMHAMUYECKME.

AVHaMumyeckne 3anucm reHepupyroTca U MOALEPMKUBAKTCA HA OCHOBAaHWM MOAYYEHHbIX
KommyTatopom ARP 3anpocoB. [uMHamuyeckue 3anmcu MOTyT ycTapeBaTb, OOHOBAATbCS
HoBbIMM ARP 3anpocamum n nepesanmcblBaTbCA CTaTUYECKMMM 3aNMNCAMM.

Cratnyeckme 3anmucuM BBOAATCA BPYYHYIO, M TaKXKe BPY4YHyH noaggepxupatorca. OHWU He
YyCTapeBatoT U He Nepe3anmcbiBatoTCA ANHAMUYECKMMU 3aNMUCAMM.

KommyTtaTopbl noaaep»xkusatoT Ao 512 ARP 3anucen (po 256 cratmyeckux) Ecam ymncno ARP
3anucei npesblwaeT 512, HOBble 3aNMCM aBTOMATMYECKM HAYMHAIOT Nepe3anucbiBaTb CTapble
AVHaMMyecKkue.

7.3. HacTpoiKa c nomouibto Web-nHTepdeitca

1. HacTpolite Bpemsa }u3Hu (gelicteusa, aging time) ARP:

« ARP address

ARP Aging Time

ARP Aging Time 20 (10-60rmin)

Puc. 35. HacTtpoitka BpemeHu xun3Hm ARP

Bpemsa KusHu (aeincreuma, aging time) ARP (ARP Aging Time):
Hactpausaembit ananasoH: 10~60 MmuH.
3Ha4yeHue No ymonyaHuto: 20 mMuH.
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OnucaHuWe: HacTpolKa Bpema XW3HW (aelictBus, aging time) ARP. Bpema crtapta ARP
HaunHaeTca nocne gobasneHma auHamuyeckomn 3anmcm ARP B Tabanuy agpecos. Korga Bpems
3aKOHUUTCA, 3Ta ANHAMUYeCcKan 3anucb byaeT yaaneHa us Tabanupl.

2. HacTpoitKa ctatnyeckoro agpeca B 3anncu ARP:

ARP Address Configuration
IP address [192.168.0.2

MAC address | |48-BE-2D-00-2B-B6|

Puc. 36. Hactpoiika ctatmyeckoro agpeca B ARP

Appec ARP (ARP address):

lpynnosas HacTpolika: {IP address, MAC address} (IP agpec, MAC agpec).
®opmart: {A.B.C.D, HH-HH-HH-HH-HH-HH}. (H — wecTHaguaTepuyHbIit Homep)
OnwucaHue: HacTpolika ctatuyeckoro agpeca B ARP.

| .+ IP agpec, Ha3HayaeMblil Ana cTaTMyeckol 3anucu ARP, JOMKEH HaXOoAWUTbCA C
ﬂ KOMMYTaTOPOM B OAHOM U TOM }Ke CermeHTe ceTu.
* HKorga IP agpec KommyTaTopa Ha3Ha4yeH B cTaTuyeckon 3anmcu ARP, cuctema
6yaeT aBTomaTuyeckun nepegasatb MAC agpec KOMMyTaTopa.
* KaK npaBuio, KOMMYTaTOpP MOXET aBTOMATUYECKM 0O6HapyKMBaTb 3anncu ARP 6e3
HeobX0AMMOCTMN HAaCTPOMKM CTaTUYECKOMN 3annC aAMUHUCTPATOPOM.

OTobparkeHue unm yaaneHue agpeca B 3anucu ARP:

ARP Address List

Index IP address MAC address Flags
O 192.168.0.5 48-BE-2D-31-71-02 dynamic
O 192.168.0.6 00-1E-CD-00-00-11 dynamic
O 192.168.0.12 48-BE-2D-83-84-95 static
O 192.168.0.23 44-37-EG-88-6E-90 dynamic

Puc. 37. Tabnuua agpecos B ARP

Appeca ARP (ARP address):

lpynnosoe otobpaxkeHue: {IP address, MAC address, Flags} (IP aapec, MAC agpec, ®naru).
®yHKUMA: 0TOBpaXKeHNe CTaTUYECKUX U ANHAMUYECKnX 3anucei ARP.

[elictBue: Bbibepute cTaTUYECKYtO 3aMncb M Haxkmute <Delete> gns yaaneHusa gaHHoM 3anucu.

ﬂ 3anucb AnHamuyeckoro ARP He moXKeT ObITb yaaneHa.

e

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PyKoBOACTBO MO HacTpoliKe

SEWMB9A-D, SEWM10G-D

8. Hactpoiika Q0S
8.1. BeegeHune

®yHKumMA QoS (Quality of Service) no3sonset guddepeHunpoBaTb CEPBUCHI, B 3aBUCUMOCTU OT
pa3HblX TpeboBaHUI B YCNOBUAX OrPaHUYEHHOM MPOMNYCKHOW CNOCOOHOCTU NMYTEM KOHTPOAS
TpaduKa n ynpasneHmMa notokom Tpaduka B IP cetax. QoS nbiTaeTcAa y40BAETBOPUTL 33434M
nepefayn [aHHbIX Pa3/INYHbIX CEPBUCOB, CHU3UTb 33a4EP)KKM B MNepesayn [AaHHbIX U
MUHUMU3NPOBaATbL 3QPEKT OT 3a4epHKeK, B 3aBUCUMOCTU OT NPUOPUTETA CEPBUCA.

OcHoBHble 3agaun QOS: naeHTMdMKauma TpadwuKa, ynpasBieHUEM 3agepKKaMu nepenayu
OaHHbIX M NpeaoTBpaLLeHMe Neperpy3okK B CETU.

NaeHTnduKauma Tpaduka: uaeHTUOUKaAUMA OOBEKTOB MNPOUCXOAUT B COOTBETCTBUU C
onpeaeneHHbIMM npasuaamu. Hanpumep, obbektamm morytT ObiTb NONA NPUOPUTETOB B
nakertax; npuopuTeTbl, onpeaensemble no noprtam u VLAN-am; nnbo apyras uHpopmaums o
npuoputeTax. MaeHTndmkauma tpadmka - ocHosonoararowas ¢pyHKuma QosS.

YnpaBneHuve 3agepkamu: obszatenbHas OyHKUMA AN onpefeneHUA Ba*KHOCTUM AaHHbIX.
YnpasneHne 3ageprKKkamu npeactaBaseT cobor KombuHaLUMIo caeayloWmx TEXHUK: co3aaHue
NPUOPUTETHBIX oO4Yepeael, onpeaeneHMe NOCNefoBaTeNbHOCTM MNepesayn  AaHHbIX B
33aBUCUMOCTU OT OMNpeaenéHHOro aaropuMTMma, 4Yto NO3BOAAET AO0CTMYbL NpuopuTeTa nepesayvmu
ON1A CaMbIX BaXKHbIX CEPBUCOB.

MNpepoTBpalleHne Neperpy3oK: YpeamMepHOe KOMIMYECTBO 3a4EPrKEK Mepeaadun AaHHbIX MoryT
nospeanTb OaHHbIM, NepegaBaemMbiM 4epe3 ceTb. PyHKUMA NpenoTBpaLLEHUA Meperpys3okK
cneauT 3a UCNO/Ib30BaHMEM BCEX CeTeBbIX pecypcoB. Mpu obHapyKeHMM NOBbIWEHHOro YMcna
3a4epKeK, AaHHaa OyHKUMA 3anycKkaeT MexaHM3M npeaynpeautesibHoro oTbpacbiBaHMA
NMaKeToB M M3MEHSET KO/IMYECTBO NepesaBaeMbiX 4aHHbIX A1 U30aBNEeHUA OT NeperpysKku ceTu.

8.2. MpuHumn paboTsl

Kakabih NOPT AaHHOM cepuMm KOMMYTaTOpOB NoaaepuBaeT 4 ovyepeaun KawmposaHusa (0, 1, 2,
3) No NPUHLMNY: YeM BbILLE YNC/IO - TEM Bbille NpuopuTeT. Mpu NOCTYNAEHUN Kagpa Ha noprT,
KOMMYTATOP onpeaendetr NoAXoAAly0 ONA Hero ovyepenb B 3aBMCMMOCTM OT ero 3arosloBKa.
KommyTaTtopbl AaHHOM cepuM NOALEPMKMBAET TPU pPEXMMA OnpeaesieHMa COOTBETCTBUSA
oyepenelt u npnoputeTos: nopt, DSCP, 802.1p.

* Ecau gna napametpa Ingress Type AnA nopTa yCTaHOBAEHO 3HavyeHue Port, npnopurer
nopta MO YMOMYAHUIO oOnNpeaenseT oyepedb AN COXpaHeHMA  CoobLeHus.
CooTHOLEHMe OTOGpaXKeHUs npuopuTeTa NO YMOAYAHUIO U o4vepean MO YMOHAHWUIO
COOTBETCTBYET NpuopuUTteTy n odepean 802.1p.

e 3HaveHune DSCP 3aBucuT oT Yactm coobuieHma ToS/DSCP. CooTHolLeHUe oTobpaxKeHns
3TOro NnpuopuTeTa M ovepesm MoXKeT ObiTb CKOHOUIYPUPOBAHO.

*  Ecnm coobueHune ABnseTca TermpoBaHbiM, 3HaYeHue 802.1p 3aBUCUT OT NpuopuTeTa
Tera 802.1p B coobuweHun. Korga coobuieHne ABnseTcA HeTermpoBaHbIM, 3HavyeHue
802.1p 3aBUCUT OT NpuopuTeTa NOpPTa NO YMOAYAHUIO. MOMXKHO HACTPOUTb OTHOLUEHME
oTobpaxeHus npunoputeta 802.1p n oyepean.

Mpn nepepaye OaHHbIX, ONA pacnpeneneHMa Kagpos no 4 npuopuUTETHbIM o4vepesam nopT
WUCMONb3YET PEXMM MNAHUPOBAHUA. [aHHble KOMMYTATOpPbl WMCNOAL3YIOT [ABa pPeXMma
noctaHoBKK B ouepeab: WRR (Weighted Round Robin, B3BeweHHaa ouepenb) U NPUOPUTETHbIE
ouyepeam SP (Strict Priority, npuoputeTHan oyepesb).
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* WRR pacnpegenser gaHHble B 3aBUCMMOCTU OT B3BELIEHHOro KoadduuymeHTta. Pasmep
oyepenein 3aBUCUMT OT WX B3BelleHHoro KoadduumeHta. WRR oTaaér npuoputer
oyepesAM C HAMBONbLWNM 3HAYEeHMEM KoaddMUMeHTa.

* [lpnoputeTHble ouepean SP rapaHTUPYIOT, YTO AaHHbIE C MAaKCMMaA/bHbIM NPUOPUTETOM
6yayT nepepaBaTbCs B NepByl0 oyepenb. Kak TONbKO Ha KOMMYTaTop NOCTynatoT
OaHHbIE C MAaKCMMaIbHbIM MPUOPUTETOM, YCTPOMCTBO NpeKpaLLaeT 06paboTKy AaHHbIX C
b6onee HU3KMMM MPUOPUTETAMM M HaAUYMHAET nepefady TeX, YTO MaKCMMa/lbHbIM
npuoputeTom. TONIbKO KOraa o4vepesb MAaKCMMaNbHOIrO NPUOPUTETA MyCTa, YCTPOMCTBO
nepexoamT K Nepegaye faHHbIX CeqyoLein No BaXXHOCTM odepeamn 1 Tak ganee.

8.3. HacTpoiKa yepes Web-mHTepdeic

1. Hactpoliika QoS nopra:

% QoS Configuration

Port Configure
Faort | Type Ingress Type Egress Type
1 FE ®pot Osoz1r O DpscP ®spr OWRR
2 FE ®pot Osozip O Dscr ®sr OwRr
3 FE Oprot  @sgozip O Dscp Osr @wrRr
4 FE Oprot  ®sgoz1r O DpscP Osp @®WwWRR
£ FE OPot Ogoz1P & DSCP ®@sp QWRR
8 FE OpPot OgoziP & DSCP Ospr @WRR
G1 | GX ®rFot  Osozi1Pr O DSCP ®sp OWRR
Gz | GX Opot ®go21P O DSCP OsP @®@WRR
G3 | GX Oprot  OsoziPr @ psce ®sr Owrr

SP: Strict Priority  WRR: Weight Round Robin 8:4:2:1

Puc. 38. HacTtpoliika nopTa ¢ QoS

HacTtpoika npuopurera (Ingress Type)

HactpanBaembie onunn: Port/802.1p/DSCP

3HayeHue no ymonyaHuto: 802.1p

OnucaHue: HacTpoika mexaHM3ma NpuopuTeTa UCMOIb3yeMOro nopTa. BoibepuTte ToN1bKO 04MH
TUN MEeXaHM3Ma NpUopUTETA ANA KAXKAO0ro nopra.

HacTtpoiiKa pacnpegeneHua nponyckHou cnocobHocTu (Egress Type)

HactpanBaembie onuun: SP / WRR

3Ha4vyeHue no ymonyaHumio: SP

OnucaHne: HacTpoMKka pe)Mma pacnpefeneHua nponyckHOM crnocobHoctu nopTta. SP
NpPeMmyLLecTBEHHO 06pabaTbiBaeT [aHHble B O4epeau C BbICOKMM MPUOPUTETOM; WAaes
ncnonb3oBaHuA pexnma WRR coctoMT B TOM, 4YTO pasHble OYepeau MMEKT pPasHyH
KOHOUrypaunio Beca. B  AaHHbIX cepuax KOMMYTAaTOpPOB MOPTbl  MOFYT MNPUHUMATL

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PYKOBOACTBO NO HacTpoWkKe

SEWMB9A-D, SEWM10G-D

dUKCMpOBaHHOE BeCOBOE COOTHoweHue: ouyepeab 3, 2, 1, O coOOTBETCTBYET BECOBOMY
COOTHOLWeHMuo 8:4:2:1.

2. HacTpoika cooTHoweHus npuoputet 802.1 p / npuopuTeT NopTa K ovepeau.

802.1P Priority 0~7

Priarity 0 1 2 3 4 5 ] 7
ﬂueue|lil v||1 v||2 v||3 v||3 v|| 2 v|| 1 v|| 1] v|

Puc. 39. Hactpolika nopta QoS

Mpuopurter 802.1P (802.1P Priority)

lpynnoBas HacTpolika: {Priority, Queue}

JunanasoH 3HavyeHunin: {0~7, 0~3}

3HayeHMe no ymondanuto: npmnoputetol 0 n 1 coorsetcTaytoT ovepegm 0; npuoputetol 2 1 3
COOTBETCTBYIOT o4yepeaun 1; npuoputeTbl 4 n 5 cOOTBETCTBYIOT odepean 2; npuoputeTol 6 n 7
COOTBETCTBYIOT ovepeam 3.

OnucaHue: HacTpoliika cooTHoweHua npuoputeT 802.1 p / NnpuopuTeT NopTa K oyepesm.

3. HacTtpoitKka cooTHoweHUA npunoputeta DSCP K ouepegm

DSCP Priority 0~G3

DSCP | Qos Queue | DSCP | Qos Queue | DSCP | Qos Queue | DSCP | Qos Queue
0 1] “ 16 1 “ 32 2 “ 43 3 “
1 1 w 17 2 v 33 3 49 0«
2 2 “ 18 i e 34 1] “ 50 1 “
3 3 “ 19 0« 35 1 “ 51 2 “
4 (IR 20 1+ 36 e w 52 3w
5 1] w 21 1 “ a7 2 “ 53 3 “
i 1] w 22 1 “ a8 2 “ 54 3 “
7 1] “ 23 1 “ 39 2 “ 55 3 “
g 1] “ 24 1 “ 40 2 “ 56 3 “
] 1] w 25 1 “ 41 2 “ 57 £ w
10 0D« 26 1w 42 2w 58 3w
11 0 |+ 27 I 43 g W 59 3~
12 0w 28 1w 44 2w G0 3w
13 0w 29 1 |« 45 2w 61 3w
14 0w 30 1 |« 46 2w G2 3w
15 1] w ch| 1 “ 47 2 “ 63 3 w

Queue = 0-LOWEST, 1--SECLOW, 2--SECHIGH, 3-HIGHEST
Puc. 40. Hactpoiika cooTHolweHus npuoputeta DSCP K ouepean
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Mpuopuret DSCP (DSCP Priority)

lpynnosas HacTpolika: {Priority, Queue}

[dunanasoH 3HauyeHunin: {0~63, 0~3}

3HavyeHMe No ymon4vaHuto: npuoputetol 0~15 cooTtsetcTeyeT odepeaun 0; npuoputeTbl 16731
COOTBETCTBYIOT ovepean 1; npuoputetsl 32747 COOTBETCTBYIOT o4yepeam 2; npunoputeTsl 48763
COOTBETCTBYIOT ovepeam 3.

OnwucaHune: Hactporika cooTHoweHuA npnoputeTta DSCP K ouepeam.

8.4. Mpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 41, nopTbl 1, 2, 3, 4 nepecblnatoT coobuweHna B nopT 5. Mpuoputet no
yMoOl4aHMIo ANnA nopTta 1 paBeH 6, a NpuHMMaeMmble NopTom 1 coobuieHns byayT oTobparkaTbes
B oyepeaun 3; NnpuHATbie coobuleHns nopTa 2 ¢ npuoputetom 802.1P, paBHbIM 2, 0TOOpaxKatoTCs
B oyepeaun 1; npuHatbie coobuieHns nopta 3 ¢ npnoputeTtom 802.1P, paBHbIM 4, 0TOGpaxKatoTCs
B oyepeamn 2; npuHATble coobuleHma nopta 4 ¢ npuoputetom DSCP 6 oToGpaxkaloTcs B ovepeau
3; nopT 5 ncnonb3yeT pexmMm NocTaHOBKM B ovepeab WRR.

LLlarn HacTpoMKM KommyTaTopa:

1. YcraHosuTe B pexunme Ingress Type ana nopta 1 3HauyeHue «Port», gna nopta 2 n nopta 3
3HaveHune «802.1P», a ana nopta 4 3HadyeHne «DSCP»; yctaHoBUTE B pexmme Egress Type ansa
nopta 5 3HadyeHne «WRR», KaK NOKa3aHO Ha puUCcyHKe 38.

2. CooTBeTcTBEHHO conoctaBbTe npuoputetbl 802.1P 2 1 4 c ovepeaamm 1 1 2, KaK NOKA3aHO Ha
pucyHKe 39.

3. ConocrasbTte DSCP npuopuTteT 6 ¢ ouepeabto 3, Kak NoKasaHo Ha pucyHke 40.

Mopt 1
B

lNMopt 2
N e MNopt 5
KommyTtaTtop >
MNopt 3
#02. 1p ————

pscp —opT 4

Puc. 41. NMpumep HacTponkm QoS

CoobueHua us nopta 1 u nopta 4 pobasnawTca B odvyepedb 3; coobuweHua u3 noprta 2
nobasnaTca B odepeap 1; M coobuieHns us nopta 3 gobasnawoTca B odepeap 2. CornacHo
COOTBETCTBYIOLLEN 3aBUCMMOCTU MEXKAY OYepeablo U BeCOM (BecoBoe OTHOLleHue ovepean 1
paBHO 2, BECOBOE OTHOLUEHME Oo4Yepean 2 paBHO 4, BECOBOE OTHOLIEHWE oyepean 3 paBHO 8),
Mbl 3HAaeM, 4YTO OTHOLIEHME MNPONYCKHOM cnocobHoCTM K coobuweHnam B o4vepean 1
COOTBETCTBYET 3HaYeHuo 2/(2+4+8); oTHOWEHNE MPOMYCKHOW CNOCOBHOCTU K COObLIEHMAM B
oyepean 2 COOTBETCTBYET 3HaudyeHuto 4/(2+4+8); OTHOLIEHME NPOMYCKHOW CNOCOBHOCTM K
coobuieHnam B ovepean 3, COOTBETCTBYET 3HaueHuo 8/(2+4+8). Kpome Toro, Bce cooblieHuUs
OT noptoB 1 1 4 BXOAAT B oyepeab 3, NOITOMY OHW NepecblialoTca Ha OCHoBe npasuaa «First
come, First go», HO, KOHEYHO, obLiee OTHOLIEHMEe NPONYCKHOM CNOCOBHOCTH, BblaeNeHHoe ANA
coobuieHuit ot nopta 1 1 nopta 4, AONKHO COOTBETCTBOBATL 3HaYeHUIo 8/(2+4+8).
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9. TpaukoBbie mopthl (Trunk Port)

9.1. BsegeHue

TpaHkoBbIi (Trunk) nopT cBsasbiBaeT rpynny Gp1U3nMYeCcKUx NOPTOB C OANHAKOBOW KOHOUIypaLumei
B OAWMH NOrMYecKMii nopT. MopTbl B rpynmne He TONbKO MOTYT MCNO/Ib30BaTb JIOFTMYECKUI KaHan
COBMECTHO, HO TaK¥e MOryT CTaTb AMHAMMUYECKMM Pe3epBUPOBAHMEM KaXKAOro KaHana, gna
NOBbILLIEHNA HALEKHOCTU COEANHEHMA.

9.2. Peanunsauma GyHKLUM

Kak nokasaHo Ha puc.42, Tpu nopta Kommytatopa A obbeguHeHbl (arpernpoBaHbl) B
TpaHKoBYO rpynny W nNpPOMycKHas CrnocobHocTb TpaHKOBOW rpynnbl fABAseTcA obulen

NPOMYCKHON CNOCOBHOCTLIO TPEX NopToB.
@ KommyTartop A

Kanan arperayum _>< >

KommyTatop b

Puc. 42. TpaHKoBble NopTbl

Korga kommyTaTop A nepepaer AaHHble AN KOMMyTaTopa B yepes arperMpoBaHHbIM KaHan,
TpaHKoBaA rpynna Kommytatopa A 6yaet pacnpefensaTb MOTOKW AaHHbIX B COOTBETCTBUU C
onpeaeneHHbIM anropuTtMom, Npu 3TOM TONbKO OAMH NOpPT byaeT BbibpaH Ana nepegayu
AaHHbIX. Echy npousonaeT cboit Ha 04HOM M3 MOPTOB TPAHKOBOW rPynNMbl, TO B COOTBETCTBUM C
aNropuTMOM, AaHHble nepegaBaemble 3TUM MOPTOM, ByayT nepepacnpenenieHbl Ha ApPyroi
HOpManbHO paboTatoLmin NopT.

9.3. OnucaHue

PeXMM HaCTPOMKM MopTa KaK TPAHKOBOrO M cineaylolime onepauuu ¢ NopTamu U ABAAKOTCS
B3aMMOWCKHOYAOLWMMMU:

* [MopT c paboTaloWwmUm MPOTOKONIOM KOJNIbLEBOIO PE3EPBUPOBAHUA HE MOXKET bObITb
BK/IIOYEH B COCTAB TPAHKOBOW rpynnbl. Ha nopTy, BXoAAlWEM B TPaHKOBYK rpynmny
HeNb3A BK/IOYMTb NPOTOKO/ KO/bLEBOTO PE3epBMPOBAHUA, T.e. OH HE MOXKEeT ObITb
KOHUIypMpoBaH KaK NOPT B COCTaBe KO/bLA, B TO e BPEMS MOPT C BK/AOYEHHbIM
NPOTOKO/IOM KO/IbLLEBOrO PE3EPBUPOBAHNA HENb3A NOAKNOUMTL K TPAHKOBOW rpynne.
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* [lopT c paboTaloWwmm NPOTOKOJIOM MHOroaapecHoi paccblikn (multicast protocol) He
MOKeT ObITb BK/IIOYEH B COCTaB TPAHKOBOW rpynnbl. Ha nopTy, BXo4AWweM B TPaHKOBYIO
rpynny Henb3a BKAKYUTb NPOTOKO/I MHOTOAZAPECHOM PACCbI/IKM, COOTBETCTBEHHO MOPT C
BK/IIOYEHHbIM  NPOTOKO/IOM MHOFOaAPEeCHON PaACCbINKM  HeNb3A MNOAKNIUUTL K
TPaHKOBOW rpynne.

* [opT, CKOHOUIYPUPOBAHHbIN B pexnume GVRP He MoKeT ObiTb BK/AOYEH B COCTaB
TPAHKOBOW rpynnbl. Ha nopTy, BXOo4AWEM B TPAHKOBYIO FPYyNny HENb3A BKAOYUTL PEXUM
GVRP, a nopT ¢ BKAtOYEHHbIM pexxumom GVRP Henb3A NnogKNouNTb K TPaHKOBOM rpynne.

* TopT, CKOHPUIYPUPOBAHHbIA B PEKMME CTaTUYECKON MHOroaapecHoi/oaHoaapecHoM
nepefaum (static multicast/unicast) He MmoeT 6bITb BK/IOYEH B COCTAB TPAHKOBOW
rpynnbl. [OpT, BXOAAWMA B TPaHKOBYIO rpynny, He moxeT bObiTb fobaBneH B
CTAaTUYECKYHO 3aMNUCb MHOTOa4pPEeCHON/0AHOAAPECHOM PACCbIIKK, @ NOPT, A06aBNEHHDbIN
B CTAaTUYECKYIO 3aMUCb MHOrOaApecHon/oaHOaAPECHOM, HE MOXKET NPUCOEANHUTLCA K
TPaHKOBOW rpynne.

* [lopT, ckoHOUrypupoBaHHbIA B pexkume DHCP Snooping, He MOKeT ObiTb BKAOYEH B
COCTaB TPaHKoOBOM rpynnbl. Ha nopTty, BxoaAwemy B TPAHKOBYH Tpynny, Henb3A
BKAOUMTL pexkum DHCP Snooping, a nopT ckoHPUrypupoBaHHbI B pexume DHCP
Snooping, HeNb3A BKIOYUTL B COCTAB TPAHKOBOM rpynnbl.

e [lopT, CKOHOUTYPUPOBAHHbLIM B PEXUME 3epKaIMPOBaHMUA MOPTOB, HE MONKET ObiTb
BK/IIOYEH B COCTaB TPaHKOBOW rpynnbl. Ha nopty, BxogAwemy B TPaHKOBYIO rpynny,
Henb3A BKAKOYUTb PEXMM 3epKanupoBaHWA MOPTOB, a MOPT, Ha KOTOPOM BK/IOYEH
peXKMM 3epKasIMpoBaHMA NOPTOB, HE/b3A BKIOUYUTL B COCTAB TPAHKOBOW rpynnbl.

TPaHKOBbIX NMOPTOB.
* [opT MOKeT 6bITb NOAKAKYEH TOJIBKO K OA4HOM TPaHKOBOM rpynne.

ﬂ e [urabutHble NOPTbl AAHHbIX CEPUIA KOMMYTAaTOPOB HE MOAAEPXKMBAKD PEKUM

9.4. HacTpoiKa yepes WEB-mHTepdelic

1. Bbibop pexxuma paboTbl TPaHKOBOrO NOpTa.

~ Port Trunk

Port Trunk Mode | OxoR @ HasH

Puc. 43. Bbibop pexrma paboTbl TPaHKOBbIX MOPTOB

Pexxum pabotbl TpaHKoBoro nopta (Port Trunk Mode)

Hactpansaembie onunn: XOR/HASH

3Ha4yeHue no ymonyaHuto: HASH

OnucaHue: HacTpoiiKka nopTa B TPaHKOBbIM pexxum (Port Trunk). HacTpoiika nopTa B TPaHKOBbIM
pexunm onpegensaeT cnocob COBMECTHOro MCNO/b30BaHMA MOTOKOB B TPAHKOBOM rpynne.
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2. HacTpoiika rpynn TpaHKOBbIX NOPTOB

Trunk D 2
Port 1 2 3 4 5 5] 7 a 2]
Type FE FE FE FE FE FE Fx Fx Fx
Select O | O O
| Apply | | Help |

Puc. 44. Hactpolika rpynn TpaHKOBbIX MOPTOB

NaeHTnduKarop TpaHkosoro nopta (Trunk ID)

HacTpansaemblii ananasoH: 1716

OnucaHue: HasHayeHMe MOPTOB B TPaHKOBYK rpynny. KommyTaTopbl JaHHOM cepuun
noaaepKMBaldT MakcMMym 16 TPaHKOBbLIX FPyMn, WU KaxkaaAa TPaHKOBaA rpynna noagepusaer
MaKcMmym 4 nopra.

3. OTobpakeHue cnucka TPaHKOBbIX rpynmn

% Port Trunk

Trunk List
trunk-1
trunk-2

| 4dd | | Help |

Puc. 45. NMpocmoTp cAncKa TPaHKOBLIX rpynn

HaxXmuTe Ha UMA TPAHKOBOM rpynnbl A1 NPOCMOTPA NOPTOB, BXOAALMX B Tpynny, a TaKke ana
N3MEHEHMA NapameTpPoB MW yAANEeHUA TPYNMbI.

< TRUNK SET
Trunk ID 1
Fort 1 2 3 4 A f T ] q
Type FE FE FE FE FE FE Fx Fi Fx
Select F FI F
|App13r | | Delete | | Cancel | | Help |

Puc. 46. U3ameHeHne napaMeTpoB WK yaaseHMe TPAHKOBOM rpynmbl
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M3meHUTe CNUCOK Y4YaCTHWKOB TPAHKOBOM rpynnbl (406aBbTe HOBble MOPTbI WAWU yaanuTe
cywecrsyowme). Haxkmute <Apply> 4Tobbl aKTMBMpPOBaATb M3MEHEHUA; Haxmute <Delete>,
yTobbI YAANUTbL TPAHKOBYIO Fpynny.

9.5. Mpumep TMNOBOWN HACTPOMKHK

KaKk nokasaHo Ha pucyHke 42, Tpu nopTa (noptbl 1, 2, 3) KommyTaTopa A NOAKNHOYAIOTCA K TPEM
noptam (noptbl 1, 2, 3) KommyTatopa B ana popmmpoBaHMA TPaHKOBOM rpynnbl 2, 4TO6bI
peannsoBaTb pasgesieHre NOTOKOB MeXAy NopTamMu.
HacTpolika KommyTaTopa:
1. CospgaiiTe TpaHKoBY rpynny 2 B KommyTaTtope A u Bbibepute nopTbl 1, 2 1 3, 4TO6bI
Ha3HAYUTb MX Y4ACTHUKAMM TPYNMbl, KAK NOKa3aHO Ha PUCYHKe 44,
2. CospgaiTe TpaHKOBYK rpynny 2 B KommyTtaTope B n Bbibepute noptbl 1, 2 1 3, ytobbI
Ha3HAYNUTb MX YH4ACTHUKAMM TPYNMbl, KAK MOKA3aHO Ha pUCYHKe 44,

10.  Bpems crapennss MAC agpeca (MAC Aging Time)
10.1. BseaeHue

Kaxkabih nopT KoMMyTaTopa MmeeT QYHKLMIO aBTOMATUYECKOro M3yvyeHua agpecos. PyHKLMA
npegHasHayeHa Ana Toro, 4tobbl y3HaTb agpec UCTOYHMKA MPUHUMAEMOTrO Kagpa, BKAHOYas
ncxogHbii MAC-agpec 1 HoMep nopTa KOMMYTaTopa, U COXPaHUTb ero B Tabauue agpecos.
Pexxum BpemeHu cTapeHua (Aging Time) HauuMHaeT paboTtatb nocne AobasBneHus
AVMHaMMUYecKoro aapeca B Tabanuy agpecos. Ecnm Bce nopTbl KOMMYyTaTopa He NOAyYaloT Kagp
C 3TUM afpPecomM WUCTOYHMKA B TeYEHMEe OO4HOW MAWN ABYX CTagMi BPEMEHW CTapeHus, agpec
o6yaet ypaneH u3 Tabaumubl AMHamuMYeckux nepeagpecaumi. Cratmyeckaa Tabnvua MAC-
a4pecoB He 3aBUCUT OT BPEMEHMU CTapeHMA.

10.2. Hactpoika yepes WEB-uHTepdeic

o MAC Aging Time

MAC Aging Time(s) 300 (15-3600)

| Applsr | | Help |

Puc. 47. Hactpolika BpemeHu ctapeHns MAC-agpecos

HacTtpoiika BpemeHu ctapeHusa (MAC Aging Time)

OunanasoH 3HauyeHuin: 15~3600 cek.

3HaveHune no ymonyaHuto: 300 cek.

OnucaHue: 3HayeHMe [OMKHO ObiTb KpaTHbiM 15. Monb3oBaTenu MOrytT U3MeHWTb Bpems
CTapeHUss B COOTBETCTBMW C KOHKPETHOM cuTyaumen, 4tobbl 3¢dEKTUBHO WUCMNO/b30BaATb
¢dyHKUMIo cTapeHna MAC.
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11.  Ckopoctb nopta (Port Rate)
11.1. BseaeHue

HacTpoiika CKOpOCTM MopTa OrpaHUYMBAET KOAMYECTBO MPUMHMMaEMbIx/nepesaBaemblx
cooblleHnit 1M oTbpacbiBaeT AaHHble, npeBbillaloWwme orpaHMyeHue. [lopTbl Aoctyna
OrpaHNYMBAIOT CKOPOCTb BbIOpPaHHbIX COOOLLEHMA, B TO BPEMA KaK BbIXOAHble MOPThHI
OrpaHNYMBAIOT CKOPOCTb BCEX COOOLLEHMN.

OrpaHMYeHne CKopocTh AN1A NATU TUNOB CO0bLWEeHNM BO BXOAHbIX NopTax:

* Unknown Unicast Frame (UUF): coobweHune, MAC-agpec HasHauyeHMA KOTOPOro He bbln
n3y4yeH Unum He 6bin f06aBNEH CTAaTUYECKY;

* Unknown Multicast Frame (UMF): coobuweHne, MAC-aapec HazHayeHMA KOTOPOro He
6bln nobaBneH uUAM He Obll 0O6HApPY)KEH C Nomoulbio NpoTokonoB IGMP Snooping u
GMRP;

* Broadcast Frame (BF): coobueHune c MAC-agpecom Ha3HauyeHua FF: FF: FF: FF: FF: FF;

* Multicast Frame (MF): coobuweHne, MAC-agpec HasHauyeHUs KoToporo 6bin gobasneH
nnun 6b1n 06HapyKeH ¢ nomoupto IGMP Snooping 1 GMRP;

* Unicast Frame (UF): ogHoaapecHoe coobueHne, MAC-aapec nonyyatena KoToporo 6bin
N3y4yeH UM CTaTUYecKkn gobasneH.

11.2. Peanusaums pyHKUUM

Bydep mapkepos (Token Bucket) moXHO paccmaTpuBaTb KaK KOHTEWHep ANA XpaHeHus
onpeaeneHHoOro Ko/sMyecTBa MapKepoB. Mapkepbl nomeuwatotca B bydep ¢ 3amaHHOM
CKOpPOCTblO, Npu 3TOM bydep MmeeT 3afaHHYy0 eMKOCTb. Ecanm KonmyectBo mapKepos
npeBsblllaeT eMKocTb bydepa, To B onpeaeneHHbii MOMEHT OH ByzeT nepenosiHeH U cucTtema
OCTAHOBMUT HaKoNiaeHWe mapkepoB. KarKabii mapKep MO3BOJIAET OTNPAaBAATb OnpeaeneHHoe
KoanuyecTso 6UT. B npouecce nepenayn naketa KOAMYECTBO MapKepoB, 3KBMBANIEHTHOE A/IMHE
naketa B 6butax, ypansetrcA. Ecnm B Oydepe HeOOCTaTOYHO MapKepoB, MaKeT MOXKeT
nepeaasaTtbhCsA 40 TeX Nop, Noka B bydepe He ByaeT A4OCTAaTOYHOrO KOAMYECTBA MAPKEPOB MU
MOKeT bbITb COpOLLEH.

Bydep mMapKkepoB MCMNoONb3yeTcs NPU HACTPOMKE CKOPOCTM MopTa ANsA YNpaBAeHWA MOTOKOM.
Ecnv ana nopra ycTaHOB/MEHA CKOPOCTb, Nepe, OTNpaBKoM cOObLEeHUA B 3TOM NopTy byayT
obpabaTbiBaTbcA bydbepom mapkepos. Ecim B Bydepe npucyTcTByeT AOCTaTOYHOE KO/IMYECTBO
MapKepoB, coobuweHns byayT nepeaaHbl, B NPOTUBHOM C/ly4ae OHW ByayT yaaneHsl.

11.3. Hactpoika yepes WEB-uHTepdeic

1. [do6aBuUTb HAaCTPOWMKY CKOPOCTU NopTa
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“ Port Rate
Port Rate Configuration
Paort ID |Bucket| PacketType IngressFate EgressRate
1 v||o~|Mur Muwr Eer Owr Our | |70 (64-200000Kbps) | |80 (64-1000000Kbps)

UUF--unknown unicast frame, UMF--unknown multicast frame, BF--broadcast frame MF--multicast frame UF--unicast frame

Puc. 48. Hactpolika ckopocTu nopta

NaeHTudukartop nopra (Port ID)

HacTpanBaemas onuuaA: Bce NOpPTbl KOMMYTaTOpPa

bydep (Bucket)

Hactpausaembiit amanasoH: 0~4

OnucaHMe: HaCTpoMKa 3HauyeHuMM ana 6ydepa mapkepoB. NS KarKAOro MNOpPTa MOMKHO
YCTaHOBMUTb 5 pasHbIX 3HAYEHU MapPKePOB.

Tun nakera (Packet Type)

HactpanBaemsbie onunn: UUF/UMF/BF/MF/UF

OnucaHue: BbIGOp TMNA MAKeTOB, KOTOPbIM HEOHXOAMMO OrpPaHMUYUTL CKOPOCTb B MAapKEPHOM
bydepe. OoHOBPEMEHHO MOKHO BblOpPaTb HECKO/IbKO TUMOB MaKETOB.

Bxogawmii noToK (Ingress Rate)

HacTtpanBaemblit AnanasoH: 64~200000 Kéut/c

OnucaHune: OyHKUMA OFpaHUYEHUA CKOPOCTM BXOAAWEro MOTOKA MaKeToB, MpPU 3TOM
npesblllalomne orpaHnuYyeHmMe naketbl byayT oTbpoleHbl. CKOpPOCTb BXoAAWeEro noToka AnA
Fast Ethernet HaxoguTca B grManasoHe 64~100000 K6ut/c. CKOpoCTb BXOAALLEro NOTOKa nopTa
ana Gigabit Ethernet HaxoauTca B AnanasoHe 64~200000 K6uT/c.

Ucxopgawmii notoK (Egress Rate)

HactpanBaemblit AnanasoH: 64~1000000 Kéut/c

OnucaHune: PyHKLMA OrPaHNUYEHUA CKOPOCTU UCXOAALLETO MOTOKA NAaKeToB, NPU 3TOM NMpPU 3TOM
BbIXOZHAaA CKOPOCTb Ha MopTy byaeT pacnpeaeneHa nocpeActBOmM 5 BydepHbIX MapKepos.
CKOpOCTb UcxoaAalLlero notoka ana Fast Ethernet HaxoguTca B gnManasoHe 64~100000 Kéut/c.
CKopocTb ucxoaswero noToka nopta ana Gigabit Ethernet Haxoautca B ananasoHe 64~200000
Kéut/c.

2. YpaneHue HacTPOMKKU CKOPOCTU NopTa

Bbibepute meTKy bydpepHOro mapkepa AnA BblOpaHHOro nopTta, Kak NMokasaHo Ha puc. 48 u
HaxkmuTe <Delete>, yTobbl yaanNTb KOHOUIYpPAUMIO OFPaHNYEHUA CKOPOCTU Nepesaym NakeTos
B AaHHOM bydepe nopTa.

ﬂ Mocne TOro, Kak napameTp CKOpOCTU Bxogduwero Tpaduka ypanserca byodepa

‘ MapKepoB, CKOPOCTb Ucxoasauwero Tpadumka nopTa Takke yaanserca. Ecnm ans apyrux
6ydepHbIX MapKepoB 3TOro nopTta TpebyeTca U3MEHUTb UCXOLALLYHO CKOPOCTb, €ro
Heobxoammo cbpocuTb.
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3. OTobpakeHue cnucka HaCTPOMKM CKOPOCTU NOPTOB.

Port ID Bucket PacketType IngressRate EgressRate

0 12 3 G4Kbps
1 4 GGKbps

1 2 5 Gakbps 64Kbps
3 MULL disable
4 MULL disable
0 MULL disable
1 MULL disable

2 2 MULL disable disable
3 MULL disable
4 MULL disable
0 MULL disable
1 MULL disable

3 2 MULL disable disable
3 MULL disable
4 ML dizahla

Puc. 49. OTobparkeHne CnmcKa HaCTPOMKM CKOPOCTU MOPTOB

B KonoHke «Tun naketa» (PacketType) «1» o3HayaeT UUF (Heono3HaHHbIA O4HOAAPECHbIM
Kagp, Unknown unicast frame), «2» o3HayaeT UMF (Heono3HaHHbIA MHOroaapecHbli Kaap,
Unknown multicast frame) «3» o3HauyaeT BF (wwupoKoBellaTensHbld Kagp, Broadcast frame),
«4» o3HayaeT MF (MHoroagpecHbi Kagp, multicast frame), «5» o3Havyaet UF (ogHOagpecHbil
Kagp, Unicast frame).

11.4. TMpumep TMNOBOM HACTPONKM

OrpaHuybTe CKOpoCTb BxogAaulero tpadpuka UUF, UMF n BF Ha nopty 1 go 70 Kéut/c u
YCTaHOBUTE BbIXOAHYIO CKopocTb nopTa 1 go 80 K6uTt/c, COOTBETCTBEHHO OHW byayT
obpaboTaHbl B 6ypepHom mapkepe 0. LLlarn HacTpoliku: Bbibepute nopt 1, 6ydepHbIn Mmapkep
0, HacTpoiite TMnbl naketoB Kak UUF, UMF u BF; yctaHOoBUTE Npenen CKOPOCTU BXOAALLETO
noToKa Ao 70 KbuT/c n ckopocTb BbixoaALLero notoka Ao 80 K6ut/c, Kak nokasaHo Ha puc. 48.

12. Pe3epBupoBaHmue
12.1. Sy2-Ring
12.1.1. BsepeHue

Sy2-Ring n Sy2-Ring+ - nponpuetapHbie NPOTOKO/Ibl pe3epBMPOBaHNA KOMMAaHUK Symanitron.
OHM NO3BONIAIOT CETU BOCCTAHABAMBATLCA MeHee Yyem 3a 50mc npu cboe cBAsn, obecneumsas
HaaéXHoe 1 CTabunbHoe coeguHeHMe.
Sy2-Ring 6bIBalOT ABYX TMMOB: KOMbLO, onpeaensemoe Ha noptax (Sy2-Port-Ring), n Konbuo,
onpeaenaemoe no VLAN (Sy2-VLAN-Ring):
* Sy2-Port-Ring: onpepensaetr nopTt, 4epe3 KOTOpbIN HeobxoaAMMO nepepasatb WU
610KMPOBATb MaKeTbl AAHHbIX.
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Sy2-VLAN-Ring: onpeaendetr 4epe3 KOTOpPblt HeobxoauMmo nepegaBaTb WU
6/10KkMpoBaTh NaKeTbl AaHHbIX No onpeaenéHHomy VLAN. 3To no3BondeT HacTpamBaTb
HECKONbKO KoJiel, Ha O4HOM MOPTYy, OTHOCALWMXCA K pa3Hbim VLAN.

Sy2-Port-Ring n Sy2-VLAN-Ring Henb3a ncnonb3oBaTtb 04HOBPEMEHHO.

12.1.2. KoHuenums

KoHLenTyanbHO NPOTOKOAbI paboTatoT cneayowmm obpasom:

Mactep-y3en (Master station): KonbLO MOXET MMeTb TONbKO OAMH MacTep-y3en.
MacTep-y3en oTnpaBaseT nakeTbl Sy2-Ring 1 cneanT 3a TEKYLWMM CTaTyCOM KOJbLia.
Mactep-nopT (Master port): nepBblii NOPT, Yb€ COCTOSAHUE Ha MaAcTep-y3/ie MeHAeTcA Ha
pabouee, Ha3biBaeTcA macTep-nopT. OH HAXOAUTCA B peXXMMe NepechlIKK NaKeToB..
Begombin nopt (Slave port): aTo nopT Ha macTep-y3ne, Yb€ COCTOAHME MEHSeTCA Ha
pabouee nosxke mactep-nopTa. Korga KonibLo 3aMKHYTO, BEAOMbIA NOPT HAXo4uTCs B
penme oTbpacbiBaHMA NakeToB. ECAM KONbLO Pa3OMKHYTO, Hanpumep, uU3-3a o0bpbiBa
CBA3M WM BbIXOZA M3 CTPOA MOPTa, CTATyC BEAOMOrO MNMOPTA MEHAETCA Ha pPeXum
nepecbIsIKM MNaKeToB.

Begombin y3en (Slave station): KONbLO MOMET MMETb MHOXECTBO BeOMbIX Y3/10B.
Begomble y3nbl KAyT Sy2-Ring nakeToB U onoBeLwaoT mactep-y3en 0 HeMCNPaBHOCTAX.
PesepsHbii nopt (Backup port): MopT gnsa ceBAsnM mexay SY2 KoNbLamu HasblBaeTcs
pe3epBHbIM MOPTOM.

PesepBHbIi macTep-nopT (Master Backup Port): ecnu B KonbLe nmeeTcsa ABa pe3epBHbIX
nopTa, pesepBHbIN NOpT ¢ Haumbonbwum MAC-agpecom 6ydeT pesepBHbIM MacTep-
noptom. MNopT HaXoAUTCA B COCTOAHUUN NEPECHIZIKM MAKETOB.

Pe3sepBHbIi Beaombln nopT (Slave Backup Port): ecamn B KonbLe ABa pe3epBHbIX NopTa,
pe3epBHbIN NOpT ¢ HaumeHblwnm MAC agpecom byaeTt pe3epBHbIM BE4OMbIM MOPTOM.
OH HaxoAnTCA B pexkMme oTbpacbiBaHUA NAKETOB.

Pexxum nepeHanpaBieHUA NAKETOB: €CAM MOPT HAXOAUTCA B pPEXUME MepPeCbIIKK
NaKeToB, OH MOXKET NepeaaBaTb M NOAyYaTb AaHHbIE.

Pexxmum oTbpacbiBaHMA: €CIM NOPT HAXOAUTCA B PEXMME OTOpPACbiBaHMA MAKETOB, OH
MOXET TO/IbKO NPUHUMATb AaHHbIE, HO HE MOXET UX NepeaaBaTb.

12.1.3. Peanunsaumna

1. Peanusauma npotokona Sy2-Ring

MacTep-nopT Ha macTep-y3fie nepuoanyecku otnpasnset naketol Sy2-Ring ana onpepeneHun
COCTOAHUA KonbLa. Ecnn pesepsHbI NOPT MacTep-y3ia NoayvyaeT NakeTbl, TO KONbLO 3aMKHYTO,
€C/IN HeT, TO Pa3OMKHYTO.

Ecnn KONbLO 3aMKHYTO, MacTep-nopT Ha MacTep-y3sie HaxoauTCA B pexuMme nepecbliku
MaKeToB, a pPe3epBHbIN MOPT B pexuMme OTOpacbiBaHMA MAKETOB; BCE KO/bLEBble MOPTHI
3anacHbIX Y3/10B HAXOAATCA B COCTOAHUU NEePeChbIIKM MaKeToB.

Konbuo moxeT 6biTb Pa3OMKHYTO B CAEAYHOLLNX CAYYaAX:

info@symanitron.ru

MacTep-nopT macTep-y3fa Bbilen M3 CcTpos. Begombli nNopT mactep-y3na M Bce
KO/bLEeBble MOPTbl BEAOMbIX Y3/10B B 3TOM C/ly4ae NEPexoaAaT B PEXKMM MEPECbIIKM
naKeToB.

Besomblit MOpPT macTep-y3na Bbilwen M3 cTpoa. MacTep-nopT Ha MmacTep-ysfie U Bce
KO/IbLeBble NOPTbl BEAOMbIX Y3/10B NEPEXOAAT B PEXUM NEPECHIIKM NAKETOB.
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[pyrve nopTbl BbIWAN U3 CTPOA UAU HEUCNPABHO COeANHEHNE MexXay HUmK. Oba nopTa
MacTep-y3n1a U BCe KOJbLLEBbIE NOPTbl BEAOMbIX Y3/10B NEPEXOAAT B PEXUM MNEPECHINKU
NaKeToB.

HacTtpoiiku Sy2-Ring A0/1XHbI COOTBETCTBOBATH C/1IEAYIOLLMM YCNOBUAM:

Bce KommyTaTOpbl OAHOMO KOMbLA AOMKHBI UMETb O4MHAKOBbIN HOMEpP AOMeHa.
Karkpoe KONbuo MOXEeT MMeTb TONbKO OAWH MacTep-y3esa, HO MHOXECTBO BeAOMbIX
y3N10B.

TonbKo ABa NOpTa KaXKA0ro KOMMyTaTopa MOTyT 6bITb B KOJbLLE.

[na aByx o6beaMHEHHbIX KoNew, pe3epBHble NOPTbl MOryT BbiTb HAaCTPOEHbI TO/bKO B
OZHOM KosbLe.

B 04HOM KONbLLe MOXKHO HAaCTPOUTb MAaKCUMYM A,Ba pe3epBHbIX NOpTa.

Ha kommyTaTope moXKeT BbITb TONIbKO OANH pe3epBHbIN NOPT ANA OAHOrO KO/bLa.
Sy2-Port-Ring n Sy2-VLAN-Ring He MoOryT HacTpoeHbl B OZHOM KOMMYyTATOpe
OLHOBPEMEHHO.

Kak nokasaHO Ha pUCYHKe HuKe, paboume npoueccbl KommyTtatopos A, B, C u D 6yayt
cneayrowmmm:

A 3 B
Macrep Bepomuii
1 4
8 5
C O? D
Begombld Bepombln

Puc. 50. Tononoruma Sy2-Ring

1. Hactpoiite KommyTaTop A KaK MacTep-y3en, a Apyrme KOMMyTaTopbl Kak BegoMble Y3/bl.

2. Nopt 1 6yaeT nepBbiM NOPTOM MaCTepP-y3/1a, Y KOTOPOrO COCTOAHME CBA3M U3MEHAETCA Ha
«BKNOYEHO» N OH HAaX0AUTCA B COCTOAHUU NepecbinKku. NopT 2 B JaHHOM CyyYae HaxoamTcA
B COCTOAHMWU 610KNPOBKK. KosbLeBble NOPTbl BEAOMOFO Yy3/1a HaXo4ATCA B COCTOAHWUM
nepecbIIKu.

3. B cnyyae obpbiBa cBA3M Mexay Kommytatopamu C u D, ctatyc nopta 2 KommyTaTopa A
6yAeT M3MeHeH 1 byaeT HaXxo4UTbCA B COCTOAHUM NEPECHINIKK, @ NOPTbl 6 U 7 KOMMYTaTOPOB
C n D 6byayT HaxoAnTbCA B COCTOAHUM BNOKUPOBKK (CM. puc. 51).

ﬂ N3meHeHMe cTaTyca coegMHEHUA BAMAET Ha POIM M CTaTyC NOPTOB B KOJIbLLE.
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- o B
Macrep BeooMbiA

Benombiit | | Bepombiit

Puc. 51. BocctaHoBneHue Sy2-Ring

2. Peanusauma npotokona Sy2-Ring+

MpoTokon Sy2-Ring+ obecneunBaeT pesepBuMpoBaHuMe ana aAByx Konel Sy2-Ring. Mo ogHomy
pe3epBHOMY MOPTY HACTPOeHO Ha KommyTtaTtope C u KommyTtatope D cooTBeTcTBeHHO. Kakown
nopt OypeT pe3epBHbIM MacTep-nopTom, 3asucut ot MAC-agpecoB AByx nopToB. Ecau
pe3epBHbIN MAcTep-nopT BbIXOAUT U3 CTPOA, €ro MecTo 3aMMET OAUH U3 pe3epBHbIX BE4OMbIX
nopToB, MpPeAoTBPALLAA BO3HWKHOBEHME Kosel, M obecneuymBas pe3epBHYH CBA3b MeXAy
KOJibLL@aMM.

A C E G

Pe3epBHLIA

7

MacTep, nopt H MacTep

Puc. 52. Tononorua Sy2-Ring+

ﬂ M3meHeHWe cTaTyca coeaMHEeHNn BAUAET Ha CTaTyC pe3epBHbIX MOPTOB.

3. Peanusauma npotokona Sy2-VLAN-Ring

Mpotokon Sy2-VLAN-Ring pgaeT BO3MOXHOCTb AaHHbIM pasHbix VLAN ObiTb nepeaaHHbiMuU
pasanyHbiMmn nyTamu. Kaxkgbiii nytb nepecblnkn ans VLAN dopmupyetcs nocpenctsom Sy2-
VLAN-Ring. Pa3Hblie Sy2-VLAN-Ring moryt umeTtb pasHbie mactep-y3nbl. Ha puc. 53 nokasaHa
KOHUrypauma asyx Sy2-VLAN-Ring.

JInHum ceasm Konbla DT-VLAN-Ring10: AB-BC-CD-DE-EA.

JInHum ceasm Konbla DT-VLAN-Ring20: FB-BC-CD-DE-EF.

[Ba Konbla conpukacatotca ceasamm BC, CD, DE. KommyTtaTtopbl C 1 D ncnonb3yotT ogHu U Te
e nopTbl B ABYX KOMbLAX, HO MPU 3TOM MCMONb3YIO Pa3Hble NOrMYecKkue CBA3U, KOTopble
OCHOBaHbl Ha VLAN.
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VLAN 10
VLAN 20 |

VLAN 10
VLAN 20

VLAN 10
VLAN 20

Puc. 53. Sy2-VLAN-Ring

12.1.4. HacTpoWKa pexmma pe3epBMpoBaHmMA

1. HacTpolika pexknma pe3epBnpoBaHUA

Select Redundancy Mode ® SY¥2-RING-PORT ' S¥Y2-RING-VLAN
Check Loop Status ' Enable '® Disable

[Apply | [Help

Puc. 54. HacTtpolika pexkmma pe3epBUpPOBaHUA

HacTtpoiiKa pexxuma pesepsupoBaHua (Select Redundancy Mode)

HactpanBaemblie 3Ha4eHus: Sy2-PORT/Sy2-VLAN

3HayeHue no ymonyaHuto: Sy2-PORT

OnucaHue: BKatoyeHMe NPOTOKO/1a KO/bLEBOIO pe3epBupoBaHua Sy2-Ring.

Mposepka cratyca netam (Check Loop Status)

HactpanBaembie onunn: Enable/Disable (BkAounTb/BbIKNHOUNUTD)

3HayeHue no ymondaHuio: Disable (BbikntoueHo)

OnucaHue: BKAlouYeHMe U BbIKIOYEHWE OnpeaenieHuMa cTatyca Kosbua. [locne BKAOYEHMA
onpeaeneHus cTaTyca KOJibLLE@ KOMMYTATOp aBTOMATMYECKM onpegensieT cTaTyc Kosbua. Korga
HEe KO/IbLEBOM NOPT NpUHUMAET nakeTbl Sy-Ring, nopt Oyaer 3abnokuposaH. [oatomy
NCNOJIb3yTE 3TY PYHKLMIO C OCTOPOIKHOCTbLIO.
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2. Co3paHue 1 HacTpoMKa Konbua Sy-Ring.

SY2-RING
Redundancy SY2-RING
Domain ID | |
Domain name | |
Station Type ® Master ./ Blave
Ring Port1
Ring Port2
Prmar Pon
SY2-RING+
SY2-RING+ "/ Enable '® Disable
Backup Port
[Apply | [Help |

Puc. 55. Hactpomka Sy-Ring

Pe3epsupoaHue (Redundancy)

MpuHygutenoHoe 3HavyeHue: Sy2-Ring

NaeHtudpukarop aomeHa (Domain ID)

Jnanas3oH 3HayeHuin: 1~32

OnucaHue: WaeHTUPUKATOP AOMeEHA WCNONb3yeTca AN  pasrpaHuMyeHus Koneu. OpuH
KOMMYyTaTop noagep:uBaer Ao 16 Koneu, onpeaensemblx Mo noptam M Ao 8 Koseu,
onpegenaemoix no VLAN.

OomeHHoe uma (Domain name)

Jnana3oH 3HayeHuin: 1~31 cumBonoB

OnucaHue: HasHauyeHWe AOMEHHOIO MMEHMU.

Tun y3na (Station Type)

HacTpanBaemble 3HaueHuns: Master/Slave (MacTtep/Beaomblit)

Mo ymonyaHuio: Master (Mactep)

OnucaHue: Bbibop ponn KoMmMmyTaTopa B KOMbLLE.

Konbuesou nopt 1/Konbuesoii nopt 2 (Ring Port1/Ring Port2)

BapuaHTbi: all switch ports (Bce nopTbl KOMMyTaTOpa)

OnucaHune: Bblbop ABYX KONbLLEBbIX MOPTOB.

B3aMMOMCKAOYaLWMMK. MopTbl, 406aBNAEHHbIE B TPAHKOBYIO rpynny, He MOryT BbITb
HaCTPOEHbl KaK KOJIbL,EBbIE MOPTbI, @ KOJIbLLEBbIE NOPTbI HE MOTYT 6bITb A06aBNEHBI B
TPaHKOBYHO rpynny.

ﬂ HacTpoiika nopTa B cTaTyce TPaHKOBONO W B CTaTyce KO/MbLEBOro SABAAIOTCA

g

Sy2-Ring+

HactpanBaemblie 3HaveHus: Enable/Disable (Bkntountb/BbIKAOUMTD)
3HavyeHue no ymonyaHuio: Disable (BbikntoyeH)

OnucaHue: BKnoyeHne/BbikAOYEeHWe NpoToKoa Sy2-Ring+.
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Pe3sepsHbiii MopT (Backup Port)

BapuaHTbi: all switch ports (Bce nopTbl KOMMyTaTOpa)

OnucaHue: HacTpolika oOAHOro nopta B KayecTBe pe3epBHOro. Bbl moxKeTe HacTpouTb
pe3epBHbIN NOPT TONLKO NOCNE BKAKYEHUA PyHKLMKM Sy2-Ring+.

Mocne TOro, Kak HACTpPOMKa 3aBeplleHa, KO/JbLA CO34aHbl, Bbl MOXeTe MOCMOTpeTb
nHpopmauymto o Sy2-Ring:

SYZ-RING List
Domain ID[Station TypelRing Port(1,2)Primary Por{SY2-RING+ StatusBackup PorfChange times| Ring State
a-1 master 1,2 1 Enable 3 1 RING-CLOZE
b-2 slave 45 Disable Enable ] 0 —
| Add | | Help |

Puc. 56. Cnucok Sy-Ring
3. MpocmoTp 1 moanduKauma HacTpoek Sy-Ring

Bkntounte pexkum mameHeHuMAa HacTtpoek Sy-Ring, Kak nokasaHo Ha pwuc. 56. Bbl cmokeTte
NpPoOCMaTpMBaTb MAN U3MEHATb HACTPOMKM KONbLA:

SY2-RINGConfiguration

Redundancy SY2-RING

Domain ID L |
Domain Name 1-1 |
Staton ype
RingPor

Ring Por
Prmary Pon
SvzRNG:
Backup For e

[ Apply | [ Delete | [ Cancel | |[Help|

Puc. 57. MpocmoTp n mogmdpuKkaumsa Hactpoek Sy-Ring

Mocne 3aBeplUieHMA U3MEHEHUN Haxkmute <Apply>, 4Tobbl M3MEHEeHUA BCTYNWAM B cuay. Bbl
MOKeTe yAanTb HacTpoMKK Sy-Ring, HaxkaB Ha KHonKy <Delete>.
4. TpocmoTp cTaTyca Sy-Ring n nopTos:
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8Y2-RING State List

Redundancy SY2-RING
Ring Port 1 forwarding
Ring Fort 2 blocking
Ring State RING-OPEN

Clean Change times ’m‘

Redundancy SY2-RING+
Eguipment IP 192.168.0.2
Equipment MAC 48-BE-2D-00-2E-B6
Backup Port Status blocking

Puc. 58. lNMpocmoTp cTatyca Sy-Ring

12.1.5. Tlpumep TMNOBOW HAaCTPOMKM

Kak nokasaHo Ha pucyHKe 52, kommyTatopsbl A, B, C, D dopmunpytoT Konbuo 1; kommyTtatops! E,
F, G, H dpopmunpytoT KonbLo 2; cBsa3m CE n DF asnatoTca pesepBHbIMM Ansa Koseu, 1 1 2.
HacTtpoika kommyTatopa A:
1. OdomeH: 1; Uma pgomeHa: Ring; Tun y3na: Slave; Konbuesbie noptbl: 1 n 2; Sy-Ring:
Disable; Pe3epBHbIii NOPT: none, KaKk NoKasaHo Ha puc. 55
HacTtpoika kommyTaTopa B:
2. OomeH: 1; Uma gomeHa: Ring; Tun y3na: Master; Konbuesble noptbl: 1 1 2; Sy-Ring:
Disable; Pe3epBHblit NOPT: none, Kak NOKa3aHo Ha puc. 55
HacTtpoika kommyTtatopos C 1 D:
3. [OomeH: 1; Uma pomeHa: Ring; Tun y3na: Slave; Konbuesble noptol: 1 n 2; Sy-Ring:
Enable; Pe3epBHbIN NOPT: 3, KaK NOKasaHO Ha puc. 55
HacTtpoika kommyTtatopos E u F:
4. [JomeH: 2; Uma pgomeHa: Ring; Tun ysna: Slave; Konbuesble noptbl: 1 1 2; Sy-Ring:
Enable; Pe3epBHbIN NopT: 3, KaK NOKasaHoO Ha puc. 55
HacTtpoika kommyTatopa G:
5. OomeH: 2; Uma pomeHa: Ring; Tun y3na: Slave; Konbuesble noptbl: 1 n 2; Sy-Ring:
Disable; Pe3epBHbIii NOPT: none, KaKk NOKasaHoO Ha puc. 55
HacTpoika kommyTtaTopa H:
6. HomeH: 2; Uma gomeHa: Ring; Tun y3na: Master; Konbuesble noptol: 1 n 2; Sy-Ring:
Disable; Pe3epBHbIli NOPT: NONe, KaK NOKa3aHOo Ha puc. 55

12.2. STP/RSTP
12.2.1. OnucaHue

MpoTtokon STP (Spanning Tree Protocol) ocHoBaH Ha cTtaHaapTe IEEE802.1D w pa3spaboTtaH ans
npegoTepaleHns LWMPOKOBELWATEIbHbIX LTOPMOB, BbI3BaHHbIX LMKINYECKMMMU
CoeAMHEHMsMM, a TaKXKe WCNonb3yeTca ANA pe3epBUpPOBaHMA  cBA3eil. YCTpPOWNCTBa,
noaaeprkunsatowme STP, 0OMeHNBAOTCA CNYKEOHbIMM NaKeTaMu U BNIOKMPYIOT onpeaenéHHble
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nopTbl ANA pa3pbiBa "netenb” n cosgaHma "gepeBbeB”, NpeaoTBpaLllan 6ECKOHeYHYo nepeaady
AaHHbIX Mo Kpyry. Hegoctatkom STP siBAsieTcs TO, YTO OH He NOAAEP*KUBAET ObICTPbIN Nepexos,
nopTta B paboyee cOCTOAHME U CyLLECTBYET HEOOXOAMMOCTb BblAEPKMBATD TEXHUYECKYIO May3y
nepea nepexofom B peXum nepecbiku.

Ona peweHuna npobnembl ¢ npotokonom STP, IEEE pa3pabotan ctaHgapTt 802.1w B KayecTse
[ONONHeHMA cTaHgapTa 802.1D. IEEE802.1w paét onpegenenue npotokony Rapid Spanning
Tree Protocol (RSTP). Mo cpaBHeHuto ¢ STP, RSTP paboTtaeT 6bicTpee 3a c4éT pobaBneHus
aNbTePHATMBHbBIX U pe3epBHbIX NOPTOB A/1A KOPHEBbLIX M Ha3HAYeHHbIX NOPTOB COOTBETCTBEHHO.
Koroa KopHeBoM nopT/MOpT Ha3HayeHWa BbIXOAUT M3  CTPOS, €ro anbTepHATUBHbIN
nopT/pe3epBHbIN NOPT HEMEANEHHO NEPEXOAUT B COCTOAHNE NEPECHIIKU.

12.2.2. baszoBaa KoHuUenuuA

* KopHeBol mMmoCT: sBnsetca “KopHem pepeBa”. CeTb MOMKET MMETb TONbKO OAMH
KopHeBoM MocCT. Kakoit M3 KommyTaTopoB OyaeT KOpHEeBbIM 3aBMCUT OT CETeBOM
TONONOTMM U [AHHAA CUTyaUMA MOXKET M3MEHUTLCA NPU U3MEHEHUM TOMONOTUU CETU.
Ona onpepeneHns ceteBOM LLENOCTHOCTM, KOPHEBOM KOMMYTATOp NepuoanyvecKku
otnpasnser BPDU pgpyrum y3nam, KOTOpble MepecbiialoT WX Adasjblue, 4ToObl
rapaHTMpPoBaTb CTabWUAbHOCTb TONONOIUN.

* KopHeBOM NOPT: MOPT HEKOPHEBOr0 KOMMYTATOpa, PAcCTOsiHME OT KOTOpPOro Ao
KOPHEBOro KOMMYTAaToOpa HaumeHbluee. Mog HaMMeHbWMM PacCTOHMEM MOHMMaETCA
paccTofHMe [0 KOPHEeBOrO KOMMYTAaTOpa C HauMMeHbleh CTOMMOCTbiO nyTu. Bce
KOMMYTaTOpPbl CETU CBA3bIBAIOTCA C KOPHEBBIM KOMMYTAaTOPOM Yepe3 KOpHEBble MOopThbI.
Mpyn 3TOM y BCEX HEKOPHEBbBIX YCTPONCTB MOXKET ObITb TOIbKO OAUH KOpHeBOW nopT. Ha
KOPHEBOM KOMMYTAaTOpEe KOPHEBbIX MOPTOB HeT.

* MoOCT Ha3Ha4YeHusa: YCTPOMCTBO, KOTOPOE OTBEYAET 3a NEPECHIIKY KoHbUrypaumnm BPDU
APYrMM YCTPOMCTBaM/IOKaIbHbIM CeTAM

* [lopT Ha3HayeHMA: NOPT Ha MOCTYy HA3HAYEeHMA, KOTOPbIA OTBEYaeT 3a NepecblKy
KOHUrypaumm BPDU apyromy ycTpoMCTBY UK IOKaNAbHOM ceTu. Bce nopTbl B KOPHEBOM
MOCTY ABASAIOTCA NOPTaMM Ha3HaAYeHUS.

* ANnbTepHaTUBHbIA MNOPT: pe3epBHbI MOPT KOpHeBoro nopta. Ecam KopHeBon nopT
BbIXOAWT U3 CTPOSA, a/IbTEPHATMBHbIN NOPT CTAHOBUTCA HOBbIM KOPHEBbIM.

* Pe3epBHbIl NOPT: pe3epBHbIN AN NOPTA Ha3zHaveHuA. Korga nopT HasHayYeHUs BbIXoAUT
N3 CTPOSA, Pe3epBHbI NOPT CTAHOBUTCA HOBbIM NMOPTOM Ha3HAYeHUA U NepenaéT AaHHble
BMECTO Hero.

12.2.3. HacTtpowka BPDU

[na npeaoTtBpalleHUs MeTeNb BCE YCTPOWCTBA B CETU COBMECTHO BbIYMCAAKT CTPYKTYPY
normyeckoro aepesa (ST). OHM NoATBEPXKAAOT TOMOJIOMMIO CETU MyTEeM AOCTaBKMU COObLWEHNN
BPDU mexxay coboit.

Root | Root | Designated | Designated | Message | Max | Hello | Forward
bridge | path | bridge ID port 1D age age | time delay
ID cost
8 4 8 bytes 2 bytes 2 bytes 2 2 2 bytes
bytes | bytes bytes | bytes
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CtpyKTypa gaHHbIix BPDU BKAtovaerT:

NaoeHTnomkaTop (ID) KopHeBOro mocTa: NpUoOpUTET KOPHEBOro KOMMyTaTopa (2 6aiita) + MAC-
afpec KOPHEBOro KommyTtaTopa (6 6auT).

CTOMMOCTb NyTU: CTOMMOCTb KpaTyalmLwero nyT1 40 KOPHEBOro MOCTa.

NpeHTndmkaTop (ID) MocTa HasHayeHUA: NPUOPUTET Ha3HAYEeHHOro KommyTaTopa (2 6anT) +
MAC-aapec MmocTa Ha3HayeHus (6 6anT).

NaoeHTnomkaTop (ID) MopTa HasHayYeHUs: NpMopuUTeT NopTa + Homep nopTa.

Bo3pacT coobuieHuna: Kak ganeko BPDU mokeT 6bITb NepenaH no cetu.

Bpemsa cTapeHuA: mMakcumasnbHoe BpemA xpaHeHuAa BPDU Ha yctpoiictee. Korga Bo3pacT
coobueHns bonble Yem Bpems ctapeHusa, BPDU otbpacbiBaeTcs.

Hello nntepsan: uHTepsan gna otnpasku BPDU.

3apepiKKa OTNpaBKKU: 3afeprKKa M3MeHeHuA cTaTyca (oTbpacbiBaHWe--obHapyKeHWe wau
obHapyKeHue--nepechblska).

12.2.4. Peanusauus

Mpouecc BbIMUCNEHUA NOTUYECKOTO AepeBa AN1A BCeX YCTPONCTB CieAyoLLNi:

1. HayanbHas cTagua: Bce YCTPOMCTBA Ha BCEX CBOMX NMopTax reHepupytoT BPDU, cuutan cebs
KOpHeBbIM MocTom; ID KopHeBoro mocta — 370 ID ycTpolicTBa; CTOMMOCTb NyTU A0
KOpHeBOro KommyTtatopa pasBHa 0; ID mocTa HasHadeHus — 310 ID ycTpoiictBa, nopt
Ha3HaAYeHMA — NIOKA/bHbI NOPT.

2. Bbibop ontumanbHoOM KoHpurypaumm BPDU. Bce yctpoiictBa oTcbinatoT csou BPDU u
nonyyatoT BPDU ot gpyrux yctponcts. Mpu nonydyeHnn BPDU, Kaxkabih NopT cpaBHUBAET
nonyyeHHbii BPDU co ceoum.

*  Ecnn npuoputet KoHdurypaumm BPDU, creHepupoBaHHOIO /1I0Ka/ibHbIM MOPTOM BblLLE,
yemM NPUHATbIE HAacTponK BPDU, ycTpOMCTBO He BbIMOJIHAET HUKaKoi 0bpaboTKku.

*  Ecnn npuoputet KoHpurypauum BPDU, creHepupoBaHHbIN JIOKa/IbHbIM MOPTOM, HUXKE,
yem npuHATaas KoHourypaumsa BPDU, ycTponctBo 3ameHUT coaepxumoe BPDU
KOHOUIypauum, CcreHepuMpoBaHHOE J/I0OKaZbHbIM MOPTOM, COLEPXKMMbIM MNPUHATOM
KOHoUrypaumm BPDU.

YcTpoiicTBO BbiOMpaeT onTUManbHyto KoHourypaumnio BPDU nocne cpaBHeHUAa KoHOUrypauum

BPDU Bcex nopTtos. MpnHumMnbl cpasHeHnAa BPDU:

*  KoHdurypauna BPDU c HammeHbWwWMM MOEHTUOUKATOPOM KOPHEBOrO MOCTa MMeeT
HauBbICWIMIA NPUOPUTET

e Ecan ID kopHeBoro kommyTtatopa asyx BPDU opunHakoBbl, CpaBHMBAeTCA CTOMMOCTb
nyTM A0 KOPHEBOro KOMmyTaTopa. EcamM cToMmocTb nyTM A0 KOPHEBOro KOMMYyTAToOpa
NAOC CTOMMOCTb NYTM A0 N0KAAbHOro NopTa MeHbLe, npnoputet BPDU Bbiwe.

e ECAM CTOMMOCTb NYTU A0 KOPHEBOrO KOMMYTATOpa TaKXe OAMHAKOBbI, MO MOPAAKY
cpasHuMBatoTCcA ID HasHaYeHHbIX KOMMyTaTopoB, ID HasHayeHHbIX nopToB U ID NopTOoB,
nonyumswmnx BPDU. BPDU ¢ HaumeHbwnm ID 6yaet umeTb HanBbICLIMA NPUOPUTET.

3. Bblbop KopHeBoro mocta. KopHeBbIM KOMMYTAaTOPOM JIOFMYECKOro AepeBa (spanning tree)
ABNAETCA YCTPOMCTBO C HAMMEHbLUMM naeHTUdMKaTopom (ID) ycTpolicTsa.

4. Bbibop KOpHeBbIX NOPTOB. HEKOPHEBLIE KOMMYTATOPbI CAENAIOT CBOU MOPTbI, NOAyYatowme
Haunyywyo KoHpurypaumo BPDU, KopHeBbIMU.

5. BbluncneHune koHodurypaumm BPDU nopta HasHayeHuAa. B cooTBeTCTBUM C KOHUTrypaumen
BPDU u cToMmoOCTblO NMyTU KOPHEBOro noprta, KoHourypauua BPDU nopTta HasHauyeHuA
paccunTbIBAETCA ANA KaXKAO0ro nopra:
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*  WpeHTUPUKATop KOPHEBOTO MOCTa 3aMeHAEeTCA WAEeHTUPUKATOPOM KOoHOUrypauum
BPDU KopHeBoro noprta.

e CTOMMOCTb KOPHEBOrO MYTU 3aMEHAETCA Ha CTOMMOCTb KOHdUrypaumm BPDU KopHeBoro
nopTa NC COOTBETCTBYIOLWAA CTOMMOCTb NYTM KOPHEBOro nopTa.

* ID mocTa Ha3HauyeHUA 3ameHAeTcA ID ycTpoicTea.

* |D nopTta Ha3HayeHuA 3ameHsaeTcA Ha |ID gaHHoro noprTa.

6. Bblbop nopTa HasHayeHus. Ecnm BbluMcneHHoe 3HavyeHne BPDU nyywe, ycTponcTBo genaet
3TOT NOPT Ha3Ha4yeHHbIM, 3ameHAeT BPDU nopTa BblYMCAEHHBIM M OTAPaBAAET HOBbIN BPDU.
Ecnu Tekywee 3HayeHne BPDU nyyuwe, ycTpoiicTBO He 06HOBAsIET ero U 610KMpyeT nopr.
3a6/10KMPOBaHHbIE MaKeTbl MOryT MPUHMMATb M OTNPABAATb TOJIbKO TEXHUYECKYH
nHdopmaumio RSTP, HO He gaHHbIe.

12.2.5. HacTtpowkKa yepe3s WEB-nHTepdelic
1. Bkawouute npotokon STP/RSTP:

= RSTPISTP Configuration

Protocol Settings

Protocel Types ) Disable @ psTP O gTP

Puc. 59. BkntoueHune npotokona STP/RSTP

Tunbl npoTtoKona (Protocol Types)

Hactpansaemblie onunun: Disable/RSTP/STP (BbikatounTts/RSTP/STP)
3HayeHue nNo ymonyaHuio: BoikntoueHo (Disable)

OnucaHue: BKNounTb Mam BbIKNOUYNTL NPOTOKOAbI RSTP nan STP.

2. Hactpowka mocta BPDU:

Spanning Tree Priarity |32T68 |[|:|—55535}
Hello Time 2 (1-108)
Max Age Time |20 (6-40s)
Forward Delay Time |15 |[4~—3I:Is}
Message-age Increment O Compulsion @ Default

Puc. 60. Hactpoiika mocta BPDU

Mpuoputet STP (Spanning Tree Priority)

Hactpausaemblii ananasoH: 065535 c warom 4096.

3Ha4veHue rno ymonyaHuio: 32768

OnucaHue: HacTpolika npuopuTeTa ceTeBoro mocta. [puopuTeT mcnonb3yetca ans Bblibopa
KOPHEBOro mocrta. Yem meHblue 3Ha4yeHune, TeM Bblllie NpuopuTeT.
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MuTepsan BpemeHu Hello (Hello Time)

Hactpausaembit ananasoH: 1~10 cek.

3HayeHMe N0 YMONYAHUIO: 2 CEK.

OnwucaHue: HacTpolika BpeMeHHOro MHTepBana OTnpaBKM HacTpoek BPDU.

MakcumanbHoe Bpemsa ctapeHusa (Max Age Time)

HacTpaneaembit ananasoH: 6~40 cek.

3Ha4yeHuMe nNo ymonyaHuto: 20 cek.

Onucanue: Ecnm 3HaveHuMe Bo3pacTta coobuieHma 8 BPDU 6onblie yKazaHHOrO 3HAYeHUs, Toraa
BPDU otbpacbiBaeTcs.

Bpemsa 3apepKku nepecbinku (Forward Delay Time)

HacTpaneaembit ananasoH: 4~30 cek.

3Ha4vyeHMe No ymonyaHuto: 15 cek.

OnucaHue: BpeMs M3MEHEHMA cTaTyca NepecbiaikK (0TOpacbiBaHME--U3yYeHNE--NEPECHINKA).
YBenunueHue Bo3pacta coobweHuns (Message-age Increment)

HactpanBaemble BapuaHThbl: MpuHyguTtensHo/Mo ymonyanuio (Compulsion/Default)

3HayeHue no ymonyanuto: Mo ymonyaHuto (Default)

OnucaHue: HacTpoiKa 3HA4YeHMA, KOTOPOe HY)KHO [06aBMTb B BO3PACT COOOLLEHMA, KOraa
BPDU npoxoguT 4yepes ceTeBoi MOCT. B npuHyautenbHom pexume (Compulsion) 3HaueHue
Bo3pacTta coobueHna — nawc oauH (plus one). B pexume «Mo ymonyaHuwo»  (Default)
3HayeHue BO3pacTa cooblieHma - max (MakcumanbHoe Bpems Bo3pacTa / 16, 1).

Bpema 3agepkkun nepecbinku (Forward Delay Time), makcumanbHoe Bpems ctapeHusa (Max Age
Time ) n wuHTepsan BpemeHu Hello (Hello Time) AonHbl ynoBNeTBOPATb CAedyOLLUM
TpeboBaHMAM:

2 x (Bpems 3apep:kku nepecbinkn — 1.0 cekyHaa) = MaKcMmanbHOe Bpemsa CTapeHua = 2 X
(Bpemsa Hello + 1.0 cekyHaa)

3. Hactpoika npoTtokona RSTP, BKktoueHMe noprTa:

Port Settings
FortType Protocol Status Port Priority(0~255) Path Cost(1~200000000) Cost Count
1 | FE |® Enable O Disahle 128 20nang ® ves O Ng
2 | FE |® Enable O Disablg 128 2000000 O ves @ No
3 | FE |® Enable O Disable 128 2000000 ® ves O No
4 | FE |® Enable O Disable 128 2000000 O ves @ No
& | FE | Enable & Disahle 12& 2000000 Yes  No
§ | FE | Enable (& Disable 128 20oonon Yes Mo
7 | FX |O Enable @ Disablg 12& 200000 Yes Mo
8 | FX | O Enable @ Disable 28 20000n Yes Mo
8 | FX | O Enable @ Disable 128 20nnnn Yes Mo

Puc. 61. Hactpolika npotokona RSTP, BKAtouyeHue nopTa

Cratyc npoTtoKona (Protocol Status)
HactpanBaembie onunn: Bkaountb/BbiknounTs (Enable/Disable)
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3HayeHWe No ymosyaHuto: BoikatoueHo (Disable)
OnucaHue: BkaoueHne nnu BoikntoueHune STP/RSTP Ha nopTax.

KO/1IbLUEBbLIX MPOTOKOJ/I0B ABNAKOTCA B3aMMOUCKNOYAOLWMMMN.
® TpaHKOBbIﬁ nopT U nopTt C HaCTpOﬁKaMM KO/IbLUEBbLIX MNPOTOKOJ/I0OB ABNAKOTCA
B3aMMOUCKIHOYAWNMN.

ﬂ * [lopT, Ha KOTOPOM HacCTPoeHa QYHKLMA 3ePKAIMPOBAHUA U MOPT C HACTPOMKaMMU

Mpuopurtet noprta (Port Piority)

HacTpansaemblii ananasoH: 0~255 ¢ warom 16

3Ha4yeHMe No ymonyaHumio: 128

OnucaHue: HacTpoika npuopuTeTa NopTa, KOTOPbIA onpeaensaeT poab NopTa.

Ctoumoctb nytu (Path Cost)

HacTpausaemblii ananasoH: 1~200000000

3HayeHue no ymonyaHuto: 2000000 (10M nopT), 200000 (100M nopT), 20000 (1000M nopT)
OnucaHune: CTOMMOCTb NyTU MOPTa MCNOAb3yeTca ANA pacyeTa Hauaydlwero nyTu. 3HayeHue
napameTpa 3aBUCUT OT LWIMPWUHbI NOAOCbl. Yem 6onblie 3HaYeHUe, TEM HUXKEe CTOMMOCTb. Bbl
MO’KEeTe M3MEHUTb POJib MOPTa, M3MEHMB 3HaYeHWe napameTpa CTOMMOCTM nyTU. YTobbl
HaCTPOUTb 3HaUYeHWe, BPy4HYyto Bbibepute «Het» (No) B none «Cost Count».

CueTtumnk ctroumoctu (Cost Count)

HactpanBaemblie BapuaHTbl: [la/HeT (Yes/No)

3HayeHue no ymondanuio: fa (Yes)

OnucaHue: ecnm BbibpaHo «[a», CTOMMOCTb MYTU NOPTa NPUHMMAET 3HAYEHMNE MO YMONYAHUIO;
ecnv BblbpaTbh «HeT», Nonb30BaTeNN MOTYT CAMOCTOATE/IbBHO HAaCTPOUTb CTOMMOCTb NOpTa.

12.2.6. [lpumep TMNOBOW HAaCTPOMKM

KaK noKkasaHo Ha pucyHKe 62, npuoputeTbl KommyTtaTopos A, B, C umetrot 3HaueHua 0, 4096,
8192 coOTBETCTBEHHO, @ CTOMMOCTb NyTW (path cost) Tpex cBasen umeet 3HayeHus 4, 5, n 10
COOTBETCTBEHHO.

KommyTrarop A
Mpuoputet 0

Kommyratop B
Mpuoputer 4096

Kommyrarop C
Mpuoputer 8912

Puc. 62. Mpumep HacTporku RSTP
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HacTpoika kommyTtaTopa A:
1. YctraHoBuTe 3HavyeHue npuoputeta «0», a BpeMeHHble MnapameTpbl B 3Ha4YeHue «no
ymonyaHuo» (cm. puc. 60).
2. TpwuceouTe cToMMmocTM nyTn nopta 1 3HaveHue 5, a ctoMmocTn nyTy nopta 2 3HavyeHue 10
(cm. puc. 61).
HacTpoinka kommyTaTopa B:
1. YctaHoBuUTe 3HayeHwe npuoputeta «4096» a BpeMeHHble MapameTpbl B 3HAYeHWe «no
ymonuaHuo» (cm. puc. 60).
2. TpwuceoKTe CTOMMOCTM NyTK nopTta 1 3HayeHue 5, a cTOMMOCTM NyTM NopTa 2 3HayeHue 4
(cm. puc. 61).
HacTtpoika kommyTatopa C:
1. YcrtaHoBUTE 3HadeHue npuopuTeta «8192» a BpemeHHble NapameTpbl B 3HAYEHME «No
ymondaHuo» (cm. puc. 60).
2. TMpwuceorTte cToumocty nytn nopta 1 3HaveHue 10, a cToMMoCTM NyTM nopTa 2 3HavyeHue 4
(cm. puc. 61).
* [lpnoputeT KommyTaTopa A paBeH «0» M MmeeT HaumeHbwuii ID mocTta, nosTomy OH
ABNAETCA KOPHEBbIM MOCTOM.
e  Crommoctb nytn oT AP1 go BP1 pasHa 5, a ctrommocTtb nytn ot AP2 ao BP2 pasHa 14,
nostomy BP1 aBnsetca KOpHEBbIM NOPTOM.
*  CrommocTtb nytn ot AP1 go CP2 paBHa 9, a ctoumocTtb nytn oT AP2 go CP1 pasHa 10,
nostomy CP2 oH aBnaeTcA KopHeBbIM NOPTOM, @ BP2 — nopTom HasHayeHUA.

12.3. MpospayHana nepegada STP/RSTP
12.3.1. OnucaHune

MpoTtokon RSTP sBndeTcA NpOTOKOAOM, CTaHAapTM3MpoBaHHbIM IEEE, a Sy2-RP/Sy2-Ring - 3To
nponpueTapHbie NPOTOKONbI pe3epBupoBaHMAa CUMaHUTPOH. MpoTokonbl RSTP u Sy2-RP/Sy2-
Ring He moryT paboTtatb coBMecTHO. YTobbl pewnTb 3Ty Npobaemy, CUMaHUTPOH paspaboTan
cneumanbHyo ¢yHKumio nepepaun RSTP/STP, koTopasa noagepskuaeT paboTy pasinyHbIX
NPOTOKOJ/IOB pe3epBUPOBAHMA HAa KOMMYTAaTOp M KOTOpasA MO3BOJAET Npo3payHO nepepasatb
coobueHuns npotokona RSTP.

Korga Ha KommyTaTopax, Y KOTOPbIX BKAHOYEHbl COBCTBEHHbIE MPOTOKO/bI PE3EPBUPOBAHUS,
BKNtOYEeHA OyHKUMA npo3payHou nepepgaym RSTP Ha nopTtax, OHWM MOryT MNPUHMMATL U
nepecbinatb coobuweHns npoTokona RSTP. BKAWYEHHYHO Ha KommyTtaTtope &yHKUMIO
npo3payHoi nepenayun RSTP MoXKHO paccmaTpumBaTb Kak Npo3payHbii KaHan (link).

Ha puc. 63 kommyTatopbl A, B, C u D obpasytoT Konbuo Sy2-RP. MNocne BKAoYeEHNA GYHKLUK
Npo3payHoi nepesaym Ha nopTax kKommyTtatopos A un B, KommyTtatopbl E u F moryt nonyyaTb
coobueHns npotokona RSTP apyr ot apyra, obHapyXmBaTb NETAU U T.A4.
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Puc. 63. MpumeHeHMe perknma npospadvHon nepegayum RSTP

12.3.2. HacTtpowkKa yepe3s WEB-mHTepdelic

Hactponte ¢oyHKUMIO Npo3padHon nepegaym RSTP Ha nopTy, Kak NOKasaHo Ha puc. 64.

« RSTPISTP Transparent Transmission

Fart| Type RETR/STP Transparent Transmission
1| FE Enahle Disahle
2 | FE Enable Disable
3| FE Enahle Disahle
4 | FE Enable Disable
5 | FE ® Enable O Disanle
& | FE (®) Enable O Disable
7 | FE (O Enable (® Disable
8 | FE O Enable ® Disable

Puc. 64. Hactpolika perknma npospayHon nepegaym RSTP

MpospauHan nepegaua RSTP/STP (RSTP/STP Transparent Transmission)
HacTpanBaemble onunn: Boikntountb/BoikaoumnTs (Enable/Disable)
3HavyeHue no ymondyaHuio: BoikaoveHo (Disable)

OnucaHue: BKNtounTb Ha NopTy GYHKLMIO Npo3padHoi nepeaayum RSTP.

| | ECAM Ha NOpTy BK/AOYeH NpoTokon RSTP, ¢yHKUMA npospayHoii nepegaun RSTP He
MOKeT ObITb BKAtOYEHA.

e
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12.3.3.  Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pucyHke 63, kKommyTtatopbl A, B, C u D ¢dopmupytoT Konbuo Sy2-RP;
KommyTaTopbl E 1 F, dopmupytoT KonbLo RSTP, B KoTopom KommyTatopbl A u B dopmupytot
KaHan npo3pavyHOM nepegayn coobuieHuit npotokona RSTP oT kommyTtatopa E umam
KommyTaTtopa F.
*  Kommytatopbl A, B, C n D dopmupytoT pesepBHoe KoabLO Sy2-RP, a HacTpoMKa
BbINONHAETCA NO3TaNHO B pasgene «Sy2-RP Configuration».
* HeobxogmMmo BKAOYNTL NPOTOKO RSTP Ha COOTBETCTBYIOLMX NOPTaX KOMMYTaTOpPOB E u
F (cm. puc. 59 1 61).
* Heobxogmmo BKAOUYNTL QYHKLMIO Npo3padHoi nepegayum RSTP Ha nopTax Al, A2, B1, B2
y KommyTatopos A u B (cm. puc. 64).

12.4. PesepsupoBaHme Sy2-RP
12.4.1. OnucaHune

KomnaHua Symanitron paspaboTana NpoTOKON pacnpeaeneHHoro pesepsupoBaHua (Sy2-RP)
ANA nepegayn AaHHbIX B CETAX C KOMbLEBOW Tonosoruvein. Peannsauma AaHHOrO NpoOTOKOA
MOKET MOMOYb NPefoTBPATUTL LUMPOKOBELWLATE/IbHbIE LITOPMbl B CETAX C KOJ/bLEBOM
CTPYKTYpOR. Koraa KaHan cBA3W MAM y3en CTAaHOBATCA HEUCMNpPaBHbIMMU, Pe3epBHbIA KaHan B
peXKMme peanbHOro BpemeHn obecneymBaeT HeNPepPbIBHYIO Nepeaady AaHHbIX.

B cooTtBeTcTBMM cO cTaHgapTom IEC 62439-6, npoTokon Sy2-RP ncnonb3yet mexaHnsm Bbibopa
MacTepa 6e3 ero pukcaumm. Sy2-RP obecneumsaeT cnegyowme BOSMOXKHOCTH:

* Bpems BOCCTaHOB/NEHMA, He 3aBUcALLee OT macwTaba ceTu.

Sy2-RP obecneumBaeT Bpems BOCCTAaHOB/IEHMA, He 3aBucAulee OT macwTtaba ceTn 3a cyer
ONTUMM3aLMN MEXaHU3MA NepecbikK nakeToB. Sy2-RP obecneunBaeT BoCcCTaHOB/AEHME CETU B
TeyeHne 20 mc ¢ NpefoCTaBieHMEM OTYETOB O Pa3pbiBax B peasibHOM BpeMeHW. ITa GyHKLMA
MO3BOMIAET KOMMYyTAaTOpam oOb6ecrneynTb BbICOKYD HAAEXHOCTb pPaboTbl NPUNONKEHUA B
SHEpreTUKe, KenesHOLOPOXKHOM TPAHCMOPTE M MHOMMX APYrMX OTpacnsax, rae Tpebyetcs
ynpas/ieHNe B peXX1ume peasibHOro BpemeHMu.

* PasnuyHble GYHKUUM NPOBEPKU IMHUN CBA3W.

[na nosbiweHuA cTabunbHocTM cetn Sy2-RP npepoctasBnset passnyHble GYHKUUN MPOBEPKM
JIMHUM CBA3WN B C/ly4ae TUMUYHbIX CETEBbIX HEMCMNPABHOCTEM, BKAOYAA BbicTpoe obHapykeHne
pa3beguHEeHUs, NPOBEPKY KavyecTBa KaHa/0B M MPOBEPKY COCTOAHMA 060pya0BaHMA.

* WNcnonb3oBaHue ANA HECKONIbKUX CETEBbIX TOMOJIOTUNA.

MomMmo BbICTPOro BOCCTaHOBEHUA MPOCTbIX KO/bLEBbIX ceTel, Sy2-RP Takke nopaepusaet
CNOXHble KOJibLieBble TONOJIOTUM, TaKME KaK MepeceKatolmecs 1 conpuKkacarowmeca Konbua.
Kpome Toro, Sy2-RP noppeprkmBaeT peweHua «multiple instances» Ha ocHoe VLAN, uto
no3sosAeT rMbKo HacTpaMBaTb Pa3/INYHbIE CETEBbIE CUCTEMBI.

*  OYHKUUN OMATHOCTUKM U yNPaBAEHUA.

Mpotokon Sy2-RP BkatovaeT B ceba mexaHM3Mbl 3anpoca COCTOAHWMA W  ObHapy»KeHuA
aBAPUMHBbIX CUTHANOB [ANA OUMATHOCTUKM U OBCAYKMBAHWA CETM, a TaKXKe MEeXaHU3Mm
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npeaoTBpaLLeHNA HenpeaHaMepeHHbIX onepauuii U HenpaBUAbHbIX KOHUIypaunin, Kotopsble
MOTYT NPUBECTU K LUTOPMAM B KONIbLLEBOM CETHU.

12.4.2. KoHuenuma

1. Pexxnumbl Sy2-RP.

Sy2-RP BKAto4vaeT gBa perkunma: Sy2-RP-Port-Based n Sy2-RP-VLAN-Based. Sy2-RP-Port-Based:
nepecblnaeT UnM 6NOKMPYeT NaKeTbl Ha OCHOBe onpeaeneHHbiX noptoB. Sy2-RP-VLAN-Based:
nepecbinaer nan 6noKknpyet naketbl Ha ocHoBe VLAN. Ecan nopT HaxoguTtcA B COCTOAHUM
6/TOKMPOBKKU, ONOKUPYIOTCA TO/MbKO NakeTbl ykasaHHoM VLAN. CnepoBaTenbHO, Ha nopTax
COMpUKacarLLeroca Koabla MOXXHO HaAacTpouTb HecKonbKo VLAN. MNMopT moXeT npuHagnerkatb
pa3HbiM KonbLam Sy2-RP B cootseTcTBMM C KOHPUrypaumamm VLAN.

2. CraTtycbl nopta Sy2-RP.

CoctosaHue nepecbinku (Forwarding state): ecnm nopt HaxoAMUTCA B COCTOAHUM MEPECHINIKA, OH
MOKET MPUHUMATb W NepecblNaTb MNakeTbl AaHHbIX. CocToAHMEe OGNOKMPOBKU: ecan nopT
HaxoAMTCA B COCTOAHMM BIOKMPOBKM, OH MOKET TO/IbKO MPUHUMATb U NepecbiaaTb NaKeTbl Sy2-
RP.

OcHoBHoWM nopT (Primary port): ykasbiBaeT NOPT KO/bLa (419 KOPHEBOrO KOMMYTaTOpa), CTaTycC
KOTOPOro, KOrga KOJbLO 3aMKHYTO, HacTpoeH B dopmarte NpUHYAUTENbHON MNepecbiiku
nosb3oBaTenem.

nepBbli MOPT, COCTOAHWE CBSI3M KOTOPOro M3MEHWIOCb Ha «paboTaeT» (Korga
KO/IbLO 3aMKHYTO) U OH OyAeT COCTOAHMM nepecbiiku. [pyroi nopT Ko/bLa
HaxoAMTCA B COCTOAHUM BNOKMPOBKM.

* TlopT B COCTOSIHUN ONOKMPOBKM KOPHEBOTNO KOMMYTATOPA MOMKET MPOAKTUBHO
OTNPaBNATb NakeTbl Sy2-RP.

ﬂ * ECAM ana KOpHEBOro KOMMYTaTopa He HaCTPOeH OCHOBHOM nopT, um byaet

3. Ponn Sy2-RP.

Sy2-RP onpegensetr poan KOMMYTAaTOPOB MyTEM MNepecblikM naketoB «Announce»,
npenoTepaLLas obpasoBaHUe NeTesb Ha Pe3epBHbIX KOJIbLAX.

INIT: o3HayaeT ycTpoCTBO, Ha KOTOPOM BK/toueH Sy2-RP, a iBa KoAbLEBbIX NOPTa HaxXoAsaTCs B
coctoaHum «Link down».

Root: o3HauyaeT ycTpoOWCTBO, HAa KOTOPOM BK/toYeH Sy2-RP u, no KpanHel mepe, oauH nopT
KoMibLa HaxoamuTca B coctoaHum «Link up». B Konbue KopHEBOI KOMMyTaTop BblbupaeTca B
COOTBETCTBUM C COAEPHKUMBIM NAKETOB «Announce». [laHHaA CUTyauMA MOXET M3MEHUTLCA B
3aBMCMMOCTM OT TOMoNOrMM ceTu. KOpHeBOM KOMMyTaTOp MepuogMyeckn oTnpasafeT
cobCTBEHHDbIE MaKeTbl «Announce» Ha Apyrue yctponctsa. CTaTyCbl KONbLEBbIX NMOPTOB MNpw
3TOM: OAMH KONbLEBOM MOPT HAXOAUTCA B COCTOAHMM MEPECbIIKM, @ APYFrON - B COCTOSHUM
6n0KMpoBKKN. locne nosnyvyeHuMa naketa «Announce» OT APYroro YCTPOWCTBA KOpHEeBOW
KOMMYTaTOp CpPaBHMBAET COAEPKMMOE MaKeTa C COAEPKMMbIM CBOEro CO6CTBEHHOro naketa
«Announce». Ecnm copepXuMmoe MOMy4eHHOro naketa 6Honble COO6CTBEHHOro, KOpPHEBOW
KOMMYTaTOp MEHAET CBOK PO/b HA 0bObIYHBIN MAKN B-Root B COOTBETCTBMM CO CTaTyCOM KaHana u
aerpagaumen CRC Ha nopTax.
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B-Root: 03HauyaeT ycTpoMcTBO, Ha KOTOpPOM BKAtoYeH Sy2-RP w yaosneTsopstowee xoTa 6Obl
OL4HOMY M3 CNeAyloWmX YCNOBUA: O4MH MOPT KOMbLA HaxoguTcA B COCTOAHMM «Link up», a
apyron B «Link down», gerpagaumna CRC, npuoputetr He meHee 200. B-Root cpaBHuBaeT u
nepecblnaeTr naketbl «Announce». Ecnn coaep)Xmmoe MoONyY4eHHOro naketa «Announce»
MeHbLLUE, YeEM coaepKumoe ero cobcTBeHHOro naketa «Announce», B-Root meHsAeT cBol posib
Ha KopHeBoi (Root); B NpoTMBHOM C/ly4ae OH MepecbiNnaeT Mo/yYeHHbIM MaKeT U He MeHAeT
csoei ponn. CTaTycbl KO/MbLEBbIX MOPTOB: OAMH KONbLEBOW MOPT HAXOAUTCA B COCTOAHMUM
nepecbIIKK.

O6bI4HbIN (Normal): o3Ha4yaeT ycTpoMCcTBO, Ha KOTOpOoMm BKAtodeH Sy2-RP, a oba KonbueBbIx
nopta HaxogAatca B coctosHuM «Link up» 6e3 perpagaumm CRC u npuopwuteT Bbiwe 200.
KommyTtaTop B cTatyce «O6bI4HbIN» TONBKO NepecblinaeT NakeTbl «Announce», HO He NpoBepAeT
cogepkmmoe naketoB. CTaTycbl KO/bLEBbIX MOPTOB: 06a KONbLEBbIX MOPTAa HAXo4AaATcA B
COCTOAHUM NEePECbINKN.

e [Jerpagauna CRC: o3HayaeT, 4To Konmvectso naketos CRC npesblwaeT noporosoe
3HayeHwue.

12.4.3. Peanusauus

Kaxkabli KOMMYTaTOp YNpaB/feT COAEPKMMbIM CBOEro naketa «Announce». KommyTtaTop ¢
HanbOo/bLINM KOJIMYECTBOM 3HAYEHUM ByAeT BbiOpaH B KauecTBe KOPHEBOTO.

CopeprkMmoe naketa «Announce» COAEPKUT Cneaylowyo MHGOPMAUMIO ANA Ha3HAYeHUA
ponen.

Link CRC degradation Role IP address of | MAC address

status | CRC degradation status | CRC degradation rate | priority | the device of the device

Cratyc coeguHenus (Link status): 3HayeHMe YCTAaHOBNEHO Ha «1», €CnM OAMH NOPT KOo/bLaA

HeaKTMBeH M Ha «0», ecnm 0b6a NOpTa KoAbL,A HAXOAATCA B COCTOSSHUWN COEANHEHUA.

Cratyc perpagaumm CRC (CRC degradation status): ecnn gerpagauma CRC npoucxoauTt Ha

O4HOM MNOPTY, 3HAYEHMe yCTaHaBAMBaeTcA Kak «1». Ecan gerpagauma CRC He npomncxoauT HU

Ha OAHOM M3 ABYX KO/bLLEBbIX MOPTOB, 3HAYEHUE yCTaHaBAUBaeTCcA B «0».

Cropoctb aerpagaumm CRC (CRC degradation rate): oTHoweHue KonmyectBa naketo CRC kK

NOPOroBOMY 3HAYEHMIO.

MpuoputeT ponu (Role priority): 3HaYeHMe MOXKHO YCTaHOBUTL B Beb-UHTepdeiice.

MapameTpbl B Tabanue CpaBHMBAKOTCA B C/ieAyOLLEN Npoueaype:

1. CHayana npoBepseTcA 3Ha4YeHue cTaTyca coeauHeHus. CuyMTaeTca, 4YTO YCTPOMCTBO C
60NbWIMM 3HAaYeHMeM [aHHOrO CTaTyca CBA3M MMeeT OO0NbWKUIA NPUOPUTET 3HAYeHUA
COAEpPKUMOTO.

2. Ecan gBa cpaBHMBaAeMbIX YCTPOMCTBA MMEKOT OAMHAKOBOE 3HayeHWe cTaTyca CoeAnHEeHMs,
CpaBHWBaAlOTCA 3Ha4YeHUs ctatyca gerpagaunm CRC. CumTaeTca, YTo YCTPOICTBO ¢ HoblIMM
3HayeHnem coctoaHuAa gerpagaumm  CRC  wmmeetr 6onbwunii NPUOPUTET  3HAYEHUA
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copepxmmoro. Ecnm 3HauyeHune coctoaHua gerpagaumm CRC Bcex cpaBHMBAEMbIX YCTPOMCTB
paBHO «1», ycTpoMCcTBO € 6ONbWKMM 3HayeHMeM cKopocTu aerpagaumm CRC cumtaetcs
UMELWMM B0NbLLIMA NPUOPUTET 3HAYEHMA COAEPHKUMOTO.

3. B cnyyae, ecnmM aBa CpaBHMBAEMbIX YCTPOMCTBA MMEKT OAMHAKOBOE 3HAyYeHMe cTaTyca
coegnHeHMA U 3HadyeHue gerpagaunm CRC, To 3HavyeHMAa npuoputeTta poau, IP-agpecos um
MAC-agpecoB cpaBHMBalOTCA nocsegoBaTesnibHo. CyMTaeTca, YTo YCTPOMCTBO € 6o/blMMm
3HauYeHnem MmeeT 60/IbLLININ NPUOPUTET 3HAYEHMA COAEPHKUMOTO.

4. YCTpOMCTBO € 6HONbLIMM NPUOPUTET 3HAYEHMA COAEPHKUMOTO BblIOMpPAETCA KOPHEBbLIM.

3HayeHue ckopoctn gerpagaummn CRC yyacTByeT B CpaBHEHMM TONIbKO KOrAaa 3HadeHue
coctoaHuna gerpagaumm CRC pasHo «1». B npoTMBHOM c/lydae cpaBHEHUE NPOUCXOANT
HEe3aBMCMMO OT 3HAYeHMA ckopocTn gerpagaummn CRC.

Ponn KommyTatopoBs byayT cnegytowme:

* Tlocne 3anycka Bce nepekayaTenn HaxogAatca B coctosHum «INIT». Korga coctoaHue
OAHOro nopta meHsetcAa Ha «Link up», KOMMyTaTOp CTAHOBUTCA KOPHEBbIM M OTMpaBAAeT
nakeTbl KAnnounce» Ha ApyrMe KOMMYTaTOpPbl B KOMbLE ANA NoATBEPKAEHMA Bbibopa.

* KommyTtaTtop ¢ Hanbonbwmm NPUOPUTETOM 3HAYEHUA COAEPKMMOrO naketa «Announce»
BblOMpaeTcA B KayecTBe KopHeBoro. KoibLeBon NopT KOPHEBOrO KOMMYTAaToOpa, COCTOAHME
KOTOPOro nepBbiM cTaHoBMTCA «Link up», HaxoanTca B COCTOAHMM NEPECLIIKK, a OPYroW
KONbLEBOM MOPT HaxoauTca B COCTOAHMM On0OKMpoBKU. Cpean ApyrMx KOMMYTAaTOpOB B
KO/IbLLE KOMMYTAaTOp C OAHMM KOAbUEBbIM MOpTOM B coctosHuM «Link down» wuam
aerpagaummn CRC sBnsetca KommyTtatopom B-Root. KommytaTop ¢ 06oMmun KonbLEBbIMU
nopTtamu B coctossHUK «Link up» n 6e3 gerpagaunmn CRC sasnsetca «O6bi4HbIMY» (Normal).

Mpoueaypa ycTpaHeHUA HENCNPABHOCTY:

1. B ucxogHoi Tonosiormm A - 3TO KOPHEBOM KOMMYyTaTop; NopT 1 HaxoAuTcs B COCTOAHUMU
nepecbiIkM, a NOPT 2 - B COCTOAHUN 610KMpPOBKU. B, C n D — 06bI4HbIE KOMMYTATOPbI, @ UX
KOJibLLeBble MOPTbl HAXOAATCA B COCTOAHUM NEPECHINKM.

D T § C
Normal Normal

Puc. 65. Tononoruna Sy2-RP
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A - 3 B
Normal Normal
1 4
8 5
D
Root

Puc. 66. O6pbIB cBA3K

2. Korga ceasb mexagy C m D HeucnpaBHa, Sy2-RP BKnatovaeT gna noptos 6 m 7 craTtyc
610KMpoBKKU. B pesynbtate A, C n D cTaHOBATCA KOPHEBbIMMU KOMMYyTaTopamu. MOCKONbKY
KommyTaTopbl A, C 1 D B HacTosiLMN MOMEHT ABAAIOTCA KOPHEBbIMUM, BCE OHU OTNPaBAAIOT
naketbl «Announce». MNpuopuTeT 3HaYeHUs coaepXmmoro KommyTtatopos C n D 6onblue,
yem y A, notomy 4To NOPT 7 U nopT 6 HaxogAatca B cocToAHuM «Link down». B gaHHom
cnyyae, eciv NPUopUTET 3HAYEHUA COAEePKMMOro KommyTtatopa D 6onble, yem npuoputet
3Ha4YeHMA cofepuMmoro KommyTtatopa C, To Kommytatop D BbibupaeTcs KOHeBbIM, a
KommyTaTtop C ctaHosutca B-Root. Korga kKommyTtatop D nosayyaeTr nakeTr «Announce,
KoMmyTaTop A OGHApy)KMBaeT, YTO MPUOPUTET 3HAYEHUA COLEPKMMOro KommyTtaTopa D
60/blue, Yem ero cobCTBEHHbIV NPUOPUTET 3HAYEHUA COAEPHKMMOrO, a 06a ero KoNbLEBbIX
noprta HaxogatcA B coctosHuM «Link up». CnemosBaTenbHo, KoMMyTaTop A CTaHOBMTCA
06bI4HbIM M Ha3HaAYaeT CTaTyC NopTa 2 Kak NOPT NepPeCbIIKMU.

Normal Normal

Puc. 67. BocctaHOB/IEHUE CBA3U

3. Koraa cBasb mexay KommyTtatopamm C u D BoccTtaHaBnvBaetcsi, KommyTatop D no-
NpexXHemMy ABNAETCA KOPHEBbIM, MOTOMY YTO €ro MPUOPUTET 3HAYEHUA COLEPKUMOTO
6osblle, YeM NPUOPUTET 3HAYEHMA COAEp’KMMOro Kommytatopa C. T.K. KommyTtaTop D
ABNAETCA KOPHEBbIM, NOPT 7 ByaeT Haxo4uTbCA B COCTOAHUM BIOKMPOBKKU. B aTom cnydyae
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nopT 6 okasbiBaeTcA B cTatyce «Link up» u Sy2-RP nameHseT ctaTyc nopta 6 Ha cocTosHue
nepecbiiku. B pesynbtate KommyTtaTop C cTaHOBUTCA 06bluHbIM. CnepoBaTenbHO, Npwu
BOCCTAaHOBJ/IEHMM KaHaNa Po/iv KOMMYTATOPOB HE MEHSIOTCA.

B KonbueBoi ceT Sy2-RP ponv KOMMYTaAaTOPOB MeHAOTCA Npu cboe IMHUK CBA3U, HO
HE MEHAITCA MPU BOCCTAHOBAEHMU JIMHUM CBA3U. ITOT MEXaHU3M MNOBbIWAET
6€30MacHOCTb CETU U HAAEKHOCTb Nepesaym SaHHbIX.

1. PesepsupoBaHme Sy2-RP

Sy2-RP TaKe MmoKeT obecneuymBaTb pe3epBHOE KoMNMpoBaHMe anA AByx Koneu, Sy2-RP,
npeaoTspaLw,an obpasosaHMe neTenb M obecneynsas HOPMaNbHYHO CBSA3b MEXAY KONbLLAMM.
Pe3sepBHbii nopT (Backup port): o3HayaeT nopT cBsA3M mexay Kosbuamu Sy2-RP. MoXKHO
HAaCTPOUTb HECKO/IbKO pe3epBHbIX MOPTOB, HO OHW AO0/KHbl HAaxOAUTbCA B OAHOM KOJbLE.
MepBbin pe3epBHbIN NOPT B cOCTOAHMK «Links up» - 3TO rnaBHbIA pe3epPBHbIN MOPT, KOTOPbIM
HaxoAMTCA B COCTOAHWM MepPecbiiKM. Bce ocTanbHble pe3epBHble NOPTbl ABNAIOTCA BEAOMbIMM.
OHM HaxoAsaTCA B COCTOAHUM BNOKUPOBKM.

KaK nokasaHo Ha puc. 68, Ha KaXX40M KOMMYTaTOpe MOXHO HAacTPOUTb OANH pe3epBHbIA NopT.
[NaBHbIA pe3epBHbI MOPT HAXOAMTCA B COCTOSHUM MEPECbIKK, a ApYyrMe pesepBHble NopTbl
HaxodATCA B COCTOAHMW OJIOKMPOBKKU. ECAM raBHbIM pes3epBHbIA NMOPT WMAM €ro CBA3b
HeuCnpaBHbl, AN1A NEPECLIJIKM AaHHbIX 6yAeT BbIbpaH BEAOMbI pe3epBHbIN NopT.

A C E G

PezepBHbINA

nopt

Pe3lepEHLIH

Root B D nopt F H Root

Puc. 68. PesepsuposaHue Sy2-RP

ﬂ M3meHeHne coCTOAHMA CBA3M BAUAET HA COCTOAHME pe3epBHbIX NOPTOB.

12.4.4. ToacHAowWwas nHbopmauma

HacTtpoiku Sy2-Ring AoKHbl COOTBETCTBOBATL CAeAyHOLWMM YCIOBUAM:

* Bce KOMMyTaTOpPbl B O4HOM KO/bLE A0/I*KHbl MMETb OAVMHAKOBbIA HOMEP AOMEHA.

* B Kaxaom KonbLe MOXKeT 6biTb TONbKO oAMH ROOtHO npu 3TOM HeckonbKo B-Root wmam
Normal.
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* Ha KaxgoM KOMMyTaTope B KOJIbLLEe MOYKHO HaCTPOUTb TO/IbKO ABa NopTa.

* Ecnn ceTb COCTOMUT M3 ABYX 0O6beAMHEHHbIX KoJel, pe3epBHble NOPTbl MOXHO HACTPOUTb
TONIbKO B O4HOM KOJIbLIE.

* B OAHOM KO/IbLLE MOYHO HaCTPOUTb HECKOIbKO Pe3epBHbIX NOPTOB.

* Ha KommyTaTope B O4HOM KO/bLe MOKET 6bITb HACTPOEH TONIbLKO OAMH PE3EPBHbIN MOPT.

12.5. MpoTtokon pesepsuposaHma Dual Homing

12.5.1. BsepeHue

Kak nokasaHo Ha puc. 69, kommyTtatopbl A, B, C u D nogkntoueHbl K KonbLy. MpoTtokon Dual

Homing BbinonHaeT cneaytowme GYHKLUM, ECAU OH BKAOYEH HA KommyTaTopax A, B, Cu D:

* Kommytatopbl A, B, C u D moryTt cBA3bIBaTbCA APYr C APYrOM, HE BAMAA HA KOPPEKTHYIO
paboTy yCTPOICTB B KOAbLIE.

* Ecnun cBA3b mexay KommyTtatopamum A n B HeucnpaBHa, KOMMyTaTop A BCe elle MOXKeT
cBA3bIBaTbCA C KomMyTaTopamu B, C n D yepes yctpoiictea 1 n 2.

Yzen "Home"

D

Mopt "Home"

" W
. . Yzen "Normal" vyaon "Normal”
Yzen "Home

G

Mopr "Home"

Dual Homing

Puc. 69. Peanusauma npotokona Dual Homing
12.5.2. KoHuenuma

Peanusaumsa Dual Homing ocHoBaHa Ha Sy2-RP. MexaHu3m Bbibopa 1 HazHadyeHuaA ponei B Dual
Homing Takol e, Kak u B Sy2-RP. Dual Homing obecneunBaeT pesepBMpoBaHME KaHana CBA3U
yepes HacTpoKkM y3nos «Home», «Normal» n nopta «Home».
Y3en «Home»: 03HayaeT yCTPOICTBA, HaxoasLWmecs Ha 060Mx KoHuax KaHana Dual Homing u
NPUHUMaOLWKMX NakeTbl Sy2-RP.
MopT «Home»: 03Ha4aeT NopT, coeanHAoWwmMn y3en «Home» ¢ BHewHel ceTbto. MopT «Home»
obecneuunBaeT cneayoume pyHKUMHN:
* OTnpaBKy OTBETHbIX NAKETOB KOPHEBOMY KOMMYTATOPY MNPWU NOAYYEHUN OT HEro NaKeToB
«Announce». Echn KopHeBOM KOMMYTaTOp NOy4YaeT OTBETHblE NaKeTbl, OH onpeaenseT
CTATyC KOMbLA KaK 3aMKHyTbii. ECnM KOpHEBOM KOMMYTATOpP He MOAy4aeT OTBETHbIX
NMakeToB, OH ONpeAeAaeT CTaTyC KOMbLA KaK OTKPbITbIN.
* Bbnokuposky naketoB Sy2-RP BHewHux ceteh n msonauuo KaHana Dual Homing ot
BHELLHUX CEeTEN.
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e OTnpaBKy MNAKeTOB OYUCTKM MOAKAOUYEHHbIM YCTPOMCTBAM BO BHELWHWUX CETAX MNpwU
U3MeHeHUN TononorMm KaHana Dual Homing.
Y3en «Normal»: o3Ha4yaeT Bce yCTpoMncTBa B KaHane Dual Homing, 3a uckntoyeHnem KpamHux
YCTPOWMCTB, T.€. y310B «Homey. Y3nbl «Normal» nepenatoT OTBETHbIE NaKeTbl y3/10B «Homey.

12.5.3. Peanunsaumna

¥3en "Home" Y3en "Mormal” Y3en "Mormal” Yzen "Home"

—— [lakeT "Announce”

NakeT "Response”

& Nopr GnokupoBkK
@® Mopt "Home"

Puc. 70. KoHdurypaums Dual Homing

HacTpoikn KommyTtatopos A, B, C u D (cm. puc. 72, 73) cheaytowme:

* KoHourypauma Sy2-RP: C — KOpHeBOM KOMMYyTaTOp; MOPT 2 HaxoAUTCA B COCTOAHMMU
610KNPOBKKN; KOMmyTaTopbl A, B 1 D — 0b6bluHble («Normal»); Bce ocTanbHble NOPTbI KONbLA
HaXo4ATCA B COCTOAHUMU MepecbINKMU.

* KoHowurypauwms Dual Homing: kommyTtatopbl A 1 D — y3nbl «Home»; nopTtbl 8 u 4 asnAwTcA
noptamu «Home»; kommyTtatopbl B 1 C - 0bbiuHbie («Normal»).

Peanusayua:

1. KopHeBoii KommyTaTop C oTnpasaseT naketbl «Announce» yepe3 ABa CBOMX KOJbLEBbIX
nopta. MopTtbl «Home» 8 n 4 nonyyaloT NakeTbl «Announce» W OTNPaBAAIOT OTBETHble
naketol Kommytatopy C. KommyTtatop C COOTBETCTBEHHO WAEHTUPULMPYET COCTOAHUE
KO/IbL,A KaK 3aKkpbiToe. MopT 2 HaXxo4uUTCA B COCTOAHUMN BNOKUPOBKM.

2. Ecan nuHKA cA3mM mexay KommyTtatopamu A 1 B 3abnokupoBaHa, B TONO/MOTMK OCTatOTCA
ABa KaHana: A n B-C-D.

* KommyTtatop A HasHauyaeTcAa KOpHeBbIM. [TOpPT 7 HAaXo4MTCA B COCTOAHUN BNOKMPOBKMU.

* B KaHane B-C-D kommyTaTop B BbibMpaeTcsa B KayecTBe KOopHeBoro. MNopTt 6 Haxoautca B
COCTOAHUM 610KMPOBKKU. KommyTtatop C cTaHoBuTCA 06bI4HbIM («Normal»). Mopt 2
HaXo4MTCA B COCTOAHWUU NepecbiikM. KommyTaTop A MOXKET CBA3bIBAaTbCA C KOMMYTaTOpamu
B, C 1 D yepes yctpoictea 1 n 2 (cm. puc. 74).

B c D

A
Mopr "M 8 7 6'
o £+Normal+ ?Normal

¥zen "Home" Yzen "Normal" Yzen "Normal" Y3zen "Home"

Mepr "Home"

— [lakeT "Announce”
MNakeTt "Response”
@ TopT GACKUPOBEMK

® Nopr"Home"

Puc. 71. BocctaHoBneHue ceasm Dual Homing
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12.5.4. Hactpolika yepe3 WEB-uHTepdeic
1. Hactpoiika Sy2-RP:

Sy2-RPSetting
Redundancy Sy2-RP
Domain ID | |
Domain Name | |
DHP Mode | Disable v
Home Port [ Ring Port 1 v]
Role Priority | 128 (0~255)
CRC Threshold | 100 (25~65535)
Ring Port 1 [ — \
Ring Port 2 [ — v
Backup Port [ — v
Primary Port | Disable v

Puc. 72. PesepsupoBaHue Sy2-RP

Pe3epsuposaHue (Redundancy)

O6s3aTtenbHas HacTpolika: Sy2-RP

NaeHtTndpukarop aomeHa (Domain ID)

dnanasoH 3HayeHuint: 1 ~ 32

PYHKUMA: KarKa0e KONbLO MMEET YHUKANbHbIN naeHTUdMKaTop aomeHa. OAMH KOMMyTaTop
noaaeprKnsaetr MmakcMmym 16 koneu, Sy2-RP, KoTopble MOTyT 6biTb CKOHPUTYPUPOBaAHbI.
Mma gomeHa (Domain name)

OnanasoH 3HayeHunit: 1 ~ 31

®PYHKUMA: HACTPOMKA MMEHMU LOMEHa.

Pe>kum Dual Homing (DHP Mode)

BapuaHTbl: Disable/Normal-Node/Home-Node.

3HayeHue no ymonyanuto: Disable (BbikntoyeHo)

dyHKUMA: BbiKMoYeHne Dual Homing unum HacTpolika pexmuma Dual Homing.

MNopt «<Home» gna Dual Homing (Home Port)

BapuaHTbl: Ring-Port-1/Ring-Port-2/Ring-Port-1-2.

dyHKUMA: HacTpoMKa nopTta «Home» ana yana «Home» npoTtokona Dual Homing.
OnwucaHue: ecnn B KaHase Dual Homing ecTb ToNIbKO 04HO YCTPOMCTBO, 06a KOJbLIEBbIX NOPTa
y3n1a «Home»40n%Hbl ObITb HACTPOEHbI KaK NopT «Homey.

Mpuopurtet ponu (Role Priority)

[OunanasoH 3HayeHunin: 0 ~ 255.

3Ha4yeHue No ymonyaHuto: 128.

®PyHKUMA: HACTPOMNKA NpMopUTETa KOMMYTaTOpPA.

Noporosoe 3HaueHue CRC (CRC Threshold)

[JnanasoH 3Ha4yeHuin: 25 ~ 65535.

3HaueHue no ymonyaHuto: 100.
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®YHKUMA: HacTpoWKa noporosoro 3HaveHuna CRC.

OnucaHuWe: 3TOT napameTp MCMNoNb3yeTcA MNpu Bblbope KopHeBOro KommyTtatopa. Cuctema
NOACYUTLIBAET KOIMYecTBO nonyyeHHbIx CRC. Ecan konnyectso CRC 04HOro KonbL,EBOro nopTa
npesblWaeT NOPOroBoe 3HavyeHue, CUcTema CyYMTaeT, 4YTO NopT umeeT gerpagaumio CRC. B
pesynbTate 3HayeHue gerpagaumm CRC ycTaHaBAMBAETCA KaK «1» B cOAepXMMOM naKeTa
«Announce» noprta.

Konbuesoi nopt 1/Konbuesoii noprt 2 (Ring Port-1/Ring Port-2)

BapuaHTsbi: all switch ports (Bce nopTbl KommyTaTopa)

®yHKLMA: BbIbOp ABYX KONbLEBbIX MOPTOB.

Pe3epsHbiit MopT (Backup Port)

BapuaHTbi: all switch ports (Bce nopTbl KommyTaTopa)

®YHKUMA: HAaCcTPOWKa pe3epBHOro nopTa.

ﬂ He HacTpauBaliTe KONbLEBOW NOPT KaK pe3epBHbIi NOpT.

Mocne BbINOMHEHHbIX HACTPOEK CO34aHHOE KO/bLO byaeT oTobpaxkaTbca B cnucke Sy2-RP, Kak
NOKasaHo Ha pwuc. 73.

Sy2-RP List
SelectDomain ID[Role Status|Ring Port(1,2)Backup PoriRing Status|Primary Port
@ | 11a | INT 42 | 3 | — Disable
| Edit | | Delete |

Puc. 73. Cnucok Sy2-RP

NopTy; TPAHKOBbLIN MOPT HE MOXKET ObITb HAaCTPOEH KaK MopT Kosbua Sy2-RP nau
pe3epBHbIN NopT.

*  KonbueBoi nopT unau pesepBHbI NopT Sy2-RP He moryt 6bITb HacTPOeHbl Kak
WUCTOYHUK 3epKaJnMpoBaHUA WAM MOPT HA3HAYeHMA. MICTOYHUK 3epKanuMpoBaHMA
WKW NOPT HA3HAYEeHMA HEe MOTYT ObITb HAaCTPOEHbI KaK KONbLLEBOM NN pe3epBHbIN
nopt Sy2-RP.

* Ha KosbueBom naun pesepsHom nopty Sy2-RP-Port He moxkeT 6biTb BKAtoyeH STP.
MopT ¢ BKAOYEHHbIM STP Henb3A HAaCTPOUTb KaK KOJIbLIEBOM MM pe3epBHbIN NopT
Sy2-RP.

e Sy2-Ring n Sy2-RP sasndAioTcA B3aMMouCKAOYamWmMmKU. OQUH KOMMYTATOp He
MOXeT bbITb HacTpoeH ¢ Sy2-Ring 1 Sy2-RP ogHOBpeMEHHO.

ﬂ * Ko/nbLeBOW NOPT MAM pe3epBHbIi NopT Sy2-RP Henb3a Ao6aBuTb K TpaHKOBOMY

2. OtobparkeHne n moamdpuKaumsa Hactpoek Sy2-RP.

Bbibepute 3anucb Sy2-RP, 4yTobbl O0TOOPa3UTb MU M3MEHUTb HACTPOMKM COOTBETCTBYIOLLEM
3anucu Sy2-RP.
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Redundancy Sy2-RP
Domain ID | 1 |
Domain Name | 1-a |
DHP Mode | Normal Node v
Home Port | Ring Port 1 v
Role Priority | 128 (0-255)
CRC Threshold (25~5|5535] 100 |
Ring Port 1 | 4 v |
Ring Port 2 | 2 v
Backup Port | 3 v |
Primary Port |  Disable v

[ Apply | [ Cancel | [ Help |
Puc. 74. OTo6pakeHne 1 U3meHeHne HacTpoek Sy2-RP

Mocne BbINONHEHWMA HACTPOEK HaxmuTe <Apply> ANA aKTMBALMM U3MEHEHWUI; HaxmuTe
<Delete>, yTo6bI yAaNUTb HACTPOMKM.

3. OtobpaxkeHue cTaTyca poan KOMMyTaTOpa U CTaTyca nopTa B Konbue Sy2-RP:

Sy2-RPStatus
Role Status INIT
Ring Port 1 BLOCK
Ring Port 2 BLOCK
Backup Port BLOCK
Ring Status | -
IP Address 192.168.0.2
MAC Address 48-BE-2D-00-2B-B6
ROOTIP 0.0.0.0

Puc. 75. CraTtyc Sy2-RP
12.5.5. Tlpumep TMNOBON HACTPOMKM

Kak nokasaHo Ha puc. 68, kommyTaTopsbl A, B, C, D 06pasytoT KonbLo 1; KommyTtatopbl E, F, G, H
obpa3zytoT KonbLo 2; ceAsn CE n DF ssasoTca pesepBHbIMK ans Koneu, 1 n 2.

1. HacTtpoika kommyTtatopos A v B:

NaeHTndumkatop aomeHa: 1; Uma gomeHa: Ring; Konbuesbie nopTbl: 1 1 2; CoxpaHUTe 3HaYeHuUn
Nno YMONYaHUIO ANA NPUOPUTETA POIN U pe3epBHOro nopTa (cm. puc. 75).

2. Hactpoika kommyTtatopos C n D:

NaeHTndukatop gomeHa: 1; Uma gomeHa: Ring; Konbuesble nopTbl: 1 1 2; PesepBHbIN NopT: 3;
OcTaBbTe 3HaY€HMeE No YMOJTHaHUIO AN NpUopUTETa Poau (cm. puc. 75).

3. Hacrtpoitka kommyTtaTtopoB E, F, G u H:

NpeHTUdUKaTop gomeHa: 2; Mma gomeHa: Ring; Konbuesble nopTbl: 1 1 2; CoxpaHUTe 3Ha4YeHuUA
No YMONYaHUIO ANA NPUOPUTETa PON M pe3epBHOro nopTa (cm. puc. 75).
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13. Mmuoroaapecnasi nepenada (Multicast)

13.1. GMRP
13.1.1. BBepeHue

Mpotokon GARP (Generic Attribute Registration Protocol) ncnonb3yetcs ans pacnpocTpaHeHus,
perucTpauum u yganeHua onpegenédHoin nHbopmaumm (VLAN, agpeca My/ibTUKACTOBbIX Fpynmn)
MeXKay KommyTtatopamu B ceTu. MpoTtokon GARP ucnonb3yet asa npunoxeHusa: GVRP (GARP
VLAN Registration Protocol) 1 GMRP (GARP Multicast Registration Protocol). Bonee noapo6Hoe
onucaHme npotokosna GVRP MOMHO nouuTaTb B COOTBETCTBYHOWEM pasgene [AaHHOro
pyKOBOACTBA.

Bnaropapa mexaHuamy GARP, unHdopmauma o HacTporKax KoOMMyTaTopa MOMET ObiTb
nepegaHa no BCEN NOKa/bHOW ceTu. YcTpoicTBa, nogaepusaowme GARP, nepepatot apyr
APYrYy WHCTPYKUMW O perncrpaumm mam oTMeHe TeX WMAM WHbIX HacTpoeK NyTEM OTMPaBKMU
COOTBETCTBYOLWMX coobueHnn «Join» n «Leave». Mpu atom GARP mMoKeT peructpmpoBaTb Uam
OTMEHATb MHOOPMALMI0O O HACTPOMKax APYrMx YNEeHOB B COOTBETCTBUM C MX COOBLLEHMAMMU
«Join/ Leave».

GARP npegycmaTtpuBaeT Tpu TMna coobuieHunii: «Joiny, «Leave» n «Leave All».

* Korga GARP ycTpoicTBO X04eT nepenaTb CBOM HAaCTPOMKM APYrMM KOMMyTaTopam, OHO
oTcblnaet coobueHune «Join». CoobueHus «Join» 6biBatOT ABYX TMNOB: «Join Empty» u
«Join In». CoobuweHune «Join In» oTnpasnseTca A8 3apPerncTpMpoBaHHbIX HACTPOEK, B TO
Bpems Kak «Join Empty» - 4ns HacTpoeK, KoTopble eLwé He 6blIn 3aperncTpupoBaHbI.

* Korga GARP ycTpoiCTBO XO4YeT yAaAnTb CBOM HAaCTPOMKM C APYrMX KOMMYTAaTOPOB, OHO
oTnpasaseT coobuieHne «Leaver.

* [ocne 3anycka GARP, oH HayMHaeT oTcuMTbiBaTb nepuog «Leave All». Korga nepuog
3aKaH4YMBaeTCA, YCTPOMCTBO OTCbiNaeT coobuieHme «Leave Ally.

Tanmepbl GARP BKAtouatoT Talimepbl «Hold», «Join», «Leave» u «Leave All».

* Tanmep Hold: Mpu nonyyeHnn coobLLEHNS O PErucTpaumMm HACTPOEK, NMPUIOXKEHUEe
GARP He oTnpaBsnseT coobuieHne «Join» cpasy, a 3anyckaeT Tanmep «Hold». Koraa
TalMep 3aKaH4YMBaAET OTCYET, NPUNOXKEHNE OTNPABAAET BCE MOJly4eHHble coobueHuna o
HACTPOIKax, NoNyYeHHble 33 3TOT Nep1osa B 04HOM «Join» COOBLWEHNM, YTO YyMEHbLUAET
KO/IMYeCcTBO NepesaBaeMblX AaHHbIX NO CETU.

* Tanmep Join: YTo6bl rapaHTMpoOBaTb, YTO coobuieHMAa «Join» MOKeT ObiTb HaZeXKHOo
nepefaHo ApPYyrMm KOMMYTAaTOpam, KOMMYTATOp C BKAtoYeHHbIM GARP 6yaeT oxuaatb
BPEMEHHOM MHTepBan Talmepa «Join» nocne nepegadym nepsoro coobuieHua «Joiny.
Echn B TeuyeHme B OTBET He MonyyeHO coobuieHue «Joinln», NpuaoxeHwe CHOBA
oTnpasnner coobuieHne «Join». B npoTuBHOM cnyyae, coobuieHne «Join» He
oTnpasnAaeTca.

 Talimep Leave: Korga KommyTaTtop C BK/AO4YeHHbIM GARP xouyeT, 4ytobbl apyrue
KOMMYTaTOpbl yAanunm nHGopmMaLMio 0 HAaCTPOKaX, OH OTCbllaeT «Leave» coobuieHue.
KommyTaTopbl, nonyynsLliee 3To coobuieHme, 3anycKkatoT Taimep «Leave». ECiv oHU He
nosaly4yaT HM O4HOro cooblieHma «Join» A0 UCTeYeHMA BPEMEHM Talimepa, KOMMYTaTopbI
Yy4ANAT 3Ty MHGOPMALMIO O HAaCTPOMKaX.

e Talimep Leave All: Mpwn 3anycke GARP npunoxeHun, 3anyckaetca Tanmep «Leave All».
Mo ero wucrtevyeHun, NPUNONKEHWE oTnpasasaeT coobuweHne «Leave All» pgpyrum
KOMMYyTaTopam C BKAOYeHHbIM GARP ans Toro, 4tobbl OHM MOFIM NepeperncTpmpoBaTb
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BCIO CBOIO MHPOPMALMIO O HacTpolKax. [ocne 3Toro, NPUIOXKEHME 3anycKaeT Talmep
LeaveAll 3aHOBO, YTOObI Ha4YaTb HOBbIM LIMKA.

13.1.2. TpoTtokon GMRP

GARP Multicast Registration Protocol (GMRP) - npoToKon peructpaumm MHOroagapecHom
nepegayn, OCHOBAHHbIA Ha npuHUMnax GARP. OH wucnonb3yetca Aaa  ynpasBaeHWA
WHOpPMaLMen O  MHOroafpecHblX Tpynnax  KOMMyTaTopoB. Bce  KommyTaTopbl,
nogaepxusatowme GMRP, MoryT nonyvyaTb pPerucTpaumoHHyro MHGOpmaumio OT  ApYrux
KOMMYTaTOpOB,  AWHAMMYeCKM  OOHOBAATbL  MHPOPMALMIO O  3aPErncTPMPOBAHHBIX
MHOTFOaZPECHbIX FPYNMax, a TakxKe nepesaBaTb COOCTBEHHYIO PErMCTPALMOHHYIO MHPOPMaLUIO
ApyrMM  KommyTaTopam. MexaHuam obmeHa WHPopmaumeint rapaHTUpyeT eauHoobpasue
MHPOPMaALMM O MHOTOAAPECHbIX FPYNNax ANA BCEX KOMMYTAaTOPOB CETHU.

Ecnn KommyTaTop perncTpupyet Manm OTMEHAET PErUCTPALMIO B MHOTOaAPECHOM rpynne, NopT ¢
noaanepkot GMRP nepepnaét nHpopmaumio Ha apyrne noptbl B Tom e VLAN.

13.1.3. Onucanwue

MopT-areHT: 0603HaYaeT NoPT, Ha KOTOPOM BKJ/ItoYEHbl GyHKUMKM GMRP 1 areHTa.

MopT pacnpocTpaHeHua: 0603HaYaeT NOPT, Ha KOTOPOM BKJ/IOYEHA TONbKO PyHKUMA GMRP, 6e3
dYHKUMM areHTa.

Ona GMRP HeobxoaMmo HanmMume OAHOr0 M HECKOJIbKMX MOPTOB-areHToB. JAnHamuyecku
nosly4yeHHble MHoroagpecHble 3annucn GMRP n nHdpopmauma o6 areHte nepesaércs NOpTom
pacnpoCcTpaHeHMA Ha NOPTbl PACNPOCTPAHEHNSA CAeAYOWMX YCTPOMNCTB.

Bce Taimepbl GMRP ogHOM ceTM AO0/KHbI MOAYMHATBCA OAHMM U TEeM e npaBuaam BO
nsbexaHMe B3aAMMOUCKIIOYEHWUIA. TaliMepbl AO/KHblI C/1e0BaTb C/AeAYOWUM MpaBuIam:
Talimep «Hold» < Taiimep «Joinx», 2 * Talimep «Join» < Talimep «Leave», a Talimep «Leave» <
Talmep «Leave All».

13.1.4. HacTtpouka yepe3 WEB-uHTepdeinc

1. BkntouunTte npotokon GMRP, Kak noKa3aHo Ha puc. 76.

v GMRP

Protocol Configure

GMRF State ®Enable O Disable
LeaveAll Timer 10000 ms

Puc. 76. BkntoyeHne/BbikntoueHne GMRP

®dyHKumna GMRP (GMRP State)

Hactpansaemble onuun: Enable/Disable (BKkntountb/BbIKAOUMTb)

3HavyeHue no ymondaHuio: Disable (BbikntoueHo)

OnucaHune: BkatoueHne/BbikAOYeHNE GYHKUMM GMRP. [poToKon He moxeT paboTtatb
04HOBPEMEHHO ¢ npoTtokonom IGMP Snooping.
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Taiimep Leave-All (LeaveAll Timer)

HacTtpauBaembliit guanasoH (mc): 100~327600

3HayeHune no ymonyaHuto: 10000 mc.

OnucaHne: HacTpoilKa BpeMeHHOro WHTepBasa ANA OTNpaBKM coobuieHnin «Leave Allx».
NHTepBan ponkeH 6bITb KpaTteH 100.

MpuMmeyaHue: ecnm Ha pasHbIX YCTPOMCTBax Tamepsbl «Leave All» ncTekyT o4HOBPEMEHHO, OHU
OTNPaBAT MHOMecTBO coobuieHnin «Leave All» oaHosBpemeHHo. [ns Toro ytobbl nsbexkaTtb
nogo6HOM CUTyauumn, KOTOpasa MOMKET MOBbICUTb HArpysKy Ha ceTb, paboyee 3HauyeHue
Talimepos «Leave All» fomKHO 6bITb CAY4aMHbIM 3HAYEHWEM, KOTOPOe 60/blue M3HAYabHOTO
3HauyeHuA Tarimepa «Leave All», HO meHbwe Yem 1,5 3HaYeHUA 3Toro Tanmepa.

2. Hactpoika ¢yHKumMn GMPR gns Kaxkgoro nopra.

Port Configure
ForType GMRF Enahle Agent Enable Hald Timer Jain Timer Leave Timer
1 | FE | @ Enable ) Disable| ® Enable O Disakle| 100 ms|(200 ms| 3000 me
2 |FE|®Enable O Disable| C Enable @ Disable| 100 ms| 500 ms| 3000 ms
3 | FE |®Enable O Disable| O Enable & Disable|100 ms| 500 ms| 3000 ms
4 | FE |@Enable O Disable| O Enable & Disakle| 100 ms|(200 ms| 3000 me
§ | FE |OEnable & Disable|  Enable Disable| 00 ms||/E00 ms|(2000 ms
§ | FE |(OEnable & Disable|  Enable Disable| 10 ms|/ 200 ms||2000 ms
7 | FE | Enable & Disable| Enable Disable| 100 ms|[500 ms| 2000 me
8 | FE |OEnable & Disable|  Enable Disable| 00 ms| 200 ms| 2000 s

Puc. 77. Hactpoiika GMRP Ha nopTax

®dyHKumna GMRP Ha nopty (GMRP Enable)

Hactpansaembie onunn: Enable/Disable (BkatounTb/BbIKAHOUUTD)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

OnwucaHue: BkntoyeHne nam BbikatoveHne pyHKkummn GMRP Ha nopTy.
®dyHKuuAa areHta GMRP (Agent Enable)

BapuaHTbl: Enable/Disable (Bkntountb/BbIKAOUYUTb)

Mo ymonyaHuio: Disable (BbikntoueHo)

OnwucaHue: BkntoueHMe mam BbikaoveHne yHKumm areHta GMRP Ha nopTy.

| |« [lopT-areHT He MOXeT PacnpocTPaHATb MHGOPMaLMio 06 areHTe.
* [lo BkatoyeHunsa ¢yHkumMm GMRP areHTa Hy)XHO BKAOUYMTL OyHKUMO GMRP Ha
OaHHOM nopTy.

Taiimep Hold (Hold Timer)

HacTtpauBaembliit guanasoH (mc): 100~327600

3HayeHue no ymonyaHuto: 100 mc

OnucaHue: 3HayeHne A0MKHO ObITb KpaTHO 100. PekomeHAyeTca yCTaHaBAMBATb OANHAKOBOE
3Ha4vyeHune ana scex GMRP nopros.
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Taiimep Join (Join Timer)

HacTtpauBaembliit guanasoH (mc): 100~327600

3Ha4veHue no ymonyanumio: 500 mc

OnucaHue: 3HayeHne A0MKHO 6biTb KpaTHO 100. PekomeHAyeTcs yCTaHaBAMBATb OAMHAKOBOE
3HayeHne gna scex GMRP nopros.

Taiimep Leave (Leave Timer)

HacTtpanBaembliit guanasoH (mc): 100~327600

3Ha4veHMe no ymonyaHumio: 3000 mc

OnucaHue: 3HavyeHne OOJIKHO ObiTb KpaTHO 100. PekomeHAayeTcsa ycTaHaBIMBaTb OAUMHAKoBOe
3HayeHue ana scex GMRP nopTos.

3. [ob6aBneHue 3anncm GMRP areHTa.

GMRP Agent Set
MAC (01-01-01-01-01-01 |
WLAMN 1D |2 |(1,4093}
Port List
MOTE: Multicast propagation port cannot be set as member port!
Member Port List Source Port List
2 1

Puc. 78. Hactpoliika 3anmucu GMRP areHTa

MAC agpec (MAC)

HacTtpauBaembliit popmat: FF-FF-FF-FF-FF-FF (F - 3TO wecTHaguaTepuyHoe 4nco)

OnucaHue: Hactpoiika MAC-agpeca MHoroagpecHon rpynnbl. HavmeHee 3HauMmblil 6UT
nepsoro 6ainTa paseH 1.

MaeHtTudpukartop VLAN (VLAN ID)

HacTpanBaemble onunun: Bce co3aaHHble naeHtTuduKkaTopbl VLAN-bI

Onucanune: Hactponka VLAN ID ana GMRP arenta. MHdopmauua o GMRP areHTe moxet
nepeaaBaTbCA TOMbKO Yepes NopTbl pacnpocTpaHeHua ¢ Tem Xe VLAN ID, yto 1 y nopTta-areHTa.
VLAN ID areHTa sBndetca Konuel coobueHna VLAN ID. MopT pacnpocTpaHeHua Ha Apyrou
CTOpPOHEe MOXeT b0 3HaTb 3anncb areHTa MHo HeT. ITo 3aBUCKUT OT Toro, AasnsaeTcA am VLAN ID
areHTa TakMM e, KaK 1 A1 NOPTOB PacnpoCcTpaHeHUs ¢ 06enx CTOPOH.

Cnucok noptos yyacTHuKoB (Member Port List)

Bbi60Op NOPTOB y4aCTHMKOB A/1A 3aMMCel areHTa 1 BbIbop NOPTOB areHTa.

CnUCOK NOpTOB UCTOYHUKOB (Source Port List)
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HacTpansaemble onumun: Bce NopTbl ¢ nogaepkko GMRP areHTa.

4. OtobparkeHue, uUameHeHue 1 yganeHue 3anncein GMRP areHToB.

= GMRP Agent Set

GMRP Agent List
Index MAC VLAMID IMember Port
4 01-01-01-01-01-01 2 2
iz 01-00-00-00-00-00 1 1
| 4dd | [ Delete | | Medify | | Help

Puc. 79. Onepauunmn ¢ GMRP areHTOM

Ha puc. 75 nokasaHbl MAC areHTa, VLAN ID »n noptbl yyacTHMKU. Haxkmute <Delete> ans
yAaneHns cCoOTBETCTBYIOLWEN 3anmcK; HaxkmuTte <Modify> ana nsmeHeHua NoOpToB y4aCTHUKOB
3anucK areHTa.

5. lpoBepKa Y4YaCTHMKOB MHOrOaApPecHbIX FpPynn areHTa Ha MNOAKAHYEHHOM COCeAHEM
yCTpoOWCcTBE.

Nx cTaTyc fonXKeH ya0BAETBOPATL C/IeAYHOLNM YCIOBUAM:
* Ha nogkntoyeHHbIX YCTPOMCTBaX A0XKHA ObITb BKAOYEeHa PyHKuma GMRP.
 [lBa nopTa, KOTOpble COEAMHAIOT [ABa YCTPOMCTBA, ALOMKHbI OblTb NOpTamu

pacnpocCcTpaHeHusa.
GMRP Dynamic Multicast List
Index Multicast MAC WLAR 1D Member Port
1 01-00-00-00-00-00 1 3

Puc. 80. Tabnuua mHOroagpecHbix AuHammnyecknx GMRP

CnUcoK MHoroagpecHbix auHamuueckux GMRP (GMRP Dynamic Multicast List)
lpynnosoe oTobpaxkeHue: {Index, Multicast MAC, VLAN ID, Member Port}
OnucaHune: OTobpaxkeHne MHOroaApecHbIX AMHaMUYEeCcKnxX 3anncen GMRP.

13.1.5. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pucyHKke 81, kommyTatopbl A U B coeauHeHbl mexay cobon noptom 2
Kaxabin. MopT 1 KommyTaTopa A HAacTPOEH KaK areHT NopT U COAEPXKMT ABE MHOroagpecHbIX
3anumcu:

e MAC agpec: 01-00-00-00-00-01, VLAN: 1

e MAC agpec: 01-00-00-00-00-02, VLAN: 2
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[nAa Toro, 4tobbI YBUAETL AUHAMMUYECKYIO PETUCTPALMUIO MEXAY KOMMYTAaTOpaMun n obHoBNEHWE
MHPOPMALMM O MHOTOaZPECHOM pPacCblike, HEOBXOAMMO YCTAHOBUTb Pa3/IMYHble 3HAYeHue
VLAN pgna nopTtos.

AreHT noprt
1
2 A
Kommyrarop A Kommytatop B

Puc. 81. Cetb GMRP

HacTtpoiika kommyTatopa A:

1. Bknwouute ¢pyHKuMio GMRP Ha KommyTatope A; ncnonbsyiTe 3HavyeHue «[1o yMONYaHUION»
ans Taimepa «Leave All» (cm. puc. 76);

2. Bkawounte PpyHKumMio GMRP 1 GyHKUMIO areHTa Ha NopTy 1; Ha NOpTy 2 BKAKOYUTE TOJIbKO
¢yHKunio GMRP; Bce Taimepbl A0NXKHbI ObITb YCTAaHOBAEHbI B peXXMM «[o ymoaYaHMIO»
(cm. puc. 77);

3. HacTtpoite 3anucb MHoroagpecHoro areHTa. <MAC address, VLAN ID, Member port>
HacTpoiiTe Kak {01 -00-00-00-00-01, 1, 1> 1 {01 -00-00-00-00-02, 2, 1} (cm. puc. 78).

HacTpoika kommyTtaTopa B:

1. Bkntouute ¢yHKUMio GMRP Ha KommyTaTtope B; ncnonb3yiTe 3HayeHue «l1o ymon4aHuio»
Ans Taimepa «Leave All» (cm. puc. 76);

2. Bknawounte dyHKUMo GMRP Ha nopTy 2; Bce TalMepbl A0MKHbl ObiTb YCTAHOB/EHbI B PEXKUM
«Mo ymonuaHuo» (cm. puc. 77);

OWHammyeckne 3anucn MHoroagpecHoih nepegadn GMRP B KommyTtaTope B noKasaHbl B

Tabnuue:
CBoucTBa nopra 2 CBowcTBa nopra 2 MHoroagpecHble 3anucu KoMMyTaTopa-
KoMmmyTaTopa A KommyTaTopa B npuemHuka B
MAC: 01-00-00-00-00-01
Untagl Untagl VLAN ID: 1
Member port: 2
MAC: 01-00-00-00-00-02
Untag2 Untag?2 VLAN ID: 2
Member port: 2
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MAC: 01-00-00-00-00-01

Untagl Untag2 VLAN ID: 2

Member port: 2

13.2. Cratuyeckaa mHoroagpecHasa Tabauua (FDB)

13.2.1. BsepaeHue

MHoroaapecHan Tabaunua MoxKeT ObITb HACTPOEHa cTaTUYecKKn. 3anunce gobasnseTtca B Tabauuy
agpecoB MHoroagpecHoi paccbinkm B Buae {VLAN ID, Multicast MAC-address, Multicast
member port}, a mHoroagpecHoe cooblieHne byaeT nepeHanpas/ieHO K COOTBETCTBYHOLLEMY
NMOPTY YY4ACTHUKY COr/TaCHO 3amnucu.

13.2.2. Hactpolika yepe3 WEB-untepdeic

1. BKAKOYEHMe CTaTMYEeCKOM MHOroagpecHom Tabanupi.

e Static FOB NMulticast

FDB Multicast Status ®Enanle O Disable

Puc. 82. CtaTMyeckaa mHoroagpecHas tTabauua FDB

Crartyc FDB (FDB Multicast Status)

HactpanBaemble BapuaHTbl: Enable/Disable (BkatounTb/BbIKNHOUUTD)
3HayeHue no ymonyanuto: Disable (BbikntoyeHo)

OnucaHue: BKntoyeHne/BbikntoueHMe cTaTUYeckon mHoroaapecHomn Tabaumubl.

2. [obaBneHue cTaTUYECKO MHOroaApecHoM 3anmcu

Static FDB Multicast List Configuration

MAC |01—01—n1—m—m—01 |
VAND |2 (1-4093)
Port List
Port 1 2 a 4 ] & a1 a2 a3
Type FE | FE FE FE FE FE GX Gx Gx

Select I I I Cl Cl Cl

Puc. 83. lobaBneHMe 3annceit B CTaTUYECKYHO MHOrOagpecHyo Tabaunuy
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MAC aagpec (MAC)

HacTtpausaembiit popmat: HH-HH-HH-HH-HH-HH (H — wecTHaguaTepuyHoe 4mcno);

OnucaHue: HacTpowka rpynnoBoro agpeca rpynnbl. Cambli maagwuin 6uT crtapwero 6avTa
paseH 1.

NaeHtudpukartop VLAN (VLAN ID)

HactpanBaemble onunmn: sce cos3gaHHble VLAN ID;

OnwucaHume: YctaHoBKa VLAN ID ans 3anucu cTtaTMYeCcKoM MHOFOagpecHOM paccbiikn. TOAbKO
nopTbl-4neHbl VLAN moryT nepecbliaTb 3T0 MHOFOagpecHoe coobuieHue.

Cnucok nopros (Port List)

OnuncaHue: Bbibop NOPTOB Yy4ACTHMKOB MHOrOaApPEeCHOM PAcCbiikK. ECnm XoCT, NoAKNOYEHHbIM
K MOPTY, XO4YeT NOAYYNTb COOTBETCTBYIOWME AAHHbIE MHOrOAApPEeCcHOM rpynnbl, Heobxoammo
[06aBUTb CTAaTUYECKM 3TOT NOPT B FPynny MHOrOa4PECHOM PACCbIZIKM U HAa3HAYUTb CTAaTUYECKUM
NOPTOM Y4aCTHMKOM Fpynnbl.

3. npOCMOTp, M3MeHeHne N yganeHme CtTatTu4eCKknx MHOroaapecHblx 3anucen.

Static FOB Multicast List
Index MAC VLAN 1D Member Fort
] 01-01-01-01-01-01 2 123
| 4dd | | Delete | [ Modify | | Help |

Puc. 84. Onepaumu ¢ 3aNMCIMMU CTaTUYECKOW MHOT0aZ4pecHOM rpynnbl

B cnucke 3anuceit cTaTMYeCKOM MHOroagpecHon paccbliku oTobparkatotca MAC apgpec,
naeHtuoumkatop (ID) VLAN u nopTbl y4aCTHUKK. Bbibepute 3anucb, Haxkmute <Delete> ana
yAaneHus sanucu; Haxxmute <Modify> na nsmeHeHMa NOPTOB y4ACTHUKOB 3aNUCH.

13.3. IMGP Snooping
13.3.1. BBepaeHue

IGMP Snooping (Internet Group Management Protocol Snooping) - MHOroagpecHbI NPOTOKOA
BTOPOro ypoBHs, paboTalowmin Ha ypoBHE KaHana nepegayv AaHHbix. OH ucnonb3yetca gns
ynpaBAeHWss M HACTPOMKM MHOroagpecHblXx rpynn nepefavnm AaHHbiX. KommyTaTopbl €
noaaep:ko IGMP Snooping aHanusmpytoT npuHumaemble IGMP nakeTbl, ycTaHaBAMBaloT
cooTBeTcTBME Mexagy noptamm u MAC-agpecamMnm MHOFOaZpecHOM PacCblIKU M OTMNPaBAAIOT
MHOroagpecHble COObLEeHNsA COrNacHO STUM COOTBETCTBUEM.

13.3.2. KoHuenums

* MacTtep 3anpocos: nepuogmyeckm otnpasaser IGMP 3anpocbl gnAa nNpoBEpPKU W
o0bHoBNEHNA MHPOPMALMM O MHOTOAAPECHbIX FPYMMNax YTOObl Y3HaTb aKTUBHbI /I OHU U
obecneunTb Nogaep)KKy rpynnoBon nepepavn. Ecam B ceT NpuUcCyTCTBYET HECKONbKO
MacCTepPOB 3anpoCcoB, OHM aBTOMATMYECKM ONpeaenatT oaHoro (¢ HaumeHbwum |IP
afipecom), KOTOpbIi HEenocpeacTBEHHO W OyAeT OCyWecTBAATb 3anpocCbl, OCTa/ibHble
6yayT ToNIbKO Nony4YaTb U nepegaBatb IGMP 3anpochl.
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*  MaplpyTUsnpyoLwmin NopT: NoayyaeT 3anpocbl (Ha IGMP-kommyTaTope) OT macTepa.
Mpn nonydyeHnn IGMP oTBeTa, KOMMYTATOP MHULMANNIUPYET MHOTOAAPECHYIO rpynny 1
nobasnser B Heé MOPT, HaA KOTOpbIM npuwén oTteBeT. Ecam  HacTpoeH
MapLUPYTUINPYIOLLMIA NOPT, OH TakKe AobaBaAaeTcA. 3aTemM KOMMYTATOp peTpaHCcanpyeT
IGMP oTBeT Apyrum ycTpomcTBam Yepes MapLIpyTU3MPYIOLLNI NOPT.

13.3.3.  TpuHumn paboTsbl

IGMP Snooping ynpaBaseT 4ieHaMn MHOroagpecHbiX rpynn nyTém obmeHa MakeTamu mexay
nogaepkumsaowmx IGMP ycTpoiicte. [aHHble 3anpocbl coAep)KaT chneaylolme BaKHble
coobLeHns:

* CoobuieHune ¢ obwmm 3anpocom: MacTep 3anpocoB nepuogmyeckn otnpasaset obume
3anpocsbl (¢ pMKcupoBaHHbIM IP agpecom HasHauveHuA: 224.0.0.1) ans yTouyHeHuUA, ecTb
N Yy MHOroaapecHoi rpynnbl NopTbl YY4aCTHUKM rpynnbl. Mpu noayyeHMn 3anpoca,
YCTPOMCTBO, He ABAAIOLWEEcA MacTePOM 3anpoCcoB, PeTPaHCANPYeT NakeT Ha BCE CBOM
nopTbl.

* CoobuieHMe € KOHKpeTHbIM 3anpocom: Ecam  yCTPOMCTBO — XO4YeT  MOKUHYT
MHOroagpecHyto rpynny, oHo otnpasndeT naket "IGMP leave". Mocne nonyyeHusn
TAaKoro naKkeTa, MacTep 3anpocoB OTMNPaBAsSeT MNaKeT KOHKpeTHoro 3anpoca (c IP
aflpecom HasHauyeHudA, COOTBETCTBYOWMM IP aapecy MHOroagpecHowm rpynnbl) gns
noATBEPXKAEHMA TOTO, YTO Y KOMMYyTaTOopa OCTa/MCb Kakue-nnbo nopTbl YHACTHUKM
AAHHOW rpynnbl.

* CoobuieHMe € OTY4ETOM Yy4YacCTHMKA rpynnbl: Ecan  ycTpoOMCTBO XOo4yeT nosyyaTb
onpeaeneHHble AaHHble MHOroaZpecHol rpynnbl, OHO OTnpaBaseT naker IGMP
onoselleHua (c IP agpecom HasHayeHUs, COOTBETCTBYOLWMM IP aapecy MHOroaapecHom
rpynnbl, K KOTOPOM YCTPOMCTBO NAaHUPYeT NpUcoeanHUTbLEA) B oTBeT Ha IGMP 3anpoc
rpynnol.

* Maket "IGMP leave": EcnnM ycTPOWCTBO XOYET MOKMHYT MHOrOaApecHyl rpynmny, OHO
oTnpasnsetr naket "IGMP leave" (c ¢uKkcMpoBaHHbIM [P agpecom HasHayeHusA:
224.0.0.2).

13.3.4. Hactpouka yepe3 WEB-nHTepdeinc

1. Bknwouute npotokon IGMP Snooping 1 BKAOUUTE peXxMm aBTOMATMUYECKOro 3anpoca.

< IGMP Snooping

ISP Snooping Status (*Enable ' Disable
Auto Cluery Status O Enable (& Disable
| Apply | | Help |

Puc. 85. BkntoueHne IMGP Snooping

HacTtpoika IGMP Snooping (IGMP Snooping Status)
HactpanBaembie onunn: Enable/Disable (BkatoueHo/BbikatoUYeHO)
3HayeHue no ymonyaHuto: Disable (BbikntoueHo)
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OnucaHue: BrkntoyeHne naum solkaoveHme IGMP Snooping. IGMP Snooping 1 GMRP He moryT
6bITb BK/IHOYEHbI O4HOBPEMEHHO.

HacTtpoiika aBTomaTuueckoro 3anpoca (Auto Query Status)

HactpauBaemsbie onuun: Enable/Disable (BkntoueHo/BbikntoueHo)

3HauyeHune no ymonyaHuto: Disable (BbikntoyeHo)

OnucaHue: BkntoyeHne unum BbikAoveHWe @yHKUMM 3anpocoB. Ecnm yHKUMA BbikAOYEHa,
KOMMYTaTOp He MmeeT BO3MOXHOCTU NOCbINATb aBTOMATMYECKMe 3anpocbl. [JaHHyo GyHKUUIO
MOHO BK/AKOUYUTb TOJIbKO Npu BKAtoueHHOM IGMP Snooping.

Mo KpaliHel mepe, XOTA Obl HAa OAHOM KOMMYyTaTOpe [AOJMKHa ObiTb BKAHOYEHA
bYHKLMA aBTOMATUYECKOro 3anpoca.

2. OtobparkeHue cnmncka yyacTHuKoB IGMP Snooping

IGIP Member List
MAC VLAM 1D Member
01-00-5E-TF-FF-FE 1 B
01-00-5E-51-09-08 1 B
01-00-5E-00-01-01 1 B
01-00-5E-04-18-03 1 E
01-00-5E-TF-FF-FA 1 ;

Puc. 86. OTo6paxkeHume cnmcka yyacTHukoB IGMP Snooping

Cnucok yuyactHukos IGMP (IGMP Member List)

lpynnosoe otobpaxkeHune: {MAC, VLAN ID, Member} (MAC agpec, naeHtupumkatop VLAN,
YYaCTHUK rpynnbl).

OnucaHue: oTobparkeHne Tabnauubl aapecoB MHOroaapecHou paccbiikn FDB c BKAtOUYEHHOM
¢yHKumen IGMP Snooping. UaeHtudukatop (ID) VLAN — 3710 maeHTMOMKATOP YyYacCTHUKA
rpynnbi.

13.3.5. [lpumep TMNOBON HACTPOMKM

Kak nokasaHo Ha pucyHke 83, ¢pyHKumA IGMP Snooping BkAtoYeHa Ha KommyTaTopax 1, 2, 3. Ha
KOMMyTaTopax 2 M3 BK/OYEeHa PyHKUMA aBTOMaTMUYecKoro 3anpoca. IP agpec KommyTtatopa 2:
192.168.1.2; IP agpec kommyTatopa 3: 192.168.0.2, cOOTBETCTBEHHO KOMMYTaTOp 3 BbliOpaH B
KayecTBe reHepaTopa 3anpocos.

1. Bkntoumnte pyHKumto IGMP Snooping Ha KommyTaTope 1.

2. Bknawounte pyHKUnKM IGMP Snooping 1 aBTOMATMYECKOro 3anpoca Ha KommyTaTope 2.

3. Bkawouunte PpyHKunM IGMP Snooping 1 aBTOMATMYECKOro 3anpoca Ha KommyTaTtope 3.
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MapwpyTHIHpOWMH MapLupyTHIHPIOLWMWHA
1 mopt KOMMYTETOD 2 MOPT KOMMYTETOPR 3
2 3 <A

leMepaTtop 3anpocos

Puc. 87. Mpumep TMNoBoi HacTpoikn IGMP Snooping

MHoroagpecHeli cepeep

* T.K. KOMMyTaTop 3 ABNAETCA TreHepaToOpOM 3anpocoB, OH b6yaeT nepuoaUnYecKu
oTNpaBAATb coobuweHne c obwum 3anpocom, a nopT 4 KommyTaTtopa 2 byaer
NPUHMMATb 3TO coobLeHMe, COOTBETCTBEHHO [AaHHbIM nopT 6Oyaer BblbpaH Kak
MapLpyTusnpyowmin nopt. Janee coobueHne ¢ 3anpocom byaeT nepeHanpaBieHO 13
nopta 3 KommyTtaTopa 2 B NOPT 2 KOMMyTaTtopa 1, KOTOpbIA NOAY4YMB 3TO COObLLEHNE
6yaeT HazHaYeH MapLPYTU3UPYHOLLMM NOPTOM.

* Korga PC 1 noakntoyaetca K mHoroagpecHom rpynne 225.1.1.1, oH gosixKeH 6yaer
OTNPaBUTb COODLLEHNE C OTYETOM Y4aCTHMKA MHOFOaAPECHOM rpynmnbl KOMMyTaTopy 1,
COOTBETCTBEHHO MOPT 1 W MapwpyTU3UPYIOWNMIA NOpT 2 KommyTatopa 1 6yayt
NOAK/OYEHbI K MHOroagpecHon rpynne 225.1.1.1; 3atem coobuieHune ¢ otyeTom IMGP
O6yaeT nepeHanpaBAeHO K KOMMYTaTopy 2 4Yepe3 MaplpyTU3UPYOWMIA NopT 2,
COOTBETCTBEHHO MOopTbl 3 M 4 KommyTaTtopa 2 TakxKe OyayT noAKAYEHbl K
MHoroagpecHon rpynne 225.1.1.1; panee coobueHne c¢ otdyetom IMGP 6yaer
nepeHanpas/ieHO K KoMMyTaTopy 3 4epe3 mapuwpyTtusmpywowmn nopt 4,
COOTBETCTBEHHO MOPT 5 KOMMyTaTopa 3 TaKe OyaeT BKAKOYEH B MHOFOaZpecHyto
rpynny 225.1.1.1.

* KaK To/NIbKO AaHHble OT MHOTOaApPECHOro cepBepa AOCTUTHYT KOMMyTaTopa 1, oHu byayT
nepeHanpas/sieHbl K PC 1nocpeacrsom noprta 1; T.K. MapLUPYTUSUPYIOLUIA NOPT 2 TaKXKe
ABNAETCA Y4aCTHUKOM MHOr0agpecHoM rpynnbl, AaHHblE MHOrOa4peCcHOM nepeaayn um
TakKe OyayT nepeHanpasneHbl. TakMm o06pasom, Koraa AaHHble AOCTUIHYT nopTta 5
KOMMYyTaTopa 3, nepecbisika OCTAaHOBUTCA, T.K. OTCYTCTBYET NPUHUMALOLLLAA CTOPOHa. Ho,
ecim PC 2 TaKkKe ABNAeTcs yyacTHMKOM 225.1.1.1, K Hemy Takxe 6yayt
nepeHanpas/fieHbl AaHHble MHOF0aApPEeCHOM PACcCbINKM.

14, JInarnocruka

14.1. 3epkanuposaHue nopTos (Port Mirroring)

14.1.1. BsegeHue

Port Mirroring - 3epkanvpoBaHue NopToB. biarogapa GyHKUMM 3epKaNnpoBaHNA NOPTOB, NOPT
KOMNUpPYeT BCe NnepeaaHHble U NPUHATbIE AaHHble O4HOro nopTa (MOPT UCTOYHWMKA) HA APYroi
(nopT HasHauyeHwus). MopT Ha3HayYeHWA, Ha KOTOpPbIM NepeaalrTca AaHHble, Kak MpasBuio,
NoAKNOYaeTCA K YyCTpoMcTBy-aHanusatopy wan  RMON-moHWUTOpPY, AN ynpasBaeHus,
MOHWUTOPMHIA U AMarHOCTUKM HEUCMPABHOCTEN.
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14.1.2. OnucaHue

KommyTaTtop noagep»uBaeT TONbKO OAMH MOPT 3ePKa/IMPOBAHMA, HAa KOTOPbIM OTNPaBAAOTCA
AaHHble (MOPT HAa3HAYEHMA), HO NPU STOM HET OrPaHUYEHNIN HA KOIMYECTBO NOPTOB MCTOYHMKA.
MopTbl, 4aHHblEe KOTOPbIX 3ePKaNMPYHOTCA, MOTYT 6bITb B 0A4HOM VLAN nnun B pasHbix. Mpu aToMm,
NOPTbl UCTOYHUKA U HA3HAYEHMUA 3ePKAIMPOBAHMA TAKXKe MOTyT ObiTb B OAHOM MU B Pa3HbIX
VLAN.

MopTbl UCTOYHMKA U HAa3HAYEHMUA AO/IXKHbI ObITb Pa3HbIMKM NOPTAMMU.

| |+ HacTtpoiika nopTa B peXume 3epKaNMPOBaHUA U B PeXKMMe TPaHKOBOW rpynmbl —

u B3aMMoOMCKAtoYaloLwme. MopT UCTOYHMKA/HAa3HAYEHMA 3EPKAZIMPOBAHNA HE MOXKET
6bITb A06aBNEeH B TPAHKOBYH rpynny, B TO e Bpems MNopTbl, BXoAAline B
TPaHKOBYIO rPynny Heb3sA HAaCTPOWUTb B PEXMME NMOPTOB UCTOUYHUKA/HA3HAUYEHUN
3epKannpoBaHms.

* HacTpolika nopTa B perKMme 3epKaMpoBaHMA U B pexXume KOJbLEeBOro nopra -
B3aMMOMWCKtoYatowme. MopT UCTOYHMKA/HA3HAYEHUA 3ePKAIMPOBAHNA HE MOXKET
ObITb Ha3HaAYeH KO/bLEBbIM MOPTOM WM Ha HEM He/b3A BK/OYATb KOJbLEBble
NPOTOKO/bl. B TO e Bpema MopT C NOALEP’KKOM KOMbLEBOro MPOTOKOAA He
MOeT ObITb HACTPOEH KaK MOPT 3ePKaNMPOBAHUS.

* OpHOBpeMeHHasA HAcTpoMKa NMOPTOB B PEKMME 3epKa/MPOBAHUA U B peMME
posepeHHoro  (Trust) nopTa DHCP  Snooping  HeBO3MOXHa. Mopt
MCTOYHMKA/HA3HAYEHMA 3EepKaNIMpPOBaHUA He MOXeT O6biTb HacTpoeH Kak
[0BEPEHHbIN NOPT, B TO XKe BPEeMsi JOBEPEHHbIM MOPT HE MOXKET ObITb HAaCTPOEH B
peXnume NOPTOB UCTOYHWMKA/HAa3HAYEHMA 3EPKANMPOBAHMA.

14.1.3. HacTpolika yepe3 WEB-untepdeic

1. Bblbop NOpTa UCTOYHMKA B PEKMME 3ePKANMPOBAHUS.

« Port Monitoring

| Manitaring Part | |3 v| |

Puc. 88. HacTpoiika nopTa HasHayeHuA

MopT moHuTopuHra (Port Monitoring)

Hactpansaembie onumn: NULL/One switch port (Het/OanH nopT)

3HayeHue no ymondyanuio: NULL (HerT)

OnucaHue: Bbibop NopTa HasHa4YeHUA PEeKMMa 3epKaNMpoBaHMA. TONbKO OAMH MOPT MOMKET
6bITb HACTPOEH KaK NOPT Ha3HaYeHus.

2. Bblbop NoOpTa UCTOMHUKA B PEXMME 3ePKaAIMPOBaHMA.
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Port ID| Type|Manitared Maode
1 |FE @Ry OT ORX&TH
2 | FE F R TH RX & TX
3 | FE RX TX R & T
4 | FE Orx ®@Tx ORX&TX
5 | FE O RX TX R & T
B |FE Orx OT ©Rx&TH
7| Fx O R TX R & TX
8 | Fx O R T R & TX
9 | FX ] R TX RC& TH

| Apply | | Help |

Puc. 89. HacTpoiika nopTa UCTOYHMKA

Pexxum (Mode)

HactpanBaembie onumn: RX/TX/RX&TX

OnucaHue: Bbibop AaHHbIX A5 3epPKaNMpPOBaHuUS.

TX — 3epkano nepegaBaemMbix COODLLEHU MOPTOM UCTOYHUKOM.
RX — 3epKa/io NpuHMMaemMbIx COObLLEHMN MOPTOM UCTOYHUKOM.
RX&TX — 3epKano Bcex coobueHnii nopTa UCTOYHUKA.

14.1.4. Tlpumep TMNOBOWN HACTPOMKM

Kak BMaHO Ha pucyHke 90, NOPT 2 3TO NOPT HA3HAYEHUA PEXKMMA 3ePKaAIMPOBaAHMA, a nopT 1 —
MOPT UCTOYHMK. Bce coobuieHuns Ha nopTy 1 3epKkannpytoTca Ha nopT 2.

Mpouecc 3epHanMpoOBaHMA Ha YCTPOMCTBE

--1-»2 0"~ Q-—1-F
McToYHMK MopTt|HasHaYeHUA

e
HcTouHKK Mopt HazHa4YeHWA

Xocr

YeTpoHCTEO HOHTPOAA AaHHBIX

Puc. 90. HacTpoiKka nopTta UCTOYHMKA

Mpouecc HaCTPOMKM:

1. HactpoiiTe nopT 2 B peXMM NopTa Ha3Ha4YeHMsA, Kak MOKa3aHo Ha puc. 88.

2. HacTtpowte nopt 1 Ka MOPT MCTOYHWMK 3EPKaNMPOBAHUA, PEXMM MNOPTA 3€pPKaMPOBAHUA
ycTaHoBUTE KaK RX&TX, Kak noKa3aHo Ha puc. 89.
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14.2. posepka cBasu (Link Check)
14.2.1. BsepeHue

Mposepka cBAsn (Link Check) - 3To npoBepka TOro, HACKOAbKO KOPPEKTHO MopTbl C
BK/IIOYEHHBIMW  MPOTOKO/IAMU  KO/MbLEBOrO pe3epBupoBaHua (STP/RSTP/Sy2-RP/Sy2-Ring)
nepegatoT AaHHble. Korga npoucxoAuT aBapUMHOE MEepeKNOYEHNE, PEXUM MPOBEPKM
CBOEBPEMEHHO MOXKET 06HAPYXUTb NpobaemMy 1 UCNPABUTDL ee.

14.2.2. HacTpoiKa yepe3 WEB-nHTepoeiic

1. HacTpolika penma NnpoBEPKN CBA3M.

% Link Check

Link Check
Fort | Type Administration Status Fun Status
1 FE ® Enable O pisable Receive Fault
2 | FE @ enanle O Disable Normal Link
3 | FE ® Enable O Disable Narmal Link
4 | FE & Enable O Disable Mormal Link
5 FE O Enable & Disable Disable
B FE O Enable ® Dpisable Disable

Puc. 91. MNMposepKa cBA3U

Pexxum agmuHuctpuposaHua (Administration Status)

HactpanBaemsbie onunn: Enable/Disable (BkatoueHo/Bbikato4yeHO)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

OnucaHue: BKAoYeHMEe AaHHOM OGYHKUMM BO3MOMKHO TO/IbKO HA MNOPTaxX C BK/KOYEHHbIM
PEXMMOM KOJIbLLEBOrO pe3epBMPOBaHUA.

Pexxum pabotbl (Run Status)

Pexum pabotbl: Normal Link/Receive Fault/Disable (HeT ownbok/Mprem ownbok/BbiknoueHo)
OnucaHne: EcnM Ha KONbLEBOM MOPTYy BKAYeHa ¢yHKumuA «[lpoBepka cBA3u», byaer
oTobparkatbca pexum paboTbl. CoctoAaHme «Normal» o03HauyaeT, 4To nNOpPT nepesaeTr W
NPMHUMAeT AaHHble 6e3 cboeB M OWKMOOK, B NPOTMBHOM c/ydae 6OyaeT oTobparkaTtbes
coctoaHne «Receive Fault». Ecnn Ha KonbueBoM NOpPTy He BKAOYeHA ¢yHKuuMA «lpoBepka
CBA3NY, CTaTyc nopTa byaeT oTobparkaTbca Kak «Disable».
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14.3. BupTtyanbHbit Tectep kabena (Virtual Cable Tester, VCT)
14.3.1. OnwucaHue

[na onpepeneHuns coctoaHua Kabens tuna «sutaa napa» VCT MCnonb3yeT Takon MeTos,
nccnefoBaHus Kak pediektomeTpua. Ona obHapyKeHMA NOBpeXAeHMA cucTema nepenaet B
KabeNb MMNYAbCHbIN CUTHAN U [OMKHA MONYYUTb OTPAXKEHME ITOTO MMMYNAbCHOrO CUrHana.
Korga nepesaBaemblil UMMNYAbCHbIMA CUTHAN JOCTUTHET MMBO KOHUA Kabensa nmMbo TOUYKM OTKa3a,
BCSA SHEPrMa MMMNY/AbCHOTO WM ee YacTb byAyT OTparkaTbCA 0OPATHO Ha MCTOYHWUK OTMPABKM
CUrHasa, COOTBETCTBEHHO byaeT obHapy»KeHo nospexkaeHue kKabens. TexHonorma VCT cHavana
n3mepseT Bpemsa MOCTYN/JeHMUA CUTHANA K TOYKE OTKAasa, 3aTeM BpemMs BO3BpaTa CUMrHana K
NCXOAHOMY MCTOYHUKY, @ MOTOM 3aTEM BbIYMCAAET PACCTOSHME B COOTBETCTBMMU C NOJYHEHHbIMM
BPEMEHHbIMU pe3y/ibTaTaMu.

14.3.2. PeanunsaumnAa

TexHonorua VCT obecrneynBaeT NpoBEPKY KaHanoB, COeAMHSAIOWNX MeaHble nopTel Ethernet u
Bbl4AeT pe3ynbTaTbl TECTUPOBaHMA MHUI cBA3n. VCT moxKeT obHapyKuMBaTb ciegytowme Tunbl
noBpeXXAeHnn Kabena:
* Short: 3TO 03HayaeT KOPOTKOE 3aMblkaHue, T.e. ABa WAM 6Gonee nNpoBoJOB
«3aKOPOYEeHbI» MexXay coboi.
* Open: 370 0O3Ha4aeT, YTo Lenb Pa3oMKHyTa. BosamoXKHO B Kabene ecTb pasopBaHHble
nposoAaa.
* Normal: 370 03HayaeT, 4To NPOBOAA B Kabene McnpaBHbI.
* Imped: 3TO 03Ha4YaeT HecooTBETCTBME MMNenaHca. MOCKONbKY nmnegaHc Kabena Cat.5
coctaBnaeTt 100 Om, 4yTo6bl U3beXKaTb OTPAKEHUA BOJIHbI U OWMOKM AaHHbIX, MUMNeSaHC
TEPMWHATOPOB Ha 060MX KOHLLax Kabena aoakeH coctaBnatb 100 Om.

14.3.3. HacTtpouka yepe3 WEB-mHTepdeinc

1. MNpoBepka Kabens, 41MHA KOTOPOro M3BECTHA.

Bbibepute Kabenb, A/IMHA KOTOPOro M3BECcTHAa (Hanpumep, 4 M.); NogcoeauHUTE OAUH KOHel,
Kabena megHomy nopty Ethernet 1, a pgpyron KoHeu, Kabena He HWKyAa NOAKNOYANTE;
BK/IIOUYUTE PEKUM OMNpeaeneHns COCTosSHUA Kabena Ha nopTy 1, KaK nokasaHo Ha puc. 88.

VCT Detect

| Pot | [6v | [ VCT Start |

Puc. 92. BkntoyeHune VCT

MNoprT (Port)

HacTpavBaemble onuun: Bce meaHble NOPTbl KOMMYTaTOpa

OnucaHue: Bbibop nopTa, K KOTOPOMY NOAK/OYEH Kabenb U gnvHa Kabena n3secTHa.

MeTtoa: Haxmute <VCT Start>, yTobbl OnpenenvTb COCTOAHWE Kabens, NOAKAYEHHOro K
0603HauyeHHOMY NOPTYy. BbINONHANWTE NPOBEPKY HECKONbKO pa3, YTobbl MOAYYUTb TOUHbIN U
CTabunbHbIN pe3ynbTaT TecTa.
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2. CpaBHeHMWe pe3y/ibTaToB TecTa C GaKTUYECKOM cuTyaumen (cm. puc.79).

Detect Result

Fort Status Length
i] Cpen 3.4

Puc. 93. PesynbTatbl Tecta VCT

Crartyc (Status)

Otobparkaemsblie onumn: Open/Short/Normal/Imped

OnucaHune: OTobpaxkeHWe cocTosaHMA Kabens, MOAKNOYEHHOro K 0603HaYeHHOMY MOpTy.
Otobpaxkaemaa MHPOPMaALUA NOKA3bIBAET COCTOAHME Kabena: pasoMKHyTas Lenb, KOPOTKoe
3amblKaHMe, HOPMaJiIbHOE COeANHEHME, HECOOTBETCTBME MMMeaaHca.

PaccroaHue (Length)

OnucaHune: OTobparkeHMe paccToaHMUs OT NopTa 40 TOYKM OTKa3a.

3. HacTtpo#Ka napameTpa «CMeLLLeHuA» nopTa.

Detect Result

Fart Status Lenagth
] Qpen 4.0(m)

Puc. 94. Hactpolika «cmelleHusa»

MpumeyaHne: NOpT BO BpemsA TECTMPOBaHMA OyaeT B HEAKTUBHOM COCTOAHWW, pe3ynbTaTt
«Normal» o3HauaerT, 4To gNnHy Kabens onpeaenvTb HeNb3s.

CmeweHue (Offset)

HacTpauBaembliit guanasoH (m): -10~+10

3Ha4yeHue no ymonyaHuto: 0

OnucaHue: CpaBHUTE A/IMHY Kabens ¢ pe3ynbTaToM TecTa U BBeAUTe cmelleHne. Kak NoKasaHo
Ha puc. 89, 4AMHa Nocne TecTa cocTaBaseT 3,9 M, HO paKTUUYeckasa O/nHa Kabena coctasnset 4
M. YT06bl nonyumTb 60see TOUHbIM pe3ynbTaT TecTa, BBeaAuTe cmeuweHune 10 cm, 4TObbI
HaACTPOMUTb pe3ynbTaT TecTa Ha 4 M, Kak NoKa3aHo Ha puc. 91, MUHUMM3MPYA OWNBKY TecTa.

Detect Result

Port Status Length
] Cpen 4.0(m)

Puc. 95. Pe3ynbTat Tecta nocne HaCTPOMKM KCMELLEHNA»

I'Ipwmeanme: NOPT BO BpemAa TeCTUpoBaHUA 6yp,eT B HEaAKTUMBHOM COCTOAHWWN, pe3ynbTaT
«Normal» O3Ha4aeT, 4YTO AJ/IUHY Kabens onpenenntb HenNb3A.
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15. SNTP
15.1. Bsepenue

Mpotokon SNTP (Simple Network Time Protocol) obecneunBaeT CUHXPOHU3ALUIO BPEMEHMU
MeXy CepBepoM M KJIMEHTOM MYTEM 3aMpocoB M OTBeTOB. Ecam KommyTaTop BbICTynaeT B
KayecTBe KAMEHTA, OH CUMHXPOHM3UPYET CBOE BpemA CO BpemeHem cepsepa. [nsa ogHoro
KOMMYyTaTopa O4HOBPEeMEeHHO MOXHO Ha3HauuTb A0 4-x SNTP cepsepoB, 0O4HAaKO aKTUBHbIM U3
HUX MOXKET BbITb TO/IbKO OAUH.

KnneHt SNTP nocnepoBatenbHO OTNPaBAAET 3anpoc KaxKaoMy cepsepy B BUAE 04HOALPECHOM
paccbinkn. Cepsep, NepBbiM OTBETMBLUM HA 3anNpoC CTAHOBUTCA aKTMBHbIM. OcTasibHble
cepBepbl byayT HEAKTUBHbI.

*  Yr10b6bl CUHXpOHM3MpOBaTb Bpema no SNTP, gonxkeH O6biITb akTMBHbIM SNTP-
cepsep.

ﬂ *  KommyTatop He MOXKET CyXutb cepsepom SNTP.

15.2. Hactpoika yepes WEB-uHTepdeic

1. BkntoyeHue npotokona SNTP u HacTpolika cepsepa SNTP.

# SNTP

SNTF Status ® Enahle () Disable
Server IP 192, 168. 1. 23
Interval Time 16 (16-162845)
Time Zone ‘ GMT |+ & V|
| Apply | | Help |

Puc. 96. Hactpoika SNTP

Cratyc SNTP (SNTP Status)

HactpanBaembie onunn: Enable/Disable (BkAounTb/BbIKNHOUUTD)

3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

OnucaHue: BkntoveHne nam eoikntoveHme SNTP.

Appec cepsepa (Server IP)

®opmart: A.B.C.D

Onucanue: Hactponka IP agpeca cepsepa SNTP. KnneHTbl 6yayT CUHXPOHU3MPOBATb CBOE
BPeMs B COOTBETCTBMM C COODOLLLEHMAMM 3TOFO cepBepa.

NHTepBsan BpemeHu (Interval Time)

HacTpauBaemblii Ananas3oH (cek.): 16716284

OnucaHue: HacTpolika MHTepBana 414 OTNPaBKM 3aNpoCcoB CUHXPOHM3aLmn Ha SNTP cepsep.
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HacTtpoiika yacosoro nosca (Time Zone)

BapuaHtbl: O, +1, +2, +3, +4, +5, +6, +7, +8, +9, +10, +11, +12, -1, -2, -3, -4, -5, -6, -7, -8, -9, -10,
-11

3Ha4vyeHMe no ymonyauumio: 0

OnucaHue: HacTpolika YacoBoro nosca.

2. Bblbop perkrMma CMHXPOHM3ALMM BPEMEHWN KNMEHT-cepBep.

Last synchronization Time 2011.08.05 15:40:52
Device Time 2011.08.05 15.40:53
Update ® automatism O Manual | | 4pply

Puc. 97. dopma CUHXPOHU3aALUMK

MNocnepgHee BpemaA cMHXpoHu3auum (Last synchronization time)

OTtobpaxkaembln popmaT: yyyy.mm.dd hh.mm.ss (rog.mecau.aeHb Yacbl.MUHYTbI.CEKYHAbI)
3Ha4veHMe no ymonyaHuto: 0000.00.00 00.00.00

OnucaHue: OTobparkeHne BpeMeHM NONYYEHHOTO OT cepBepa.

Bpems yctpoiictBa (Device Time)

OTtobpaxkaembln popmaT: yyyy.mm.dd hh.mm.ss (rog.mecau.aeHb Yacbl.MUHYTbI.CEKYHAbI)
3HauyeHWe No ymonyaHuto: 1

OnucaHne: OTob6parkeHNe NOKAIbHOTO BPEMEHU YCTPOMCTBA.

Bbi6op pexxuma cuHxpoHusauyum (Update)

Hactpansaemblie onuun: Automatism/Manual (ABTomaTnyecku/BpyuHyto)

3HayeHue no ymonyaHuio: Automatism (ABTomaTuyeckmu)

OnucaHue: Bbibop pexxnma CMHXPOHM3ALUN BPEMEHU KNNEHT-cepBep.

3. OtobparkeHne nHbopmaLmnm o HacTporKkax SNTP.

Mumber| Server P Server Status | Time Zone | Interval Time | Synchronization
[11 192168123 active +8 16 Synch
[z 192168132 repose + 8 20 Sigrmsiin

Puc. 98. Mndopmauua o HacTpoiikax SNMP

Homep (Number)

Bbibop HOMepa a1a yaaneHus cooTBeTCTBYOLWEN KoHbUrypaumm cepsepa.fllo ymonyanHuio: 1
CraTyc cepBepa (Server Status)

OTobparkaemble active/repose (aKTUBHbIN/HEAKTUBHbIN)

CepBep B aKTMBHOM COCTOSHMM BbINOJIHAET CUHXPOHWU3ALMIO BPEMEHW AN  KAMEHTa.
CywiecTByeT OAMH U TONbKO OAMH CepBep, KOTOPbIN HAaX04UTCA B aKTMUBHOM COCTOSIHMM, @ BCe
ApYyrve Haxo4aTca B HEAKTMBHOM COCTOAHUMU.
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CuHxpoHusauma (Synchronization)
OnucaHue: Haxmute KHOMKYy <Synch>, ecin y Bac YCTaHOBAEH PeXMM CUHXPOHM3aALUUK
«Manual».

16.  Be3omacHocTthb (Security)

16.1. SSH
16.1.1. BseaneHue

SSH - 3TO ceTeBOM NPOTOKON ANA He3onacHoOro yaaneHHoro Bxoaa B cuctemy. OH wudpyet Bce
nepesaBaemble [aHHble, 4TOObl MPeAoTBPATUTL PacKpbiTMe WHPopmauuu. Koraa AaHHble
wundpytotca ¢ nomolubto SSH, Nosb3oBaTeNM MOTYT MUCMO/Ib30BATb TO/ILKO PEXUM KOMaHLHOM
CTPOKM A/1A HACTPOIMKM KOMMYTATOPOB.

[aHHasa cepva KOMMYTAaTOpPOB noaaep:kusaeT ¢yHKuuMio cepsepa SSH M AaeT BO3MOMXKHOCTb
NOAKAYATLCA MHOXKECTBY KAMEHTOB SSH, KoTopble MOryT aBTOpPM30BaTbCA B YAA/IEHHOM
KOMMYyTaTope NocpeacTBOM NPOToKona SSH.

16.1.2. CekpeTHbilt Kntoy (Secret Key)

HesawundpoBaHHoe coobuleHMe Has3biBaeTcs OTKPbITbIM  TEKCTOM, a 3awudpoBaHHOE
cooblleHne HasbiBaeTcA WKNPpPOBaHHbIM TekcTom. LudposaHne wunm pewndposaHue
HaXxoAMUTCA NOA KOHTPOJIEM CEKPETHOro Katoua. CEKPeTHbIN KAty - 3TO crneundunyecknin Habop
CMMBOJIOB, KOTOPbIN ABNAETCA OCHOBHbIM MapameTpoM A/1A KOHTPOJA 33 npeobpa3oBaHMem
TEKCTa U3 OTKPbLITOro B LUMGPOBAHHbIN.

Ana ayTeHTMOMKAuMM Ha OCHOBE K/H0Ya MCNO/b3YHTCA CEKPETHble KNuu. B KoHUe Karkaoro
COOOLLEHNA CTb Napa CEKPETHbIX K/OYEN, NEPCOHA/IbHbBIN K/IOY N OTKPbITbIN KoY. OTKPbLITbIN
KNKOY MCMONb3yeTcs aNs WKPOBaAHUA AAHHBIX, @ 3aKOHHbIM BAagenel, NepcoHabHOro Kua,
yTObbI rapaHTMPOBaTb 6€30MacHOCTb NepesaBaeMbiX AaHHbIX MOMKET UCMO/1b30BaTb €ro ANs UxX
AewmndpoBaHms.

16.1.3. Peanunsaumna

Y106bl OCywecTButb 6e3onacHoe SSH noakntouveHue, cepBep W KAWEHT AO/KHbI MPONTU
cneaylouwme nNATb 3Tanos:

* Craama cornacoBaHuA Bepcuin: B HacToswee Bpema SSH coctonT 13 asyx Bepcmin: SSH1 m
SSH2. O6e cTopOoHbI AONKHbI 06CYAUTL BEPCUIO ANA UCMONb30BaHUS;

* CragmAa cornacoBaHuA Katoyen u anroputmos: SSH nopaeprkmMBaeT HECKONbKO TUMNOB
anroputmos WndposaHuna. Obe CTOPOHbLI AO0/MKHbI 06CYAUTb, KaKoW anroputm obyaet
NCNO/1b30BaThCA;

e Cragua ayTeHTUdMKauum: KaneHT SSH oTnpaBnseTr Ha cepBep 3anpoc Ha
ayTeHTUPUKaLMIo, N cepBep AO/IKEH AYyTEHTUPULMPOBATL KNEHTA;

 CragmAa 3anpoca ceaHCa: KAMEHT OTNpaBAAeT 3anpoC Ha CeaHC K cepBepy nocne
NPOXOXAEeHMA ayTEHTUPUKALMY;

* Cragma ceccuu: KNMEHT U cepBep HAaYMHAIOT CBA3b Noc/e nepesaymn 3anpoca Ha ceaHc.
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16.1.4. Hactpolika yepe3 WEB-uHtepdeic

LLlarn HacTpoiku cepsepa SSH:

1. BbikntoumTe cTatyc SSH.
2. Haxkmute <Destroy>, 4tobbl yAaNnnUTb CTapyto Napy KAOYEN, KaK MOKa3aHo Ha puc. 99.

v 55H Server Configure

SSH State | OEnable @ Disable
Authentication Retry Times| [0 (1-10)
Time Out A0 (G0-300)s
Local Key Pair Create | | Deztroyw |
NULL -
Local Key Value
-
| Apply | | Help |

Puc. 99. YganeHue ctapbix Katoue

3. Haxkmute <Create>, yTobbl CO34aTb HOBYIO NAPy KAtoUe.

« 55H Server Configure

SSH State | OEnable  i@pisable
Authentication Retry Times |1EI (1-10}
Time Out SO0 (60-300)s
Local Key Pair Create Destrovw
Fublic kev portion is: i
zzh-r=a
Local Key Value LA AR ANz AC lwo2EALAADAGARLL S -
v owf c 8z 00UFWODmbt wd1OEH=WEPE
WTh&=zf /tEreFoGLint  OmW hyffdE

| Apply | | Help |

Puc. 100. Co3gaHune HOBOW Napbl KAto4ein

4. Bknwouute npotokon SSH n HacTponTe cepsep SSH.

info@symanitron.ru Www.symanitron.ru




SEWMB9A-D, SEWM10G-D

SYMAN |TRON PYKOBOACTBO NO HacTpoWkKe /

SSH State | ®cEnable  Onbisable
Authentication Retry Times| 10 (1-10)
Time Out 300 (60-300)s
Local Key Pair " st | | Daze roy |
Public key portion is: =
ssh-rsa
Local Key Value ALLLBINzaC o2 EAAMADAQARALA A
wCovf c9zy00UFWODmbt wdiOEH=WFP
VTh&sf/tBreFoGLini/OnW/ hy664E - |

el | [l ]

Puc. 101. HacTtpolika cepsepa SSH

Pexxum SSH (SSH State)

HactpanBaemsbie onunn: Enable/Disable (BkatoueHo/BbikatoUueHo)

3HayeHue no ymonyanuto: Disable (BbikntoyeHo)

OnucaHue: BkatoyeHue/BbikntoveHne npotokona SSH. Ecan npotokon SSH  BKAoueH,
KOMMyTaTop paboTaeT Kak cepeep SSH.

Bpemsa noBTopHOM NpoBepku noganHHoctu (Authentication Retry Times)

Hactpansaemblii ananasoH: 1~10

3Ha4yeHune no ymonyaHuto: 10

OnwucaHue: HacTpolika KoaimyecTBa NonbITOK aBTOpu3aLunm B cepepe SSH.

HacTtpoiika Taiimayta (Time Out)

Hactpausaemblii ananasoH: 60~300

3HaueHune no ymonyaHuto: 300

OnucaHue: HacTpolika BpemeHU, B TeYEHNE KOTOPOTro AJ/IMTCS KIMEHTCKoe coeamnHeHue SSH B To
Bpema, Korga HeT nepefaym pgaHHbix. llocne ucTteyeHMs [AHHOTO BPEMEHU COeAuHEeHue
ABTOMATUYECKM OTKKOYaETCA.

JNlokanbHana napa Knwueii (Local Key Pair)

Hactpansaembie onuun: Create/Destroy (Co3gatb/Yaanuts)

Onwucanue: Co3aatb UK yaannTb napy JIoKanbHbIX Katoyen cepsepa SSH. Mepen BKAOYEHNEM
cepBepa SSH HeobxoaMmo co3aaTb Napy JIOKaAbHbIX Kalo4yel. Heobxoanmo yaanntb cTapyto
napy K/ao4el nepes cosgaHMem HOBOM Napbl.

3HaueHue noKanbHoro Knwua (Local Key Value)

OnucaHue: OTobpa)KeHMe 3HauyeHua JoKasnbHOro Kjaw4da. Haxkmute <Create>, u4TOObI
aBTOMATUYECKN CFTEHEPUPOBATL 3HAUYEHME K/tOYa.

1. Hactpolite Kntou SSH, Kak NnokasaHo Ha pwuc. 102.
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Key Configure

Key Mame 333
Key Type RSA

fPzHOtPeTA9dmETfkEE ]l dhCmTAipzE =
&V Ik qpdSEA VA dDOARGhN o b oxwIl9T
KeyValue ezd JwrrellkvVOId918EEp0Txx oY al
Llopal j=T/VhilcyDIVID/Fdw==
rza-—keyv— 20110706 -

Format of Key Value: [algo-name] [pubkey] [keyinfo]
[algo-name] . ssh-rsa | ssh-dsa

[pubkey] : hasefd code, less than 2048Byte
[kevinfa] : mare infa for this key

| 4dd | | help |

Puc. 102. HacTtpoliika Kntoua SSH

Mma Knoua (Key Name)

Hactpausaembiii ananasoH: 3~20 cMumBOJIOB

OnucaHue: HacTpoika MMeHU Kntoya; obecneunBaeTca NoAneprKka MakCUMyM 3-X KaKoYei.
Tun kntoua (Key Type)

O6s3aTtenbHan HacTpolika: RSA

OnucaHue: B 3TOl cepmMm KOMMYTaTOPOB NOAAEPKUBAETCA TONbKO anropntm RSA.
3HaueHue Kntoua (Key Value)

®opmart: {algorithm name, public key, key info} {uma anroputma, OTKpbITbIN KAtOM,
MHPOpPMaLMA O KNtoue}

HasBaHue anropmutma: SSH-RSA | SSH-DSA

OTKpbITbIN KAtod: OcHOBAH Ha 64-3Ha4YHbIX KOAax M ero AJnHa meHble 2048 6aitT.

®yHKUMM: HacTpoMKa OTKPbLITOrO K/toYa COOTBETCTBYIOLWLErO KAneHTa. Kak npasmno, OTKpbITbIN
KNIOY reHepupyeTca nporpaMmHbiM obecnedyeHrem Puttygen n Konupyetca BMeCTO 3HaAYeHUs
KNtoYa cepBepa, NePCOHANbHbLIN KAKOY XPAHUTCA Y KINEHTA.

2. OTobparkeHune CrmncKka OTKPbITbIX K/OYEN M yaaneHue Katova.

w 55H Key Configure

Public Key List

Index Key Mame Key Type
mE 111 RSA
[z 222 RSA
mE 333 R34

Puc. 103. OTob6parkeHune cnmcka Ka4en
LLlarn HacTponKM KnneHTa SSH:

1. Hactpoiite napameTpbl KAneHTa SSH, Kak NokasaHo Ha puc. 104.
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55H User Manager

zer Mame ddd
Authentication O Public Key 111
Tme E}' Fassword L1 1]

[ 4dd | [ Help |

Puc. 104. Hactpolika KnneHTa SSH

MUma knmneHTa SSH (User Name)

Hactpansaembiii ananasoH: 3~20 cMumBo/I0B

OnucaHune: Co3aaHmMe UMEHU KNMeHTa; obecneymBaeTca NnoaaepKka MakCMMyMm 4-X KNUEHTOB.
Tun ayteHTUdUKayum (Authentication Type)

Hactpansaembie onuun: Public Key/Password (My6anuHbiin kntou/Maponb)

3HayeHue no ymonyanuto: Public Key (My6anyHbIiA Kntoy)

OnucaHue: HacTpoiKa TMna ayTeHTUudUKaumm kKnneHta SSH. Ecam HyKHo BbibpaTb «Public Key»,
BblbepuUTE KUY M3 CMMCKA OTKPbITbIX KAtoden; ecnm Tpebyetca BblbpaTb «Password»,
HeobxoaMmo BBeCTM OT 3 40 8 CMMBO/I0B NApPOAA AN NOCAeAyoWei aBTopmusaLmu.

2. OTvobpakeHue cnucka KamMeHToB SSH 1 yaaneHue BbiIbpaHHbIX NONb30BaTeNeN.

< 55H User manager

SSH User List

Index User Mame Authen-Type Password/Key
Fl11 aaa Public Key 111
[z hbb Pubklic Key 222
! CoC FPublic Key 333
4 ddd Passward 44/E1yyNEJdEL

Puc. 105. OTobparkeHune cnucka KameHTos SSH

16.1.5. Tlpumep TMNOBON HACTPOMKM

XocT paboTaeT Kak KnneHT SSH ana ycTraHOB/IEHUS /TIOKa/IbHOTO COeANHEHUS C KOMMYTAaTOPOM,
KaK NOKa3aHo Ha pucyHke 102.

SSH Knuenrt SSH Cepsep
192.168.1.23 192.168.1.2

Xoct KommyTatop

Puc. 106. Mpumep HacTpoiKkn SSH
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Echm knneHt SSH BbiGMpaeT Tun ayteHTUdMKaumm «Password», BbINOHWUTE cnepyowme

nencTBums:

1. Ypanute ctapyto napy Kato4en cepsepa, Co3aanTe HOBYIO Napy KAKOYen 1 3anycTute cepeep
SSH (pwmc. 99, 100, 101).

2. 3apavite wvmAa kameHta SSH (B npumepe «ddd»); Bbibepute TMN ayTeHTUDMKaALUM
«Password», yctaHoBMTe Napob (B Npumepe Ucnoibayerca naponb «444», cm. puc. 104).

3. YcraHoBuTe coeguHeHue ¢ cepsepom SSH. CHayana 3anyctute nporpammy PuTTY (pwmc.
103); sBeaunTe IP-agpec cepBepa SSH «192. 168.1.2» B none «Host Name».

I:R PulTY Configuration

Categony:
- S_ession | B azic options for pour PuT T zezsion |
P L_oggmg Specify the destination you want to connect to
=~ Temminal
Hast Mame [ar IP address) Port
- Keyboard
 Bal [1521681.4 |[22 |
- Features Connection ype:
= ‘Window (O Baw () Teket O Rlogin & 55H O Serial
o
ppea.lance Load, zave or delete a stored zessian
-~ Behaviour
- Tranzlation Saved Sessions
- Selection | |
- Colaurs :
Default Settings
=) Connection ﬂ]
-~ Data o
W
- Rlogin
+ 55H
- SeiE Cloze window on exit
O aways O Mever (3 0nly on clean exit
|

Puc. 107. HacTtpoliika knneHTa SSH

4. Haxmute KHonky <Open, nocne 3TOro MOSBUTCA npeaynpexaatollee cooblieHue,
NoKasaHHoe Ha puc. 108. Haxkmute KHoNKy <da>.

= Theserver's host key is not cached in the registry. You

i have no guarantee that the server is the computer you
think it is,
The server's rsa2 key fingerprint is:
ssh-rsa 1040 1d:24:76:38:72:9b:¢5:45:5054:b2:3d:82:95:62:(9
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, hit No.
If you do not trust this host, hit Cancel to abandon the
cennection.

fa || He || omewa || Crpasea

Puc. 108. NMpeaynpexaatowee coobuieHne
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5. BBeaute uma KnueHta «ddd» u naponb «444», pns TOoro 4tobbl BOWTU B WMHTepdelic
HacTpoek kKommyTaTopa (puc. 109).

2> 192, 168.1. 2 — PulIY

Puc. 109. OKpaH aBTopu3saumnm c naponem SSH

Echm knmneHT SSH BbiGMpaeT TMn ayTeHTMdUMKauum «Public Key», BbimoHWTe cneaytowme

[encTBums:

1. Ypanute cTtapyto napy K/ao4Yel cepsepa, co3gaite HOBYIO Napy K/OYElN U 3anycTuTe cepeep
SSH (pwc. 99, 100, 101).

2. BblnonHWUTE HACcTPOMKKM KameHTa SSH (puc. 100); 3anyctuTe y KAWEHTa nporpammy
PuTTYGen.exe, Ha*kKmuTe KHOMNKy <Generate>, 4Tobbl CO34aTb Napy KAlo4Yen KnmeHTa (puc.
110).

& PuTTY Eey Generator

File Eey Conwersions Help

Key

Mo key.
Achions
Generate a public/private key pair Generate
Load an existing private key file

Save the generated key

Parameters

Type of key to generate;
() SSH-1 [RSA) (®) SSH-2 RSA () SSH-2D8A

Mumber of bits in a generated key: 1024

Puc. 110. CtpaHuua reHepaumn Kntova KameHTa
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3. B npouecce reHepauuMu Kaouda, Noxanyihcra, nepemectute yKasaTe/lb MbilUM Ha 3KpaH, B
NPOTUBHOM C/y4yae WHAOMKATOP BbIMNONHEHUSA HE MOKaXKeT ABWXKEHMA, WU BbINOJAHEHUE
npouecca reHepauum byget octaHosneHo (puc. 111).

& PuITY Eey Generator

File Eey Conwerszionz Help

Key

Fleaze generate some randomness by moving the mouse over the blank area.

Achions
Generate a public/private key pair Gererate
Load an ewisting private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

S5H-1 [RSA) S5H-2 RSA SSH-2DSA
Mumber of bitz in a generated key: 1024

Puc. 111. Npouecc reHepaymm Knova KAneHTa

4. Haxmute <Save private key> (puc.108), 4TobObl COXpPaHWUTb «MNEPCOHA/IbHbIA KAOY» B
TeKCTOBOM daine, 3aTemM CKONMpPynTe «OTKPbITbIA Kntou» B none «Key Value» B uHTepdeiice
HacTpoek Kntoya SSH 1 BBeauTe nma kawoda (puc. 12).

& PullY Eey Generator

File EKey Converzionz Help

Fep
Public key far pazsting into OpenS5H autharized_keys file:

ey fingerprint: | szhrrza 1024 db: 2b:04: ac: 38 24:60: ab:59:c6:47:16:eb: Fhid2: 2d

K&y comment: | rza-keyp-20110815

Key pazzphraze: |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key [ Save public key ] [ Save private key ]
Parameters

Type of key to generate:

() 55H-1 [R5A) (%) 55H-2 ASA () 55H-2D54

Mumber of bitz in & generated key: 1024

Puc. 112. l'eHepauma 3HayeHUA Knroya
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5. Hactponte ums KnueHTta SSH (B npumepe ucnonb3yetca umsa «ddd») n Bbibepute TMN
ayTeHTUdUKaumm «Public Key», a 3aTem BblbepuTe cOOTBETCTBYIOLLEE MMA KAtoua (pnc.104).

6. YctaHoBuTe coeamHeHue ¢ cepsepom SSH. CHauvana 3anyctute nporpammy PuTTY.exe
(pnc.109); sBeauTe IP-appec cepBepa SSH «192.168.1.2» B none «Host Name».

I:-Q PulIY Configuration

Categary:

- Keyboard ~ | B asic optiong for vour PuTTY session |
-~ Bel Specify the deztination you want to connect to
- Features MY Pt Pt

- Window ozt Hame [or IP address] Porl
rii— [152168.1.2 |[22 |
- Behaviour Connection tppe:
- Translation ) Raw (O Telmet O Rlogin G)SSH () Serial
- Select

= Eetan Load, save or delete a stored session

- Colours

= Conrection Saved Sessions
-~ Data | |

- Prosy Default S ettin
[ut3
- Telnet —
- Rlogin

Claze window oh exit:

gunnels O dlwaye O Mever () Only on clean exit
" Bugs

- Senal

(===

% |

Puc. 113. Mpouecc reHepaLmm KAoUa KAneHTa

7. Haxmute [SSH]->[Auth] (cm. neByto yactb puc.113), cOOTBETCTBEHHO Ha 3KpaHe MosBUTCA
MeHlo, oTobpa)keHHoe Ha pwuc.110. HaxkmuTe KHoONKy <Browse> u Bblbepute dain ¢
KNtoyem, KoTopblt 6bin chopmmnposaH B n.4.

22 PuTIY Configuration

Cateqgany:
- Kevboard ~ | Options controling S5H authentication |
Bl
- Features [ Bypass authentication entirely (S5H-2 orly]
& Winiow Authentication methods
- Appearance
Bzﬁaviou[ Attemnpt authentication using Pageant
- Tkt [] Attemnpt TIS or CryptaCard auth (S5H-1]
. Selection Atternpt "keyboard-interactive” auth [S5H-2)
= C"" I:Dlotlurs Authentication parameters
= Connection
. Data [ Allove agent forwarding
- Proxy [ Allaws attempted changes of username in 55H-2
- Telnet = Private key file for authentication:
~ Flagin |E:\Documents and Settings\.&dministratc| L Browse. .. I|
= 55H
- Ken
- Bith
~TTY
- #11
- Tunnels
----- Bugs
Senial el
T

Puc. 114. Boibop daiina ¢ knrouem
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8. Haxmute KHonKy «Open»; BBEAUTE UMA KAWEHTA AAA TOro 4tobbl BOWTU B MHTepdeic
HacTpoek kKommyTaTopa (puc. 115).

#2192, 168.1.2 — PullY

1
Aut 1y with public key "raa-key-Z0110811"

SWITCH

Puc. 115. SKpaH aBTOpMU3aLMN C OTKPLITbIM Katovem SSH

16.2. Dotlx

16.2.1. BBepaeHue

Y1o6bl pewuntb npobnemy 6esonacHoct WLAN, KomuteTr IEEES802LAN/WAN npennosxkun
ucnosb3zoBatb npotokon 802.1X. MpoTtokon |IEEE802.1X mucnonb3yetca B Ethernet Kak obwmii
MEXaHM3M KOHTPO/JIA AO0CTyna, B OCHOBHOM pewawwui npobnembl ayTeHTUOMKALUKM U
6e3onacHocTtu Ethernet. MpoTtokon 802.1X - 370 cBOEro poga NPOTOKON YNpaBAEeHMA AOCTYNOM
K CETU HA OCHOBE A0CTyMna No noptam. YnpasaeHue AOCTYyNOM K CeTU NO NOpPTam - 3TO NPOBeEPKaA
NOA/IMHHOCTM WU KOHTPOJ/Ib AOCTyNa K YCTPOMCTBAM MOAK/IOYEHHbIM K NOPTY. YCTPOMCTBO C
nogaeprkko 802.1X, NOAKNIOYEHHOE K MOPTY, MOXET MNOAY4YMTb AOCTYNn K pecypcam B
JIOKaNbHOM CETU TONbKO MOC/Ne MPOXOXKAEHMA ayTeHTUdMKaummn. Cuctembl € NOALEPKKON
802.1X saBnaloTca TUNMYHOM cTpyKTypoi Client/Server (KnuenT/Cepsep). Ona paboTbl
npuaoxkenui 802.1X HeobxoAMMO HaNYMe TPEX 3/1EMEHTOB:

KnAneHT: 06blMHO 3TO NONb30BATE/NIbCKOE TePMWHANIbHOE YcTpoicTBo. Koraa nonb3oBatenu
XOTAT MOAKNIOUYMTBCA K MIHTEpHeTy, MM HeobxoAUMMO aKTMBMPOBaATb MPOrpammy KAMeHTa U
BBECTWM MMA MO/Ib30BATE/NA M NAPOJ/b, @ 3aTEM KAMEHTCKAA nporpamma OTMpaBMUT 3anpoc Ha
coeguHeHue.

AyTteHTudukatop: B Ethernet 310 03HauaeT KommyTaTop ayTeHTUOUKALUKM, KOTOPbLIA B
OCHOBHOM OTBe4YaeT 3a nepegayy WHbOpmauuM O ayTeHTUPUKaAuMM U  pe3ynbTaTos
ayTeHTUOUKALMKN, a TaKXKe MOXKeT BKAYATb WM OTKAYATb MNOPTbl B COOTBETCTBUM C
pe3ynbTaTamMun ayTeHTUPUKALUMN.

Cepsep ayTeHTUOMKaALUKN: OH NPeaoCTaBaAeT ycayrm no ayteHtudmkaumm. Cepsep nposepsaeT
NaeHTUOUKALMOHHbIE AaHHble (MMA MO/Ab30BATENA WM MAPOJb), OTNPAB/EHHbIE KAUEHTOM,
4yTobbl ONpeaennTb, UMeeT NM NO/b30BaTe/ib NPABO KAMEHT MCMO/Ib30BATb CETEBble CAYXKObI.
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CepBep oTnpasasaeT KoMaHabl KommyTaTopy «Enable/Disable» (BkntounTb/OTKAOUMTL) NOPT B
COOTBETCTBMM C Pe3y/IbTAaTOM ayTeHTUDUKALLUMW.

16.2.2. HacTponku yepes WEB-mHTepdeic

1. BkntoueHue rnobanbHon GyHKumm Dotlx.

~ Dotlx

Dotix On-Off | @ Enable O Disable

Puc. 116. BkntoueHne dpyHKumm Dotlx

BknoueHune/BbikntoueHue Dotlx (Dotlx On-Off)

Hactpansaembie onunn: Enable/Disable (BkAounTb/BbIKAHOUUTD)
3HayeHue no ymonyaruto: Disable (BbikntoueHo)

OnucaHue: BKntoyeHne/BbikntoueHne pyHKLMM 6esonacHocTn Dotlx.

2. WUHdopmauma o HacTpomkax Dotlx Ha nopTy.

PortlD UserMame UserPassword
g w coo coo
Apply | | Help

Puc. 117. Mudopmauma o Dotlx

NaeHTudukartop nopra (Port ID)

HacTpanBaemble onumn: Bce NOpTbl KOMMYTATOPa

OnwucaHue: Bbibop nopTa Ana BkAtoYeHUA pyHKUMmn Dotlx.

Mma nonb3zosatena (User Name)

HactpauBaembiii aAnanasoH: 1~16 cumsosioB

OnucaHwue: HacTpoika MeHM Noab30BaTeNA, KOTopoe byaeT NPUBA3AHO K NOPTY.
Maponb nonb3osatens (User Password)

HacTpausaemblii ananasoH: 1~16 cumsosioB

OnucaHue: HacTpoiKa Nnapons Nosb3oBaTeNA, KOTOPbI ByaeT NpMBA3aH K NOpTy.

3. Hactpowka metoaa ayTeHTUPUKaLmm 1 TaimayTa ayTeHTudUKaumm

Dot1x Method ® Local O Remote
Server Timeout 30 (1-30s)

Puc. 118. HacTponka metoaa 1 TammayTa ayTeHTUGMKaumm
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Metopg Dotlx (Dotlx Method)

HactpanBaemsble onuun: Local/Remote (/lokanbHO/YpaneHHo)

3HayeHue no ymonyaHuto: Local (JTokanbHo)

OnucaHue: Bbibop nopta metoga ayteHTMduKaumm Dotlx. Ecnm BbibpaTb BapuaHT «Local»,
nosb3oBaTesito HeoHXoAMMO BPYUHYO [06aBUTb MMA MO/Ib30BATENA M NAPOAb ANA NPOBEPKM
NOANMHHOCTM Ha KommyTtatope. Ecnam Bbibupaetca BapuaHT «Remote», nonb3oBaTento
HeobxoaMmo nNpoiTh ayTeHTUdMKauuto cepsepa TACACS+ c MMeHemM No/b30BaTeNs U NAPO/IEM,
yCTaHoBAEHHbIM Ha cepsepe TACACS+.

HacTtpoiika Taiim-ayTta ana cepsepa (Server Timeout)

HacTtpavBaemblit gnanasoH (cek.): 1~30

3Ha4veHuMe no ymonyaHuto: 30 cek.

OnucaHue: HacTpolika Taim-ayTa NMPOBEPKU MNOANAMHHOCTU. Ecan nonbsoBaTenb He npoulen
ayTeHTUPMKALMIO B TeYeHMe 3TOro BPEeMeHW, NpeanosaraeTca, 4YTo ayTeHTUdUKauma
3aBepLUaeTca ¢ OWNBKOIA.

4. HacTpoiika NOpPTOB C BK/IOYEHHbIM pexxumom Dotlx.

PortiD [Type| State Mode | Reauthentication ReauthenticationPeriod | QuietPeriod
1 |FE| @Enable O Disable| @ ForceUnautherized O Aute O Forcesuthorized | O Enable @ Disable ' Atk jﬁC' |
2 |FE| @Enable O Disable| O ForceUnauthorized @ sute O Forcefuthorized | @ Enable O Disable| 3600 60
3 |FE| @Enable O Disable| O ForcaUnauthorized O Aute @ Forceduthorized | O Enable @ Disable :3'7"’ :50
4 FE | ©Enable @ Disable ForcelUnautherized Auto Forcefuthorized Enable Disable| 7770 [EE
5 |FE| CEnable @ Disable FarceUnautharizad Aute FarceAuthanzed Enable Disable| 17" [EE
i FE | C'Enable @ Disable Forcalnauthorizad Auto ForceAuthorized | ' Enable Digable| 3500 | |
T |FE| CEnable @ Disable Farcelnautherized Auto ForceAuthorized | Enable Disable| 1770 e |
3 FE | CEnable @ Disable ForcelUnauthorized Auto Forcefuthorized | Enable Digable|(=00 G0 ]
[ a1y | Hep |

Puc. 119. Hactpolika NopToOB C BKAIOYEHHbIM pernmom Dotlx

MeTtog Dotlx (State)

HactpanBaembie onunn: Enable/Disable (BkAounTb/BbIKNHOUUTD)

3HayeHue no ymonyanuto: Disable (BbikntoueHo)

OnucaHue: BkntoueHme/BbiknioyeHne npoTokona Dotlx Ha nopty. Korga 3ta ¢yHKumA
BK/IOYEHA, MO/1b30BaTe/lb MOXET aBTOPM30BaATbCA B CUCTEME KOMMYTATOpa 4vepes 3TOT nopT
TONbKO MOC/Ie NPOXOXKAEHUA ayTEHTUDUKALUMN.

Pexxum (Mode)

HactpanBaemble onunn: ForceUnauthorized/Auto/ForceAuthorized

3HayeHue no ymonyanuto: Local (JTokanbHo)

OnwucaHue: «ForceUnauthorized» o3HayaeT, 4To NOPT BCeEraa HaxoAMTCA B COCTOAHUM OTKasa B
HEeCaHKLMOHUPOBAHHOM AOCTYNE M He paspellaeT ayTeHTMPUKaALMIO NOIb30BaTENA, @ CMCTEMA
ayTeHTUOUKaLMM He npeaocTaBNAeT CBOK YCAyry no/nb30BaTeNAM, KoTopblie XoTenu Obl
NONY4YUTb AOCTYN K CeTU Yyepes 3TOT NopT; «Auto» 03HayaeT, YTO HaYaNbHOE COCTOAHME NopTa
HaAXoAMTCA B COCTOAHUM OTKa3a B HECAHKLUMOHMPOBAHHOM A0CTyne, a NOPT He MNo3BoaAeT
NnoNb30oBaTeNAM NOMY4YaTb AOCTYN K CeTeBblM pecypcam, HO eCAu noab3oBaTeslb NPoXoauT
ayTeHTUPUKaLUUIO, MOPT MNepeKkNtoYaeTca B COCTOAHME aBTOpPM3aUMM M AAeT BO3MOXKHOCTb
Nonb3oBaTeNto NOAYYMUTb AOCTYN K ceTeBbiM pecypcam. ForceAuthorized o3Hauaet, yto nopt
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BCEraa HaxoAuTCA B COCTOAHMM aBTOPM3aLUMKM U NO3BOAAET NOb30BATE/O NOAYYaTb AOCTYN K
ceTeBbIM pecypcam 6e3 NpoxoxaeHUsa ayTeHTUDMKaLMK.

MoBTopHan ayteHTUPUKauua (Reauthentication)

HactpanBaembie onunn: Enable/Disable (BkAtounTb/BbIKNHOUUTD)

3HauyeHne no ymonyaHuto: Disable (BbikntoyeHo)

OnucaHue: Koraa BbinonHseTcs ayTeHTUOMKaumMa, Heobxoaumo yKasaTb, TpebyeTca am 3anpoc
NOBTOPHOM NepnoanYeckon ayteHTMduKaumu.

Mepuopg noBTOopHOM ayTeHTUPUKaumm (Reauthentication Period)

HacTpavBaemblit gnana3oH (cek.): 60~7200

3Ha4veHMe no ymonyanumio: 3600 cek.

OnucaHue: Koraa BbinonHseTcs ayTeHTuduKauma, HeobxoAnMMOo yKa3aTb BPEMEHHOW UHTepBan,
yepes KOTopbI NPOXOANT 3aNpPoC Ha NOBTOPHYIO aBTOPU3ALMIO.

MNepuopg monuanua (Quiet Period)

HacTpanBaembliit guana3oH (cek.): 10~120

3Ha4yeHune no ymonyaHuto: 60 cek.

OnucaHue: Korga Nonb3oBaTeNb TEPNUT Heyaady Npu ayTeEHTUGUKALUKU U NEPEXOAUT B PEKUM
OXWAAHWUA, eMy [aeTCA BO3MOXHOCTb CHOBa OTNPaBWUTb 3anpoc ayTeHTMdMKaLMM, Koraa
3aKoHuUKUTCA «lepunog MonYaHus».

16.2.3. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 116, knmeHT Dotlx nogkatoyaeTcs K NopTy 3 KommMmyTaTopa; Heobxoanmo
BK/IIOYMTb NpoTOKoA Dotlx Ha nopTy 3 v BbIOpaTb pPeXXMM aBTOMATUYECKON ayTeHTUdUKALUK
«Auto@; MmA W NaApPONb SIOKAZbHOIO NO/b30BaTeENsA ANA AaYTEHTUDMKALMM — «CCC», @ UMA U
naponb oA yaaneHHoi ayteHTUdMKaumm — «ddd»; gpyrme HacTpPOMKU MCMOAb3YIOT 3HAYEHMUA
No YMOJIHaHMUIO.

DotlX Knuent DotlX Cepsep
192.168.1.2
192.168.1.23 Mopt3
Xoct KommyTtatop

Puc. 120. HacTpolika NOpTOB C BKAKOYEHHbIM perknmom Dotlx

HacTpoika noKkanbHoM ayTeHTMPUKaLUu:

1. Bkawouute npotokon Dotlx, Kak nokaszaHo Ha puc. 116.

2. HactponTte uma nonb3oBaTeNA M Napo/b NOPTA KaK «CCC», KaK NOKa3aHo Ha puc. 117.

3. Bbibepute metopn Dotlx «Local», Kak noka3aHo Ha puc. 118.

4. Bkawouute npotokon Dotlx Ha nopTy 3 M HacTponTe pexkum ayTeHTUPMKauum «Auto», Kak
NoOKa3aHo Ha puc. 119.

5. YcraHoBMTE KAMEHTCKOE nporpammHoe obecneyeHune ayteHTUdMKauum 802.1X n 3anyctute
ero, BBeAMUTE MMS MNONb30BaTeNA U MapoJib «CCC», YTOObl BbINOJHUTL ayTeHTUMKALMIO.
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Monb3oBaTenb MOMKET MOAYYMTb  AOCTYN K KOMMYTATopy MNoc/ie NPOXOXAeHUA
ayTeHTUdMKaLUM.

HacTpoWka yaaneHHon ayTeHTUdUKaLMu:

1. Bknwuute npotokon Dotlx, Kak nokasaHo Ha puc. 116.

2. HactponTe nma nonb3oBaTend 1 Naposib NOPTA KaK «CCC», KaK NOKa3aHo Ha puc. 117.

3. Bbibepute metoa Dotlx «Remote», Kak NnoKasaHo Ha puc. 118.

4. Bkntounte npoTtokon Dotlx Ha NoOpTy 3 M HACTPOUTE PEXMM ayTeHTUPUKauMmM «Auto», Kak
noKasaHo Ha puc. 119.

5. YcTaHOBUTE KAMEHTCKoe nporpammHoe obecneyeHune ayteHTUdMKaumm 802.1X u 3anyctute
ero, BeeauTe MmA nosab3osBatena u naposb «ddd», 4Tobbl BbINONHUTL ayTEHTUPUKALMIO.
Monb3oBaTenb MOXET NOAYyYUTb AOCTYN K  KOMMYyTaTopy nociae MNpOXOXAeHUA
ayTeHTUdMKaumm.

16.3. 3awwuTta nopta (Port Security)
16.3.1. BBepeHue

3awmTta noprta - 3TO MexaHu3m b6e3omacHOCTM Ha ocHoBe KoHTpona MAC azpecoB ana
ynpas/ieHNA AOCTYNOM K CeTU. ITOT MexaHusm obHapykusaeT MAC agpeca WCTOYHMKA
NPMHUMAEMBIX MOPTOM KagpoB [ANA yMpaBJeHUA [AOCTYNOM K CeTU HeaBTOPWU3O0BAHHbIX
ycTpoicTe. OcHoBHasA 3aga4a GyHKUMM «besonacHbi NopT» — AaTb BO3MOXHOCTb YCTPOMCTBAM
oTcneguTb paspelweHHble MAC agpeca UCTOYHUKOB Mepefayvyn onpeaenaa pasaunyHble TUMbl
pexmnma «3awmTa nopTar.

16.3.2. HacTtpouka yepe3 WEB-mHTepdeinc

1. Bbibop nopta Aans BKAoUYeHUA dyHKLUMKM Port Security.

« Port Security Configuration

Port Operation
\FE-3 » @Enable O Disable

Puc. 121. BkntoueHune dyHKumnm Port Security

Port (MopT)

HacTpanBaemble onumn: Bce NOpTbl KOMMYTATOPA

Operation (Pexxum pabotbi)

Hactpansaembie onunn: Enable/Disable (BkatounTb/BbIKAHOUUTD)

3HavyeHue no ymondaHuio: Enable (BkaoyeHo)

OnucaHue: BKkatoueHne/BbikatoueHne dyHKUMM BesonacHocTu nopta (Port Security).
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2. Hactpoiika agpeca 6e3onacHoro nopTa.

The configuration
FortID MAC Address WLAM 1D (1~4093)
FE-3 w o0-01-01-01-01-01 1
|App1}r| |Add |

Puc. 122. Hactpolika agpeca 6e3onacHoro nopra

NaeHTudukartop nopra (Port ID)

HacTpavBaemblie onunun: NopTbl, KOTOPble Noaaep:KUBatoT GyHKUuto Port Security.

OnwucaHue: Bbibop nopTa Ans npmBA3KKM K besonacHomy agpecy.

MAC Address (MAC agpec)

OnucaHue: HacTtpoitka MAC-agpeca, KOTopblt ByaeT npuBsA3aH K nopTy. Yepes gaHHbIN nopT
MOTYT nepeaaBaTbCcA TONbKO Te coobuweHna, MAC aapec KOTopbix NpuBA3aH K nopTy. MHaue
coobueHns byayT yaaneHol.

naentndpukarop VLAN (VLAN ID)

HacTtpansaemblie onunmn: Bce cywectaytowme VLAN.

OnwucaHue: Hactpoiika ngeHtudukartopa VLAN ana nopra.

| '\ [lnA Ka4o0ro nopTta AaHHON CEpUM KOMMYTaTOPOB MOXHO HAaCTPOUTb MaKCUMyM 32
3anucu dyHKumm Port Security.

3. OtvobpaxkeHue cnmncka 6esonacHbix NOPTOB U yaaneHne BblIOpaHHbIX HACTpoeK 6e30nacHbIX
nopToB.

The list of port safty

Murmnber FortID MAC Address VLAN 1D
[ &) 3 00:01:01:01:01:01 3
[ 3] G 00:01:00:00:00:00 1
& 1 00:00:00:00:00:01 1
[ ) 7 00:01:01:00:01:01 2
[ ] 5 00:00:01:01:00:00 1
& 1 02:00:00:00:00:00 4

Puc. 123. Cnuncok 6e3onacHbIx NOPTOB

16.3.3. Tpumep TMNOBOM HAaCTPOMKM

Mpussxkute MAC-agpec 0x000101010000 k nopty 1 B VLAN 2, TonbKO TOraa coobuieHue ¢
MAC-agpecom ncrouHnka 0x000101010000 moxeT npoxoauTb Yepes nopT 1 8 VLAN 2.
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LWarn HacTponku:
1. BknouuTe dyHKLMIO 6e30nacHOro NnopTta, Kak NokasaHo Ha puc. 121.
2. YctaHosuTe gna nopta 1 3HavyeHne MAC agpeca 0x000101010000, a naeHTUPMKaTopy
VLAN npucsorTe 3Ha4yeHuMe 2, Kak NOKa3aHo Ha pwuc. 122.

16.4. TMpotokon AAA
16.4.1. BsepeHue

MpoTtokon AAA (Authentication, Authorization, Accounting / AyTeHTuduKauma, ABTopm3saums,
YyeT) - 3TO MexaHM3M ynpaB/eHuA ceTeBol 6e30MacHOCTbio, NpeaocTaBAsaloWmMA GYHKLUUK
ayTeHTUdUKaLMK, aBTOPU3ALUM U YNPABAEHUA YYETHBIMU 3aNUCAMMU.

AyTeHTUdMKAUMA: NOATBEPKAEHME NAEHTUDUKALMOHHDBIX AaHHbIX YAA/I€HHOrO No/1b30BaTeNs U
NPUHATME pPeLLeHUA O TOM, ABASETCA M OH aBTOPU30BAHHbIM M0/Ib30BaTENEM.

ABTOpM3aLMA: NPeAoCTaBAEHME pasHbIX MNpPaB Pas3IMYHbIM MO/Mb30BATENAM W YCTAHOBKA
OrpaHUYEeHUN ANs CEPBMUCOB, K KOTOPbIM MO/Ib30BATENN MOTYT NONAYYUTb AOCTYM.

YnpaBneHue y4yeTHOM 3anuncbto (YYeT): 3anmcb BCeX AeNCTBUIA, COBEpPLLIAEMbIX MO/Ib30BaTENAMMU
NpW MCNONb30BAHUM CETEBbIX PECYPCOB. 3anNUCb BKAKOYAET TUM YCAYr1, BPEMS Havana ycayru,
MHOOPMALMIO O NOTOKE AaHHbIX. [MPUHATO CYMTATb, YTO 3TO HE TOJIbKO METOo4, y4yeTa, HO U
KOHTPO/b ceTeBo 6e3onacHOCTH.

16.4.2. PeannsaumnAa

Bo-nepBbix, pexxum ayTeHTMdUKaumMm obecrneymBaeT ayTeHTUOUKaUMIO nonb3osaTens. O6bIYHO
ayTeHTUOMKauMA UCNoNb3yeT MMA NONb30BaTeNAa M Mapo/ib ANA NPOBEPKM MNpae AocTyna.
MpUHUMN ayTeHTUOMKaLMM NoApPa3yMeBaeT, YTO KarKAbl MNo/ib30BaTeNb MMEET YHMKalbHoe
npaBoO Ha MNoJiydeHMe AocTyna K cepsBucam cetu. Cepsep AAA nocneposaTenbHO CpaBHMBAET
NnoJly4eHHyto MHOpPMaLMIO O NpaBax No/b30BaTeNA C ero 3anucammn B 6ase aaHHbIX. Ecam ectb
COOTBETCTBME, MOJIb30BaTe/lb NMPOXOANUT ayTeHTUUKALMIO; eCAN HeT, TO CepBep OTnpasasfeT
OTKa3 Ha 3anpoc CETEBOrO NOAK/OYEHNS.

3aTem nonb3oBaTesNb MOMAyYaeT MPaBa Ha BbINOJHEHME COOTBETCTBYHOLLMX 334a4 C NMOMOLLbIO
aBTopM3aumn. Hanpumep, nocne BXxoAa B CUCTeMy, MONAb30BaTeNl0 HeobxoAMMO BBECTU
HEKoTopble KOMaHAbl Ans paboTbl C KaKMm-TO cepBucom. Mpouecc aBTOpU3auUM CUCTEMBI
onpeaensaeT, MMeeT AM N0/Ib30BaTeNb NpPaBa Ha BbINOJIHEHME 3TUX KOMaHA. lpolle rosops,
npouecc aBTopusaLmm BKAOYaeT B cebsa BUA AeATeNbHOCTU, Pecypcbl AN YCAYrU, AOCTYMNHbIe
nosib3oBaTesnto. MNpouecc aBTopU3aLMM NPOUCXOAMUT B NpoLecce ayTeHTUOUKaummn. Kak TobKo
nosib3oBaTeNib NpoihaeT ayTeHTMdMKauMio, emy OyayT AOCTYMHbI COOTBETCTBYHOLIME NpaBa
AocTyna.

N nocnegHee — «YueT». [laHHbIM MexaHM3M obecneymMBaeT y4yeT pPecypcoB, KOTopble
noTpebnaATCA B Npouecce NOAKAOYEHUA NOAb3oBaTeNs. MHopmauma BKAOYAeT B ceba Takme
[aHHble, KaK Bpema COoeAMHEeHWs, nepeaaHHbli U NPUHATLIA 06bem [AaHHbIX B npouecce
MOAK/IOYEHUA Nosb3oBaTena M T.4. [pouecc «Y4YeT» BbINONHAETCA Ha OCHOBE M3y4YeHuA
KYPHA/NOB CTAaTUCTUKM W NOMb30BATENbCKOM MHOOPMALUKM, MCNONb30BAHUN PECYPCOB W
NJIAHMPOBAHUM NPOMYCKHOW CNOCOBHOCTY.
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B HactoAwee Bpema uHTepdencom cepBepa CETEBOr0 MNOAKNHOYEHWUA, KOOPAUHUPYIOLWMM
paboTy c cepepom AAA, aBnaetca npotokon TACACS+.

16.4.3. Hactpolika yepe3 WEB-uHTepdeic

1. HacTpolika nopsagka npoBepKu NOAJMHHOCTY.
Authentication Method Order Configuration

Authentication Method Order Authentication Method List

local
tacacst

Puc. 124. Hactpoliika meToga ayTeHTUMPUKaLUK

HacTtpoiiKka nopaaKa nposepKu noaamHHoctu (Authentication Method Order Configuration)
HactpanBaemble onumu: local/tacacs+/local, tacacs+/tacacs+, local

3Ha4yeHne no ymonyanuto: local

OnucaHue: Bbibop nocnenoBaTeNlbHOCTU ayTeHTUUKALUN.

local: BbINONHAET NOKANbHYIO AayTEHTUPUKALMIO, KOTOPAA MCMNONb3yeT MMA Mo/ab30BaTena u
napo/ib, CO34aHHbIE Ha YCTPOMUCTBE ANA BXOAA B CUCTEMY.

tacacs+: BbinonHAeT ayTeHTUdUKaumio TACACS+, KoTopaa MCNonb3yeT MMA MOJib30BaTens u
napo/b, 3anMcaHHble Ha cepeepe TACACS+.

local, Tacacs +: cHayana BbINONHAETCA NOKaNbHAA ayTeHTUPUKaALMA, a €CAn He ypaeTca ee
NPOWTK, BbINONHAETCA ayTeHTUdMKauma Yepe3 TACACS+.

tacacs +, local: cHayana BbinosHAeTca ayTeHTUdUKauma yepes TACACS+, a ecnm He yaaeTca ee
NPOWTK, BbIMONHAETCA NOKAbHaA ayTeHTUOUKaLMA.

2. Hactpoitka cepsuca ayteHTudpuKkaumm TACACS+

TACACS+ Authentication Service Configuration

TACACS+ Authenticated Semvices| Semvice List

weh

telnet

Puc. 125. Cnuncok 6e3onacHbix NOPTOB

Hactpoiika cepsuca ayrteHTudukaumm TACACS+ (TACACS+ Authentication Service
Configuration)

Hactpansaemblie onunu: telnet/web

OnwucaHue: BblIbop meToaa ayteHTUdUKaumm TACACS+.
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16.5. Mpotokon TACACS+
16.5.1. BBepaeHue

TACACS+ (Terminal Access Controller Access Control System) - 3To cBoero poaa NpuoXKeHue,
OCHOBaHHOe Ha npoTokose TCP. Ansa nepeaaun gaHHbix mexay NAS (Network Access Server) u
cepeepom TACACS+ OHO WUCMOAb3YET pPeEXUM KaMeHT-cepBep. KaneHT obcnyxKupatoTcs
cepeepom NAS © OH BbINOJHAET LUEHTPaA/IM30BaHHOE YrMpaB/JeHMe M0/1b30BaTe/IbCKOMN
nHpopmaumen. Ona nonblosatenen NAS - 310 cepsep, ogHako NAS ana cepsepa TACACS+
ABnAeTcA KnmeHTom. CTpyKTypa CMCTeMbl MOKa3aHa Ha puc. 122.

Clnt Clent
Puc. 126. CtpyKtypa TACACS+

3TOT nNpPOTOKON WCNOAb3yeTcA ANnA  ayTeHTUdUKauuu, aBTopuM3auMM U TapuduKaumm
Nnonb30BaTeNs, KOTOPbI XoTen 6bl MOAY4YNTb AOCTYMN K YCTPOWUCTBY A/1A COBEPLUEHMA KaKon-1nMbo
onepaunun. YCTPOMUCTBO cayuUT KameHTom TACACS +, oTnpasnsa ums noab3oBaTensa u naponb
Ha cepsep TACACS + gna nposepku. Cepsep yctaHaBausaeT TCP-coegnHeHWE C KANEHTOM,
OTBEYAeT Ha 3anpocbl ayTeHTUOMKAUMM M NpPOBepAeT, ABAAETCA M NOJb30BaTe/b
aBTOPU30BaHHbIM NoNb30BaTeieM. [101b30BaTENb CMOXKET MNOAKNOUYNTLCA K YCTPOMUCTBY, YTOObI

BbINO/IHUTL OMEPALMIO TOJIbKO MOC/E TOro, Kak OH MPOLIen MPOBEpPKY MNOAJIMHHOCTM U Bbin
aBTOPM30BaH.

16.5.2. HacTtpouka yepe3 WEB-uHTepdeinc

1. BkntoueHune npotokona TACACS+.

. TACACS+ Configuration

Protocal status | ® Enable O Disable

Puc. 127. BkntoueHue npotoKona TACACS+
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Hacrpoiika npotokona Tacacs+ (Protocol Status)
Hactpansaembie onunn: Enable/Disable (BkAtounTb/BbIKAHOUUTD)
3HauyeHne no ymonyaHuto: Disable (BbikntoyeHo)

OnucaHue: BKkntoyeHne/BbikntoyeHne npotokona TACACS+.

2. Hactpoika cepsepa TACACS+

Server Configuration

Server Attribute @ Primary O Secondary
Server Address 192, 1858. 1. 25
TCP Port 45
Encrypt ® Enable O Disable
Key Value aaa

Puc. 128. Hactpolika cepsepa TACACS+

Tuna cepsepa (Server Attribute)

Hactpansaemblie onunn: Primary/Secondary (MepBuyHbIN/BTOPUYHbIN)

3HayeHue no ymonyaHuio: Primary (MepBuYHbIN)

OnucaHue: Bbibop T1Na cepsepa.

Appec cepsepa (Server Address)

OnwucaHue: HacTtpoliika IP agpeca cepsepa.

Mopt TCP (TCP Port)

HacTpansaemblii ananasoH: 1~65535

3HayeHue No ymonyaHuio: 49

OnucaHue: HacTpoiKa Homepa nopTa, KOTopbii ByaeT NPpUHUMMATbL 3anpochbl ayTeHTUPUKALMM
ot cepsepa NAS.

LWWndposaHue (Encrypt)

HactpanBaemblie onunn: Enable/Disable (BkAoUnTb/BbIKNHOUNUTD)

3HayeHue no ymonyanuto: Disable (BbikntoueHo)

OnucaHue: BKAOYEHWE W BbIKAOYEHME pexuma wudpoBaHUa coobueHnn. Ecnm  oHo
BK/IlOYEHO, HEOHXOAMMO BBECTM €ro Kru.

Kniou wudposaHusa (Key Value)

HacTpausaembiii AnanasoH: 1~32 cumBo/ioB

OnucaHne: HacTpoiKa 3HayYeHWsa Kaw4va WudpoBaHMA. BeeguTe KUY AN YCTAHOBKM
6e30macHOro coeauHeHUsas Mexay KavmeHtom u  cepBepom TACACS+. [na npoBepKku
OOCTOBEPHOCTM NepesaBaemblX AaHHbIX, ABa YCTPOMCTBA AO0/IKHbI MMETb OANH U TOT XKe KoY
wudposBaHMA. Takum ob6bpasom, Heobxogumo ybeauTbcA B TOM, YTO KM  K/AWEHTA
COOTBETCTBYET K/tO4Y, 3anmMcaHHomy Ha cepBepe TACACS+.
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3. OtobparkeHue cnncka cepBepos.

Server List
Index Attribute Server Address TCP Port Encrypt
1 Primary 192.168.1.23 49 Enable
2 Secondary 192.168.1.32 45 Disakle
| Delete | | Modify |

Puc. 129. Hactpolika cepsepa TACACS+
OtobpaxkeHune cnucka cepsepoB TACACS +. BbibpaHHYlO KOHPUrypauuio cepBepa MOXKHO
YO3ANUTb NN USMEHUTD.

16.5.3. [lpumep TMNOBOWN HAaCTPOMKM

CepBep TACACS+, UCNO/Ib3ys KOMMYTATOP, MMEET BO3MOMKHOCTb BbIMOJHUTL ayTEHTUPUKALINIO
n asTopusauuio (cm. puc. 130). IP-aapec cepsepa - 192.168.1.23, obwmin ka4 ans obmeHa
COOBLEHNAMM MEKAY KOMMYTAaTOPOM U CEPBEPOM — «aaay.

TACACS+ Cepeep

192.168.1.23

‘ 192.168.1.2

Monesosatens KomyTtaTop

Puc. 130. Npumep ayteHTMdPuKaumm TACACS+

1. Bkntouunte npotokon TACACS+, Kak NnOKasaHo Ha puc. 127.
Mpuceolite cepsepy IP-agpec - 192.168.1.23, BKAlouMTe WKPpPOBaHNE, YCTAaHOBUTE
3HaQYEeHMEe KIKYa — «aaa», Kak NOKasaHo Ha pwuc. 128. [na nogkntoveHma kK WEB-
nHTepdelncy MCnonb3yeTca JoKanbHaa ayTeHTUdMKaumAa, a ana Bxoaa B Telnet
ncnonbsyetca ayteHTMPuKauma TACACS+.

3. HacTtpoiTe nma nonb3osaTtena 1 Naponb Ha cepBepe TACACS+ Kak «bbb».

4. BBeaute wma nonb3oBaTtena «admin» M napoab «123» M nNpoMguTe NOKaNbHYHO
ayTeHTUPUKaALMIO AN NOAKAOUYEHMA K KOMMYTATOPY MO CETW.

5. BseguTte mma nonb3osaTena n naponb «bbb» n npongute ayteHTudumKaumo TACACS+ ana
NoAKNOYEHMA K KOMMyTaTopy Yepes Telnet.
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16.6. TpoTtokon SSL
16.6.1. BBepeHue

SSL (Secure Socket Layer) - aTo npoToKkon 6e30nacHOCTK, KOTOpbIA obecneymsaeT 6e3onacHyo
CBA3b Ha YpOBHE MPOTOKONOB npunoxeHua TCP, Hanpumep, HTTPS. SSL wundpyer cetesoe
coeguHeHMe Ha TPAHCMOPTHOM YPOBHE M UCMOJIb3yeT CUMMETPUYHbIA aNropuTm WndpoBaHuA
ansa obecneyeHna 6e30nNacHOCTM AaHHbIX. MpoTokon SSL ucnonb3yeT Kog ayTeHTUPUKaLMK Ha
6a3e CEeKPeTHOro Kak4a 415 COXpaHeHMA nepegaBaeMon U NPUHUMaeMon MHopMaUnKn. IToT
NPOTOKON LMPOKO NPUMeEHAEeTCA B Beb-Opaysepax, 3/1eKTPOHHOW noyTe, M T.4., UCNONb3ysA
NPOTOKObI WKdpOoBaHMA ans 6esonacHou nepenayvm MHGopmMmaLmMmn No ceTu.

Ona poctyna K KOMMYTATOpy C BKAKOYEHHbIM NpPOTOKoAOM SSL, nonb3osatenn OOXKHbI
ucnonb3oBaTb  HesomacHoe  MNOAKAOYEeHMEe € ucnosnb3oBaHMem  https, Hanpumep
https://192.168.0.2.

| | TMpwu ncnonb3osaHun npoTtokona HTTPS ana Joctyna K KOMMyTaTopy ybeamtech, 4To
npotokon SSL3.0 ucnonb3yetcA B HacTpoWkax WHTepHeTa (oTKpoiTe 6paysep,
HaxkmuTe [Tool]->[Internet Option]->[Advanced]->[Security], oTmeTbTe «Use SSL3.0»).

16.6.2. Hactpolika yepe3 WEB-uHtepdeic

1. BknwouyeHune HTTPS npoToKona.

« 551 Configure

WEB Default Visit OHTTP |

| Applsy | | Help |

Puc. 131. Npumep ayteHTudpuKaumm TACACS+

HacTtpoiika uepe3 WEB no ymonuaHuio (WEB Default Visit)

Hactpansaembie onunn: HTTP/HTTPS

3HauyeHue no ymonyaHuto: HTTP

OnwucaHue: Bbibop npoTokona ana goctyna yepe3 WEB-6pay3ep. Ecnv BbibpaH NnpoToKo
HTTPS, ncnonb3yiTe https://Ipaddress pns asTopusaunn 8 WEB-uHTepdeiice KommyTaTopa.

2. AsTopusaumns B WEB-uHTepoelice

Korga nossutca npeaynperkaeHne ob ayteHTUdMKaumm, Bblbepute «Continue browsing the
website», Kak NoKasaHo Ha puc. 132.
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{= Certificate Error;: Mawigation Blocked - Windows Internet Explorer

@a” |g, bibpe: /192.168.1.2) v| R |."§Li-ae5ear:h ||EE
i Favorkes |@CertificateErrur:Navigatinn Blocked |_| i [ s v Pagev Sofety v Tooks - @

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The seaurity certificate presented by this website has expired or is not yet valid.
The security certificate presented by this website was issued for a different webisite's address.

Secunty certificate problems may indicate an attempt to fool you or intercept any data you send to
Server,

We recommend that vou close this webpage and do neot continue to this website.

'@' Click here to close this webpage.

Continue to this webhsite (not recommended).

@ More information

|n

1] >
& Tnkoenct Vv miome -

Puc. 132. NnuTepdeiic asTopmsaummn HTTPS

Beeaute nma nonb3osartens «admin» 1 naponb «123», 4Tobbl ycnewHo BOUTU B cUCTEMY Yepes
HTTPS.

17.  BupryaJjbHble JokajabHble ceTn VLAN

17.1. Hactpoika VLAN
17.1.1. BsepaeHune

VLAN (Virtual Local Area Networks) gennt LAN Ha HecKonbKo norudeckmx VLAN. YcTpoicTea B
oAHOM U Toi e VLAN moryT B3aMmogeincTBoBaTb APYr C APYrom, a YCTPOMCTBa B pa3Hbix VLAN
— HeT. TakMm 06pasom, LWNMPOKOoBeLaTe/IbHble coobuleHns orpaHuyeHsl B VLAN, 4To nosbilaer
6e30NacHOCTb JIOKANIbHOM CeTU.

PaspeneHue cetn Ha VLAN He orpaHMyYeHO PpU3MYECKMM PacroNoKeHUem ycTponcTs. Kaxkaas
VLAN paccmaTpuBaeTca Kak oTAeNibHasA Nornyeckas cetb. na nepenayum gaHHbIX MeXAy 4BYMA
pa3HbiMmn VLAN Heobxoaum mapLupyTnsaTtop, Mbo KommyTaTop 3-ro ypoBHS.

17.1.2. MpuHumn paboTsbl

[na Toro, utobbl ceTeBble YCTPOMCTBA MOIAM Pas3MyaTb MakeTbl M3 pasHbix VLAN, B Kaapbl
006aBnAlTCA cneumanbHble WUAEHTUPUKALMOHHbIE NoAA. Ha p[aHHbIA  MOMEHT, CcaMbim
pacnpocTpaHéHHbIM NpoToKo/ioM Ana naeHtudukaummn VLAN asnsetca IEEE802.1Q. CTpyKTypa
Kagpos 802.1Q nokasaHa B Tabauue:
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802.1Q Header
DA SA Length/Type Data FCS

Type PRI CFI VID

B obbiuHbili Ethernet kaap pobasnsetca 4-x 6alTHbIM 3aronoBok 802.1Q, KOTOPbIN CAYKUT
Terom VLAN.

Tun: 16 61T, Mcnonblyemble ANA UAEHTUOMKALMKM TOro, YTo Kaap coaepkut Ter VLAN, a
3HayeHue: 0x8100.

PRI: Tpu 6UTa, NoKa3biBatowWwme npnopuTeT Kagpa 802.1p.

CFl: oann 6uT. 0 0o603HauvaeT Ethernet, a 1 - Token Ring.

VID: 12 6uT, yKka3biBatowme naeHtudpurkatop VLAN B Ananas3oH 3HaveHun: ot 1 go 4093. MNpu
atom 0, 4094 1 4095 - 3ape3epBMPOBaAHHbIE 3HAYEHUA.

ﬂ e VLAN 1 - sto VLAN no ymonyaHuto, lNonb3oBaTtesnb He MOXeT ero co3gaTb WUau

: YAANNTb BPYYHYIO.

* 3apesepsupoBaHHble Homepa VLAN HyXHbl AnAa peanusaummn cnewmanbHbIX
CUCTEMHbBIX QYHKLUMI 1 TaKXKe He MOTyT BbITb CO34aHbl UM YAaNEeHbl BPYYHYIO.

CoobuieHue, cogepallee 3arososok 802.1Q, npeacrtasnaeT cobolt TermposaHHoe cooblieHne
(Tag message); ecnu 3aronoBKa HeT, TO 3TO coobuieHne HeterMpoBaHHoe (Untag). Bce
cooblieHns B KommyTtaTope nmetot Ter 802.1Q.

17.1.3.  VLAN Ha ocHoBe noptos (Port-based VLAN)

PaspeneHune Ha VLAN moxeT 6biTb nbo no noptam, cmbo no MAC agpecam. [laHHaAa cepusn
KOMMYTaToOpOB noanep:kusaet pasaeneHne VLAN Ha ocHoBe noptoB. [aHHaa QyHKUMS
onpeaensetr uneHoB VLAN Ha ocHoBe nopTtoB KommyTtatopa. OHa pob6asnser nopTbl B
Ha3HayeHHble VLAN, a 3aTem NopTbl MOryT NepecbiNaTb HazHayeHHble coobueHmna VLAN.

1. Tun nopTa

B cooTtBeTcTBUM ¢ MmeTogammn ob6paboTkmn TeroB VLAN npu nepegaye coobuieHnit, NOpT MOXKHO
pasgenuTb Ha ABa TUna:

* Untag port (HeTermpoBaHHbI NOPT): COOOLLEHMA, OTNPABNEHHbIE C 3TOFO TUMA NOpPTa, He
umeloT Tera. Kak npasuno, 3TOT TMN NOPTa WMCNOAb3yeTcA ANA NOAKAYEHUA K
TEPMUHANIbHOMY 000pPYAOBaHUIO, KOTOpOe He noageprkmpaeT npotokon 802.1Q. Mo
YMOIYAHMIO BCe NOPTbl KOMMYTaTopa ABAAOTCA nopTamu Untag u otHocaTcAa K VLANL.

* Tag port: Bce coobuieHuna, nepecbllaemble ¢ 3TOro Tuna nopta, HecyT Ter VLAN. 3TOT T1n
nopTa 06bIYHO UCMNONBL3YETCA ANA NOAKNOUYEHMA CETEBDIX NEPEAAIOLLNX YCTPOMCTB.

2. UaeHtnoukatop nopta ¢ VLAN (Port VLAN ldentifier, PVID)

Kaxkabiin nopt umeet atpubyt PVID. Korga nopT nonyyvaet cooblieHne HeTermpoBaHHOe
coobuieHne, oH aobaBnAaeT Ter B coobueHne B cootseTcTamm ¢ PVID.

MopT PVID - ato naeHtnoumkatop VLAN gna HetermposaHHoro nopta. Mo ymonyaHuto PVID Bcex
noptoB Asaaerca VLAN 1.

Mocne ycTtaHOBKM TMNaA nopTta W PVID cyuwecTByeT HECKONbKO cNocoboB HACTPOUTb 06paboTKy
coobLLEeHN, NONIlyYaeMbIX U NepeaaBaembix Yyepes nopT (cm. Tabanuy):
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O6paboTKa NoNYyYEHHbIX NAaKeTOB Ob6paboTKa NakeToB A/1A NepPechIKM
HeTernposaHHble Tun
TernpoBaHHbIe NaKeTbl O6paboTKa NnakeToB
naKeTbl nopra
MNepecnaTb nakeT nocne ypaneHua
Untag P va
Tera.
® Ecnv naeHtudumkatop .
e Ecan BxogHoW npuoputet QoS
(ID) VLAN 8 naxere Arow npnop
YCTaHOBNEH Ha NOPT UK KaK
HaxoAuTCA B CNUCKe
802.1p, coxpaHUTb Ter u
paspelweHHbIX VLAN,
nepemecTuTb NaKerT.
[o6asuTtb Tern PVID | npuHATbL Naker.
B HeTerMpoBaHHble | e Ecnu uaeHTudUKaTop e Ecnun BXxogHom npuoputet QoS
naKkeTbl. (ID) VLAN B nakete Tag | yctaHoBneH gnsa DSCP, 3ameHuUTb
OTCYTCTBYET B CMIUCKE NCXOAHbIN Ter Ha KoMbuHaumo
paspeleHHbIx VLAN, oyepeaun, otobparkaemoi
oTHpOCUTL NaKeT. npuoputetom DSCP n mnagimm
6MTOM BXOZHOIO NpuopuUTeTa,
NOTOM NepPemMecTUTb NaKeT C HOBbIM
TErom.

17.1.4. HacTtpomka yepe3 WEB-uHTepdeinc

1. Cospaiite VLAN
BbibepuTte nopTbl ans gobasneHma 8 VLAN 1 BbINONHUTE COOTBETCTBYIOLLYIO HACTPOMKY NOPTOB.

VLAN MName:|vlan |

veniDd2
Fort IDTypeSelact Tag Friority PrLAR
1 FE| [ Tagged Untagged, U Enable Disahle
2 |FE| O Tagged Untagged, U Enable Disahle
3 |FE| O Tagged Untagged, © Enable Disahle
4 |FE| [ Tagged Untagged 0 Enable Disable
5 |FE| O Tagged Untagged, U Enable Disahle
& |FE| O Tagged Untagged, U Enable Disahle
7T | FX & Tagged O Untagged, 0 {Enable O Disable
8 |Fx O Tagged @ Untagoed] 1 % | Enable  Disable
9 |Fx O Tagged @ Untagoed] 4 % | Enable  Disable

| LApply | | Cancel |

Puc. 133. HacTtpolika VLAN

Mma VLAN (VLAN Name)
HacTpausaembiit ananasoH: 1~31 cumBo/ioB.
OnwucaHue: Hactpolika umeHn VLAN.
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NaeHtudpukartop VLAN (VLAN ID)

Hactpausaemblii ananasoH: 2~4093.

OnucaHue: Hactpoiika maeHtTudumkatopa VLAN. ID VLAN umcnonb3yetca Ans pacnosHaBaHWUSA
cootseTtcTaytowero VLAN. [laHHAa cepmna KOMMyTaToOpoB noagep»xumeaet 4o 256 VLAN.
HacTtpoiika Tera (Tag)

HactpanBaemble onumn: TernpoBaHHbIi/HeTernposaHHbii (Tagged/Untagged).

OnucaHue: Bbibop T1na nopta B VLAN.

Mpuopurer (Priority)

HacTpaneaembit gnanasoH: 0~7.

3Ha4vyeHMe no ymonyanumio: 0

OnucaHue: HacTpoiKka npuoputeTa nopta no ymonyaHuto. Mpu pobasneHun Tera 802.1Q B
HeTernposaHHoe coobuieHue none PRI aBnaeTca 3TUM 3HaYeHWEM NpuopuUTeTa.

HacTtpoiika PVLAN (PVLAN)

HactpanBaemble onuun Enable/Disable (BKounTb/BbikntounTs).

3HauyeHne no ymondaHuto: Disable (BbikatoueHo).

OnucaHue: BknatoveHne PVLAN pgna TermpoBaHHoro nopta. Bonee nogpob6bHas uHbopmauyma
copeputca B pasgene «PVLAN».

naeHTndukatop - ato nopt PVID. Mo ymonyaHuio 3to VLAN 1, HO TermpoBaHHbIN NopT
MOMKeT NOAKAYATLCA K HECKObKMM VLAN.

ﬂ HeTermpoBaHHbIA MOPT MOMKET MPUCOEAUHATLCA ToNbKo K ogHon VLAN, a ero

2. OtobparkeHue cnncka VLAN

PWLAM List WLAM Group List
] default—1
] vlan—2

Puc. 134. Hactpolika VLAN
Cnucok PVLAN (PVLAN List)
OnucaHue: Ecnn noctaBuTb rasiodKy B COOTBETCTBYIOLLIEM nose, ¢yHKuma PVLAN 6yaer

BKAtoYeHa. [lonosnHuTebHas MHPopmaums byaer npeacrasneHa B pasgene «PVLAN».

3. OtobparkeHne cnuncka VLAN HeTermpoBaHHbIx NnopToB. COOTBETCTBEHHO, 3TO NopTbl PVLAN.
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Port Default VLAN 1D

PortID VLAN D
1 2
2 1
3 2
4 1
5 1

o
—

7 1
8 1
] 1

Puc. 135. Cnucok noptos PVID

| . Kaxablil nopT JoMKeH umeTb aTpubyt Untag (HeTermpoBsaHHbI). Ecam aTpubyT He
YCTaHOBNEH, HETEMMPOBAHHbIM NOPT NO YMOYaHUIO ucnonblyetca B VLAN 1.

4. WN3ameHeHue/YpaneHune VLAN

YT106bI OTKPbITb COOTBETCTBYIOWMIA 3KPAH, HA KOTOPOM MOMKHO YAaUTb AN U3MeHUTb VLAN,

HaxkmuTe VLAN (cm. puc. 134). Haxkmute <Delete>, utobbl yaanutb BblbpaHHyto VLAN (cm.

puc.136).

~ Edit VLAN Group

WLAN Mame ;| vlan

wwol

FPart IDTypeSelect Tag Priority PwLAR
1 FE| O tagged Untagged, U Enable Dizable
2 [FE| O tagged Untagged U Enable Disahle
3 |FE| O tagged Untagged U Enable Dizsable
4 |FE| O tagged Untagged, U Enahle Disahle
& |FE| [ tagged Untagged U Enable Disahle
& [FE| [ tagged Untagged, U Enable Disahle
7| FX ®tagged O Untagged [ (O Enable & Disahle
8 | Fx Otagged @ Untagged) 1 % | Enable Disahle
8 | Fx Otagged & Untagged) 4 % | Enable = Disable
| Applyw | | Delete | | Cancel |

Puc. 136. U3ameHeHne/YaaneHune VLAN
17.1.5. Tlpumep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha puc. 137, ceTb pasgeneHa Ha 3 VLAN: VLAN 2, VLAN 100 n VLAN 200.
Heobxoammo, utobbl ycTponcTea B ogHoi VLAN mornu B3aMmogeinctsoBaTh 4pyr C APYrom, npu
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atom apyrve VLAN 6bian nsonuposatbl. MK He moryT pasamyatb Term coobuieHuin, noaTomy
nopTbl KOMMyTaTopoB A 1 B, nogKkntoueHHble K MK, HacTpoeHbl Kak HeTernposaHHble (Untag).
CoobuweHuna VLAN 2, VLAN 100 u VLAN 200 gomKHbl nepeaaBaTbCa MeXAYy KOMMyTaTopom A m
KOMMyTaTopom B, nosatomy nopTbl, coeguHAlOWME KOMMyTaTopbl A U B, [0AXHbI 6bITb
HaCTPOeHbl KaK TerMpoBaHHble (Tag), 4To No3BOAUT TpaHcAMpoBaTb coobuweHuna VLAN 2, VLAN
100 n VLAN 200. B Tabanue nokasaHa KOHPUrypauma yCTPOMCTB:

VLAN

HacTpowka

VLAN2

HacTpoiite noptbl 1 1 2 Ha kommyTaTopax A u B kak HeTermpoBaHHble nopTbl (Untag ports),
a nopT 7 Kak TermpoBaHHbIn nopT (Tag port)

VLAN100

HacTtponte noptbl 3 1 4 Ha kommyTaTopax A n B kak HeTermpoBaHHble nopTel (Untag ports),
a nopT 7 Kak TermpoBaHHbIV nopT (Tag port)

VLAN200

Hactpoiite noptbl 5 1 6 Ha kommyTaTopax A 1 B kak HeTermpoBaHHble nopThl (Untag ports),
a nopT 7 Kak TermpoBaHHbIn nopT (Tag port)

‘KommyTtatop A

MoPT 7 | Trynk Link
Mopt 7‘

KommyTaTop B

Puc. 137. Hactpowika VLAN

Hactpointe KommyTaTopbl A 1 B, KaK NOKa3aHO HUXKe:

1. Cospaiite VLAN 2, nobasbte B VLAN 2 nopTbl 1 1 2 KaK HeTernpoBaHHble (Untag); aobasbTe
nopt 7 8 VLAN 2 KaK TernpoBaHHbI# (Tag) nopt (cm. puc. 133).

2. Cospavite VLAN 100, pobasbte B VLAN 100 noptbl 3 M 4 Kak HeTernposaHHble (Untag);
fobasbTe nopt 7 8 VLAN 100 Kak TernpoBaHHbIn (Tag) nopt (cm. puc. 133).

info@symanitron.ru

Www.syman itron.ru




SYMAN |TRON PYKOBOACTBO NO HacTpoWkKe /

SEWMB9A-D, SEWM10G-D

3. Cospauite VLAN 200, pobasbte B VLAN 200 nopTtbl 5 1 6 Kak HeTerMpoBaHHble (Untag);
nobasbTe nopt 7 B VLAN 200 Kak TermpoBaHHbIi (Tag) nopT (cm. puc. 133).

17.2. W3onunposaHHaa VLAN (Private VLAN, PVLAN)
17.2.1. BsepaeHue

[OnAa  peanusaumm KOMNAEKCHOW OYHKUMKM  uM3onaumMM  TpaduKka nopta, obecnevyeHus
6€30MacHOCTU CeTU N N30AALUN WINPOKoBeLLaTeNnbHOro gomeHa PVLAN ncnonb3yeT ABa ypoBHA
TEXHOJIOTUM U30NALUMN.

BepxHsaa (upper) VLAN - 310 VLAN ¢ obwum [OMEHOM, B KOTOPOM MOPTbl SABAAKOTCA
maructpanbHbimu (Uplink). HuxkHsaa (lower) VLAN - 310 VLAN ¢ M30/1MpOBaHHbIMKM AOMEHAMMU, B
KOTOpPbIX NOPTbI ABAAIOTCA OKOHEeYHbIMU (Downlink). OKoHeuYHble MOPTbI MOTYT 6bITb Ha3HAYEHDI
B PasfINYHbIX W30AMPOBAHHbIX [AOMEHaX, U OHW MOryT OJHOBPEMEHHO YCTaHaB/AWBaTb
coefiIMHEHWE C MaruncTpasbHbiM NOPTOM. M301MPOBaHHblIe AOMEHbl He MOryT yCTaHaBAMBaTb
coefiIMHEHWE ApPYr C APYrom.

Puc. 138. Cxema PVLAN

Kak nokasaHo Ha pwuc. 138, obwmm agomeHom sensetrca VLAN 100, a 130AMpOBaHHbIMMU
aomeHamum asnatrotca VLAN 10 m VLAN 30; ycTpoincTBa B M30/IMPOBAHHbLIX AOMEHAX MOryT
yCTaHaBAMBaTb COeAMHEHME C YCTPOMCTBOM B obuiem aomeHe, Hanpumep, VLAN 10 moxer
ceasbiBaTbcA ¢ VLAN 100; VLAN 30 Takx¥e MoxKeT B3ammogelictsosatb ¢ VLAN100, Ho
YCTPOWMCTBA B M30/IMPOBAHHbIX AOMEHAX HE MOFYT YCTaHAaB/MBATb COeANHEHME APYT C APYIOM,
Hanpumep, VLAN 10 He mokeT cBa3biBaTbcA ¢ VLAN 30.

Ml Koraa TerMpoBaHHbIA NOPT C BKAOYEHHOM ¢yHKUMert PVLAN nepecblnaeT ¢peiim c
h' Terom VLAN, Ter VLAN byaeT yaaneH.

17.2.2. Hactpoika yepe3 WEB- nHtepdeic
1. BKknwouyeHue Ha nopty PpyHKUMKM PVLAN.
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Add VLAN

VLAN Narme:|wlan |

Port IDType[Select Tag Priority PYLAN
1 |FE (O Tagged ® Untagged] 0 | Enable * Disable
2 |FE| O Tagged Untagged, U Enable Disable
3 |FE (O Tagged ® Untagged] 0 v | Enable - Disable
4 |FE| O Tagged  Untagged U Enable Disahle
5 |FE (® Tagged O Untagged U & Enable O Disable
& |FE & Tagged O Untagged [ & Enable O Disable
7 |FE (® Tagged O Untagged U ®Enable O Disahble
8 |FE (® Tagged O Untagged U : (O Disable

| Lpply | | Help |

Puc. 139. BkntoyeHune ¢dpyHKuum PVLAN

B nHTepoeiice Hactpoek VLAN TermpoBaHHbIe NOPTbl MOTyT BKAOYaTb dyHKUMIO PVLAN.

Ecim VLAN saBnsetca obWwuym AOMEHOM, MarucTpasibHblA NOPT AO/IXKEH ObiTb HAaCTPOEH Kak
HEeTErMpOoBaHHbIN, 3 OKOHEYHbIN NOPT A0/IKEH ObITb HACTPOEH KaK TEMMPOBAHHbIN.

Ecnn VLAN saBnsieTcs M30/IMPOBAHHbIM AOMEHOM, OKOHEYHbIN NMOPT A0JIKEH ObITb HACTPOEH KakK
HEeTErMpoBaHHbIN, @ MarncTPasbHbIA MOPT AO0KEH ObITb HACTPOEH KaK TerMPOBaHHbIN.

2. Bbibop yuyactHukoB VLAN ana skatoyeHune B PVLAN.

PWLAN List VLAM Group List
F default—1
vlan—100
vlan—200
vlan—300

Puc. 140. HacTtpolika y4actHukos PVLAN

Cnucok PVLAN (PVLAN list)

HacTpavBaemble onumn: YCTaHOBUTb «GNAXKOK» UAN HET.
3HavyeHue nNo ymon4yaHuio: «Pna>kok» He yCTaHOB/EH.
Onwucanue: Bbibop yyactHMKoB VLAN ans PVLAN.

17.2.3. Tlpumep TMNOBOWN HAaCTPOMKM

Ha puc. 141 nokasaHo npumep KoHourypaumm PVLAN. VLAN 300 asasetca obwmm gOMEHOM, a
nopt 1 un nopt 2 — maructpanbHoimu noptamu; VLAN 100 u VLAN 200 asnawoTcA
M30/IMPOBAHHbIMWN AOMEHaMU, @ NopThl 3, 4, 5 1 6 ABNAIOTCA OKOHEYHbIMU NOPTaMM.
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VLAN 300

5506

YLAN 100 VLAN 200

Puc. 141. Npumep KoHPUrypauum PVLAN

HacTtpoika kommyTaTtopa:

1. Hactpoiite VLAN 300 KaK OTKpbITbI goMeH (cm. puc. 139).

MopTbl 1 1 2 AONKHbI HbITb HACTPOEHDI KaK HETETMPOBAHHbIE U HA3HAYEHbI B OTKPbITbIN AOMEH
VLAN 300;

MopTbl 3 U 4 fONXKHbI BbITb HACTPOEHbI KaK TErMPOBaHHbIE M HA3HAYeHbl B OTKPbITbIN AOMEH
VLAN 300, ¢pyHKuma PVLAN aonkHa 6bITb BKAOYEHQ;

MopTbl 5 M 6 A0NXKHbI BbITb HACTPOEHbI KaK TErMPOBaHHbIE M HAa3HAYeHbl B OTKPbITbIN AOMEH
VLAN 300, ¢yHKumsa PVLAN aonkHa 6biTb BKIOYEHA.

2. HactpowTte VLAN 100 Kak U3011MpOBaHHbIA AOMeH (cm. puc. 139).

MopTbl 1 M 2 fOMKHbBI BblITb HAaCTPOEHbI KaK TErMpPOBaHHbIE M HA3HAYEHbl B M30/IMPOBAHHbIN
aomeH VLAN 100, yHKums PVLAN gonKHa 6bITb BKAOYEHA;

MopTbl 3 M 4 fONKHbI ObITb HACTPOEHbI KAaK HETETMPOBAHHbLIE M HA3HAYEHbl B M30/IMPOBAHHbIM
aomeH VLAN 100.

3. HactpouTte VLAN 200 Kak U301MpPOBaHHbIA AOMeH (cm. puc. 139).

MopTbl 1 M 2 fO/MKHBI BblTb HACTPOEHbI KaK TEMMPOBAHHbIE M Ha3HAY€Hbl B M30/IMPOBAHHbIN
aomeH VLAN 200, yHKums PVLAN gonKHa 6bITb BKAOYEHA;

MopTbl 5 1 6 fONKHbI ObITb HACTPOEHbI KAaK HETETMPOBAHHbIE M HA3HAYEHbl B U30/IMPOBAHHbIN
aomeH VLAN 200.

4. HactpoiTte VLAN 300, VLAN 100 1 VLAN 200 Kak yyactHMKoB PVLAN (cm. puc. 140).

17.3. Mpotokon GVRP
17.3.1. BsepaeHue

MpoTtokon GVRP (GARP VLAN Registration Protocol) asnaetca npunoxkeHmem npotokosna GARP
(Generic Attribute Registration Protocol). OH ocHoBaH Ha paboyem mexaHusme GARP u
ynpasnser AWHamuyeckon peructpauymerr  VLAN Ha ycTpouctBe U obecneymBaet
pacnpocTpaHeHne nHPopMaLmn Ha apyrme yCTPOMUCTBa.

YCTPOICTBO C BKAOYEHHbIM NpoToKosom GVRP moxeT nonyyatb MHGOPMaLMIO O perncrpaymm
VLAN oOT ApyrMx YyCTPpOWUCTB WU AWMHAMMYECKM OOHOBAATH JIOKasbHYlD WHPOpmauUio o
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peructpaumum VLAN, a yCTPOWMCTBO MOMKET pPacrnpoCTPaHATb JIOKaAbHYyt0 WHbOpMaUUo o
peructpaumumn VLAN K gpyrum ycTpoiictBam, obecneymBas COr/1lacoOBaHHOCTb WMH$opmaumm o
VLAN Ha BCex YyCTpOWMCTBax B OA4HOW NOKanbHoW cetu. MHopmauma o peructpauymm VLAN,
pacnpocTtpaHAemaa GVRP, cooepXuT He TONbKO JIOKA/IbHYIO CTAaTUYECKYHO PEerucTpaunoHHYH
MHPOpPMaALMIO, 334aHHYIO BPYYHYIO, HO U ANHAMMUYECKYIO PETUCTPALMOHHYIO MHPOPMaLUIO OT
OPYTUX YCTPOMCTB.

17.3.2.

PeXXnmbl nopTa

Ha nopTy ecTb Tpu TMna pexxmma pernctpaumm GVRP: O6biuHbIM (Normal), duKcMpoBaHHbIN
(Fixed) n BbikntoyeHo (Disable).

A

17.3.3.

O6bIyHbIM (Normal): gaHHbIN peXnm paspellaeT NopTy AMHAMUYECKYID PerucTpaumio
WA  OTMeHy peructpaumm Hactpoek VLAN u obecneuvBaeT pacnpocTpaHeHue
AVHaMMYecKon u ctatnyeckon nHpopmauymm o VLAN.

®uKkcnpoBaHHbI  (Fixed): [AaHHBIA  peXkMm  3anpewaet nopty AWMHAMWYECKYH
perncTpaumio Uanm OTMeHy AMHAMUYECKOW pernctpaumm Hactpoek VLAN, HO npu aTtom
paspelwaeT NOPTy CTAaTUYECKYID PEerucTpauuio UaM OTMEHY CTaTUYEeCKOM perucrpauuun
nHpopmaumm o VLAN.

BbikntoueHo (Disable): paHHbIM pekum 3anpeltaer nopTy AUHAMMUYECKYHO WU
CTAaTUYECKYIO PermcTpaumio Nanm oTMeHy CTaTUYeCKON UAN SUHAMUYECKOWN pernctpauumn
HacTpoek VLAN, npu 3TOM NOPT HE MOXKET PacnpPoCTPaHATb MHPopmaumto o VLAN.

HacTpoiku nopt B pexknume GVRP un pexxmme TpaHkoBoro nopta (Port Trunk) asnatwoTca
B3aMMoucK/oYatowmmn. MNopt ¢ noaaepkkoh GVRP He MoOXKeT npucoeauHuUTbes K
TPaHKOBOW rpynne, a Ha NOPTY, COEAMHSIOLLEM TPAHKOBYIO TPYNMy, HENb3S BKIKOYUTD
GVRP.

HacTtpoiika yepe3 WEB-uHTepdeic

1. Bkntoumte npoTokon GVRP n HacTpoliTe cooTBETCTBYHOLWME TaUMeEpPbI.

“~ GVRP
Protocol Configuration
GVRP Status | @ Enable O Disable
LeaveAll Timer 1a0ao ms
Hold Timer ms
Join Timer 500 ms
Leave Timer 3000 M

Help

Puc. 142. Hactpowka npotokona GVRP

Cratyc GVRP (GVRP Status)
Hactpauaemsblie onuuu: Enable/Disable (BkntoueHo/BbikntoueHo)
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3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo)

OnucaHue: BknoyeHne/BbikntoyeHne npotokona GVRP

Taiimep LeaveAll (LeaveAll Timer)

HacTtpanBaembliit guanasoH (mc): 100~327600

3Ha4veHMe no ymonyanumio: 10000 mc

OnucaHue: HacTpoiika MHTepBana BPeEMEHM OTNPABKU BCEX MCXOAALLMX COODOLLEHNI. 3HAYEHNe
OO0MKHO 6bITb KpaTHO 100. Ecnm ycTaHOBUTL Talim-ayT Talimepa LeaveAll ana pasHbix yCTPOMCTB
OAMHAKOBbIM, YycTpoicTBa 6OyayT oTnpasBnatb coobuieHne LeaveAll oaHOBpemeHHO, 4TO
YBEIMYNUT KONMYecTBO coobuieHnin. Y1obbl aToro msberkatb, ¢aKTuyeckoe Bpema paboTbl
Tamepa LeaveAll gonHo 6biTb CAYy4aMHbIM 3HAYEHMEM M AOKHO ObITb AJIMHHEE BPEMEHMU
ofHoro Tanmepa LeaveAll, Ho meHee 1,5 Tanmepa LeaveAll.

Taiimep Hold (Hold Timer)

HacTtpauBaembliit guanasoH (mc): 100~327600

3Ha4veHMe no ymonyanumio: 100 mc

OnucaHue: 3HayeHne A0MKHO 6biTb KpaTHO 100. PekomeHayeTcs yCTaHaBAMBATb O4MHAKOBOE
3HayeHue Taimepa gna scex GVRP nopTtos.

Taiimep Join (Join Timer)

HacTtpauBaembliit guanasoH (mc): 100~327600

3Ha4yeHune no ymonyaHuto: 500 mc

OnucaHue: 3HavyeHne OO0JIKHO ObiTb KpaTHO 100. PekomeHAayeTcsa ycTaHaB/IMBaTb OAUMHAKOBOEe
3HayeHue Talimepa anda scex GVRP noptos.

Taiimep Leave (Leave Timer)

HacTpauBaembliit guanasoH (mc): 100~327600

3HaueHune no ymonyaHuto: 3000 mc

OnucaHue: 3HayeHne A0MKHO 6biTb KpaTHO 100. PekomeHAyeTcs yCTaHaBAMBaATb OANHAKOBOE
3HayeHue Taimepa gna scex GVRP nopTtos.

2. Hactpoitka nopra.

Port Setting
FPart| Type GVRP Mode
1 | FE C'Disable @ Mormal O Fixed
2 | FE O Disable & Mormal O Fixed
3| FE O Disable O Mormal @ Fixed
4 | FE O Disable O Normal | (® Fixed
5| FE ® Disable O Mormal O Fixed
B | FE ® Disable O Mormal O Fixed
7 | FE @ Disable O Mormal O Fixed
8 | FE @ Disable O MNormal O Fixed

Puc. 143. Hactpoiika nopta GVRP

Pexkxum GVRP (GVRP Mode)
Hactpansaemble onuuun: Disable/Normal/Fixed (BbikntoueHo/O6bl4HbIN/PUKCMPOBAHHbIN)
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3HauyeHKne no ymonyaHuto: Disable (BbikntoyeHo)
OnwucaHue: Hactpoliku pexmma GVRP Ha nopry.

| |« MopT B pexnume «Normal» moxeT B6biTb HAaCTPOEH TOMBLKO Kak HeTerMpoBaHHbI
(Untagged) u cywectsyeT B VLAN no ymonuyanuio (VLAN 1).

* HeBO3MOHO BbINOAHUTL Ntobyto onepaumio VLAN Ha nopTy B pexknume «Normal».

3. OTobpakeHue CTaTUYECKUX U AMHAMUYECKMX HAaCTPOEK 3aperncTpnpoBaHHbix VLAN.

VLAN Summary

Index VLAMID | VLAM Mame IUntag Port Tag Port GVRP Aware Fort
12,3456,
1 1 default 78
2 2 vlan 3

Puc. 144. Nudopmauusa o VLAN

17.3.4. Tlpnmep TMNOBOWN HACTPOMKM

Kak nokasaHo Ha pwuc. 145, kommyTtatopbl A M B noakntoueHbl 4depes nopt 2. Mopt 1
KommyTaTopa A ycTtaHoBneH B PuKcupoBaHHbIN (Fixed) pexkum, 4ytobbl nonyyatb MHGOPMaLUIO
0 cTaTuyeckon peructpa pauyum VLAN; nopT 2 HacTpoeH B 06bldHbIM (Normal) pexxum wm
pacnpocTtpaHaeT uHoopmauuto o VLAN nopta 1. MopT 2 KommyTaTopa B HacTpoeH B 06ObIYHbIN
(Normal) pexxkum n pernctpupyet nHbopmaymio o VLAN KommyTtatopa A. Takum obpasom, nopt
2 KOmmyTaTopa B MoOXKeT perncTpupoBatb TaKyto Xe uHpopmaumio o VLAN Kak u nopt 1
KommyTaTopa A.

Fized
J
2 2
Rormal Normal
KommyTtatop A KommyTtaTtop B

Puc. 145. Mpumep HacTponkm GVRP

HacTpointe KommyTaTop cieayoLmm obpasom:

1. Bknwouute npoTtokon GVRP Ha kommyTaTopax A 1 B (cm. puc. 142).

2. HactpounTte nopt 1 KommyTaTopa A B PpuKkcuMpoBaHHbIN (Fixed) pexum, a nopT 2 B O6bIYHbIN
(Normal) pexkum; HacTpoiTe nopt 2 KommyTaTopa B B O6bIuHbIN (Normal) pexum (cm. puc.
142).

3. TMNopT 2 KommyTaTopa B MoOXKeT pernctpupoBaTb Takyto e nHbopmaumio o VLAN, Kak n nopt
1 kommyTaTtopa A.
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18.  IIporoxoa RMON (Remote Network Monitoring)
18.1. BsepeHue

Mpotokon RMON (Remote Network Monitoring) ocHoBaH Ha apxuTektype SNMP n nossonser
ceTeBbIM YCTPOMCTBAM ynpasneHuAa 6osee MHTEHCMBHO KOHTPOAMPOBATb YCTPOMCTBA.
peannsauma npotokona RMON ocHoBaHa Ha mogenun KnueHt/cepsep u BKAo4aeT NMS
(Network Management Station, CTaHUMA ynpaBieHMA CeTbio), NO CYTU ABNAIOLLENCA CEPBEPOM
N cneunanbHoro AreHta (Agent), KoTopbiii aBnseTca kKaveHToM. NMS ynpaBnsaet AreHTom,
KOTOPbIN BbINOHAET COOP CTAaTUCTUKM BCEX BUA0B MHDOPMaLMK O TpadMKe Ha NopTy.
OcHoBHble ¢yHKUMM RMON — cbop CTaTUCTUKKM U CUFHaNAM3aumMA o Tpesorax. PyHKumA cbopa
CTAaTUCTMKM NpegnoaaraeT, YTo areHT MOXKeT NePUOSNYECKM BbINMONHATb COOP CTAaTUCTUKKM BCEX
BUAOB MHPOpPMaUMKM O TpaduMKe Ha NopTe, HanNpMMep, noJsiydeHne MHGoOPMaLUM O KOIMYECTBE
coObLEeHN, NONYYEeHHbIX B KOHKPETHOM CerMeHTe CeTU B TeYEeHWe KOHKPEeTHOro nepuoga
BpemeHu. PyHKUMA curHanmsaumm o Tpesorax obecneynmBaeT BbINOSHEHME areHTOM YHKUUM
KOHTPONS 33 3HAYEeHUAMMW YyKasaHHbIX nepemeHHblx MIB (Management Information Base)
¢dannos. Korga 3HayeHuWe [JOCTMraeT ONpeaeneHHOro nopora (Hanpumep, KONYECTBO
COOOLWEHNIN NpPeBbIWAET YKA3aHHOE 3HAYeHME), areHT MOXKEeT aBTOMATMYECKM 3amnucbliBaTb
cobbiTna TpesBorn B KypHan RMON wuam otnpasnaTtb cneumanovHble Trap-coobuweHne Ha
YCTPOMCTBO ynpaBaeHus.

18.2. Tpynnbl RMON (RMON Group)

Mpotokon RMON (ctaHgapT RFC2819) nogpasgenserca Ha HECKO/IbKO rpynn, KoTopble
BK/IIOYAIOT: rpynny cTaTUcTUKK (Statistics Group), rpynny uctopum (History Group), rpynny
cobbiTnin (Event Group) u rpynny Tpesor (Alarm Group) oTKpbiTbix MIB. Kaxgaa rpynna
noaaepxmneaetr makcmmym 32 3anucm.

» [pynna cTtatucTukm (Statistics Group)

Hannune paHHOM rpynnbl noApasymeBaeT, YTO CUCTEMA MOMKET BeCTUM COOop CTaTUCTUKM BCex
BMOOB MHPopMaumm o Tpaduke Ha nopTy. CTaTucTUyeckas MHOOpMaLMA COAEPKUT MHOrO
pasHoM MHPOPMALMKN: KOMMYECTBO KOAAM3UM B ceTn, coobueHus o6 owwnbkax CRC,
MHOOPMALMIO O COOBLLEHMAX CO CNMWKOM MaNeHbKUM UM CAULWIKOM 60MblIMM pasmepamu
OaHHbIX, MHOOPMALMIO O LIMPOKOBELLATE/IbHBIX MU MHOFOaAPECHbIX COODOLLEHMAX, KOANYECTBO
NONYYEHHbIX 6aNT, KONMYECTBO MNPUHATbIX coobuleHnin u T1.4. MMocne ycnewHoro cosgaHus
3aNMCKU CTAaTUCTUKM MO yKasaHHOMY WMHTepdelcy, JaHHaA rpynna noAcyYnTbiBaeT KOMYECTBO
COOOLLEHN Ha TeKyllem MHTepdeince, a pPe3yNbTaToOM fABJAETCA HEMPEPbIBHOE HAKoM/eHue
3HAYEeHWUI CTaTUCTUKN.

* [pynna uctopwuu (History Group)

Cuctema nepuoamMyeckM MpocmaTpuBaeT BblOOPKY Bcex BMAOB MHPOpmauumn o Tpaduke Ha
MOPTY W COXpPaHAET 3HayeHua BbIOOpPKM B Tabauue 3anucen UCTOPUU, CAeAoBaTeNbHO
YCTPOMCTBO YyMNpaB/JeHUs MOXKeT NpocmMaTpmBaTb 3Ty MHbopmauymio B ntoboe Bpems. Mpynna
MUCTOPUN YYUTbIBAET 3HAYEHMA CTAaTUCTUKM BCEX BWAOB JAaHHbIX B WHTepBane BblOOpPKK
COOBLLEHUI, NOMYYEHHDbIX MOPTOM B KaXKAOM UMKAEe npuema/nepenayv nHGopmaumm, npuuem
NepMoANYHOCTb AAHHbIX LMKIOB MOYKHO HacTpamBaThb.
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* [pynna cobbiTnii (Event group)

lpynna cobbiTin Ucnonb3yeTca ANAa onpeaeneHna UHAEKCOB cobbITU U MeTof0B 06pPaboTKK
cobbiTn. CobbiTA, 06paboTaHHble B rpynne Cco6bITUIM, WCNONL3YKOTCA B 3NEMEHTe
KoHbUrypauum rpynnbl Tpesor. [leiictBue cobbITMA HAYMHAETCA, KOorga KOHTpo/aupyemoe
YCTPOMCTBO AOCTUTAET COCTOAHMA TPEBOTW.

CyLiecTByeT HECKOJIbKO cNocoboB 06paboTKu cobbITHit:

HypHan (Log): BeaeHwWe KypHana cobbiTUA U CBA3AHHOM C HUM MHPOPMaALMK;

MpepbiBaHne (Trap): otnpasKka Trap-coobuweHna B NMS n aanbHenwee MHGOPMUPOBAHUE O
cobbITnK;

Log-Trap: 3anucb 1 oTnpasKka Trap-coobLieHus;

HeT (None): He BbINOMHATb HUKAKUX AeNCTBUM

* [pynna TpeBoKHOM curHanmsaumm (Alarm Group)

PyHKUMA ynpaBAeHUa TPEBOXKHOM curHanmsaumen npotokona RMON obecneuynBaeT KOHTPOb
3a onpeaeneHHbIMKM TpeBoramu. Mocne Toro, Kak Noab3oBaTeNlb OOHAPYKMUT 3anucu TPeBory,
cuctema 6yaeT nosyyvaTb 3HAYEHWUA KOHTPOIMPYEMbIX MEPEMEHHbIX CUrHasa TpeBOrun 3a
onpeaeneHHol nepuoa. Korga 3HaueHWe nepeMeHHOM CUrHana TpeBorn 6o/blue UAM PaBHO
MOPOroBOMY 3HAY€HWIO, MNo/b30BaTeNb bOyaeT MHGOPMMPOBAH O BarKHOM Tpesore. Koraa
3HaYeHMe MNEepPeMEHHON TPEeBOrM HUXKE TMOPOroBOro 3HayeHuA, Monb3oBaTenb byaer
MHPOPMMPOBAH O BTOpOCTENeHHOW Tpesore. Tpesorn 6yayT 06pabaTbiBaTbCA B COOTBETCTBUM C
onpeaeneHnem KOHKPeTHOro cobbiTusa.

ﬂ Ecnv BblbOpOYHOE 3HayeHMe nepemMeHHOM aBapUMHOrO CUrHana npesblwaeT

. noporoBoe 3HaYeHMEe HEeCKONbKO pa3 B OAHOM W TOM Ke HanpaB/ieHWuw,
MHULMMPOBaHNE COBLITUA O TPEeBOre BO3MOMKHO TONIbKO NePBblii pa3. ITO O3HayaeT,
4TO YBE/IMYEHME KOIMYECTBA TPEBOT M YMEHbLLEHWE KO/IMYeCTBa TPEeBOr YepeayoTca.

18.3. HacTtpoika yepes WEB-uHTepdeic

1. HacTpolika MHbOopMaLMM O CTAaTUCTUKE.

~ RMON Statistics

Set Statistics Information

Index Chwner DataSource

1 a ifIndex. 2 w

Puc. 146. Hactpowka ctatnctukn RMON

MHpgeKc (Index)

HacTpausaembiii AnanasoH: 1765535

OnucaHue: HacTpoika nHaekca 3anncm MHGoOpMaLmMmM o CTaTUCTUKE.
Bnageneuy (Owner)

HacTpausaembiii AnanasoH: 1732 cumBosioB
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OnwucaHue: HacTpolika MMeHu Bagesbla 3anncen nHdopmaumm o CTaTUCTUKE.
UcTouHuK pgaHHbIX (Data Source)

Hactpausaembie onuunu: ifindex.portid

OnwucaHue: Bbibop nopTa Ans cbopa CTaTUCTUKM.

2. HacTpoiika Tabanubl UCTopum.

. RMOM History

Index 2
DataSource ifIndex. 2 "
Owner b
Sampling Number 10
Sampling Space 20
| Applyw | | Help |

Puc. 147. Hactpoliika nctopmm RMON

MHpgeKc (Index)

Hactpausaemblii ananasoH: 1765535

OnucaHue: HacTpolika MHAEKCa 3anncK ynpaBaeHma NCTOPUEN.

UcTouHuK pgaHHbIX (Data Source)

Hactpausaembie onuunu: ifindex.portid

OnwucaHue: Bbibop nopTa Ans oTbopa 3anncen ynpasieHNA UCTOPUEN.
Bnageney (Owner)

HacTpauBaembiii aAnanasoH: 1~32 cumBosioB

OnucaHue: HacTpolika MMeHU B/laZieiblia 3anmncen ynpas/ieHnsa NCTOPUEN.
Homep BbI60pKM (Sampling Number)

HacTpansaemblii ananasoH: 1~65535

OnucaHue: HacTpolika Homepa BbIOOPKKU 3anucelt ynpaBaeHua UCTOpPUEN.
MHTepBan Bbl6bopku (Sampling Space)

HacTpanBaembliit guanasoH (cek.): 13600

OnucaHue: HacTpolika nHTepBana BbiIbOPKKU 3anuceit ynpaBaeHUsa UcTopumei.

3. HacTpoWKa KOHTpo/1a cobbITUiA.

= RMOHN Event

Index 3
Owner c
Event Type LoghTrap “
Event Description alarm
Event Community public]
| Applyw | | Help |

Puc. 148. Hactpoika KoHTpona cobbituii RMON
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NHaekc (Index)

Hactpausaemblii ananasoH: 1765535

OnucaHue: HacTpoiKa MHAEKCA 3aNnCh KOHTPOAA COObITUNA.

Bnageney (Owner)

HacTpauBaembiii AnanasoH: 1~32 cumBo/ioB

OnwucaHue: HacTpolika MMeHW B/lagesbla 3anmcen KOHTPOJIA COObITUIA.

Tun cobbitna (Event Type)

Hactpansaemsbie onumn: NONE/LOG/Snmp-trap/log&Trap

3Ha4veHuMe no ymonyanumio: NONE

OnucaHue: Hactpolika TvMna cobbiTMs NPU BO3HMKHOBEHMM TPEBOrK. 3TO mMeTog obpaboTku
CUTHaNOB TPEBOTMN.

3HaueHue cobbiTua (Event Description)

HacTpavBaemblit guanasoH: 1~32 cMmBOi0OB

OnucaHue: HacTpoika 3Ha4yeHuA cobbiTus.

Mma rpynnbl cobbiTnii (Event Community)

HacTtpavBaemblit guanasoH: 1~32 cMmBOi0OB

OnucaHue: HacTpolika MMeHW rpynnbl, OTNpasfAlowWero cobbitua Trap, KOTOPbIE A0JIKHbI
COOTBETCTBOBATbL rpynne ¢ HammeHoBaHnem SNMP.

4. HacTpoiiKa KOHTPOANA yNpaBaeHMA TpeBOraMu.
o RMON Alarm

1213MIB IfInUcasztFlkt= w
Index 4 |
oID L6 L2 2.2 1 |
Owner d |

DataSource ifIndex. 2 w
Sampling Type Abzolute w
Alarm Type Risingflarm "
Sampling Space 20 |
Rising Threshold 100 |
Falling Threshald 20 |
Rising Eventindex i |
Falling Eventindex 3 |

Puc. 149. Hactpowka KoHTpona cobbituit RMON
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MHudopmauma MIB (MIB)

OnucaHue: Bbibop MIB wuHpopmaumm ans cbopa CTaTUCTUKKM, HaANpUMep, KOANYECTBO
OAHOAAPECHbIX COOOLIEHUI ANA BXOAALLEro nopTa.

Uuaekc (Index)

HacTpansaemblii ananasoH: 1~65535

OnucaHue: HacTpolKa MHAEKCa 3aNnCKU KOHTPOAA TPEBOT.

NnaeHTndukarop obvekros (OID)

OnwucaHue: Hactpoiika Homepa OID TeKkywero y3na MIB.

Bnapgeneuy (Owner)

HacTpavBaemblit guanasoH: 1~32 cumBoioB

OnucaHue: HacTpoiika MMeHU Bnagenblia 3anmMcu KOHTPOAA TPEBOT.

UcTouHuK gaHHbIX (Data Source)

HacTtpausaemble onuumu: ifiIndex.portid

OnucaHue: Bbibop nopTa Ana KOHTpOAA.

Tun Bbi6opKM (Sampling Type)

HactpanBaemble onuun: Absolute/Delta

3Ha4yeHne no ymonyaHuio: Absolute

OnucaHue: Bblbop meToaa cpaBHeHWMA 3HayeHMA BbIOOPKM M nopora. Absolute: npamoe
CpaBHEHME Kaxa0ro 3HadyeHusa BbiI6opKu ¢ noporom; Delta: TeKyliee 3HayeHne BbIGOPKN MUHYC
npeablayuiee 3Ha4eHne BbIBOPKK, 3aTeM UCMOb3YeTCA Pa3HULA 417 CPAaBHEHMSA C MOPOTOM.
Tun asapuiiHoii curHanusauum (Alarm Type)

Hactpansaembie onuuu: RisingAlarm/FallingAlarm/RisOrFallAlarm

3HavyeHue no ymondyaHuio: RisingAlarm

OnwucaHue: Bbibop TMNa Tpesoru.

MHTepBan Bblbopku (Sampling Space)

Hactpausaembiii aAnanasoH: 1765535

OnucaHue: HacTpoika nepuoaa BbIOOPKKW, ONTMMaNbHOE 3HAYEeHME KOTOPOro AOJIKHO
COOTBETCTBOBATb 3HAUYEHUIO MHTEPBANA BbIDOPKU 3aNnCeEN ynpaBAeHUA NCTOPUEN.

BepxHee noporosoe 3HaueHue (Rising Threshold)

Hactpausaembiii AnanasoH: 1765535

OnucaHue: HacTpoiKka BepxHero noporosoro 3HavyeHusa. Korga 3HayeHne BbIBOPKU NpeBbllIaeT
NoporoBoe 3Ha4YeHue, a TUMN CUrHaa TPEeBOry ycTaHoB/eH Kak RisingAlarm nau RisOrFallAlarm,
TpeBora 6yaeT akTMBMPOBAHA, KPOME TOro akTUBUPYETCA MHAEKC cobbITMA Rising.

HukHee noporosoe 3HaueHue (Falling Threshold)

Hactpansaemblii ananasoH: 1~65535

OnucaHue: HacTpoiKa HWXKHEro noporosoro 3HaveHus. Koraa 3HauyeHue BbIOOPKM HUKe
NMoporoBoro 3HayeHWMs, a TUN CUrHana TPeBOrM YycTaHoBneH Kak FallingAlarm wnu
RisOrFallAlarm, TpeBora 6yaeT akKTMBMPOBaHAa, Kpome TOro aKTUBMPYeTCA WMHAEKC cobbiTuA
Falling.

MHaekc cobbiTua Rising (Rising Event Index)

Hactpausaembiii aAnanasoH: 065535

OnwucaHune: HacTporka nHaekca cobbitma Rising. 310 metoa 06paboTkm Bo3pacTaHMA TPEBOT.
HukHee noporoBoe 3HaueHue (Falling Threshold)

HacTpausaemblii AnanasoH: 0765535

OnucaHme: Hactporika nHaekca cobbitma Falling. 910 metos 06paboTku ybbiBaHMA Tpesor.
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19.  Hacrpoiika oqHoaapecHoii paccbuikn (Unicast)

19.1. BsepeHue

Korga KommyTaTop nepecbinaeT coobuieHMe, OH A1 MOATBEPXKAEHMA HomMepa nopTa
Ha3HayeHuAa uweT B Tabnmue MAC agpecoB cootseTcTBytowmin MAC agpec, 4nAa KoToporo
npegHasHa4yeHo AaHHOe coobLueHue.

MAC agpeca moryT 6bITb CTaTUHECKUMWN U AUHAMUYECKUMMU.

3HauyeHne ctaTuyeckoro MAC agpeca ycTaHaB/MBAETCA MOJb30BaTeNemM, UMeeT HauBbICLLIUNA
npuoputeT (OH He MOXKeT OblTb 3aMeHeH aBTOMATU4YeCcKM auvHammyeckmum MAC agpecom) u
AB/IAETCA NOCTOSTHHO AEMCTBYHOWMMM.

OnHamunyeckne MAC-agpeca nosBasalTca B Tabavue BO Bpemsa MPOBEPKM MNepenaBaemblx
OAHHbIX. OHM CYNTAIOTCA [OCTOBEPHBIMU TO/IBKO B TEYEHME ONPeaeNnéHHOro Nepnoaa BpeMeHM.
KommyTtaTtop nepuoanyeckn obHosnset ceoto Tabanuy MAC-agpecos. Mpu nonydyeHnn Kaapa,
KOMMYTaTOp 3anucbiBaeT B cBoto Tabanuy MAC-agpec oTnpaBuTesnsa, COAeprKaluincs B 3TOM
Kagpe, Hapaay C MOPTOM, Ha KOTOPbIN Kaap Obl/l MOAYYEH, a 3aTeM NPOBEPSET B CBOeN Tabanue
Hannunme MAC-agpec Has3HayeHUs, TaKXKe codeprkawuinca B Kagpe. Ecam ator aapec
npucyTcTByeT B Tabsavue, KOMMyTaTop nepefaéTr AaHHble Ha COOTBETCTBYHOLWMM nopT. Ecam
COBMaZEeHMA He HAaNAEeHO, KOMMYTATOP PacCCbl/IAeT 3TOT Kaap Ha BCe NOPTbI.

JaHHble cepum KOMMYTaTOPOB NOALEPMKUBAOT MAaKCMMyM 256 CTaTMUYECKMX O4HOaAPECCHbIX
3anucen.

19.2. Hactpoiika yepes WEB-uHTepdeic

1. [Jdob6asbTe 3anucb ctatnyeckoro MAC agpeca.

~ FDB Unicast

Set FDB Unicast
MAC VLA 1D (1~4093) Member Fort
ec—de—12-34-56-TH 2 2w
| Applw | | Help |

Puc. 150. HacTtpoliika ctaTuyeckoro ogHoagpecHoro FDB

Hacrpoiika MAC appeca (MAC)

HacTtpausaembiit popmat: HH-HH-HH-HH-HH-HH (H - wecTtHaguaTepmMyHoe Yncno).

OnucaHue: Hactpoika ogHoaapecHoro (Unicast) MAC agpeca; mnaawumin 6ut B ctapwem balite
paseH 0.

Hacrpoiika naeHtudpukartopa VLAN (VLAN ID)

OnwucaHue: Hactpoiika ngeHtudukatopa VLAN ana cooTBETCTBYIOLLENO NOpPTA.

Hacrpoiika nopta yyactHuka (Member Port)

Hactpansaemble onunun: Bce nopTbl KOMMYyTaTOpa

OnucaHue: Bbibop nopTa Ana nepecbinkm coobueHna ¢ aaHHbim MAC agpecom HasHayeHus,
npw 3TOM BblBPaHHbIN NOPT AO/IXKEH ObITb Y4aCTHUKOM yKa3aHHOM Bbiwe VLAN.
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2. OtobparkeHune cTaTMyecknx ogHoagpecHbix (Unicast) MAC agpecos

FDB Unicast Mac List
Index MAC VLAM ID Member Port
O 00-00-01-01-01-01 1 1
O ec-de-12-34-56-78 1 2
| 4dd | | Delete | | Modify |

Puc. 151. Tabnunua cratuyecknx FDB
BbibepuTe B Tabmue 3anucb 41A yaaneHusa amM UsSMeHeHUsa napameTpos.

3. OtobpaxkeHune cnucka guHammyecknx ogHoagpecHbix (Unicast) MAC agpecos.

= Dynamic Unicast Mac

Dynamic Unicast Mac List

Index MAC VLAN 1D Member Port
00-14-78-2e-e5-61
00-18-e0-1b-G2-59
00-19-e0-1b-f1-40
00-1d-7Fd-cf-77-6a
00-24-8c-73-3F-73
00-24-8c-7e-92-08
00-24-8c-9e-56-26
00-25-11-25-a7-96
00-25-11-4d-a3-0e
00-26-18-0b-38-e2
11 00-40-05-12-9d-a1

[EN)

a‘mmwcnr_n.p.mr\:._x

—_ | A A A A A A A A A A
| D | Gl | N | D | e | R | e | e | D

Puc. 152. Tabanua AgnHammyeckux ogHoaapecHbix FDB

20.  CucTeMHBI )KypHAJ U aBApUITHASL CUTHAJIM3AI[USA
(Alarm and Syslog)

20.1. ABapuitHana curHanmsauma (Alarm)

20.1.1. BsepgeHue

[aHHana cepusa KOMMYTaTOPOB MOALEP’KMBAET TPU TUNa aBapuUMHOW curHanusaumu. Korpa
cpabaTbiBaeT aBapuiiHaa CUrHaNM3auMa, Ha MepesHeir NaHenn KOMMyTaTopa 3aropaetca
COOTBETCTBYIOLLMIA CBETOAMNOLA,
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* ABapuiHaa curHanmsauma snektponutaHua (Power alarm): ecnn BKAoYeHa AaHHas
dYHKLMA, aBapuitHas cMrHanmsauma byaeT cpabatbiBaTb B C/lydae npobaem ¢ 0O agHUM 13
WUCTOYHUKOB 3N1EKTPONUTAHUA

* ABapuiiHaa curHanmsaums nopta (Port alarm): ecnn BKAYeHa pgaHHasa yHKUMS,
aBapuiHas cuUrHaamsauma 6yaet cpabaTbiBaTh B C/y4ae nojaydeHuu nHbopmauum ob
OTK/IIDYEHUW COOTBETCTBYIOLLLEro nopTa (coctosiHme Link Down).

* ABapuiiHasa curHanmsauma Konbua (Ring alarm): ecnn BKAYeHa faHHaa yHKUMS,
aBapuitHas curHanmsauma 6OyaeT cpabaTtbiBaTb B C/Ay4Yae HapyLeHUA Ko/bLEeBOWM
TONONOTUW.

| | TonbKo 0ogMH «MmacTep» KosbLia npoTokona Sy2-Ring noppepusaeTtca dyHKUMeld
aBapUNHOM CUTHANN3ALUMN KONbLA.

g

20.1.2. HacTtpoika yepe3s WEB-nHTepdeic

1. HacTpolika aBapMHOM CUTHAAU3ALUMN.

Power Alarm
Alarm Title Enable Alarm
Power Alarm (]
Port Alarm
Port 1 2 3 4 L] L] 7 b
Type FE FE FE FE FE FE FE FX
Enable Alarm [ ] |#| [+ O (] [ [
SY2-RING Alarm
SY2-RINGID Enahble Alarm
Sy2-RP Alarm
Sy2-RPID Enable Alarm
1 ]
[ Apply | [ Help |

Puc. 153. Hactpolika aBapuiMHOM curHanmsaumm

ABapuiiHasa curHanusauma anektponutaHua (Power Alarm)

Hactpausaemsblie onuuu: Enable/Disable (BKntounTb/BbikN04nTb)

3HauyeHne no ymonyaHuto: Disable (BbikntoyeHo)

OnucaHue: BKktoveHne/BbikatoueHMe aBapuIiHOM CUrHANN3aLMKM MO 31EKTPONUTAHUIO.
ABapwuitHaa curHanusauyma nopta (Port Alarm)

Hactpansaemble onuun: Enable/Disable (BkatounTb/BbikntounTs)
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3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

OnucaHue: BKntoueHne/BbiktoueHMe aBapmMiiHOM CUrHaNM3aLmMm nopTa.
ABapwiiHana curHanusauma Konbua (Sy2-Ring Alarm)

Hactpauaemsble onuuu: Enable/Disable (Bkntountb/BbiknoumnTb)
3HayeHue no ymonyaHuto: Disable (BbikntoueHo)

OnwucaHue: BkntoueHme nam BoikntoveHne pyHKumm Sy2-Ring.

2. OtobparkeHue cTaTyca aBapMMHON CUTHANN3ALMKN NOC/E BKAOYEHMA GYHKUMM U3BELLEHUA O
TpeBorax.

Power Alarm
Alarm Title Alarm Status
power NONE
power2 WARMN
Port Alarm
FPort 1 2 3 4 5 6 7 b
Type FE FE FE | FE | FE | FE | FE | FX
AlarmStatus Link Up Link Down - - - - - -
SY2-RING Alarm
SY2-RING ID [ Alarm Status
Sy2-RP Alarm
Sy2-RP ID Alarm Status

Puc. 154. OTobpaxkeHue cTaTyca aBapuinHOM CUrHanM3aLmnm

CraTyc aBapuiiHOIi curHanusauum snektponutaHua (Power Alarm Status)

Hactpansaembie onunn: NONE/WARN

OnwucaHue: Mocne BkAOYEHNA GYHKLMN aBAPUNHOWN CUTHANIU3ALMW INEKTPONUTAHUA COCTOAHMNE
NONE otobparkaetcs, ecnM nuTaHue BKAodeHo, a WARN oTobpaxkaeTca, ecan nuTaHue
BbIK/IIOYEHO.

Cratyc aBapuiHoOii curHanusauum nopta (Port Alarm Status)

HactpanBaemsble onuuu: Link Up/Link Down

OnucaHune: MMocne TOro, Kak O¢yHKUMA aBAPUIMHOWM CUTHA/NM3aLMKM NOPTA aAKTMBMPOBAHA,
coctoaHune «Link Up» oTtobparkaetca, ecnm nopT GyHKUMOHMPYET B HOPMAZNbHOM pexume, a
€C/IN Ha NopTy OTCYTCTBYET coeAuHeHue UAM OBHapyKMBAETCA aHOMA/IbHOrO COeAWHEHUe,
Torga otobparkaerca coctoaHue «Link Downy.

CraTyc aBapuitHOM curHanusaumm Konbua (Sy2-Ring Alarm Status)

Hactpauaemsble onuuu: Ring Open/Ring Close
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OnucaHue: Mocne Toro, Kak GpyHKLMA aBapUMHON CUTHANM3ALMWN KONbLA BKIKOYEHA, COCTOAHUE
«Ring Open» 6yaer oTobparkaeTca, €CcAM  KOMbLO HaxoAuTCcA B OTKPbITOM, T.e.
paboToCnOCO6HOM, COCTOSIHMM, @ €CNIM B TOMONOTMM KO/bLa OBHApy)KeHa KONAU3USA, T.K.
KOJIbLLO Pa30MKHYTO, oTobparkaeTcs coctossHue «Ring Close».

20.2. Cuctemubin »kypHan (Syslog)
20.2.1. BeepgeHue

[aHHaa GyHKUMA BeAET KypPHa/, B KOTOPbIM 3anMcbiBaeTca MHPOpPMaLMA O cUcTeMe, OLIMOKM,
BO3HMKAlOLWME HEUCNPABHOCTU W OWMKOKKM, a TaKKe MHoroe apyroe. CUCTEMHbIN KypHan
BK/ItOYAET HenocpeacTBEHHO CaM CUCTEMHbIN KypHan 3agay (System log), a Takke KypHan
y4yeTa aKcayaTaumu.
CMCTEMHbIM XKypHaA 3a4a4 COA4EPKUT CneayoLyto MHGOPMaAUMIO:
*  CnWCOK 3aperncTpmpoBaHHbIX 3a4aY;
* XypHan nepesarpy3oK, Bbi3BaHHbIX NPUOCTAHOBKOM QYHKLMOHNPOBAHUS;
* KypHan nepesarpysok, Bbi3BaHHbIX HaxaTMem KHOMKKM <Reset> (COpoOC K 3aBOACKUM
HaCTPOMKaM) Ha nepeaHel NaHeM KOMMYTATopa;
* ypHan nepesarpysok, Bbi3BaHHbIX KOMaHAoM Reboot (nepesarpyska);
* KypHan nepesarpysok, BbI3BaHHbIX HaxaTMem KHonku <Reboot> (nepesarpyska) Ha
CTpaHuue Beb-nuHTepodelica;
* KypHan neepesarpysok CUCTEMbI.
*KypHana yyeTta akcniyaTaumm coaepKuT cnenytolyto MHGopmaumio:
*  MN3meHeHMe COCTOAHUA NOPTa;
*  /I3meHeHMe COCTOAHUA NUTAHUS;
* ypHan nepesarpysoK, Bbi3BaHHbIX KOMaHA0M Reboot (nepesarpyska);
* ypHan nepesarpysok, BbIl3BaHHbIX HaKaTMemM KHOMKM <Reboot> (nepesarpyska) Ha
CTpaHuue Beb-nHTepdeica;
MNopnepknBaetca makcumym 1024 3anucu ypHana. Korga sHayeHue 3anucei npesbicut 1024,
6yaeT co3aaH HOBbIN KypHa, KOTOPbI OyAEeT 3anmcbiBaTbCA «NMOBEPX» CTAPOro KypHana.

20.2.2. Hactpolika yepe3 WEB-uHTepoeiic

1. HacTpoliTe napameTpbl CUCTEMHOIO }KypHana.

o Syslog

Protocol Settings

Syslog (¥ Enable Disable
RunLag ® Enable O Disable
Save in Flash O Enable ® Disable
Send to Server ® Enable O Disahle
Remote-server Ip | 192, 168. 1. 2 |

Puc. 155. HacTpolika napaMeTpoB CUCTEMHOTO XYypHaa
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CuctemHbI XXypHan 3aaau (Syslog)

HactpanBaembie onunn: Enable/Disable (BkAounTb/BbIKAHOUUTD)

3HayeHKWe no ymonyaHuto: Enable (BkatoueHo)

OnucaHue: BkatouyeHue/BbIKAOYEHME CUCTEMHOTO KypHana 3agady. lMpu ycTaHOBKe pexkuma
«Enable» cuctema cpasy HauMHaeT 3anucb MHGoOpMaLmu.

*ypHana yueta akcnayaTtauyum (RunLog)

HactpanBaemble onuun: Enable/Disable (BkAto4nTb/BbIKAHOUNUTD)

3HayeHue no ymonyaHuto: Enable (BkntoueHo)

OnucaHue: BkntoyeHne/BbIKNOYEHUE KypHana ydyeta aKcnayaTauuun. MNpu ycTaHOBKE pexuma
«Enable» cucrema cpasy HaumHaeT 3anucb MHGOPMaLMK.

3anucb Bo Flash-namaTtb (Save in Flash)

Hactpansaemblie onuun: Enable/Disable (BkatounTb/BbIKAOUNUTD)

3HayeHue no ymonyaHutio: Disable (BbikntoueHo)

OnucaHue: BkaoueHne nam BoikntoyeHme oyHKUMm 3anuck Bo flash-namats. Mocne BrAOUEHUSA
[AHHOTO peXKMMma 3anucu MoXKHo byaeTt npocmaTpuBaTh B UHTepdelice KommyTaTopa.
Mepepaya aaHHbIX Ha cepeep (Send to Server)

HactpanBaemble onuun: Enable/Disable (BkAtounTb/BbIKNOUNTD)

3HauyeHKne no ymonyaHuto: Disable (BbikntoueHo)

OnucaHue: BkatoueHne mnmn BbiknoyeHne GyHKUMKM nepesayum 3annceit CUCTEMHOTO KypHana
Ha cepsep. Mocne BKAOYEHUA SAHHOTO PEXXMMaA 3aMMCK KYpPHaNa MOryT BbiTb 3arpy*KeHbl Ha
cepsep Syslog B pexknme peasibHOro BpeMeHM!.

HacTtpoiika IP agpeca cepsepa (Remote-server Ip)

Hactpous IP-agpec cepBepa Ana 3arpy3Kkn CUCTEMHOIO KypHana Ha cepsep Syslog (Hanpumep,
nocpeactsom nporpammbl Tftp32), nosb3oBaTenn MoryT nNpPocmMatpuBaTbh KypHanabl B foboe
Bpems (cm. puc. 156).

< Tftpd32 by Ph. Jounin

Current Directory IC:\Usels\Samsung\tftpd32,334 LI Browize |
Server interface |192.188.D.23 I IP agpec cepeepa LI Shaw Dir |

Thtp Sewerl Thtp Clientl DHCP server |5}'S|'39 SEMVED I DMNS sewerl Log viewell

tent | frar
<132y lan 02 21:22:28 1970 MODULE_ETHDRW[evHnd_9]: %LIMEPROTO-5-UPDOWMN: Line protocal on Interface Ether... 19:
<132y lan 02 21:22:30 1970 MODULE_ETHDRW[evHnd_9]: %LIMEPROTO-5-UPDOWMN: Line protocal ok Interface Ether... 19:
<132 lan 02 21:22:33 1970 MODULE_ETHDRY[evHnd_9]: %LIMEPROTO-5-UPDOWMN: Line protocal on Interface Ether... 19
<132 2lan 02 21:22:35 1970 MODULE_ETHDRY[evHnd_9]: %LIMEPROTO-5-UPDOWMN: Line protocal on Interface Ether... 19

OTobpa)keHne noroe

| .

>

LClear I Copy I

Settings I Help |

Puc. 156. Mepegaya 3anmceit CUCTEMHOIO KypHana Ha cepBep
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2. HacTtpoiTe napameTpbl 3arpysKu.
Log Transmittal

Transfer Mode ® Ftp Mode (O Titp Mode
Senver IP Address | 192, 168. 1. 23 |

File Mame |1-:g. tut

User Mame |admin |

Fasswaord "ee

| Appl}r| | Help|

Puc. 157. 3arpy3Ka cuCcTemMHOro ypHana dyepes FTP pexxum

Log Transmittal

Transfer Mode O Ftp Mode & Thp Mode
Server IP Address | 192, 168, 1. 23 |

File Name |1|:|g. txt

serMame |

FPassward

Puc. 158. 3arpy3Ka cuctemHoro XypHana yepes TFTP pexkum

Pexxum nepepgaum (Transfer Mode)

Hactpansaembie onunn: Ftp Mode/Tftp Mode (Pexxum FTP/Pexum TFTP)

3HayeHue no ymonyaHuto: Ftp Mode (Pexxum FTP)

OnucaHue: Bbibop pexnma 3arpysku 3anmcei CUCTEMHOTO KypHa/a Ha cepBep.

IP agpec cepBepa (Server IP Address)

Hactpausaembiii popmau;: A.B.C.D

OnucaHue: Hactpowka IP agpeca cepsepa FTP/TFTP.

Nma daitna (File Name)

HacTpausaemblii ananasoH: 1~32 cumBosioB

OnwucaHue: HasHayeHne umenu daiiia ana 3arpyskm Ha cepBep 3anuceit CUCTEMHOTO XKypHana.

Mma nonb3zoBartena (User Name)

HacTpauBaembiii amanasoH: 1~32 cumBosioB

OnucaHue: Beog nmeHun nonbzosatena FTP. Ecnn BbinonHAeTcA 3arpy3ka ¢ nomoubto TFTP, uma
No/b30BaTeNA BBOAUTbL He HYXKHO.

Maponb (Password)

HacTpauBaemblii AnanasoH: 1~¥32 cMmB0o10B

OnucaHue: Beoa napona nonb3osatena FTP. Ecnn BbinonHaeTca 3arpyska ¢ nomowbio TFTP,
Napo/ib BBOAUTb HE HYXHO.
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/

Runlog

SEQID EVENT TYFE TIME COMNTENT
15 paort link alarm THU AUG 25 10:54:07 2011 FPart alarm: entity id:3 state:Link down
14 software rehoot THU ALG 25 10:456:37 2011 software system reboaot.
13 port link alarm THU ALG 25 10:43:04 2011 Fort alarm: entity id:3 state:Link up
12 port link alarm THU ALG 25 1004237 2011 Paort alarm: entity id: 3 state:Link down
11 software reboot THU JAM 01 21:38:15 1970 software system reboot.
10 power alarm THU JAM 01 20:41:12 1970 Power alarm: entity id:2 state:Power down
g port link alarm THU JAM 01 16:25:42 1970 Port alarm: entity id:5 state:Link up
g port link alarm THU JAM 01 16:25:238 1970 Part alarm: entity id:5 state:Link down
7 port link alarm THU JAM 01 16:23:01 1970 Port alarm: entity id:5 state:Link up
] port link alarm THU JAM 01 16:22:57 1970 Fart alarm: entity id:5 state:Link down
5 port link alarm THU JAM 01 00:00:13 1870 FPort alarm: entity id:5 state:Link up
4 port link alarm THU JARM 01 00:00:10 1970 FPort alarm: entity id:2 state:Link up
3 port link alarm THU JARM 01 00:00:06 1970 FPort alarm: entity id:1 state:Link up
2 software rehaot THU JAM 01 07:37:14 1870 software system reboat.
1 port link alarm THU JAMN 01 073705 1970 Fort alarm: entity id:8 state:Link up
] port link alarm THU JAM 01 07:37:01 1970 Fort alarm: entity id:& state:Link down

Puc. 159. 3arpy3ka cucTeMHOro ypHana yepe3 TFTP pexum

CucremHblit XKypHan (Log)

OTtobpaxkaeman nHoopmauma: {SEQ ID, EVENT TYPE, TIME, CONTENT} (MaeHTUdUKaTOp 3anmcy,
Tun cobbiTua, Bpema cobbitusa, CoaeprkaHue cobbiTusA).

OnucaHune: OTobparkeHMe 3anncer CUCTEMHOTO XKypHana.

A

21.  IIporokoa SNMP

B npouecce 3arpy3ku MHGopmaLmmn CUCTEMHOTO XKypHana cepsepbl FTP/TFTP AonHbl
HaXo4UTbCA B COCTOAHMWN OHNAMH.

21.1. SNMPv2 (npotokon SNMP Bepcun 2)

21.1.1. BsepgeHue
Simple Network Management Protocol (SNMP) - npoToKOn ynpaBneHUs CeTeBbiMU
yCTPOMCTBAaMW C  UCMosb3oBaHMeM npoTtokona TCP/IP. Bnarogapa ¢yHKuun SNMP,

afAMUHUCTPATOP MOXKET 3anpalmnBaTtb WHPopmauumio 06 YCTPOMCTBE, MEHATb HACTPOMKM,
cneguTb 3a COCTOSAHUEM YCTPOMCTBA U OBHaPYKMBATb HEMOIAAKMN CETU.

21.1.2.

Ona  ynpasneHua yctporcteamn, SNMP  wncnonb3syetr apxuTekTypy
(MmeHenskep/areHT). Takum 06pasom, No GYHKLMOHANBHOCTM OH BK/IKOYAET ABE COCTaBAAIOLLME:
«NMS» n «AreHT».

Peannsaumna

«manager/agent»
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* Network Management Station (NMS) - 310 pabouan cTaHUMA, HA KOTOpoM paboTaeT
SNMP-npunoxeHue gna ynpaBieHUA CeTbi0 KAMEHTOB, Urpaloliea OCHOBHYI PoO/b B
YNpaBAEHUM CETbLIO C NOMOLLLIO NPOTOKo1a SNMP.

* AreHT - 3TO MPOrPamMMHbIN Mpouecc Ha ynpasnsemom yctponctse. OH oTBe4vaeT 3a
npuem n obpaboTky 3anpocos ot NMS. Mpu BO3SHWMKHOBEHUM aBApPUMHOM CUTyaL MM
areHT aBTomaTnyeckn nipopmupyet 06 stom NMS.

NMS asnaetca cpeactsom ynpasneHua cetbto SNMP, a AreHT ynpasnaetca cetbto SNMP.
ObmeH nHpopmaumen ynpasneHns mexay NMS 1 AreHTOm OCyLLLEeCTBAAETCA Yepe3 NPOTOKON
SNMP. SNMP ob6ecneunBaeT BbINOJIHEHNE 5 OCHOBHbIX Onepauuii:

* Get-Request

* Get-Response

* Get-Next-Request

e Set-Request

e Trap

NMS otnpasnsaet KomaHabl «Get-Request», «Get-Next-Request» n «Set-Request» gna 3anpoca
OAHHbIX, HAaCTPOMKM M ynpaBaeHWUAa YCTPOMCTBOM. llocne nonyvyeHua 3TUX 3anpocoB, AreHTbl
oTBeYaloT KomaHgamm «Get-Response». [pn BO3HMKHOBEHUM TPEBOIM areHT aBTOMATUYECKMU
oTnpasuT coobueHne «Trap» B NMS, uyT0b6bl COOOWMTL O BO3HMKHOBEHMM AHOMAJbHbIX
cobbITUN.

21.1.3. OnucaHue

AreHT SNMP pgaHHOM cepum KommyTaTopoB nogaep:kueaet sepcum SNMPv2 n SNMPv3. Mpu
aTom SNMPv2 coemectm ¢ SNMPv1.

SNMPv1 ucnonb3yeT NPUHUMN ayTeHTUPUKaLuMM No umeHn coobulectsa (Community Name
Authentication). MmAa coobuiectBa paboTaeT Kak Napo/sib U UCMNOb3yeTca ANA OrpaHUYeHun
poctyna AreHta SNMP k SNMP NMS. Ecam uma coobuiectea SNMP-coobuieHnss He MOXKeT
NPOWNTM ayTEHTUDUKALMIO YCTPOICTBA, OTNPaBAEHHOE coobuieHne byaeT yaaneHo.

SNMPV2 TakXe WCnosib3yeT ayTeHTUPUKaumMio no uMmeHu coobuwectea. OH He npocTo
coBmectum ¢ SNMPv1, HOo u pacwmpseT ¢yHkumMm SNMPv1. KoppekTHaa coBmecTHasa pabota
NMS 1 AreHTa OCHOBbIBAeTCs Ha corsiacoBaHHolM Bepcun SNMP. AreHT MoKeT 6biTb HacTpoeH
ana paboTbl C HECKONbKMMU BEPCUAMU OLHOBPEMEHHO M UCMOJIb30BaTh PasHble Bepcumn AnA
€BA3M € pasHbimu NMS.

21.1.4. OnucanHune MIB (Management Information Base)

Jloboit ynpaBnsiemblt pecypc MOMKHO paccMaTpuMBaTb KaK OObBEKT, COOTBETCTBEHHO OH
Ha3blBaeTCA yNpaBaaemMbiM O6bEKTOM.

MIB (Management Information Base) - 3To cOBOKynHOCTb BCex ynpasasemMbix o6bektos. MIB
onpeaenseT MepapxXMYecKkMe OTHOLWIEHWUA MeXay ynpasasembiMu obbekTamu u onpegenset
OCHOBHble aTpMbyTbl 06bEKTOB, HanpMmep, MA 06BEKTA, NpaBa AOCTYNa, TUMbl AAHHbLIX U T.4,. Y
Kaxaoro AreHTa ectb cBoa MIB. NMS moKeT 4nMTaTb MAKM 3anucbiBaTb 06beKTbl B MIB B
COOTBETCTBUM CO cBOMMM NpaBamu. CBA3b NMS, AreHTa n MIB noka3aHa Ha pucyHKe 156.
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Npuem/nepegava
3anpocoB

-
Mony4eHue oTeeta n
NMS «Trap» coobweHnin AreHt

Puc. 160. Bsaumocsasb NMS, AreHTa 1 6asbl MIB

MIB onpeaennet ApeBOBUAHYIO CTPYKTYPY, FAe KaxKabli y3en aepesa ABASETCS yrnpaBaAseMbim
obbektom. Kaxkapit y3en aepesa coaeput OID (MaeHTUPUKATOp 06BbEKTA), KOTOPbINA MOMKET
YKasblBaTb NO3MuUMIO y31a B CTpyKType aepesa MIB. OID ynpasnaemoro obbekta A paBeH
1.2.1.1 (cm. puc. 161).

KopeHb

Yaen (2)

¥aen (1)

Nonyyatens (1) Monyuatens (2)

Nonysatens (1)
Puc. 161. CtpykTypa aepesa MIB

21.1.5. HacTtpoika yepe3s WEB-nHTepdeic

1. Bkntouute npotokon SNMP

“ SNMP

| SNIP Status | @enable  OnDisable |

| V2 Status | @Enable  ODisable |

Puc. 162. BkntouyeHune npoTtokona SNMP u Bbi6op Bepcun SNMP

Cratyc SNMP (SNMP Status)

Hactpauaemsblie onuuu: Enable/Disable (BKntounTb/BbikN04UTb)

3HauyeHKWe no ymonyaHuto: Enable (BkatoueHo)

OnucaHue: BknoueHne/BbikntoueHne npotokona SNMP.

Cratyc Bepcum 2 (V2 Status)

Hactpausaemsblie onuuu: Enable/Disable (BKntounTb/BbikN04MTb)

3HayeHue no ymon4yaHuio: Enable (BkntoueHo)

Onwucanue: BkntoueHune Bepcum SNMPvV2, KoTopaa coBmecTuma ¢ Bepcneit SNMPv1,
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2. HacTtpoitKa npaB gocrtyna

Read-Only Community public (3-18)
Read-Write Community private (3-18)
Request Port |151 |(1_55535}

Puc. 163. HacTtpolika npaB gocTyna

CoobuwectBo «Tonbko uyreHne» (Read-Only Community)

HacTpauBaembiii ananasoH: 3~16 cumBosioB

3HauyeHne no ymonyaHuto: Public (OTKpbITbIN)

OnwucaHune: NMS morKeT To/bKo 4MTatbh MHpopmaumo MIB, ecan nma coobuiectsa, nepegaHHoe
B coobuweHun SNMP, otnpaBneHHom u3 NMS, coBnagaer Cc MMeHem coobLiecTsa,
YCTaHOBAEHHbIM 34€eCh.

Mma nonb3zosatena (User Name)
HacTpansaemblii ananasoH: 3~16 cMmBoa0B

3HayeHue No ymonyaHuto: Private (MepcoHanbHbIN)

OnucaHune: NMS moXKeT U yntaTb M 3anucbiBaTb MHbopmauuio MIB, ecnm uma coobuiectsa,
nepegaHHoe B coobuieHnn SNMP, otnpaBneHHbim 13 NMS, coBnagaeTt ¢ umeHem cooblecTsa,
YCTaHOBAEHHbIM 34€eCh.

MopT 3anpoca (Request Port)

HacTpansaemblii ananasoH: 1~65535

3Ha4yeHMe no ymonyanumio: 161

OnwucaHue: HacTpolika nopTa, KOTopbI NpUHUMAaeT 3anpocbl SNMP.

3. HacTpoiKka coobuieHunin «Trap».

Configure Trap

Trap on-off ® Enable O Disable

Trap Port ID 162 | (1-65535)
Server IP Address 1 192. 168. 1. 23 1P addr)
Server I Address2 | | (IP Addr)
Server IP Address3 | | (1P addry
Server IP Addressd | | (IF Addr)
Server P Addresss | | (IP Addr)

| Apply | | help |

Puc. 164. Hactpolika coobueHuii Trap

BknioueHue coobuweHu «Trap» (Trap on-off)
Hactpansaemblie onuun: Enable/Disable (BkatounTb/BbIKAHOUUTD)
3HavyeHue no ymondanuio: Enable (BkaoueHo)
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OnucaHue: BknoueHne/BbikntoueHne GpyHKUUM OTNPABKKM coobLyeHuii «Trap».

Hactpoiika naeHtuduKkatopa nopra gna oTnpaBku coobueHmit «Trap» (Trap Port ID)
HacTpansaemblii ananasoH: 365535

3Ha4yeHMe No ymonyaHumio: 162

OnucaHue: HacTpoika naeHTnudukaTopa nopTa, nepegatoero coobueHma «Trap».

IP agpec cepsepa (Server IP Address)

Hactpausaembiii dopmat: A.B.C.D

OnucaHue: Hactpolika IP agpeca cepsepa, KoTopbl bygeT nonyyatb coobuieHua «Trap».
MaKcumanbHO nogaepkueaetca go 5 IP agpecos.

4. OtobparkeHue IP agpecoB cepBepa ynpaBieHus.

Management Station

Server IP Address 1 522 18E 1. 28 | (P Addr)
Server IP Address? | | (P Addr)
Server IP Address3 | | 1P Addr)

Puc. 165. IP agpec cepsepa ynpassieHusa

HeT HeobxoAMMOCTM BpY4YHYIO ycTaHaBAuBaThb IP agpeca cepsepa. OHU ByayT aBTOMATUYECKU
oTobparkaTbCcA B MpoLEecce 3arpy3kuM Ha cepBepe NPOrpamMMHOro obecneyeHus ynpasBaeHUs
ceTblo U B UHPopmauumn o moayne MIB Ha ycTpoictee ¢ dyHKUMEN YTeHne/3annchb.

21.1.6. T[lpumep TMNOBOM HAaCTPOMKM

NMS c SNMP noakntoyaeTtca K KommyTaTopy Yepes cetb Ethernet. IP agpec NMS: 192.168.1.23,
a IP agpec kommyTatopa: 192.168.1.2. NMS ynpaBasetr n KOHTpoampyeT AreHTa C NOMOLLbHO
npotokona SNMPv2, KOTopbIit MOMKET YnTaTb U 3anuncbiBaTb MHGopMaLuio MIB AreHTa, a AreHT
aBTOMATMYECKM OTnpaBaseT coobuieHua «Trap» B NMS, Koraa y AreHTa NpoucxoanT aBapuitHas
cuTyaums (cm. puc. 166).

192.168.1.23
AreHT
192.168.1.2 NMS

Puc. 166. Mpumep HacTponkm SNMPv2

HacTpoika AreHrTa:

1. Bkntouunte npoTtokon SNMP Bepcum v2 (cm. puc. 162);

2. Hactponte npaBa Aoctyna Ana mmeHu coobuiectBa «Read-Only» Kak «public», a ana
nmeHun coobulectsa «Read-Write» «private», nopTy 3anpoca npuceonTe 3HadyeHue 161 (cm.
puc. 163).
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3. BkawounTte pexum «Trap» coobLWEHNN, MAEHTUOUKATOPY NOPTA C BKAKOYEHHBIM PEXMMOM
«Trap» AO/MIKHO 6bITb NPUCBOEHO 3HaveHW 162, IP agpec cepsepa: 192.168.1.23 (cm. pwmc.
164).

Echv nonb3oBaTento HeobxoAMMO yMpaBAATb W KOHTPOAMPOBATb AreHTa, Heob6xogumo

MCNo/b30BaTb COOTBETCTBYOLLEE NPOrpaMMHoe obecneyeHne, Hanpumep, Symanitron NMS.

21.2. SNMPv3
21.2.1. BsepgeHue

SNMPv3 npegocTaBnnet cobont mexaHnam ayTeHTUGUKaumm USM (User-Based Security Model).
Monb3oBaTelb MOXKET HAaCTPOUTb GYHKUMM WKUPPOBAHUA U ayTeHTUPUKaLMN. AyTeHTUDMKaLmA
NCNO/Ib3yeTcA A/1A MPOBEPKM IeraibHOCTU OTNPaBUTENA COObLLEHMA A8 TOro, YTOObI M3beKaTb
[O0CTyna HeneranbHbiX nosb3oBatenen. SNMPv3 obecneunBaeT wndpoBaHMe nepeaaBaembix
coobueHnin mexgy NMS wun areHTom, 4TObObl M36EXKaTb MX HE3aKOHHOro npocmoTpa.
KombuHaumna ayteHTUOMKauMmM 1 WwndpoBaHUa yaydwaeT 6e3onacHoCTb cBA3nM mexagy SNMP
NMS n AreHtom SNMP.

21.2.2. PeanusauymA

SNMPv3 umeeT 4 Tabanubl KOHPUTypauuu, ANA KaxKAOW M3 KOTOPbIX MOMKET co3gatbh 16
3anucein. 3T Tabanupl onpeaenstoT, MOryT M YKasaHHble NONb30BaTeIN H Noay4yaTb AOCTYN K
nHpopmauymmn MIB.

MNonb3oBaTenbcKkaAa Tabnuua McNonb3yeTca Ans8  Cco34aHuA  nosb3oBatenen.  Kaxkabin
nosb3oBaTe/ib MOXET MCMO/Ib30BaTb pPa3Hble MOAUTUKM 6e30NacHOCTU ANS  peanunsauunu
bYHKUMI ayTeHTUOMKAUMK, WMPOBaHNA U APYrnX PyHKUMA Be3onacHoCTy.

Tabanuya pgoctyna moxkeT obpalaTtbca K MHopmauum y3na MIB, conoctaBnaa ums rpynnbi,
KOHTEKCTHOE UMS M YCTaHaBAMBaTb COOTBETCTBYIOWMI YypoBEHb 6e30nacHOCTH.

lpynnoBas TabaMua - 3TO COBOKYMHOCTb HECKO/bKMX nosb3oBaTenen. [lpaBa p[ocTyna
YyCTaHaBAMBAKOTCA A/A TPynnbl Mo/b30oBaTeNnen M NPUMEHWMbI AN BCeX Mo/b3oBaTesiel B
rpynne. KoHTeKCTHaa Tabiuvua - 3TO 4YMTaemMble CTPOKM CMMBONOB ANA UAEHTUPUKaLMK
nosb3oBaTesieir. ITO He UMeET HUKAKOIo OTHOLLEHWUA K KOHKPETHOM moaeny 6e30nacHoCTH.

21.2.3. Hactpolika yepe3 WEB-uHTepoeiic

1. HacTpolika nosb3oBaTenbCKoM Tabanubl.
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Number State User Name Authentication protacol entication pas
1 aﬂ-’we:““ OINONE & HMACMDS O HMAC-SHA :ﬂu
2 jactive 3333 | ONONE O HMACHDS ® HMAC-SHA juu

- ®WNoNE O HMAC-MDS OHr.H-.C-SHﬁj
i Bl | | ®MoNE O HMAC-MDS OHM&CvSHA:
5 = i@rmr-lE C HMAC-MDS OHLH.C-SHA;
6 - :@NDNE O HMAC-MDE DHr.1.=.C-SH!=,i
7| - | @NONE O HMACMDE O HMAC-SHA|
g8 |- @®NONE O HMAC-MDS OHr.M.C-SHAj
e | | @nonE O HMACHMDS 'DHM-".C-SHJ’\;
10| - j@HONE O HUMAC-MDS DHLHC-EHA:
n | — :@HDNE O HMAC-MDS DHLL:.C-SHA:
12 || | ®NONE O HMACHMDS © HMAC-SHA/

Puc. 167. HacTtpoika Tabamupl nonb3osatenen SNMPv3

Mma nonb3zoBartena (User Name)

HactpauBaembiii AManasoH: 4~16 cumBo/ioB

OnwucaHue: Co3gaHue MMeHU Nob30BaTeNA.

MpoTtokon ayteHTuduKauum (Authentication Protocol)
Hactpansaembie onumnn: NONE/HMAC-MD5/HMAC-SHA

3Ha4veHuMe no ymonyaHumio: NONE

OnwucaHue: Bbibop TMNa anroputma WndpoBaHua ansa ayTeHTUdUKauum.
Naponb gna ayteHTupukauum (Authentication Password)
HacTpausaembiii AnanasoH: 4~16 cMmB0O/10B

OnucaHue: HacTpoiKka naponsa Nosb3oBaTens.

1. Hactpolika Tabaunubl goctyna

[Humber| Grouphiame Contexttiame | Securityllogel | SecuritlLevel |
1 L | | 2222 | SHMEVE  SNMPVZ | O MoauthMoPriv & AuthMoPriv
2 | 3333 | 4qaq || csnupva sumpv2 | @ MosutboPrv © AuthNoPriv
HERI | || - snupva  sumpvz | O noauthioPriv © AuthnioPriv
4 || SHMPVE  SMMPV2 | O MesuthiePrv O suthioPri
5 N SHMPVE  SNNP V2 | O MoauthoPrv O AuthNoPriv
& : ] SHMPV3E  SMMPVZ | O MosuthMoPrv O AuthMoPriv
I 7 [ SHMP V3 SHMP V2 [ O MoauthHePriv O AuthiNoPriv I
e || SNMPV3  SNWPV2 | O MokuthNoPriv O AuthhloPriv |
9 :: SNMPVE  SNMPVZ | O nosuthioPriv O AuthiNoPriv
0 || n | SNMPVZ  SHMPVZ | O MesuthNoPriv O authNoPriv
1 SNMPVE  SNNPVZ | O MoAuthMoPriv O AuthMoPriv
12 || il SHMPV3  SNMPV2 | O NosuthoPriv O suthioPriv
13| | [ || conmpv3  sune vz | O NoautboPriv O suthhioPriv |
@] ||| | SMPVE  SMMPV2 | O MesuthoPriv O suthioPriv
5 ' | | =snMPv3  snMPv2 | O MosuthNoPriv O AuthNoPriv |
16 : SNMPYE  SNMPVEZ | O MoauthMoPriv O authiMoPriv

Puc. 168. Hactpoiika Tabanubl goctyna SNMPv3
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Mma rpynnbl (Group Name)

HacTpauBaemblii AManasoH: 4~16 cumBosioB

OnucaHue: HacTpoMka MmeHu rpynnbl. Ons AaHHOW cepum KOMMYTATOPOB KaxKpas rpynna
npegHasHayeHa TO/NbKO A8 OAHOro NOAb30BaTeNA, MO3TOMY MMA FPYNMbl AOJKHO COBMNagaThb C
MMeHeM NoNb30BaTeNA, YCTaHOBAEHHbIM B Tabnue nonb3oBaTenen.

KoHTeKkcTHOe umsa (Context Name)

HacTtpansaemblie onunmn: 4~16 cnmeonoB

OnucaHue: HacTpoiKa KOHTEKCTHOTO MMEHM.

Mogpaenb 6e3onacHocTu (Security Model)

HactpanBaemsbiii gnanasoH: SNMPv3/ SNMPv2

OnucaHune: 3HadyeHne SNMPv3 yKasbiBaeT Ha Mcnosab3oBaHuMe TexHonormm USM. SNMPv3
BbIOMpaeTca NPUHYAUTENBHO.

YpoBeHb 6e3onacHocTu (Security Level)

Hactpansaembie onunn: NoAuthNoPriv/AuthNoPriv

3HauyeHune no ymonyanuto: NoAuthNoPriv

OnucaHue: HacTpoiKka HeobxoaumocTM ayTeHTUdUKauMm U WwndpoBaHMA Npu AocTyne K
uHpopmaumm MIB. 3HaueHne NoAuthNoPriv: He TpebyeTcs HWM ayTeHTUPUKALUUA, HMU
wndposaHue; 3HadyeHne AuthNoPriv: HyxHa ayTeHTUdUKaumMa, WwndppoBaHue He TpebyeTca.

2. HacTpoiKa KOHTEKCTHOM TabauLbl

< SNMP V3

COMTEXT TABLE

Mumber Contextfame

1 2222
4444

Lo I T e B e I I ) B R e L I I e

Puc. 169. HacTponKa KOHTeKCTHOM Tabanubl SNMPv3

Mma rpynnbl (Group Name)

HacTpanBaemblii ananasoH: 4~16 cumBosioB

OnwucaHue: OnpegeneHne cepun ynpaBnsemblx 06 beKTOB, K KOTOPbIM MOMKHO NOJIY4UTb AOCTYN
no npotokony SNMP. 3To mAa JONXKHO COBMafaTb C KOHTEKCTHbIM MMEHEM, YCTAaHOB/IEHHbIM B
Tabanue poctyna.
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3. Hactpo#Ka rpynnoBoin Tabaunubl

w5 SHMP V3
R T e e e
mumber SecurityMame SecurityModel
1 1111 SMMP V3 SMNMP Ve
2 3333 SMNMP V3 SMMP YZ2c
3 SMMP W3 SMNMP V2c
4 SMNMP V3 SMNMP V2c
5 SHMP W3 SMMP YZ2g
B SMMP V3 SMMP YZ2g
7 SMMP V3 SMMP VZ2e
8 SMNMP V3 SMNMP V2c
9 SMMP V3 SMNMP W2c

Puc. 170. I'pynnosas Tabamua SNMPv3

Mma 6e3onacHoi rpynnbi (Security Name)

HacTpauBaembiii AnanasoH: 4~16 cumBo/ioB

OnucaHue: HacTpolika MMeHW Tpynnbl NerajbHblX Mnonb3oBaTenen. [Ona AaHHOW cepumn
KOMMYTATOPOB Ka)KgasA rpynna npefHasHayeHa TONbKO A1 OAHOro Mojib30BaTesiA, NosTomy
nmsa 6e3onacHoOM rpynnbl AO/KHO COBMNAgaTb C MMEHEeM MNONAb30BaTeNA, YCTAHOB/IEHHbIM B
Tabnnue nonb3osBaTenen.

Mogaenb 6e3onacHocTu (Security Level)

HactpanBaemble onuun: SNMPv3/SNMPv2

3HayeHue no ymonyaHuto: SNMPv3

Onucanue: MNapametrp SNMPv3 o3HayaeT ucnonb3oBaHue TexHonormn USM. B HactoAwee
Bpema SNMPv3 BbibupaeTca NpuHyaMTENbHO.

21.2.4. Tlpumep TMNOBOM HAaCTPOMKM

Kak nokasaHo Ha puc. 171, SNMP NMS noaxntodaetca K KommyTtaTopy Yepes cetb Ethernet, IP
agpec NMS: 192.168.1.23, IP agpec kommyTtaTtopa: 192.168.1.2. lMonb3oBaTesib C UMEHEM
«111» KoHTponupyeT u ynpasndet AreHtom no SNMPv3, npotokon ayreHtudmukaummn: HMAC-
MD5, ypoBeHb 6e3onacHocTu: AuthNoPriv.

192.168.1.23
Areur

192.168.1.2 NMS

Puc. 171. MNpumep HacTponkm SNMPv3
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HacTtpoika AreHra:

1. Hactpoiite Tabnuuy nonb3osatenet SNMPv3. 3agante uma nonb3osBaTens «111»,
BblbepuTe npoTokon ayteHTUdmMKaumm HMAC-MD5 u ycTaHOBUTE Napo/ib ayTeHTUDMKaLMK
«aaaa» (cm. puc. 167).

2. HactpounTte Tabnmuy goctyna SNMPv3. 3agaiite umsa rpynnbl «1111», a MMA KOHTEKCTHOe
nms «2222», Bbibepute yposeHb 6e3onacHocTn «AuthNoPriv» (cm. puc. 168).

3. HactpounTte KOHTeKCTHYto Tabamnuy SNMPv3. 3againTte Ms KOHTEKCTa «2222» (cm. puc. 165).

4. HactponTte rpynnosyto Tabaunuy SNMPv3. 3apalite uma 6esonacHoit rpynnbl «1111» (cm.
puc. 170).

Echv nonb3oBaTento HeobxoAMMO yMpaBAATb W KOHTPOAMpOBaTb AreHTa, Heobxogumo

MCNo/b30BaTb COOTBETCTBYOLLEE NPOrpaMMHoe obecneyeHne, Hanpumep, Symanitron NMS.

22.  IIporoxoa DHCP

bnarogapAa HenpepbiBHOMY pacWMPEHU0 MaclwTaboB ceTelm M BO3PACTAHUIO WX YPOBHSA
CNOXKHOCTU, 0COBEHHO B YC/IOBUAX YaCTbIX NEPEMELLLEHNI YCTPOMNCTB (TaKMX KaK HOYTOYKN nan
ycTpolicTBa B 6ecnpoBOAHOM CeTW), KOIMYECTBO KOTOPbIX NpeBocxoauT pacnpegensemole IP
agpeca, npotokon BOOTP, KoTopbI cneunanbHo npeaHasHayeH Ana HaCTPOMKM CTaTUYECKUX
XOCTOB, CTaHOBUTCA BCce Honee HECnocobHbIM yAOBNETBOPUTL pPeasibHble MOTPEeObHOCTU ceTu.
Moatomy ana ObICTPOro A0CTyna K CeTM U MOBbIWeHMA KoadduuMeHTa WCNoNb30BaHUA
pecypcos IP agpecoB HeobxoaMmo 6b110 pa3paboTaTb aBTOMATUUYECKMI MEXAHU3M Ha3HAYeHuUs
IP agpecos, ocHoBaHHbIM Ha BOOTP. [na peweHns 3Tux npobaem u 6bin co3gaH MPOTOKO
DHCP (Dynamic Host Configuration Protocol, MpoTokon aAnHammnyeckon KoHpuUrypaumm xocra).
MpoTokon DHCP ncnonb3yeT moaeib B3aMMOAENCTBUA KAnMeHT/cepeep. KAMeHT oTnpasaseT Ha
cepBep 3anpoc Ha KoHdUrypauuio, a cepsBep, COOTBETCTBEHHO, OTBEYaeT Ha 3TOT 3anpoc
OTNPaBKOM MNapaMeTpoB KOHPUrypauum, a MMEHHO HasHayaeT IP agpec ANA KAMEHTa,
obecneunBaa gMHaAMUYECKYO HacTpolKy IP agpecos. CTpyKTypa TUNMYHOro npunoxenuns DHCP
NoKa3aHa Ha puc. 172.

DHCP KEnwent DHCP Knweut
DHCP Cepsep

_,-u-:
=

DHCP Kanenr DHCP KnueHt

Puc. 172. Mpumep HacTponkm SNMPv3
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pexume LWNMPOKOoBeLWaTe/IbHOM Nepeaaym, noaTomy Tpebyetca, 4tobbl KnmeHT DHCP m
cepsep DHCP cepBep Haxogmancb B ogHOM cermeHTe. ECan OHM Haxo[ATCA B Pa3HbIX
CErMeHTax, KAMEHT MOKET MOAKAOUUTBCA K CepBepy € nomouwbto ¢pyHKumio DHCP
relay pana nonyyenus [P agpecoB M gpyrux napamMeTpoB KOHOUrypauuu.
KommyTaTopbl gaHHOM cepun He nogaepueatoT ¢yHkumto DHCP relay, nostomy
K/NIMEHT M cepBep A0NKHbl HAXOAUTLCA B O4HOM CEFMEHTE.

ﬂ‘ B npouecce aguHamuyeckoro nonyyeHua IP agpecoB coobuieHns nepenaroTcs B

DHCP nogaep:mBaeT aBa TMNa MexaHM3mMoB pacnpeaenenums IP agpecos.

* Cratnyeckoe pacnpegeneHue (Static allocation): ceTeBoit aAMUHUCTPATOP CTAaTUYECKM
cBA3bIBaeT ¢GUKcMpoBaHHble IP agpeca C HECKONIbKMMU KOHKPETHbIMWU KAMEHTaMM,
Takumm Kak cepsep WWW, wu otnpasnseTr npueaAsaHHble IP agpeca KaveHTam
nocpeactsom npotokona DHCP. 3ToT mexaHM3m pacnpeneneHma CoaepXuUTt cBA3Ky IP
agpeca nopta u MAC agpeca.

* [unHamuuyeckoe pacnpegeneHune: cepsep DHCP pguHamunuecku sblgenset IP agpec
KAMEHTY. ITOT MEXaHW3M pacrnpefeneHna MOXKET HasHayaTb NM60 MNOCTOAHHbIN P
agpec, nmbo IP apgpec c orpaHUMYEeHHbIM CpPOKOM paencteuA. Korga cpok aencteus
NCTEKAEeT, KIMEHTY HeobxoAMMO NOBTOPHO NonyunThb IP agpec.

CeTeBOM aAMUHUCTPATOP MOXKET BblbpaTb mexaHusm pacnpegeneHma DHCP gna Kaxgoro
KNueHTa.

22.1. HacTtpolika cepsepa DHCP
22.1.1. BsepgeHue

Cepsep DHCP aBnsetca noctasuwmnkom ycayr DHCP. OH ucnonbayet coobuieHna DHCP gns cesasum
¢ kKnneHtom DHCP, ans Ttoro 4tobbl HasHauMTb noaxoaAwmMn IP agpec KAMEHTY, a TaKKe, no
Mepe HeobXx0AMMOCTM, Ha3HAYNTb Apyrve ceTesble NapameTpbl KaneHTty. Cepsep DHCP 06bluHO
MUCNonb3yeTca anAa pacnpeaeneHus IP agpecos npu cnegyrowmx ycioBuaAXx:
* bBonbwon macwTtab cetu. CAUWKOM CNOMKHO BPYYHYH OCYLLECTBUTb KOHOUrypauuio
CEeTU, CNI0XKHO YNpPaBAATb TAKOM CETbIO.
*  KOAMyecTBO XOCTOB MPEBLIWAKT YMCAO Ha3Havyaemblx IP agpecoB M HEBO3MOXHO
Ha3HauYMTb GUKCMPOBaAHHDLIN IP aapec Ana Kaxkaoro xocTa.
*  ToNbKO HECKOJIbKO XOCTOB B CETU HYXKAat0TCcA B GUKCMPOBAHHbIX IP agpecax.

22.1.2. Tlynappecos DHCP

DHCP-cepBep BbibupaeT IP agpec u3 nyna ajapecoB M NepefaeT ero BMecTe C ApyrMmu
napameTpamu KaneHTy. NocnenosatenbHOCTb BblaeneHua IP agpecos cneayowasn:

1. IP agpec, cTtatMyeckm cBAsaHHbIM K MAC agpecy KaveHTa unum mnaeHTudukatop nopTa,
NOAKNOYEHHbIN K cepBepy.

IP agpec, KoTopblit 3anncaH Ha cepsepe DHCP, koraa-nnbo 6bin BblaeIEH KANEHTY.

IP agpec, KOTOpbIl yKa3aH B 3anpoce, NOAYyYEHHOM OT K/IMEHTA.

MepBbIn AOCTYNHbIN IP agpec, HalAEHHbIM B Ny/ae aapecos.

Ecnun HeT poctynHoro IP agpeca, nposepaeTtca IP agpec, CpoK AeNCTBUA KOTOPOTO UCTEKAET,
Ny KoToporo 6b11n KOHPAMKTLI B NpoLecce Ucnonb3oBaHus. Ecnm Takol IP agpec HallaeH,
OH NpMCBaMBaETCA KAMEHTY. Ecn HET, TO He NPOMCXOAMUT HUKAKOro npoLiecca.

vk wnwN
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22.1.3. HacTtpoika yepe3s WEB-nHTepdeic

1. BkntoyeHune DHCP cepsepa

Configuration Oplions Configuraiion Information
DHCP server status '® Enable ! Disable
DHCP server mode ' Common-Mode '® Port-Mods

Puc. 173. Cratyc cepsepa DHCP

Cratyc cepBepa DHCP (DHCP server status)

HactpanBaembie onunn: Enable/Disable (BkAtounTb/BbIKAHOUUTD)

3HauyeHne no ymonyaHuto: Disable (BbikntoyeHo)

OnwucaHue: Bbibop AaHHOro KOMMyTaTopa B KavecTtse cepBepa DHCP ana HasHaYeHUA KAUEHTY
IP agpeca.

2. Bbibop pexkmnma paboTbl cepsepa DHCP

Configuration Opfions Configuration Information
DHCF server status '® Enable ' Disable
DHCF server mode '/ Common-Mode '® Port-Mode

Puc. 174. Pexxum cepsepa DHCP

Pexxum cepsepa DHCP (DHCP server mode)

Hactpansaemsbie onunn: Common-mode/Port-mode (O6wmit pexknum/Pexum nopta)

3HayeHue no ymonyaHuto: Common mode (O6wWmit pexxmnm)

OnucaHune: 06wmin pexxum (Common mode) obecneunBaeT AMHamMyeckoe pacnpeaeneHue IP
agpecoB M npuBA3Ky ctatudeckoro MAC agpeca. Pexkum nopta (Port-mode) o3HavaeT, 4yTo
BbINO/IHAETCA HAacTpoiiKa IP agpeca Tpebyemoro nopTa.

3. Hactpoitka pexuma Port-mode.

Mpu Bblbope pexuma Port-mode B pexkume Hactpolikm DHCP cepBepa Heobxogmmo
pacnpefenvTb NPUBA3KY CTaTU4eckux IP agpecos no noptam (cm. puc. 175).

IP

0
o

FE
FE
FE
FE
FE
FE
FX
Fx
FX

192. 168. 1. 200

LU0 = =T e I A= 5 T I S R ST o

|
[
|
|
|
|
|
|
|

Puc. 175. IP-agpec Tpebyemoro nopta
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IP-agpec Tpebyemoro nopTta - 3TO CTaTUYeckasa HacTpoMka |IP agpeca nopta. Korga nopt
noJly4yaeT 3anpoc OT KAneHTa, IP-agpec, npmBA3aHHbIM K NOpTy, OyAeT BblaeneH ana KAneHTa.
3T0T pexkmm pacnpegenerHus IP-agpecoB MMeeT HauBbICWWI NPUOPUTET, 3 Nepuos LencTBuA
coctasnsaet 1000 aHer 23 yaca 59 MuHyT.

| | IP-agpec, npuBA3aHHbLIN K nopTy u cepsep DHCP A0/XHbI HaXxoAWTbCA B OZHOM
cermeHTe ceTu.

e

Korga ans HasHayeHus IP-agpecoB BbibpaH pexunm Port-mode, Bam Heo6XoAMMO HACTPOUTb
cepsep DHCP (cm. puc. 176).

DHCP server IP-pacl name

The domain name for the IP-Pool

'The starting IP address of the IP-Pool

The ending IP address ofthe IP-Pool

The subnet mask of the netwark-address 255, 266, 266, 0
The default lease time of the IP address Infinite: [] |0 Days| ! Haours/ 0 Minutes
1

The maximum lease time of the IP address Days/0  Hours @ Minutes

IP Address 1.
The routers an the IP-Faoal's subnet

DMEA:

The dns-server for the IP-Pool’'s subnet
DMS2:

Run | R |

Puc. 176. HacTtpoliika cepsepa DHCP ana pexkuma Port-mode

| | TNocne HacTPOMKM HaxMUTe KHOMKy <Run>, 4Tobbl Ha3sHauWUTb cooTBeTcTBylOWME |P
afipeca KNMeHTam.

¢

4. Hactpoiika pexxmma Common mode

Koroa pexumm cepsepa DHCP cepsepa ycraHoBneH B 3HadyeHne Common-Mode,
noapasymeBaeTcs, YTO NPUCYTCTBYeT nNpuBA3Ka ctatndecknx MAC agpecoB K AnMHaMUYECKoMy
pacnpegenenuto IP agpecos. lNpu Hannuum ceAsKM ctatmdecknx MAC appecos cuctema
pacnpegensaeT cooTseTcTBYOWMNM IP agpec, npmeasaHHbln K MAC agpecy. B npotusHom cnyyae
OMHamunyecku sblgenseT IP apgpeca 3 nyna agpecos. KoHoUrypauma npmBA3KM CTAaTUYECKOTO
MAC agpeca nokasaHa Ha puc. 177 v puc. 178; KoHPUrypauma gMHaMU4eCcKoro pacnpeneneHums
IP agpecoB nokasaHa Ha pucyHKe 179.
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“L Static Binding Between IP and MAC

Static Binding Between IP and MAC

IF address 192, 168. 1. 5

MAC address | 00-01-02-03-04-05

Puc. 177. NMpwusaska ctatnyeckux MAC agpecos

MpusasKka cratnyecknx MAC agpecos - aTo npmsaska MAC agpeca KnveHTa K IP agpecy. Ecam
cepBep noJsiy4aer coobuieHue c 3anpocom Ha nosyyeHue IP agpeca, MAC agpec KOTOporo
HacTpoeH B AaHHOM pa3fene, KAneHTy byaer BbigeneH IP agpec, cBA3aHHbIM ¢ 3Tm MAC
agpecom. Ona GyHKUMOHMPOBAHUA TaKOro pexmma pacnpeaeneHus IP agpecos Heobxoanma
COOTBETCTBYIOLLAA HAacTPOlKa cepsepa (cm. puc. 179).

Mocne HAcCTPOMKM MOMKHO nocmoTpeTb «CrnmMcok npusAsKM cTatudeckmux MAC apgpecos K IP
agpecam. OTmeTbTe B nose «Index» cOOTBETCTBYHOWY 3anucb, 4YTObObI  yAanuTb
COOTBETCTBYIOLLYHO MPUBA3KY.

The list of Static Binding Between IP and MAC

Index IP Address MAC Address
[ 192.168.1.200 00-72-74-TB-7B-TA
[ 19216815 00-01-02-03-04-05

Puc. 178. Cnucok npusaAsKu ctatndecknx MAC agpecos

DHCP server IP-poal name |

The domain name for the IP-Fool a

The starting IP address of the IP-FPoal 192, 168, 1. 100

The ending IP address of the IP-Foal 192, 1648, 1. 201

The subnet mask of the network-address 265, 265, 255.0

The default lease time ofthe IP address Infinite: (] [0 Diays|1 Hours 0 Minutes

The maximum lease time of the IF address 1 Days(0 Haours 0 Minutes

IP Address 1 (192, 168, 1. 1
The routers on the IP-Pocol's subnet —_— e ———
IP Address 2
DMS:
The dns-server forthe IP-Pool’'s subnet
DrSE:
Run | Run |

Puc. 179. Hactpowka cepsepa B pexxume Common mode
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Mma nyna IP agpecos cepsepa DHCP (DHCP server IP-pool name)

Hactpausaemblii ananasoH: 1~15 cMmB0/0B;

OnwucaHue: HacTpolika umeHu nyna IP agpecos.

Mma gomeHa nyna IP agpecos (The domain name for the IP-Pool)

Hactpansaemblii ananasoH: 1~60 cumBonOB;

OnwucaHue: HacTpolika nmeHu gomeHa nyna IP agpecos.

HauanbHbil IP agpec nyna / KoHeuHbii IP agpec nyna (The starting IP address of the IP-Pool /
The ending IP address of the IP-Pool)

HacTtpanBaembiit popmat: A.B.C.D (HayanbHbI M KOHeYHbIM IP agpeca A0MKHbI HaXOAUTbCA B
OZHOM CermeHTe ceTu).

Macka nogcetu ceteBoro agpeca (The subnet mask of the network-address)

3HayeHne O0O6bl4HO HacTpoeHo Kak 255.255.255.0. Mpwu pacnpeneneHnm auMHaMUYECKUX
agpecoB HeobxoaMmo 3a4aTb AManasoH nyna IP agpecos, a AManasoH agpecos onpeaenseTca
MacKo noaceTu.

Bpemsa geictausa IP agpecos no ymonuaHuio (The default lease time of the IP address)
HactpanBaemsbii gnanasoH: 0 gHeli : 0 yacos : 1 mmuHyTa — 1000 aHeli : 23 yaca : 59 muHyT /
BeckoHevHocTb (Infinite);

3HauyeHue no ymonyanuio: 0 gHen : 1 yac : 0 MUHYT

OnwucaHue: Ecnm coobuieHune ¢ 3anpocom IP agpeca, oTnpaBAeHHOE KANEHTOM, HE COAEPMKUT
AeNCTBUTE/IbHOTO BPeMeHU AencTBus, Bpema aenctsuaA IP agpeca, BblAeNEHHOIO CEPBEPOM,
YyCTaHaB/IMBAETCA B 3HAaYEHMe MO YMOAYAHUIO.

MakcumanbHoe Bpema geiicteua IP agpecos (The maximum lease time of the IP address)
Hactpausaembiii ananasoH: 0 gHel : 0 yacos : 1 mnHyTa — 1000 gHelt : 23 yaca : 59 MUHYT;
3HayeHune no ymonyaHuto: 1 geHb : 0 yacos : 0 MUHYT

OnucaHue: Korga KAvMeHT oTnpasfiseT Ha cepsBep coobuieHne c 3anpocom IP agpeca, Bpems
AencTBUA coobLleHNs He MOXKET ObITb 60/blIe MaKCMMa/IbHOrO BpemMeHun aelicteus IP agpeca.
Ona pasnaunyHbix nynos agpecos cepBep DHCP moXeT ycTaHaB/iMBATb pPa3/iMMHOE Bpems
OEeNcTBuA agpeca, NpuM 3TOM agpeca B OAHOM WM TOM e nyne agpecos DHCP wumetot
OZIMHAKOBOE BPeEMSA AEeNCTBUA.

MapuwpyTtusauyma s nogcetu nyna IP agpecos (The routers on the IP-Pool's subnet)
HacTpavBaemblt AnanasoH: Agpeca, KOTOpble HAXoAATCA B TOM K€ CermeHTe, YTo U nyn
agpecos;

Onwucanue: Ecam knneHT DHCP nocelwaeT XocT, HaxoaaWMNCA B 4PYrom CermeHTe, TO AaHHble
OONKHblI nepecblnatbca 4Yepes3 wito3bl. Korga cepsep DHCP pacnpepensetr [P agpeca
KAWEeHTaMm, OH MOXeT OAHOBpPeMeHHO YKasblBaTb agpeca wntosa. MNyn agpecos DHCP moxeTr
HACTPOUTb MAKCMMAbHO ABa agpeca Wako3a.

Cepsep DNS gnsa noacetu nyna IP agpecos (The dns-server for the IP-Pool's subnet)
OnucaHue: Korga nponcxoguT NOoAKAOYEHME K KaKOMY-AMBO XOCTy CeTU Npu NOMOLLU UMEHM
A0MeHa, OHO A0/IKHO BbiTb NpuUcBoeHo IP agpecy, KoTopbl Ha3HavyeH nocpeactsom DNS. Ecau
KnneHT DHCP nogkntoyaeTca y3ny cet € MCNOAb30BaHMEM MMEHW gomeHa, Korga IP agpeca
KAneHTam HasHavaeT cepsep DHCP, oH moxeT ogHoBpemeHHO Ha3HauuTb IP agpec cepsepa
nmeHn gomeHa. MNyn agpecos DHCP moxeT HacTpouTb Makcmmym aga agpeca DNS.

. | Tocne HacTpOWiKM HakMUTe KHOMKy <Run>, uToBbl Ha3HauMTb cooTseTcTayowwme IP
‘ aZpeca KAMeHTaMm.
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22.1.4. Tlpumep TMNOBOMW HAaCTPOMKM

Kak nokasaHo Ha puc. 180, kommyTaTop A paboTaeT Kak cepsep DHCP, a KommyTtatop B
paboTaeT Kak KaneHT DHCP. MopT 3 KommyTaTopa A nogKatoyaeTca K nopTy 4 KommyTtatopa B.
KnneHT otnpasnsaeT coobuieHma ¢ 3anpocom IP agpeca, a cepep MOXKeT HaszHauuTb IP agpec
KANEHTY TpemA cnocobamu.

DHCP DHCP

Cepeep @ 3 4 RAvenT

KommyTtarop A Kommyratop B

Puc. 180. Mpumep TMNUYHOM HacTpoiiku DHCP

Mpueaska IP aapeca K nopty:
1. HacTpolika KommyTaTopa A:
* YcrtaHoBwuTe cTaTyc cepBepa DHCP B coctosiHne «Enable» (BKkntoueHo), cm. puc. 173;
* B pasgene HacTpoekK cepsepa DHCP Bbibepute pexkmum «Port-Mode», cm. puc. 174;
* HacTtpoite macky noacetm kak 255.255.255.0, cm. puc. 176;
*  Knopty 3 npusaxkute IP agpec 192.168.1.200, cm. puc. 175;
* Haxmute KHOMKy <Run> B MHTEpdece HacTpoeK cepBepa, YToObl aKTUBUPOBATL paboTy
cepsepa.
2. HacTtpoika kommyTaTopa B:
* Hactpoute IP agpec knueHta DHCP B pa3saene HacTpoek IP agpeca kommyTatopa B, cm.
puc. 14;
*  Kommytatop B nonyuut IP agpec 192.168.1.200 n macKy nogcetm 255.255.255.0 ot
cepsepa DHCP, cm. puc. 181.

P Address
MAC Address 72-00-00-00-00-44
Auto [P Configuration () Disable &) DHCF Client IP
IP Address 152, 165, 1. 200

Subnet Mask 255, 2hh. 255, [0

GateWay . (O . o

| Appls | | Help |

Puc. 181. MNonyueHune IP agpeca knmentom DHCP

MeTopg, npuBasku ctatmueckoro MAC agpeca:
1. HacTpolika KommyTaTopa A:
* YcraHoBwuTe cTaTyc cepepa DHCP B coctoAHue «Enable» (BknwoueHo), cm. puc. 173;
* B paspgene HacTpoek cepsepa DHCP Bbibepute pexkum «Common mode», cm. puc. 174;
* 3apaiite uma nyna IP agpecos paBHbIM «1», Ha3HauybTe MMEHU JOMeHa nyna agpecos
3HayeHWe «a», HaCTPOMTe Haya/ibHbiM azpec nyna agpecoB Kak 192.168.1.100 wu
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KOHeuHbIl agpec Kak 192.168.1.200, HacTponTe macKy noacetu: 255.255.255.0 n agpec
Wwnto3a Kak 192.168.1.1, napameTp «BpemMa LeNCTBUA» YCTAaHOBUTE B 3HAYeHWE «Mo
YMOJIYQHUIO», CM. puc. 176;

* T[lpusaxute MAC agpec KommyTtatopa B «00-72-74-76-78-7a» K IP apgpecy
192.168.1.250, cm. puc. 177;

* HaxkmuTte KHONKY <Run> B nHTEpdelice HacTpoek cepBepa, YTOObI aKTUBMPOBATL PaboTy
cepBepa.

2. HacTtpoika kommyTaTopa B:

* HactpownTe IP agpec knneHta DHCP B pasaene HacTpoek IP agpeca kommyTtatopa B, cm.
puc. 14;

*  KommytaTop B nonyuut IP agpec 192.168.1.250, macKy noacetn 255.255.255.0 n agpec
wnro3a 192.168.1.1 ot cepsepa DHCP, cm. puc. 182.

% |P Address
MAC Address 72-00-00-00-D0-44
Auto IP Configuration () Disable (& DHCF Client IP
IF Address 182, 168, 1. 250

Subnet Mask 255, 255, 255, [

GateWay 15E 1aE. 1.1

| Applyy | | Help |

Puc. 182. Mony4yeHue IP agpeca knneHtom DHCP

OunHamunueckoe nonyyveHue IP-agpeca U3 nyna agpecos:
1. HacTpolika KommyTaTopa A:

* YcrtaHoBwuTe cTaTyc cepBepa DHCP B cocTosHue «Enable» (BkntoueHo), cm. puc. 173;

* B pasgene HacTpoek cepsepa DHCP Bbibepute pexkum «Common mode», cm. puc. 174;

* 3apgaiite uma nyna IP agpecoB paBHbIM «1», Ha3HaybTe MMEHU AOMEHa Mnyna agpecos
3HauyeHWe «a», HaCTPoMhTe HayvanbHbIM agpec nyna agpecoB Kak 192.168.1.100 u
KOHeuYHbI agpec Kak 192.168.1.200, HacTpoiTe macky noaceTtu: 255.255.255.0 n agpec
wn3a Kak 192.168.1.1, napameTp «Bpems AENCTBUA» YCTAHOBUTE B 3HAYEHWE «MO
YMOAYAHUIO», CM. pUc. 176;

* HaxkmuTte KHONKY <Run> B MHTepdelice HacTpoek cepBepa, YTOObI aKTUBMPOBATL PaboTy
cepsepa.

2. HacTtpoika KommyTaTopa B:

* HactpouTe IP agpec knueHta DHCP B pa3aene HacTpoek IP agpeca kommyTtatopa B, cm.
puc. 14;

* DHCP-cepBep no nopsaaKy BbIMNOAHAET NOMCK BO3MOXHbIX K HasHayeHuto IP agpecos B
nyne aapecoB W BbiAeNseT NepsBbii HaWAeHHbIM cBoboaHbIN |IP-agpec, a TaKkKe
npuceamBaeT Apyrue ceTeBble MNapameTpbl Ana KommyTatopa B. Macka nopceTu:
255.255.255.0, a agpec wnto3sa - 192.168.1.1 (cm. puc. 183).
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P Address
MAC Address 72-00-00-00-00-AA
Auto IP Configuration () Disable (® DHCP ClientIP
IP Address 102, 168, 1. 100

Subnet Mask 25, 255, 256, 0

GateWay 192, 168, 1.1

| Applsy | | Help |

Puc. 183. MNonyueHune IP agpeca knmentom DHCP

22.2. DHCP Snooping
22.2.1. BsepgeHue

DHCP Snooping - 370 ¢yHKLMA MOHUTOPUHra cepBncos DHCP Ha 2-m ypoBHe, KOTOpas TaKXke
asnaetca  ¢yHKumMen 6HesonacHoct DHCP, obecneumBatoweit 6e30nacHOCTb  K/AMEHTa.
MexaHnam 6e3onacHoctu DHCP Snooping ocyuiecTBasieT KOHTPO/b 3a Tem, 4YToObl TONbKO
[OBEpPEeHHbIA MNOPT MOr rnepeHanpaBuTb coobuleHMe ¢ 3anpocom KaveHta DHCP Ha
aencteutesnbHbii cepsep. Kpome Ttoro DHCP Snooping MOMKEeT KOHTPO/MPOBaTb WUCTOYHUK
OTBETHOro coobuieHna cepsepa DHCP, rapaHTupya KaveHTy nosydyeHue [P agpeca ot
OENCTBUTENbHOIO cepBepa, NpeaoTBpaliaA HasHayeHua [P agpecoB wAM  NapameTpoB
KOHUIrypaumm Apyrmm XocTam OT NoAAe bHbIX UM HeaonycTumbix cepsepos DHCP.
MexaHn3am 6esonacHoctn DHCP Snooping AennT nopThl Ha A4OBEPEHHbIE U HEHAAEKHbIE,
e JloBepeHHbIN MOPT: 3TO MOPT, KOTOPbIA MOAK/IOYAETCA K AENCTBUTENbHOMY CepBepy
DHCP. [loBepeHHbI NOPT 0ObIYHO NepeHanpasaseT coobLLEeHUA C 3aNPOCOM KAMEHTOB
DHCP u oTBeTHble coobuieHunsa cepsepos DHCP, yTo6bl KameHTbl DHCP mornu nonyyatb
aencreutenpHble IP agpeca rapaHTMPOBaHHO.
* HeHapeXHbIM MOPT: 3TO MOPT, KOTOPbIA MOAKMOYEH K HEAENCTBUTE/IbHOMY CepBepy
DHCP. HeHageXHbIli NOPT He NepeHanpas/ineT cooblleHMa ¢ 3anpocom KameHtos DHCP
M OTBETHblEe coobleHua cepsepos cepsepoB DHCP, yTobbl kKnneHTbl DHCP He nosyyanu
HeaencTBuTenbHble IP agpeca.

22.2.2. HacTtpolika yepe3 WEB-uHTepoeiic
1. BkntoueHue ¢yHKunm DHCP Snooping.

«« DHCP Snooping

DHCP Snooping Status ® Enanle O Disable

Puc. 184. Cratyc DHCP Snooping
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Cratyc DHCP Snooping (DHCP Snooping Status)

HactpauBaemsbie onuun: Enable/Disable (BkntoueHo/BbikntoueHo)
Mo ymonyaHuio: Disable (BbikntoueHo)

OnucaHue: BkntoyeHne/BbikntoyeHne ¢pyHKumMm DHCP Snooping.

| | Y KommyTaTopa, KOTopblii paboTaeT M Kak cepBep DHCP M KaK KAMEHT, Henb3sA
BKAOUNTDL OYHKUM0 DHCP Snooping.

2. HaCTpOHKa AOBepPEHHbIX NOPTOB.
Trust-Port Settings

Port Type Protocol Status
1 FE @ Trust O Untrust
2 FE O Trust @ Untrust
3 FE @ Trust O Untrust
4 FE O Trust & Untrust
5 FE ® Trust O Untrust
B FE O Trust & Untrust
1 X O Trust & Untrust
G2 GX O Trust @ Untrust
G3 GX O Trust & Untrust

Puc. 185. Hactpolika AOBEPEHHbIX MOPTOB

Crartyc npoTtokona (Protocol Status)

HactpanBaemble onuuu: Trust/Untrust (JoBepeHHbli/HeHaaeKHbI)

3HayeHue no ymonyaHuio: Untrust (HeHagexKHbli1)

OnucaHune: YcTaHOBKa MopTa B pexumbl [oBepeHHbli/HeHaaexHbi. opTbl, KoTOopble
coeguHAlTCcA ¢ aencteutenoHoimm DHCP-cepBepamn npAMO WAM  KOCBEHHO, ABAAKOTCA
[0BepeHHbIMM NopTaMu.

| | HacTtpoiika nopTa Kak [OBEPEeHHOr0 M Ha3HayeHWe ero TpaHKoBbIM nopTom (Port

ﬂ Trunk) sBnaAlTCA B3auMMOMUCKAOYAOWMMKU. TOpT, NpUHaANEXaWMA TPAHKOBOWM
rpynne, HeNb3A HAaCTPOWUTb KaK A0BEPEHHbIN NOpPT. [loBEPEHHbIN NOPT HE MOKET ObITb
NPUCOeAMHEH K TPAHKOBOM rpynne.

22.2.3. [lpumep TMNOBOM HAaCTPOMKM

Kak nokasaHo Ha puc. 186, knneHt DHCP 3anpawwusaet IP agpec y cepsepa DHCP. B cetn
npucyTcTBYeT HeaencTeutenbHbli cepsep DHCP. HacTtpoiiTe nopT 1 Kak [AOBEPEHHbI ¢
nomoubto ¢pyHKuMmM DHCP Snooping, 4Tobbl MOXKHO 6bl10 NepecnaTb COObLEHNE C 3aNPOCOM
KnmeHta DHCP Ha cepBep DHCP n HanpaBuTb oTBeTHOE coobuleHne cepsepa DHCP knueHTy
DHCP. YctaHoBUTE MOPT 3 Kak HEHaAEMKHbIN, KOTOPbIA He CMOXET nepecnatb coobuieHne ¢
3anpocom KnuveHta DHCP u nonyuntb oTBeTHoe coobluieHne HepencTBUTENbHOrO cepsepa
DHCP, utobbl rapaHTMpoOBaTb K/AWEHTYy MonydeHue penctBuTenbHoro I[P agpeca ot
aencreutenbHoro cepsepa DHCP.
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DHCP Cepeep

”:?-’ KommyTtatop A

Moptl |
AOoBepeHHbIK
DHCP Snooping

Mopt3
HEHaAEHHbIN

\K

HeaBTOpM30BaHbIMA
DHCP Cepsep

—» DHCP atger

DHCP Knuenr

—® DHCP zanpoc
Puc. 186. Mpumep Tnosoi HacTpoikn DHCP Snooping

HacTpoika kommyTaTopa B:
e Bkawounte ¢pyHKumnto DHCP Snooping, cm. puc. 184
* HacTtpownte nopt 1 KommyTaTopa B Kak posepeHHbIn (Trust), a nopT 3 HacTpoiTe KaK
HeHageHbIM (Untrust), cm. puc. 185.

22.3. ®yHKumAa Option 82 DHCP
22.3.1. BsepgeHue

®dyHKkuua Option 82 (Relay Agent Information Entry) obecneumBaeTt 3anucb MHGOpMaLMUIO O
knmeHTte. Korga DHCP Snooping c noaaep»xkon Option 82 nonyyaet coobuieHme ¢ 3anpocom ot
knveHta DHCP, oH pobasnsert cootsetcTBylollee none Option 82 B coobuieHune, a 3aTem
nepepaet coobuieHne Ha cepsep DHCP. Cepsep, nogaep:xusatowmii Option 82, moxeTt rubko
pacnpeaenaTtb aapeca B COOTBETCTBMM € coobuleHnem Option 82. MNocne Toro, Kak ¢yHKUUSA
Option 82 6blna BKAOYEHa, B coobueHne Heobxoammo aobasuTb none Option 82. Mone Option
82 KOMMYTAaTOPOB AAHHOM CEPUM COAEPKUT ABa NognapameTpa: BCNomoraTesbHyto onuuio 1
(Circuit ID, nageHTMdMKaTOop nopTa 3anpoca) U BcnomoraTenbHyto onuumio 2 (Remote ID,
naeHtTnoumkaTop camoro DHCP). Huxke npeacrasneHbl popmaTbl STUX ABYX NOANAPAMETPOB:

* [opgnapameTtp 1 copepnt naeHtndurkatop VLAN n Homep nopTa, KOTOPbIN nonyyaert

coobuieHne c 3anpocom oT KnmeHTa DHCP.

dopmat nonen nognapametpa 1:

Tun nognapameTpa OnvHa (0x04) VLAN ID Homep nopTa
(0x01)
OaunH 6ant OanH 6ant [Ba balita [Ba 6aiita
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Tun nognapameTpa: TN nognapameTpa 1-n ns 1-ro;

OnvHa: Konnyectso 6ainToB, KOTOpble 3aHUMatoT naeHtTudukaTop VLAN 1 Homep nopTa;

VLAN ID: Ha ycTpoicTBe c BKAoYeHHOW ¢yHKumeir DHCP Snooping - ngeHtndpukatop VLAN

nopTa, KOTOPbIN NonyYaeT coobueHme ¢ 3anpocom oT KnmeHTa DHCP;

Homep nopta: Ha ycTpouncTBe € BKAOYeHHOM ¢yHKumen DHCP Snooping - Homep nopTa,

KOTOpPbIN Nony4yaeT coobuieHme ¢ 3anpocom oT KnmeHTa DHCP.

*  Copepxumbim nognapametpa 2 asnsaetca MAC-agpec ycTtpoictea ¢ ¢yHKumneit DHCP

Snooping, KoTopoe nosyyaeT coobuieHne c 3anpocom oT KaneHta DHCP unum cTtpoky
CMMBO0B, HAaCTPOEHHYIO NOJIb30BaTENAMMW.

dopmat nonent MAC agpeca nognapametpa 2:

Tun noanapameTtpa (0x02) Onvna (0x06) MAC agpec
OanH 6anT OanH 6anT 6 6anT
dopmaT nonei CTPOKN CMMBOJIOB NoAnapameTpa 2:
Tun noanapametpa (0x02) Onvna (0x10) CTpoKa cMmBO/I0B
OanH 6anT OanH 6anT 16 6auT

Tun nognapameTpa: TMN nognapameTpa 2-n us 2-x;

[NnHa: KonmyectBo 6aMTOB, KOTOPblE 3aHMMALOT coaepMmoe noanapametpa 2; MAC-aapec
3aHMMaeT 6 6alToB, a CTPOKA CMMBO/I0B 3aHMMaeT 16 6anT;

MAC agpec: cogepxnmoe nognapameTpa 2 asnsetca MAC agpecom ycTpomcTBa ¢ QyHKLMEN
DHCP Snooping, kKoTopoe nonyyaeT coobuieHne ¢ 3anpocom oT KnneHta DHCP.

CTpoKka CMMBONOB: COoAep)Mmoe noanapamerpa 2 coctasadetr 1~16 cMmMBO/0OB, 3a4aHHbIX
nonb3sosaTenamun. (Cumeon ykasbiBaeTca Kogom ASCIl, M Kaxabli CMMBOA 3aHMMAeT OAMH
6anT). JnrHa CTPOKKU ABnAeTca GUKCMPOBAHHbIM 3HayeHuem: 16 6anT. Ecam 3agaHHaA AauvHa
CTPOKM CMMBONIOB MeHbLle 16 6aliT, Heob6Xxo04MMO 3an0IHUTE HEeAOCTAKOLWME CUMBO/IbI HYIAMM.

22.3.2. DHCP Snooping c nogaep*Kkoi pyHKumm Option 82

Ecnn yctpoictso ¢ ¢yHKumennt DHCP Snooping nogaepskusaeT ¢yHKumuio Option 82, To Koraa
DHCP Snooping nony4aet coobuieHune c 3anpocom DHCP, oHo obpabaTbiBaeT 310 coobuleHune B
COOTBETCTBMN C TEM, COAEPKUT N coobuieHne Option 82 M NOAUTUKY KAMEHTA, a 3aTem
nepeHanpasnneTr obpabotaHHoe coobuleHne Ha cepsep DHCP. Metoa 06paboTkM nokasaH B

Tabnuue:
MonyyeHune coobuieHusn c KoHdurypaumnoHHas O6paboTKa coobuieHus c
3anpocom ot KameHta DHCP | nonautuka 3anNpocoMm yCTPOIACTBOM C
DHCP Snooping
OTbpacbiBaHMe OT6pocKuTb 3anpoc
CoobLieHMe ¢ 3anpocom YaeprkaHue CoxpaHuTb popmaTt
copepxut nosne Option 82 coobuieHnsa 6e3 nsmeHeHumn
W nepecnatb
3ameuleHune 3ameHuTb none Option 82 B
coobuieHnmn nonem Option
82 ycTpoiictea Snooping u
nepecnatb HOBOE
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cooblieHne
CoobLueHure ¢ 3anpocom He Ot6pacbiBaHne/ CoxpaHeHne/ | Job6aBuTb B coobuieHme
copepxut none Option 82 3amelleHmne none Option 82 ycTpolicTea
Snooping u nepecnaTb ero

Korga yctpovictBo ¢ ¢dyHKumeit DHCP Snooping nonyyaetr oTBeTHoe coobluieHMe OT cepsepa
DHCP, u ecnn coobuieHune cogeput none Option 82, none Option 82 ygansetca, oTBeTHoOe
coobuieHne obpabaTbiBaeTcA B COOTBETCTBUM C NONUTUKOM cepBepa.

MonyyeHune oTBETHOrO KoHpurypaumoHHas O6paboTka oTBEeTHOro
coobLweHna oT KAneHTa NOJINTUKA coobLeHnna yCTpoicTBOM C
DHCP DHCP Snooping

OTBeTHOe coobuieHne Ot6pacbiBaHne/ CoxpaHeHue | Mone Option 82 yaanaetca B
cogeput nosae Option 82 OTBETHOM COODOLLEHUM U

coobleHne nepecobliaerca
OT6pocuTb OTBETHOE
OTBeTHOe cooblieHne He OT6pacbiBaHue coobuieHune

cogeput none Option 82

CoxpaHeHue CoxpaHutb popmaTt
coobleHnsa be3 nsmeHeHUM
W nepecnaTtb coobueHne

22.3.3. Hactpotika yepe3 WEB-uHTepoeiic
1. Hactpoiika DHCP Snooping Option 82.

Option82 Configuration
Option82 Status ® Enable O Disable
Client Policy Obprop O Replace & Keep
Server Palicy ODrop @ Keep
Remaote-ID Type O string @ MAC
Femote-ID Content n0-22-55-A8—-BE-04

Puc. 187. Hactpoiika ¢pyHKumnm Option 82 Ha ycTpoinctee ¢ DHCP Snooping

Cratyc ¢pyHKuum Option 82 (Option 82 Status)

Hactpansaembie onunn: Enable/Disable (BkatoueHo/BbikatoueHo)

Mo ymonyaHuto: Disable (BbikntoueHo)

OnucaHue: BKkaoueHne/BbikntoueHue dpyHKumm Option 82 Ha ycTpoiictee ¢ DHCP Snooping.
Nonutuka knmenta (Client Policy)

Hactpansaembie onunn: Drop/Replace/Keep (OTt6pacbiBaHne/3ameleHne/CoxpaHeHune)
3HavyeHue no ymondyanuio: Keep (CoxpaHeHue)

info@symanitron.ru www.symanitron.ru




SYMAN |TRON PyKoBOACTBO MO HacTpoliKe /

SEWMB9A-D, SEWM10G-D

OnucaHne: HacTpoKa nNOAUTUKM KameHTa. Yctponcteo ¢ ¢yHKumen DHCP  Snooping
obpabatbiBaeT coobuwieHMe C 3anpocom, OTNPaBAEHHOE OT K/AWEHTA B COOTBETCTBUMU C
NOJIMTUKOM KANEHTa.

Monutuka cepsepa (Server Policy)

Hactpaunsaemsble onuun: Drop/Keep (OTbpacbiBaHne/CoxpaHeHune)

3HauyeHune no ymonvaHnuto: Keep (CoxpaHeHue)

OnucaHune: Hactponka noantnkm cepsepa. Yctponcteo ¢ ¢pyHKumen DHCP  Snooping
06pabaTbiBaeT oTBETHOE coobLEeHNE, OTNPaBAEHHOE C cepBepa B COOTBETCTBUM C MONIUTUKOM
cepsepa.

Tun ngeHtupukaropa DHCP (Remote-ID Type)

HactpanBaemsble onuuu: String/MAC

3Ha4veHuMe no ymonyaHuto: MAC

OnucaHune: Hactporika cogepkumoro nognapametpa 2. MAC 03HauyaeT, YTO cofgepumoe
nognapameTpa 2 asnsetca MAC agpecom ycTpoiictea ¢ ¢pyHKumen DHCP Snooping, KoTopoe
NPUHUMAET coobLUleHMe C 3anpocoM OT KAMEeHTa. String O3HayaeT, 4YTO CoAep)Kumoe
nognapameTtpa 2 ABNAETCA CTPOKOW CMMBOIOB, ONpeaensiemMmoi Nonb3oBaTenem.

Copepumoe upeHtudpukaropa DHCP (Remote-ID Content)

HactpanBaemsblie onunn: MAC agpec/1~16 cumsonos

3HayeHune no ymonyaxHuio: MAC

Onwucanue: Koraa tvun naeHtuédukatopa DHCP HactpoeH kak MAC, cogepskumoe Remote ID
aBTomMaTmMyeckn ctaHosutcs MAC agpecom Tekylero yctponctsa Snooping. Korga ana tuna
naeHTnpumkatopa DHCP ycTtaHoBNeHO 3HauyeHue String, cogepxmnmoe Remote ID HacTpauBaeTca
nonb3osaTesnem. Coaepnumoe KoHpurypaumm coctasnset 1~16 cumsosos (1 cumeon = 1 6aiT).

22.3.4. MNopaepxKa dyHKUMM Option 82 cepsepom DHCP

Echm pna cepsepa DHCP ycraHossneHa noagepskka ¢yHkumm Option82, Tto cepsep DHCP
nosay4vas coobuieHne c 3anpocom, byaeT no-pasHOMYy OTBeYaTb Ha HUX B 3aBMCMMOCTU OT
coaepxumoro nona Option82 n HacTpoeK cepsepa.

KoHdurypauus cepsepa DHCP BkntoyaeT cnegytowme nepemeHHble:

* Knacc (Class): Kaxabii cepsep DHCP mokeT HacTpouTb 32 Knacca. Kaxkablt Knacc
COAEPKUT TPU nNepemMeHHble: auanasoH |[P-agpecoB, ¢nar Match-always 1 wu
nHpopmaumto 06 areHte DHCP-relay.

*  WHpopmaumsa o6 areHTe DHCP-relay wucnonb3yetcs Ana COMNOCTaBAEHUA C Mojem
Option82. Mona cumtatoTca coBnagaloWmmm, ecnm B obemx nepemeHHbIX 3anucaHbl
OAMHAKOBbIEe 3HaYEeHMUA.

* Ecnm yctaHosneH ¢nar Match-always, cumtaetca uto nons «MHPopmaumns ob areHTe
DHCP-relay» n «Option82» Bcerga coBnaaaoT 6e3 HeobxoAMMOCTU AONOJIHUTE/IbHOMN
npoBepKn. B npoTnBHOM cydae nonsa NpoBepATCA Ha COBMAAeHMEe KOMMYTAaTOPOM.

CornacHo KoHoUrypaummn yKkasaHHbIX Bbllle NepeMeHHbIX, cepsep obpabaTtbiBaeT coobLieHUe ¢
3anNpocom cnegyowmm obpasom:
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Mpuem coobuweHusa c | Monntnka HacTpoek O6paboTKka coobueHuni c 3anpocom
3anpocom ot cepsepom DHCP
KnuneHta DHCP
Mone Option82 nobasnaetcs B
MNepemeHHas "Match-always" | oTBeTHoe coobuieHune n
BKJItOYEHa Ha3HavaeTtcAa IP agpec n gpyrue
napameTpbl ANA KANEHTa
* 3HayeHwue nonsa nHpopmaummn ob
areHTe DHCP-relay conoctaBumo
¢ nonem Option82: B oTBeTHoEe
3HayeHune coobueHne pobasnsderca nosne
nons Option82, KnAneHTy HasHavaeTcA
CoobuueHme ¢ nHdpopmaymm IP agpec n gpyrne napametpbl
3aNpoCOM COAEPKUT 06 arente
none Option 82 !:IepemeHHaﬂ DHCP-relay * 3HayeHue nonsa mHpopmauum ob
Match- YCTaHOB/IEHO areHTe DHCP-relay He
always" cooTsetcTByeT nonto Option82:
BbIK/AlOYEHA cepsep He Bblaendaet IP agpec
KANEHTY
3Ha4veHMne
nons
nHdopmaumn | Cepsep He BblgenseT IP agpec
06 areHTe | KAMEHTy
DHCP-relay He
YyCTaHOBNEHO
OTBeTHOe coobLeHNe He COAEePKUT
Coobluierme ¢ ®nar "Match-always" nona Option 82, KAneHTy
3aMPOCOM He BK/IOYEH npucsamnsaeTca IP agpec n apyrue
COAEpPXKUT none MapameTpe.
Option 82 ®nar "Match-always" Cepsep He BblgenserT IP agpec
BbIK/NOYEH KANEHTY

Ecnn cepsep DHCP He nopaeprkunsaet ¢pyHkumio Option 82, To Koraa cepsep DHCP nonydaer
coobuieHune, copeprkawee none Option 82, B OTBETHOM COOOLWEHUN HE COAEPKUTCA MONA
Option 82 u cepBep MOXKeT Ha3HauMTb KAneHTy IP agpec n gpyrme napametpbl. B Takom cnyyae
cepBep obpabaTbiBaeT cOObLLEHME C 3aNPOCOM CAeayoWwmm obpasom:

O6pabotka  coobLeHuni c
cepsepom DHCP

Mpuem coobweHna c¢
KnneHta DHCP

3anpocom OT 3anpocom

CoobuweHre c 3anpocomM COAEPKUT none
Option 82

Cepsep He Bblgenser IP agpec n ppyrue
napameTpbl KINEHTY.
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CooblLeHure ¢ 3anpocom He coaepKuT none | OTBeTHoe coobluieHne He COAEepPKUT nona
Option 82 Option 82 wn cepsep Bbigensaet IP agpec wu
APYrov napameTp KAUEHTY.
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PacumgpoBka abopeBuaTyp

A66pesuartypa | MonHoe HaumeHoBaHUe HanmeHoBaHMe Ha pycCKOm A3biKe
AAA Authentication, Authorization, | AyTeHTUdUKauma, ABTOpM3aLmA,
Accounting Y4yeTHadA 3anucb
ARP Address Resolution Protocol MpoTokon onpeaeneHns agpeca
BOOTP Bootstrap Protocol MpoTOKON aBTOMATUYECKOro Mony4YeHums
KnneHtom IP agpeca
BPDU Bridge Protocol Data Unit MpoTokon ynpasaeHuA ceTeBbIMMU
MOCTamm
CL Command Line Interface NHTepdec KoMaHAHOM CTPOKMK
CRC Cyclic Redundancy Check Lmknmyeckmm N36bITOYHbIN Koa,
(anropuTm HaxoXAeHUA KOHTPOSbHOWM
CYMMb, npeaHasHa4YeHHbIN ana
NPOBEPKM LLeNOCTHOCTU AAHHbIX)
DHCP Dynamic Host Configuration | MpoTokon AMHAaMUYECKON HACTPOIKM
Protocol y3na
DSCP Differentiated Services Code Point | Touka Koga AuddepeHUNpPOBaAHHbIX
yenyr (anemeHT APXUTEKTYPbI
KOMMbIOTEPHbIX CETelN, OMnuCbIBaoLWNI
NpPoCTOoi MaclTabupyembin MexaHU3M
Knaccudukaumm, ynpassieHns Tpadmukom
FTP File Transfer Protocol MpoToKoa Nnepepayun JaHHbIX
GARP Generic  Attribute  Registration | MlpoTokon  peructpaumMm  OCHOBHbIX
Protocol aTpubyTtos
GMRP GARP Multicast Registration | Mptokon GARP pgna  perucrtpauunm
Protocol MHOroaApecHbIX rpynn
GVRP GARP VLAN Registration Protocol Mptokon GARP ana pernctpauunm VLAN
HTTP Hyper Text Transport Protocol MpoTokon nepegayu rMnepTeKcTa
(npoTokon nNpuUKNagHoro YPOBHA
nepegayun AaHHbIX)
IGMP Internet  Group  Management | [TpoToKon ynpasaeHuaA rpynnamm
Protocol MHTepHeTa  (NpOTOKON  ynpaBaeHus
roynnosoit  (multicast)  nepegauel
OAHHbIX B  CeTAX, OCHOBAHHbIX Ha
npoTtokone IP)
IGMP Internet  Group Management | [IpoTOKON  OTCNEXMBAHUA  CETEBOro
Snooping Protocol Snooping Tpaduka IGMP
LLDP Link Layer Discovery Protocol MpoToKoN 06HapY*KEHNA YPOBHS KaHana
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MAC Media Access Control YnpasneHne  pgoctynom K cpeae
(obecneumBaer agpecaumio n
MEXaHW3Mbl ynNpaB/iieHMA A[OCTYNOM K

A

MIB Management Information Base basa ynpasnstowen nHbopmaumm

NMS Network Management Station CTaHuMA ynpasneHUaA ceTbio

oID Object Identifier NaeHTndmKaTop ob6beKTa

QoS Quality of Service KauectBo ob6cnyxKmBaHuA (TexHonorms

NpPeaoCTaB/NeHMA PA3/IMYHBIM  KNaccam
TpaduKa pPasnMUHbIX MPUOPUTETOB B

obcnyKnBaHUm)

RMON Remote Network Monitoring OVCTAaHUMOHHBIA ~ MOHWUTOPUHF  CETHU
(pacwuperHne SNMP, paspaboTaHHoe
IETF)

RSTP Rapid Spanning Tree Protocol BbicTpbIN NpPOTOKOA

pa3BopauuBatollerocs gepesa (Bepcus
npoToKona STP c YCKOPEHHOM’
pekoHouUrypaumen aepesa)

SNMP Simple Network Management | MpocTon NPOTOKOA CeTeBoro
Protocol ynpaBneHus (MHTEPHET-NPOTOKON AnA
ynpassieHus yctponcreamm B IP-ceTsix Ha
ocHoBe apxutekTyp TCP/UDP)

SNTP Simple Network Time Protocol MpocToi  MPOTOKO/  CUHXPOHM3ALUU
BpEMEHMU (aBnneTcs YyNpOLWEHHOM
peanusauuei npotokona NTP)

SP Strict Priority Ctporuii npuoputeT (rapaHTUMpyeT, 4To
YyBCTBUTE/IbHbIE KO BpEMEHM
NPUIOXKEHUs NepeaatoTcs Bcerpa)
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