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1. OnucaHue ycTtpomucTBa

1.1. Onucanne SWMG-168GC-GSFP-E-w

SWMG-168GC-GSFP-E-w - mnpowmbinuieHHbIe ympaBisembie Ethernet kommyTtatopsl c
(dyHKIMEH KOJBIIEBOTO pe3epBUpoBaHUS ¢ 16 rurabuUTHBIMH combo moptamMu UM 8 TMOpTaMu
100/1000Base-X SFP. Sy-Ring (Bpems BoccranoBienuss <10 mc mpu 250 ycrpoiicTBax) u
MSTP/RSTP/STP (IEEE 802.1s/w/D) cnocoOHBI 3amuTUTh WH()OPMALNMOHHBIE CHUCTEMBI OT
BPEMEHHBIX COOEB.

Cepusi kommyratopoB Thunder ot Sy-Ring oOecrneynBaeT yCOBEPIICHCTBOBAHHOE
yIpaBJIeHUE NPOMYCKHOM CIIOCOOHOCThIO Ha ocHOBe IP, koTropoe MoOXeT orpaHu4YuBaTh
MaKCHUMaJIbHYIO TIPOITYCKHYIO CIIOCOOHOCTH Jutst Kaxaoro IP ycrpoiictBa. [lonb3oBaTens MOXeT
nath [P xamepe u NVR Oonbiiyio mponyckHYI0 CIIOCOOHOCTh M OTPAaHUYUTH €€ Ui IPYTHX
ycTpoictB. KoMMyTaTopbl 3TOM cepud Takke moaaep:xkuBaoT QoS B 3aBUCUMOCTH OT
IpwiIoKeHUH. QOS B 3aBUCHMMOCTM OT IPUJIOKEHHUS YCTAHABIMBACT BBICIIUN NPUOPUTET IS
MOTOKAa JIaHHBIX B cooTBercTBUM ¢ Homepom TCP/UDP mopra. Kommyraropamu MOKHO
LEHTPAJIM30BaHHO YIPaBJIATh ¢ nomouibio Open-Vision v3.0 U BbllIe, a TAaKXKe Yepe3 UHTEPHET,
Telnet u xoucons (CLI).

1.2. Xapakrepuctuku lNO

e (Camas ObicTpas B MHUpE TEXHOJIOTHS KOJNBIIEBOrO pe3epBupoBanus B Ethernet cersax
(Bpems BoccTanosneHus <10 mc npu 250 ycrpoiicTBax)

e [lonnepxxuaet Texnosoruto Ring Coupling, Texnonoruto Dual Homing napamensHo ¢
Sy-Ring

o Jlomnepxkka SNMPv1/v2/v3, RMON wu ymnpaBnenue cerbto VLAN Ha ocHOBe
noptos/802.1Q

e VBenomiieHHs 0 coObITUAX ¢ moMoInbio Email, SNMP trap u pene

e BosmoxHocTh HacTpoiiku ¢ moMotbio Web, Telnet u konconu (CLI)

e BxiroueHne/0TKIIOYEHUE TTOPTOB, CIIUCKH TOCTyIa Ha ocHOBe MAC

e Koutpons noctyna k cetu no nopram (802.1x)

e VLAN (802.1Q) ansa paznenenus cereBoro tpaduka u odecrnedeHus: 6e30macHOCTH
e llenTpanuszoBaHHOE yIpaBiIeHUE MapoIsiMU ¢ Tomolbio Radius

e [lludposannas ayrentudukanus SNMPv3 mis 6e3onacHoro gocrtymna

e Tlognepsxxa RSTP (802.1w)

e Quality of Service (802.1p) 1 Tpaduka B pexxiuMe peaTbHOTO BpeMEHH
e VLAN (802.1Q) c aBoitHbIM TerupoBanuem 1 nojaep:xxkkoit GVRP

e IGMP Snooping st MHOTOAPeCHON (HIBTPALUN

L4 HaCTpOﬁKa MMOpPTOB, COCTOAHUC, CTATUCTHUKA, 3CPKAJTIUPOBAHUC, 0e30IMacHOCTh
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e Vnanenusiit MoHuTOpUHT (RMON)

1.3. XapakTepuCTUKM yCTPOUCTBA

e 3 pe3epBUPYEMbIX UCTOYHUKA TUTAHUS

e PaGouas Temneparypa: ot -40 g0 70 °C

e Temneparypa xpanenus: -40 o 85 °C

e Jlomyctumas pabodas BIaXHOCTb: OT 5% 10 95%, 6e3 KoHAeHcaTa
e Kopmnyc IP-30

e 16 10/100/1000Base-T(X) combo u 100/1000Base-X SFP nopros
e 8100/1000Base-X SFP moptoB

e KoOHCOJIbHBIN OPT

e Tabaputsl: 431 MM (mmpuHa) X 342 MM (TonmuHa) X 44 MM (BbICOTA)
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2. 0630p ycTponcTBa

2.1. NepenHasa naHenb
B ta6muie onuncana mapkupoBka Ha SWMG-168GC-GSFP-E-W.

ITopT Onucanne

SFP Ports 16 1000Base-X SFP u 8 1000BaseX SFP combo moptoB
Giga Ethernet Port 16 1000Base-T mopToB (combo)

Koncounb Hcnonw3yiite nepexoguuk RS-232 — DBY

3

il il Y o i i
| B[ g A

]

RUNRMT
DEF Ping R.M.
STA PWR Ring

SWMG-168GC-GSFP-w
1. Konconphsrii nopt (DB9)
2.10/100/1000Base Ethernet u 100/1000Base-X SFP combo nopts!
3. OnToBonokonHeie 100/1000Base-X SFP noptst

4. Knomka Reset. HaxumaiiTe Ha KHONIKY B T€U€HHUE 3 CEKYHJ s epe3arpys3Kku; 5 CeKyH[
JuIs cOpoca 10 3aBOJCKUX HaCTPOEK.

5. Munukarop cocrosiaust coenunenus Ethernet mopros 100M
6. naukatop cocrosiaus coeaunenus Ethernet mopros 1000M
7. Unpukatop coctostuus SFP mopTtoB

8. UHauKaTtop cOCTOSHUS Ha IEpeAHEN MTaHEeIIH:

Nunukatop STA: Korma mnuranue B cocrosuuu PWR UP, 3aropaercs 3enenas
JIaMITOYKa

WNupukarop PWR: [Ipu noakito4eHnd MUTaHKs 3aropaeTcs 3eJieHast JaMIIovKa.
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Huaukarop R.M. (Ring Master). Korma 3aropaercs HHIMKATOp, 3TO 3HAYUT, 4YTO
KOMMYTATOP SIBJISIETCSI TJIABHBIM B KOJIBLIEBOM TOTIOJIOTHUH.

Wunukatop kompueBoil cBsasu: Korma 3aropaercs MHAMKATOp, 3TO 3HAYMT, YTO
TexHojorus Sy-Ring akTuBHpoBaHa.

Nunukatop DEF: Copoc HacTpoek CHCTEMBI IO 3aBOJCKHUX
Wupaukarop Ping: Cucrema oopabdarsiBaet Ping-3ampoc
HNunukatop Run: Cucrema paboraer

Nunukatop RMT: locTyn Kk cucteme BBIIIOJIIHEH YAIEHHO

L

~ =
L1 L]

T 1
HH
-

-
A
SN
—

HH
-

ol | =R =N =] - = -
e . %

7\

(= N Y = T = I = Y - |

Sl

PW3RUN RMT Fault

PW2 DEF Ping R M
PW1STA PWR Ring

SWMG-168GC-GSFP-E-w
1. Konconphsiit nopt (DBY)
2. 10/100/1000Base Ethernet u 100/1000Base-X SFP combo nopTsl
3. OnroBonokonHsle 100/1000Base-X SFP mopTsl

4. Knonka Reset. Haxumaiite Ha KHONIKY B TeueHUe 3 CEKyHJ AJIs Mepe3arpy3ku; 5 CeKyH]I
11 cOpoca J10 3aBOJICKUX HACTPOEK.

5. Unaukatop cocrosiHus coeaunenus Ethernet mopros 100M

6. nukatop coctosinus coeaunenus Ethernet mopros 1000M

7. Uanukatop cocrossaust SFP moptos

8. IniukaTtop cOCTOSIHUS Ha NEpEAHEN MTaHENN:
Nunnkatop PW1: IIpn noaxmrouennn PWR1 3aropaercs 3enenas nammnouka.
Nunukatop PW2: ITpu nonxmouenun PWR23aropaercs 3eneHas 1aMnouka.
Nunnkatop PW3: IIpn noaxmrouennn PWR3 3aropaercs 3enenas nammnouka.

WNunukatop STA: Korga nutanue B cocrosaun PWR UP, 3aropaercs 3enenas
JIaMITOYKa
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Nuaukarop PWR: [1pu noakiiroyeHny NUTaHUA 3aropaeTcsl 3eJeHast JIAMIIOUKa.

Wupukarop R.M. (Ring Master). Korma 3aropaercss MHOUKATOp, 3TO 3HAYMUT, YTO
KOMMYTATOp SIBJISICTCS TJIaBHBIM B KOJIBLIEBOM TOIOJIOTHH.

Nupukarop xonbueBod cBa3u: Korma 3aropaercss MHAMKATOpP, 3TO 3HAYUT, YTO
texHosorus Sy-Ring akruBupoBaHa.

Nunukatop DEF: COpoc HacCTpOEK CHCTEMBI 10 3aBOJICKHX
HNunukatop Ping: Cucrema obpabaTsiBaeT Ping-3anpoc
Wupukarop Run: Cucrema pabotaer

Nuaukarop RMT: JlocTyn Kk cucteme BBITIOIHEH YAAJICHHO

Wupukarop cOost: 3aropaercs npu BOSHUKHOBEHUH COOsI
2.2. 3agHAA naHenb

Komnonents! HrxHel nanenn kommyratopoB SWMG-168GC-GSFP-E-w:
1. CunoBoli nepexoyaTenb
2. Pazpem nutanus ais nepemenHoro toka 100 B~240B/50-601 1

3. PazbeM nmuTaHus A8 MOCTOSHHOIO TOKa (ToabKo it SWMG-168GC-GSFP-E-w)

00000000000 000Q xetcozeov SN (4 ¥y W L v
0 0000000000 000D e (“] oL o

AC Powor SWITCH ~ PW2 DC Power 48V PW3

2.3. KpenneHune ansi CToOMkun

KoMIIeKT 1715 KperieHus U IypyIbl HaXOAATCs B yakoBKe. [ [pukpyTuTe KOMILIEKT 1715t
KpEIJIEHUsI K KOMMYTAaTOPy ¢ NOMOIIBIO IIYPYIIOB, KaK ITOKAa3aHO HUXKE:

32,0

ol il [T LT T T Je=
JOT T T Ibdadl W JCT T TICT T T

= R3Z5

44.00
24.00
=] o
o
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2.4. "ugukaTopbl Ha NnepeaHen NaHenu

Nuaukarop Ber CocTosinue Onucanue

PW1 EY—— BKIIoueH [Ipu noaxmouennu PWR1 3aropaetcs 3enenas
JaMIOYKa

PW2 SeneHbri BKIItoueH Hﬂﬁhlfnré?{iznmqeﬂnu PWR2 3aropaercs 3enenas

PW3 SeneHbri BKIItoucH Hﬂfhlfnr;zignmqeﬂnn PWR3 3aropaercs 3enenas

STA Sesenbii BiIiowen Korma muranmne B coctossanu PWR UP,
3aropaercs 3eJieHas JIaMIIo4Ka

DEF 3eNeHbIi Bxurouen COpoc HaCTPOEK CUCTEMEI JI0 3aBOJICKUX

RUN 3eneHslit MennenHo muraer | CucteMa npoJoinKaeT padoTy

PWR 3eNeHbIi Bxurouen IInTanne akTHBHO

Ping 3eneHslit Muraet Cucrema obpabateiBaeT Ping-3ampoc

RMT 3eNeHbIi Muraet HocTyn Kk cucTteMe BBIIOJHEH YIAJICHHO

Bxorouen Sy-Ring BrroueH

B rononoruu Sy-Ring Toibko 0J1HO

Ring 3eneHsblit MenaneHHO MUTaeT | coeuHEeHHe (He XBaTaeT OJTHOTO COeINHEHUS,
YTOOBI TOCTPOUTH KOJIBIIO)

Brictpo muraet Sy-Ring paboTtaer HopManbHO

R.M. 3eneHsbIi Bxurouen Kopnesoe ycrpoiictso B Sy-Ring

Fault OpanxeBslit | Brimtouen 3aropaercst pu BO3HUKHOBEHUH 005

I'nra6uTHbie 10/100/1000Base-T(X) Ethernet mopTsi

10/100 LINK Opamxesplii | Brimoyen [opt paboraet Ha ckopoctu 10/100.

1000 LINK 3eneHsbIi Bxurouen [Topr paboraeT Ha ckopoctu 1000

ACT OpamKeBbIid Muraet ITepenava maHHBIX

SFP

LNK 3eneHbIi Bxurouen [Topt noaxmrouex

ACT 3enensin Muraet ITepenava maHHBIX
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3. Kabenu

3.1. Ethernet kabenu

Kommyratoper SWMG-168GC-GSFP-w cepun umeror crangaptHeie Ethernet mopTsrl.
CornacHo Tuny coenuHeHus, kommyraTopsl ucnonb3yor UTP kabenu CAT 3, 4, 5, Se mus
MNOJKIIIOUEHUsT K Jr00bIM apyrum ceteBbiM ycrpoiictBam (IIK, cepBepbl, KOMMyTaTopsl,
pPOYTEpBI, WM KOHLIEHTPATOPbI). XapaKTEepUCTUKU Kaleseil mpeacTaBieHbl B TabIuLe:

Tumbl 1 XapakTepUCTUKU Kabemnei

KaoGean Tun MakcuMajabHasa JJINHA Konunextop
10Base-T Cat. 3,4,5 1000Om UTP 100 m (328 ¢yToB) RJ-45
100Base-TX Cat. 5 100 Om UTP UTP 100 m (328 dyToB) RJ-45
1000Base-TX | Cat.5/Cat.5e 100 Om UTP UTP 100 m (328 ¢yToB) RJ-45

3.1.1. HazHaueHue koHTakToB 100BASE-TX/10BASE-T

C kabensimu 100Base-TX/10Base-T koHTakThl 1 U 2 HCHOIB3YIOTCS VIS IEPEAaYn TaHHBIX,
¥ KOHTAKTHI 3 U 6 UCTIONIB3YIOTCS ISl OTYyYCHUS JAHHBIX.

Haznauenns kontakros 10/100Base-T RJ-45:

Homep koHTakKTa Hasnayenue
! TD+
2 TD-
3 RD+
4 He ncnons3yercs
5 He ucnons3yercs
6 RD-
7 He ucnons3yercs
8 He ucnons3syercs

Haznauenue kontaktoB 1000Base-T(X) RJ45:

www.symanitron.ru 9
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Homep koHTakTa Ha3znauenue
1 Bl_DA+
2 BI_DA-
3 Bl_DB+
4 Bl_DC+
5 BI_DC-
6 BI_DB-
7 Bl_DD+
8 Bl_DD-
Kommyratrop SWMG-168GC-GSFP-E-w  moanepxuBaet

ABTOMATHUYECKYI0  padoTy

MDI/MDI-X. MoxHO HCIOb30BaTh MpsAMOil kabenb i coequnenus 1K u kommyraropa. B
tabnuile ykasanol KOHTaKThl TopToB MDI u MDI-X 10Base-T/100Base-TX.

Hasnauenune konraktoB 10/100Base-T(X) MDI/MDI-X

Homep konTakTa ITopT MDI IMopt MDI-X
1 TD+(nepenaua) RD+(nmomnyuenue)
2 TD-(nepenaya) RD-(momnyuenue)
3 RD+(nmonyuenue) TD+(nepenaua)
4 He ncnons3yercs He ncnons3yercs
5 He ncnons3yercs He ncnons3yercs
6 RD-(momnyuenue) TD-(nepenaya)
7 He ncnons3yercs He ucnons3yercs
8 He ncnons3yercs He ucnons3yercs

Haznauenue kontaktoB 1000Base-T(X) MDI/MDI-X

Homep konTakTa IMopT MDI IMopT MDI-X
1 Bl _DA+ Bl_DB+
10 www.symanitron.ru
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2 Bl_DA- Bl_DB-
3 Bl_DB+ Bl_DA+
4 Bl_DC+ Bl_DD+
5 Bl_DC- Bl_DD-
6 Bl_DB- Bl_DA-
7 Bl_DD+ Bl_DC+
8 Bl_DD- Bl_DC-

[Tpumedanue: + 1 — 03HAYAIOT MOJIIPHOCTH IMPOBOJIOB, KOTOPBIE COCTABIISIOT MPOBOIHYIO
napy.

3.2. SFP
Kommytarop nogaep:xuBaer ontoBojokoHHble SFP TpancuBepsl: MHOromonioBeie (0-550 M,

850 um B 50/125 MM, 62,5/125 mxMm) u ogHomoaoBbie ¢ LC konHekTopoM. [TomuuTe, uro TX
opT KoMMyTaTopa A oJkeH ObITh coeHeH ¢ RX moprom kommytaropa b.

>

BONIOKOHHBLIX LLUHYP

3.3. KoHCcOnNbHbIN Kabenb

Kommyraropom SWMG-168GC-GSFP-E-W MOXHO ynpaBiiiTh C MOMOUIbI0 KOHCOJBHOTO
nopta. Ka6ens DB9 — RJ45 moxHO HaliTu B yrakoBke. X MOKHO NOJIKIIFOUUTH K KOMIIBIOTEPY
yepe3 RS-232 kabenb ¢ koHHekTOopoM DB9 «Mamay», u npyroit koHen (koHHekTop RJ45)
MOJIKJIIOUAETCS K KOHCOJIBHOMY ITOPTY KOMMYTaTOpa.

www.symanitron.ru 11
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Ha3HaueHue cxeMbl KOHTAKTOB RS-232 ¢ konnekTopom DB9 DB9-RJ45

KOMINbIOTEPA «Mamna «Mamay

KonrakT (Pin) #2 RD Konrakt (Pin) #2 TD KonrakT (Pin) #2

KonTtaxkr (Pin) #3 TD Konraxkr (Pin) #3 RD Kontakr (Pin) #3

Konrakt (Pin) #5 GD KonTrakr (Pin) #5 GD KonrakT (Pin) #5
DB9 Male DB9 Female

Shigld
Signal Ground ~—c

DTE Ready —w-4

g —— Clear to Send

Transmitted Data -wi-=

Received Data =———2

Fing Indicakor
-l'"""-‘
9

7l Request to Serd

Received Line Signal Daed
N -
Trarsmitted Data -wgp -
Received Data ——3

DTE Ready ———*

6"’ DCE R.Bﬁd}"

7 s Clear to Send

S~ pequest to Serd
e

c
signal Ground -~ Ring Indicatar

@
1
Rereived Line 5grd Detert == ™~ DCE Ready

Shidld

ot Received by D'TE Device & -alf—— R=ceived by DCE D evice

P Trersmitted from DTE Davice e Tiansrnited from DOE Device
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4. WEB-ynpaBneHue

Buumanmue!!! [Ipexae ueM npou3BOAUTD JIHOObIE HACTPOUKH MM OOHOBJICHHUS
IPOrpaMMHOTO  OOECIEUYEHHsS] YCTPOWCTBA, OTKIIOYUTE Kabeld KOJIbIIEBOTO
pesepBupoBanusa. HE Bwikitouaiite o0opynoBaHue BO BpeMsi OOHOBIEHUS
MPOIITUBKH!

4.1. Hactpouka 4yepe3 web-6paysep
DTOT pa3jien ONMMChIBaeT HACTPOUKY uepe3 Bebd-Opaysep.
4.1.1. O web-ynpaBneHum

Bcerpoennsiii BeO-caiit HTML Haxomutcs Bo uiemi-maMaTH Ha IUIaTe IEHTPAJIbHOTO
nporeccopa. OH COAEPKHUT pacIIpPeHHbIC (YHKIUU YIPABICHUS W TO3BOJISCT YIPABIATH

KOMMYTaTOpOM U3 JIFOOOH TOUKH CETH 4epe3 CTaHIapTHBIM BeO-Opaysep, Takod kak Microsoft
Internet Explorer.

Oynkuus web-ynpasnenus nojuepxkusaer Internet Explorer 5.0 u Bbime. OHa ocHOBaHa Ha
Java-anmierax c 1eNbl0 YMEHBIIUTh pa3Mep IEepelaBaeMbIX JIaHHBIX, YBEJIMYUTh CKOPOCTh
JOCTYTIA M IPEOCTAaBUTh MTPOCTOM HHTEpdETC.

[Ipumeuanue: [1o ymonuanuto, IE 5.0 unu Bbie He mo3BosigeT Java-anmieraM OTKpPbIBAaTh
cokeTbl. Heo0X0IMMO caMOCTOATENbHO Pa3pelInuTh COKETHI JUIsl Java-amniuieToB B HACTPOMKax
Opaysepa

Hacrpoiika web-ynpasieHnus.
3HaueHus M0 YMOIYAHHUIO :
IP anmpec: 192.168.10.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.254
User Name: admin
Password: admin
ABTOpHM3aNUA
1. 3anmyctute Internet Explorer.

2. HaGepwure http:// u IP anpec kommyTtaTopa. Haxxmure Enter

()~ |& nttpr1o2168101 - |4 | x|
| X v| @~ Mouck s UntepHete BHaﬁm! M~ # [Q| [dNoura £ Oaroknaccrmkm ‘ 2
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3. IlosBuTCS OKHO BXOIa

4. Benure uMs 1oib30BatTess U napoib. Mms mosib3oBaTess 1 maposib M0 yMOTYaHUIO —

admin.

5. Haxxmure Enter ninm kaonky OK, 3aTem mosiBUTCS IIIaBHBIA HHTEpQEiic BeO-yrnpaBieHus

Connect to 192.168.10.1 . 21|

“Thy \
R
index.htm
User name: |ﬁ admin _'_I
Password: [esoesl

[~ Remember my password

| QK I Cancel

Dpen 2l
1 Sysiern Info mretion

=H Bacir Exfirg

= _J DHGF Gervar

3 1 Port Sefling

4 | Redundsncy

4 __| LAM

3 ) SHNP

+ Trafic Frioridzaian

41 _| Witieast

1 Jecriy

=1 Waming

+ _| Mowitor and Disg
B Fadory Cefaul
& Sy=lem Rebord

Information Message

SysLem

M
Industnal 24-port reck mauwt manajed Gigsbit Ethernet switch
Description with 16xGigabi combd ports and 3k 10008&58-x, SFP sockat,
arhancad version

Licatinm
Contact

Hardware
MAC Addrass - La-94-72-03-a3

Time

System Date 197040101 00: 14: 13 +0000
System Uptima O0d 00:14:18

Sottwors

kernel Wersion Wr.07

Software Yersian v1.00

Lol are Date 20131-03-06 17:17:48 +0E00

auto-refresh [ [ Retresh |

1.0.6,1.4125372 1000064

Puc. OcHoBHo#t uHTEpheiic

4.1.2. OCHOBHbI€ HAaCTPOWKM

4.1.2.1. Uucbopmauumsa o cucrteme

I/IHq)OpMaI_II/ISI O CUCTEMCE ITOKAa3bIBA€CT OCHOBHBLIC HaCTpOﬁKH KOMMYTATOpa
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System Information Configuration

System Mame
System Description Industrial 24-port rack mount manage
Systerm Location
System Contact
System Timezone Offset (minutes) | 0

Save | RESEt |

Puc. Undopmarnus o cucreme

Ta6n1z1ua OIIMChIBACT OCHOBHBIC I1OJIA:

Iouie Onucanne
Nms, Ha3HAYEHHOE YCTPOUCTBY. Y CJIOBHO OHO SIBJISIETCSI IOJIHBIM HMEHEM Y3I1a.
System JloMeHHOE UM - 3TO TEKCTOBasI CTpoKa u3 OykB andasura (A-Z, a-z), uudp (0-9), 3HaKa MUHYC
Name (-). IIpoGebl B MeHH 3anperieHsl. [lepBbIM CHMBOJIOM JIOJDKEH ObITh OYKBEHHBINH CUMBOJL,
MHUHYC HE MOXET OBITh IIEPBHIM HJIH MOCICTHIM cUMBOJIOM. [{nmnHa ctpoku — ot 0 1o 255.
System Onucanue, Ha3HaYeHHAs JaHHOMY y3.y. [lnnHa ctpoku — ot 0 o 255,
Description | pa3pemenst Tonsko ASCII cumBoust ¢ 33 o 126.
System duznyeckoe MECTOIOJIOKEHHE y3i1a (HanpuMep, TeJIeOHHBIN MIUT, 3 3TaX).
Location Jmna crpoku — ot 0 10 255, paspemensl Toiabko ASCII cumBoiet ¢ 33 o 126.
. YcraHoBUTE pa3HUIly, HA KOTOPYIO CMEIIAIOTCA CTPEJIKK YacOB, B COOTBETCTBUH
Timezone
Offset ¢ UTC/GMT. Pa3Huna ycraHaBIMBaeTCsl B MUHYTaX MO0 BOCTOYHOMY BPEMEHH.
Jomyctumeblii uaTepBat: ot -720 10 720 MUHYT.
Save Haxwmure, 4T00BI COXpaHUTh HACTPONKHU
Reset Haxxmute, 4T00B1 COPOCUTH TOCTIETHUE U3MEHEHHS M BEPHYTH MPEABITYIINE
HaCTPOUKHU

4.1.2.2. Maponb agMUHUCTpaTopa
Jnst moBbIIeHNs 0€30MTaCHOCTH CMEHUTE UMS TOJIH30BaTENs U TapoJib BeO-uHTepdeiica.

System Password

Old Password
New Password

Confirm New Password

Puc. UnTepdeiic agmuHuCTpaTOpa naposib
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

IToJse Onucanue

BBGI[I/ITC TCKYI_HI/Iﬁ mapoJib i1 A0CTYyIIa K CUCTEMC. B cJ1ydac€ HCIIPaBUJIbHOI'O

Old Password N
BBOJ1a naponﬂ HOBBIHN YCTaHOBJ'IeH HC 6yz[eT.

[Tapons aiist nocryna k cucreme. Jimaa ctpoku — ot 0 10 31, pa3peieHsl

New Password Tobko ASCII cumBossl ¢ 32 no 126.

Confirm R .
OBTOPHUTC HOBBIU ITAPOJIb
Password p P
Save Haxxmure Save, 4TOOBI COXpaHUTh HACTPONKHU

4.1.2.3. Hactpouka IP

Bbr moxere usmenuts Hactpoiiku [P u ¢ynkmum DHCP knmenra uepe3 menio [P
Configuration.

IP Configuration

Configured | Current
DHCP Client
IP Address |(192.168.10.10 | 192.168.10.10
IP Mask 255.255.255.0 | 255.255.255.0
IP Router 0.0.0.0 0.0.0.0
VLAN ID 1 1
SNTP Server

Reset

Puc. UnTepdeiic IP HacTpoek

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToae Onucanune

ITocraBbTe ramouky, 4ro6s! BKIOUNTh QyHkuo DHCP knuenra. [Ipu c6oe
DHCP u ecnu 31auenue IP agpeca He ycranosieHo, DHCP noBTOpHUT NONBITKY.
ITpu c6oe DHCP u ecnu 3nauenue IP agpeca ycranosneno, DHCP octanoBuTcs
U IpUMEHNT Tekyuue HacTporku IP agpeca. DHCP knueHT onpenenur
YCTAHOBJICHHOE CUCTEMHOE UMS KaK UMsI XocTa, o0ecrieunBast nmouck mo DNS.

DHCP
Client
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Hasznauste IP anpec, npunaanexammii k noacetu. Ecimu ¢pynkuus DHCP

IP Address KJIMEHTa BKJIIOUEHA, BaM He HY»KHO Ha3HayaTh [P anpec. DHCP cepep cetu
Ha3HAYUT KoMMmyTatopy IP aznpec u oH nmosiBUTCS B 3TOM rpade.
IP agpec no ymomuanuto 192.168.10.1

IP Mask Haznaubte macky noaceru st [P anpeca. Ecnu dyakuus DHCP knuenTa
BKJIFOYEHA, HA3HAYaTh MACKy IOJICETH HE HYKHO.

IP Router Ha3naubTe cereBoil nutto3 s KoMMyTaTopa. CeTeBol HUTH03 110 YMOTYAHUIO:
192.168.10.254

VLAN ID VYxkaxute VLAN uaeHTuQUKaTOp CETH, U3 KOTOPO MOKHO OyZET yrnpaBisaTh
ycrpoiictBoM. MHTepBan ot 1 1o 4095.
SNTP — akponum Simple Network Time Protocol, ceTeBoii mpoToKo.a

SNTP Server P P . P
CUHXPOHM3ALMK BpeMeHH 1o komnbioTepHoi cetu. SNTP ucnonszyer UDP

Save Haxxmute, 9TO0OBI COXpaHUTH HACTPOHKH

Reset Haxxwmure, 4T00BI COPOCHUTH MTOCIICTHIE H3MEHEHHS U BEPHYTH TIPS TYIINC
HACTPOMKHU
Haxxmute, yro661 06HOBUTF DHCP. DTa KHOMNKA T0CTYyIHA TOIBKO IPU

Renew
BiroueHHOM DHCP.

4.1.2.4. HTTPS

HTTPS Configuration

Mode Enabled
Automatic Redirect | | Disabled +

Puc. HTTPS
B tabnuiie onucaHbl OIS U3 CKPUHIIOTA!

IToae Onucanue

Onpenenser pexum padbotet HTTPS. Pexumsr:
Mode Enabled: Bxmouunts pexxum padotst HTTPS (pexum padotsr ¢ HTTPS?)
Disabled: Otxiitounts pexxum padotst HTTPS
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Onpenenser pexum nepeaapecanuu Ha HTTPS. Tlpu BkiatoueHHOM pekuMe B

Automatic | Be6-Opay3epe aBToMaTHYeCKH BbITOTHUTCS niepeaapecarnus Ha HTTPS. Pexumst:
Redirect Enabled: Bxmrounts pexxum nepeaapecauuu Ha HTTPS

Disabled: Otknrounts pexxum nepeaapecannu Ha HTTPS

Save Haxkxmure, 4T0OBI COXpaHUTh HACTPOIKHU
Reset HaxxmuTte, 9T00BI COPOCHUTH MOCIICTHIE U3MEHEHHS U BEPHYTH TPEIbITYIINE
HaCTPOUKH
4.1.2.5. SSH

SSH Configuration

| Mode | | Disabled v |

Puc. SSH
B Tabnuie onrucanbl OCHOBHBIE MOJIS:
ITose | Onucanue
Onpepnensier pexxuM padbotsl SSH. Pexxumer:
Mode | Enabled: Bxitounts pesxxum padbotsr SSH
Disabled: Orkirounts pexum padotst SSH
Save | Haxxmure, yT0OBI COXpaHUTH HACTPOUKU
Reset | Haxwmure, 4To00b1 COpOCUTD MOCIIEHIE U3MEHEHUS U BEPHYTh MPEbIIyIINE HACTPOUKHU
4.1.2.6. LLDP
ITapamerpst LLDP
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LLDP Configuration

LLDP Parameters

| Tx Interval |3EI semnds‘

Port| Mode

1 |Disabled +
Disabled
Disabled +
Disabled »
Disabled +
Disahled

o N = W M

Puc. LLDP napametpsl

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

Ioge Onucanmne

KommyTrarop nepuoanuecku nepenaer LLDP ¢peiitmbl cocemHuM KOMMyTaTOpam,
TX YTOOBI MOTYYUTH TOCIIEAHIO HHPOPMAIUIO O ceTH. HTepBall MeX 1y KaXIbIM
Interval | LLDP ¢dpeiimom onpenensiercs 3aauennem Tx Interval. Jlomyctumoe 3HaueHue — OT
5 no 32768 cexyHa.

Port Homep LLDP nopra kommyTtaropa

Mode Bxorounts mwin otkimounts LLDP

LLDP undopmanusi 0 coceJHUX yCTPOHCTBAX

00630p cocrosinus Bcex cocenaux LLDP yctpoiictB. OtoOpakeHHast TaOIUIa COACPKUT
CTPOKY JJISl KaKJI0T0 OpTa, Ha KOTOpoM oOHapy»xkeHo cocenHee LLDP ycrpoiictBo. CTon61b1
coJiepKat CIEAYIOIYI0 HHPOPMALHUIO:

LLDP Neighbor Information

a-refresh [ LR F.»-:h

[ Local Port | Chassis ID | Remote Port ID | System Name | Port Description | System Capabilities | Management Address l
ort 23 00-1E-4-55-73-97 100T Bn 1_]- - 2.168.10.5 [Pvd

Puc. LLDP undopmanus o coceJHUX YCTpOHCTBaxX

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT10JIA:

IToae Onucanue

Local Port [Topt, uepe3 xkoropslii noayden LLDP ¢peiim
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Chassis ID Chassis ID mis unentudukanuu LLDP gpeiiMoB cocelHUX yCTPOUCTB
Remote Port .
1D Remote Port ID ans uneHTH(UKAINN TOPTOB COCETHUX YCTPOICTB
System Name | System name — umMsi COCeHET0 yCTpoiicTBa
Port - .
. Port Description — onrcanue nopra coceJHEro yCTpomucTBa
Description
System capabilities onuCBHIBalOT BO3MOKHOCTH COCETHUX YCTPOHCTB:
1. Apyrue
2. IloBTOpUTEND
3.Mocrt
4. Touka nocryna WLAN
System 5. Poytep
capabilities 6. Tenedon
7. KabenbHoe ycrpoiicto DOCSIS
8. CraHuus
9. 3ape3epBUpOBaHO
[Tpu Hammuuu GyHKIKHU, OHA COTPOBOXKAaeTcst 3HaKoM (+). [Ipu orcyrcTBUM
(GYHKIMH, OHA COMTPOBOXKIIACTCS 3HAKOM (-).
AJpec coceTHero ycTponucTBa, KOTOPOE UCIIONIB3YETCs ISl IPOTOKOJIOB
Management P ) YeIp P 4 P
Address BEPXHHUX YPOBHEH B LIEJISIX cETeBOro ooHapyxeHus. Hanpumep, 3To nosne
MOXeT conepxath [P agpec.
Refresh Haxkxmute, 9T00B1 OOHOBUTH CTPAHUILY
[TocTaBbTe ramouKy, YTOOBI BKIIOUYUTH aBTOMATHIECKOE OOHOBIICHHE
Auto-refresh
CTpaHUIIBI.
Crarucruka LLDP

O630p Bcero LLDP tpaduxa.

ITokazaHnl JBa THIIA CYCTYHKOB. I'moGanpHBIE CUETUYMKHM CCHUIAIOTCA Ha BCIO rpymnmy
KOMMYTATOPOB, TOI'/Ida KaK JIOKAJIbHBIC CUCTYUKU CCHUIAOTCA Ha I[aHHLIﬁ KOMMYTATOp.
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Auto-refresh []

Global Counters

Neighbor entries were last changed
Total Neighbors Entries Added
Total Neighbors Entries Deleted
Total Neighbors Entries Dropped
Total Neighbors Entries Aged Out

at 1970-01-01 00:00:32 +0000 (3298 sec. ago)
a
0
0
0

LLDP Statistics

Local Counters

Local | Tx | Rx | Rx | Frames TLVs TLVs Org. Age-

Port Frames Frames Errors Discarded Discarded Unrecognized Discarded Outs
1 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0

Puc. Cratuctuka LLDP
Global counters
IToae Onucanue

Neighbor entries
were last changed
at

[Toka3piBaeT BpeMsi, KOT/la MOCICAHUN pa3 OblIa ylaueHa 1k 1o0aBieHa
3aMKCh, a TAKXKE MPOIIEAIIEe C TTOCIESTHUX U3MEHEHHI BpeMsl.

Total Neighbors
Entries Added

[Toka3pIBaeT KOJIUYECTBO HOBBIX 3aIIMCEH, T0OABICHHBIX ITOCIIE
nepe3arpy3ku KoMMyTaTopa

Total Neighbors
Entries Deleted

IToka3pIBaeT KOMMIECTBO HOBBIX 3aHI/ICCI>'I, YAAJICHHBIX ITOCJIC
niepe3arpy3ku KOMMyTaTopa

Total Neighbors
Entries Dropped

[ToxazbiBaeT konuuectBo LLDP ¢dpeiimoB, oTOpo1IeHHBIX 13-32
MEePENOIHEHUST TAOTHUIIBI.

Total Neighbors
Entries Aged Out

[Toxa3bIBaeT KOJMYECTBO 3aIlMCeH, YAa€HHBIX TI0 UCTEUEeHUH cpoka Time-
to-Live.

Local counters

IToute Onucanne

Local Port [Topr, ¢ koToporo otmpasiieHbl Ui noiaydens! LLDP ¢peiimeb
Tx Frames Konngectso LLDP ¢peiimMoB, oTpaBieHHBIX yepe3 HOPT

Rx Frames KomngectBo LLDP ¢peiimoB, nmosryueHHBIX TOPTOM

Rx Errors KonngectBo nomyuennsix LLDP nopToB, conepkaiux ommoKu

Frames Discarded

Ecnmu LLDP ¢peiim momyyeH mopTom, a BHyTpeHHss Tabau1a
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KoMMyTaTopa nepenonnena, LLDP ¢peiim cuntaercs u orOpacsiBaercs.
Orta cutyanus u3BectHa B cranaapre LLDP kak “Too Many Neighbors”
(cmumkoM MHOTO coceneit). [Ipu orcyrecrBum Chassis ID nin Remote ID B
tabnuie LLDP, TpebGyercst HOBast 3anuch B TaOIUIE. 3alIUCH YAISIOTCS
U3 TaOJIMIBI IPH UCTEUCHUH CPOKa JICHCTBUS 3alluCeil, P MOTyYeHUH
LLDP shutdown ¢pefiMa nau npu BEIKJIFOYSHHH TTOPTAa.

TLVs Discarded

Kaxxnprit LLDP ¢peiim coepKUT HECKOIBKO 3aIiceid, U3BECTHBIX KaK
TLVs (TLV — cokpamenno ot Type Length Value). Uckaxennsiit TLV
3aCUMTHIBACTCS U YAAISACTCS.

TLVs
Unrecognized

KommnuectBo nensHbix TLV, 3HaueHHE U TUIT KOTOPBIX HE U3BECTEH

Org. Discarded

KomnyecTBo oropomennsix TLV noapsi

Kaxxnprit LLDP dpeiim conepkuT nHGOPMAIINIO O BPEMEHH, B TCUCHHE
kotoporo LLDP undopmarus goctosepHa (age-out time). Ecnu B Teuenue

Age-Outs . .
g age-out time He 6pL10 NMostydeHo HoBbIX LLDP ¢peiimos, LLDP
uH(popmManus OyAeT yaaneHa, a nokasarenb Age-Out yBenuyuTcs.
Refresh Haxxmute, 4T0061 OOHOBUTH CTPAHUILY
Clear OuuncTuTh JOKaJIbHBIC TOKa3aTenu. Bee nokaszarenu (BKirodas

rio0anbpHbIe), OyIyT YAaJIeHBI MTOCIE Mepe3arpy3KH.

Auto-refresh

[TocTaBbTe ramouky, 4T0ObI BKIIOUUTH AaBTOMATHYECKOE OOHOBIICHHUE
CTpPaHULBI.

4.1.2.7. Pe3epBHOEe KOnnpoBaHue U BOCCTaHOBJIEHUe

BbI MOXeTe coXpaHUTh WM MPOCMOTPETh HACTPOiKK KommyTaTopa. Daiin KoHpUrypauu
conepxkurcs B popmare XML ¢ uepapxueii Teros

Configuration Save

|  Save configuration |
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Configuration Upload

(BEE.. ] | Upload

Puc. Pe3epBHOE KONIMpPOBaHKE U BOCCTAHOBIICHHE

4.1.2.8. O6HOBNEHne NPOLUMBKMU

Ha 3T0if cTpanuiie MO>kHO OOHOBIISITH IPOLTHBKY

4.1.3. DHCP cepBep

Firmware Update

(. ]| Upload

Puc. UHTepdeiic 00HOBIICHUSI MPOIITMBKH

4.1.3.1. DHCP cepBep — YcTaHOBKa

Kommyrtarop mosxet 66116 DHCP cepepom.

DHCP Server Configuration

Enabled F

Start IP Address 192.168.10.100
End IP Address 192.168.10.200
Subnet Mask 255.255.255.0
Router 192.168.10.254
DNS 192.168.10.254
Lease Time (sec.) | (35400

TFTP Server 0.0.0.0

Boot File Name

Puc. DHCP cepBep — YcraHoBka

4.1.3.2. Cnncok guHamuyeckux knueHtos DHCP

[Tpu Brmouennn ¢ynxauun DHCP, yctpoiictBo Oyner cobupats mHpopmanuio ¢ DHCP
KJIMCHTOB U BBIBEJIET €€ B 9TOM OKHE.
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DHCP Dynamic Client List

| No. | Select | Type | MAC Address | IP Address | Surplus Lease |

| Select/Clear All ||  Add to static Table |

Puc. Coucok nuHamuueckux kiauenros DHCP

4.1.3.3. Cnucok yctpoucts DHCP cepBepa

Bel Moxere HazHauuTh onpenenéHublid [P aapec, KOTOPBI BXOAUT B HHTEPBAI
Ha3HAYE€HHOro auHamuuyeckoro IP. YcTpoicTBO, MOAKIIOUMBIIMCH K TOPTY, 3alpallMBacT

nrHamuueckud [P; cucrema HaszHauaer IP axpec, Ha3HaueHHBIM paHee NOAKIOYEHHOMY
YCTPOMCTBY.

DHCP Client List

MAC Address
IP Address

| Add as Static |

| No. | Select | Type | MAC Address | IP Address | Surplus Lease |

| Delete || Select/Clear all ||  Send to IP-Police |

Puc. DHCP cepsep — 3akperuienue IP agpecos 3a nopramu

4.1.4. KoHdurypaumsa noptoB
4.1.4.1. YnpaBneHue noptamm

TeKyma;I KOH(i)I/IpraI_[I/IH TIOPTOB, KOTOPBIC MOKHO 3/I€Ch )K€ HACTPAHNBATD.
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Port Configuration

Port | Link Speed Flow Control Maximum E)_(c_essive Power

Current | Configured [ Current Rx | Current Tx [ Configured | Frame | Collision Mode Control
i @ Down Auto v L X O 9600 Discard ¥| [Disabled ¥
2 @ Dpown Auto M X X | 9600] Discard ¥| |Disabled v
3 . Down Auto v X X O 9600/ Discard v| |Disabled v
4 ' Down Auto v > X O 9600/ Discard ¥ | |Disabled v
5 ‘ Down Auto v 2 X O 9600/ Discard ¥ | |Disabled v
6 . Down Auto M X X O 9600 Discard ¥ | | Disabled v
7 . Down Auto v X X O 9600/ Discard ¥ | |Disabled v
8 ' Down Auto v x X O 9600| Discard ¥ | |Disabled v
Q ‘ Down Auto v 3 X | 9600 Discard ¥ | |Disabled i
10 . Down Auto v X X O 9600 Discard ¥ | |Disabled v

Puc. Ynpasnenue nopramu

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

Ioge Onucanue
Port Howmep nopra
Link Texyiuit cratyc coeAMHEHUs 0TOOpaXkaeTcst rpaduuecku. 3eneHbId —

IIOAKJIFOYCHO, KpaCHLIﬁ — OTKJIFOYCHO.

Current Link
Speed

Tekyias CKOpocTh mopTa

BriOepure m00yr0 JOCTYIHYIO CKOPOCTh AJISl YKa3aHHOTO MTOpTa KOMMYTaTopa.

Configured Auto Speed ompezenser caMmyro BRICOKYIO CKOPOCTh, COBMECTUMYIO C COCETHIM
Link Speed YCTPOHCTBOM.
Disabled — ocraHoBHTB paboOTy TIOpTa
[Tpu Brmrouennn Auto Speed yka3zaHHBIN pa3zell MOKa3bIBaET BO3MOKHOCTH
yIpaBiIeHUs TOTOKOM, KOTOPbIE OTIPABIISETCS] COCEAHEMY YCTPONCTBY.
[Ipu BEIOpaHHOI CKOPOCTH, OHA UCTIOIB3YETCA KaK hopMa yIpaBJIeHUS
Flow Control | motokom. Cton6en; Current RX mokaspIBaeT, ObUIH JIU TTOTyYEHBI
OCTaHOBOUHBIE (pelimbl yepe3 nopt, a Current TX - mepenaroTcs 11
ocTaHOBOuHBIe MakeTbl. Hactpoliku Rx u TX omnpenenstorcs B pe3ynpTare
MOCJIeTHET0 aBTOMAaTUYECKOTO COTIIACOBAHMSL.
Maximum BBenurte makcumanbHbIN pa3mep (dpeiitma, JOMyCTUMBIN AT TOpTa
Frame KoMMyTartopa, Bkitouast FCS. Jlomyctumele 3Hauenus — ot 1518 go 9600 Gaiit
Excessive Hactpoiika pexuma KOJUTM3UH [IPU Niepeaaye yepes nopT
Collision Discard: yganute ¢dpeiimbl ocie 16 kommsuii (o yMOTYaHHIO)
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Mode Restart: [lepe3anyctuts anroput™ nepegauu mnocie 16 xonnusuit
Cronben Usage moka3pIBaeT TEKYIIHA MPOLEHT NOTPEOICHUS MUTAaHHUS HA
kaxaoM nopty. Cronber; Configured mo3Bossier M3MEHATH apaMeTPhl peKUMa

Power HSKOHOMHH JIEKTPOIHEPTUU Ha KAKIAOM TOPTY.

Control Disabled: Bce MmexaHM3MBI 2KOHOMHH JICKTPOIHEPTUH OTKITIOUEHBI
ActiPHY: 5kOHOMUS 3JIEKTPOIHEPTUH TIPH BBIKIIFOUCHHUH ITOPTa
PerfectReach: sxoHOMUS 371€KTpOIHEPTHH NP BKIIOUEHUU TOPTA
Enabled: DxoHOMUS SHEPTUH U MIPH BKIOYEHUU U MPU BBIKIIOYEHUN TOPTA

Total Power
O61iee noTpebaeHe MUTAHUS TUIAThI, BBIPAYKEHO B MPOLICHTAX.

Usage

Save Haxwmure, 4T00bI COXpaHUTh HACTPONKHU

Reset Haxwmure, 40661 COPOCUTD MOCIIEHIE U3MEHEHUS U BEPHYTh MPEIbITyIINe
HACTPOMKHU

Refresh Haxwmure, 400661 00HOBUTH cTpaHUIly. JIr0ObIe mociieJHue U3MEHEHHS
COXpaHEHBI He OyayT

4.1.4.2. OrpaHu4eHue CKOpocTu

Hacrpoiika orpaHnyeHus CKOPOCTH IOPTOB KOMMYTAaTOpa

Rate Limit Configuration

Port Policer | Policer | Policer | Shaper | Shaper | Shaper
Enabled | Rate Unit | Enabled | Rate Unit
1 ] 500 |kbps + ] 500/ |kbps +
2 IF] 500 |kbps + Fi 500/ |kbps +
3 ] 500 [kbps » ] 500 |kbps
il ] 500 [kbps FI 500, |kbps
5 ] 500 |kbps + ] 500/ |kbps +
& IF] 500 |kbps + Fi 500/ |kbps +
7 ] 500 [kbps » ] 500 |kbps
& ] 500 [kbps FI 500, |kbps
a ] 500 |kbps + ] 500/ |kbps +
10 IF] 500 |kbps + Fi 500/ |kbps +

Puc. Orpannuenne cKkOpocTu

26 Www.symanitron.ru




m PykoBoactBo nonb3oBatena SWMG-168GC-GSFP-E-w

B Ta6J'II/II_[e OIMMCaHbl OCHOBHBIC ITOJIA:

one Onucanue
Port Howmepa noruueckux mopros
Policer | BiIrounTh WM BBIKIFOUYUTH OTPAHUYCHUS HA TOPTY. 3HAUCHHE IO YMOITYAHHIO
Enabled | Disabled.
Hacrtpolika orpann4eHus CKOpOCTH Ha MOPTY. 3Ha4eHUeE 1o ymosrdanuio - 500. 3to
Policer 3HaueHue Haxoautcs B npenenax 500-1000000, koraa snauenue Policer Unit
Rate cootBeTcTBYeT kbps, u B npeaenax 1-1000, koraa 3uauenue Policer Unit
COOTBETCTBYET mbps.
Policer | Yka3are euHUIy H3MEPEHHUSI JUIsI OTPAHUYCHUSI CKOPOCTH Ha mopty — kbps mim
Unit mbps. 3HaueHue Mo ymordanuio — Kbps.
Shaper .
BxutrounTs winn oTKIIOUUTH port shaper. 3Hauenue no ymonuanuto Disabled.
Enabled
Shaper HacTtpoiika ckopoctu port shaper. 3nauenue o ymomndanuio - 500. 910 3HaYeHHE
Rats Haxoautcs B npeaenax 500-1000000, korna 3nagenue Policer Unit cooTBeTCTBYET
kbps, u B ipenenax 1-1000, koraa 3Hauenue Policer Unit coorBeTcTBYeT mbps.
Shaper | Ykazare equHuUIly H3MepeHus i ckopoctu port shaper — kbps nnm mbps. 3nadenue
Unit 1o ymosuanuio — Kbps.
Save Haxkxmure, 4T00BI COXpaHUTh HACTPOIKHU
Reset Haxxmure, 4T00b1 COPOCUTD MTOCIIEHIE U3MEHEHHS U BEPHYTh MPEIbITyIINE
HaCTPOUKHU.

4.1.4.3. Arperauus

4.1.4.3.1. HacTtpouka arperauum

Hacrpoiika pexxrma Xs111a arperaiyu 1 rpymiy arperanuu
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Aggregation Mode Configuration

Hash Code Contributors

Source MAC Address

IP Address
TCP/UDP Port Mumber

Destination MAC Address

& E O E

Puc. Hacrpotika arperanuu

B Ta6J'II/II_[e OIMKMCaHbl OCHOBHBIC ITOJIA:

ITose

Onucanue

Source MAC Address

MAC agpec oTripaBuTelNs UCIOIB3YETCS ISl BBIYUCICHUS TTOPTa
oTtnpasyieHus kaapa. [loctaBpTe rajnouky, 4To0bI UCTIOIB30BATh
MAC anpec ornpasurens. [lo ymomuanuto MAC aapec
OTHPABUTEIS — BKJIFOYCH.

Destination MAC Address

MAC aapec nostyqatesns Jj1sl BRIYUCICHUS JIJIS1 BBIYUCICHUS
nopTa oTIpaBieHus kaapa. [locraBpre ranouky, 4To0bl
ucnonb3zoBath MAC aapec nomyvatens. [lo ymomuanuto MAC
ajZipec Moay4yaTels — BBIKIIOUEH.

IP Address

IP angpec ncnonb3yercs A1 BBIYUCICHUS ITOPTA OTIPABJICHUS
kazpa. [TocraBbTe ranouky, ytoOsl Ucnonb3oBaTh IP anpec. 1o
ymonuanuto I[P agpec — BKIIroUeH.

TCP/UDP Port Number

Homep TCP/UDP nopta ucnosns3yercst Jjisl BBIYHCIEHUS TOpTa
oTpasneHus kajapa. IloctaBbre rajgouky, 4To0bl HCHOIB30BATh
Homep TCP/UDP nopra. Ilo ymonuanuto Homep TCP/UDP nopra
— BKJIIOUEH.
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Port Members
GroupID [1[2[3]4a]5]6]7[8]9]10[11][12]13]14][15[16]17[18]19][20[21]22]23]24
Normal @@@@EEEEREEOEEREOEEROIEOIOEEREOEO®O®E®
1 ONONONOROCRONONONONORONOROCRORONONONONONORONONONS)
2 cocococoCcOoCOCOOOOOCOOCQCQOCOCOCOOQOO0O
3 CoCCOOO0O0O0COOOCOCOOCOOOOCOOOOO
4 (ONCHONONONORONONORONONONORONORONONONOCNONONONONG,
5 cCcoOocCOO0CO0O0O0COOCOOOOOCOCOO0OOO
& cocococococooocOoOCOOOOOCOCQOOQOO0
7 cococoCcOoCOCOCOCOOOOCOCOQCOCOCOCOQ0OC0
8 CoCCOO0OO0OO00OOCOOOCOO0COOOOCOO0OOO0O
9 Co0CO0OCO00OO0O0O0OOC0OCO0O00OOCO0OOO0O0OO0O
10 000000000000 O0O0OOCOCOO0OOO
11 ONONONOROCRONONONONORONOROCRORONONONONONORONONONS)
12 cocococoCOoCOCOCOOOOCOCOCOCOCOOQOC0
13 CoCCOOO0O0O0COOOCOCOOCOOOOCOOOOO
14 CO0C0QOCO00OO0OO0OOOOOO0OO0OO0O0OOC0O
IToue Onucanue
Hacrpoiiku rpynmsl, HoMepa KOTOPOil COAEPIKUTCS B
Group ID cooTBeTCcTBYyIomIEeH cTpoke. Mnentudukarop Normal o3HagaeT, 4to

arperanuu Het. [IJis KaXK0ro mopTa MOKHO BBIOPATh TOJIBKO OIHY
rpyImiy.

Port Members

IlepeunciieHbl COOTBETCTBUS BCEX TPyl U OpToB. Haxxmure Ha
PaAMOKHOIKY AJIS BKIIFOYEHH NTOpTa B rpynmy arperanud. Io
YMOJIYaHUIO, HU K OJIHOW arperupOBaHHOM TPYIIE HE IPUHAIIEKUT HU
OZIMH NOPT. TOJIBKO MOJHOAYIIIIEKCHBIE TIOPTHI MOTYT IIPUCOEUHUTHCS
K arperanuy. J{is kaxx oM rpynisl MOPThl JOKHBI HMETh OJUHAKOBYIO
CKOPOCTB.

4.1.4.3.2. Hactpowuka nopta LACP

[Tonb3oBarens MOXKeT npocMaTpuBaTh U U3MeHTh Tekymue LACP nactpoliku nopra.
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LACP Port Configuration

Port | LACP Enabled | Key | Role
1 ] Auto % Active | v
. IF] Auto % Active | v
3 ] Auto % Active | v
4 IF] Auto W Active | w
5 ] Auto v Active  w
& ] Auto v Active  w

Puc. Hactpoiika nopra LACP

B Tabauie onucanbl OCHOBHBIE TTOJIA:

IToJsie

Onucanmne

Port

Howmep ¢usnueckoro nopra KoMMyTaropa.

LACP Enabled

Bxmounts nnu otkinounth Gynkuuo LACP Ha nanHom nopty.

Key

3nauenue Key npucBanBaeTcsi KaKIoMy MOPTY OTACIbHO, HHTEpBAI 1-
65535. ABTOMaTnyecKas HACTPOMKA ONPENEIUT KIIF0U, COOTBETCTBYIOIINI
ckopocTH (usudeckoro coenuuenus, 10moaiit = 1, 100mbaiiT = 2, 1raiiT =
3. BpyuHyro MOXHO BBeCTH JIOOBIE Apyrue 3HaueHus. [IopThl ¢ 0TMHAKOBBIM
3HAYEHHEM KJIF0Ya MOTYT Y4acCTBOBATh B OJHOM arperupoBaHHOM TpyIIIe, B
TO BpeMsI KaK MOPTHI C pa3HbIMH KJIFOYaMH HE MOTYT.

Role

Role noxka3zeiBaer cratyc LACP.
Active: LACP nakeTsl OyayT nepenaBaThes KaKIYI0 CEKYHIY
Passive: LACP nakets! OyayT 0KHAAaThCS OT cocea

Save

Haxwmure, 4T00bI COXpaHUTh HACTPONKU

Reset

Haxwmure, 4T0061 COPOCUTH MOCIIEHIE U3MEHEHUS U BEPHYTH MPEIbITyIINe
HACTPOWKHU

4.1.4.3.3.

CocTtosiHue LACP cuctembl

Cocrosuue scex LACP.
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LACP System Status
Auto-refrash [

Agar ID Partner Partner Last Local
99 System ID Key Changed | Ports

Mo ports enabled or no existing partners

Puc. Cocrostane LACP cucteMel

B Tabauie onucanbl OCHOBHBIE TTOJIA:

IToJsie

Onucanune

Aggr ID

Aggregation ID onpenensier rpynmy arperauuu. dns LLAG ID oroGpaxen kak
‘isid:aggr-id”, ans GLAG - kak ‘aggr-is”

Partner System
ID

Wnentuduxarop (MAC ampec) cocena mo arperammm.

Partner Key

Kirou, Ha3Ha4eHHBIN 3TOMY UAECHTH(PHUKATOPY arperauuu coceoM.

Last Changed | Bpems, nporeiiee mocie mocieTHUX U3MEHEHHI arperaiuu
Last Channged | [Toka3biBaeT, kakue OPTHI BXOAT B arperanuto. ®opmat: “Switch ID:Port”.
Refresh Haxxmute, 9T0061 OOHOBUTH CTPAHUILY

Auto-refresh

IlocTaBbTe rajiovky, YTOOBI BKIIFOUUTH aBTOMAaTHYECKOE€ OOHOBJICHUE
CTpaHUIBbI.

4.1.4.3.4.

CoctosiHue LACP

0630p LACP cocTosiHust Bcex MOpTOB.
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LACP Status

Auto-refresh [] | Refresh | [ Open in new window |

Partner | Partner
Rort| LACP bKey [agar 1D o e ID || Port
No = ) )

No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
10 Mo - - - -
11 No - - - -
12 Mo - - - -
13 No - - - -
14 Mo - - - -
15 No - - - -
16 Mo - - - -
17 No - - - -
18 Mo - - - -
19 No - - - -
20 Mo - - - -
21 No - - - -
22 No - - - -
23 No - - - -
24 No - - - -

Puc. Cocrossane LACP

WO~ W=

B Ta6J'II/II_[e OIIMCaHbl OCHOBHBLIC ITOJIA:

IToute Onucanne

Port Howmep nmopta kommyTaTopa
Yes o3nauaet, yto LACP BKII04YeH ¥ MOPT MOKIOUEH. NO 03Ha4aeT, 4To
LACP BbIkI04€H Win HopT oTkItoyeH. Backup o3nauaer, yto nopt He cMor

LACP IIPUCOETMHUTHCS K arperupOBaHHON IPYIIIIE, HO MOYKET IPUCOETUHUTHCS IIPH
OTKJIIOYEHUH JIpyrux nopros, LACP Ha 3TOM nopTy Ha JaHHBIII MOMEHT
OTKJIIOYEH.

Key Kitou, HazHaueHHBIH 3TOMy OPTY. TOJNBKO MOPTHI ¢ OJJUHAKOBBIM
3HaYEHHUEM KJIF04Ya MOTYT Yy4acTBOBATh B OJTHOM arperupoBaHHOMN rpymre.

Aggr ID Aggregation ID, Ha3HaUY€HHBIH 3TOM arperupoBaHHOM rpymIe.

Partner System

D y Nnentuduxarop cocena (MAC aapec)
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Partner Port

Howmepa nopToB, MoAK/IIOUEHHBIX K YKa3aHHOMY TOPTY.

Refresh

Haxxmute, 4T0061 OOHOBUTH CTPAHUILY

Auto-refresh

[TocraBbTe ramouky, YT0ObI BKIIOUUTH ABTOMATHYECKOE OOHOBIICHUE
CTPAHMIIBIL.

4.1.4.3.5. Ctatuctuka LACP

O030p cTaTUCTUKU HA BCEX MOPTaX.

LACP Statistics

auto-refresh [] | Refresh | [ Clear |

Port LACP LACP Discarded

Transmitted | Received | Unknown | Illegal

1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 0 0 0 0
8 0 0 0 0
g 0 0 0 0
10 0 0 0 0
11 0 0 0 0
12 0 0 0 0
13 0 0 0 0
14 0 0 0 0
15 0 0 0 0
16 0 0 0 0
17 0 0 0 0
18 0 0 0 0
19 0 0 0 0
20 0 0 0 0
21 0 0 0 0
22 0 0 0 0
23 0 0 0 0
24 0 0 0 0

Puc. Cratuctuxka LACP

B Ta6J'II/II_[e OIIMCaHbl OCHOBHBIC ITOJIA:

IoJuie Onucanne

Port Howmep nopra kommyTaTopa

LACP . IokassiBaet, ckoipko LACP ¢peliMoB ObUIO OTIIPABIEHO € KXJI0I0 OpTa
Transmitted
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LACP Received

[NokassiBaet, ckonbko LACP ¢peliMoB Ob1T0 MOTY4EeHO Ha KaXKAblid HOPT

Discarded

[Toka3biBaeT, CKOJILKO HEOMIO3HAHHBIX WM HEKOppeKTHBIX LACP ¢dpeiimoB
OBLJIO OTOPOIICHO HA KaXKJIOM TTOPTY

Refresh

Haxxmute, 4T00b1 OOHOBUTH CTPAHUILY

Auto-refresh

[TocraBbTe ramouky, 4TOOBI BKIIOUYNTH ABTOMATUYECKOE OOHOBJICHUE
CTPAHMIIBIL.

Clear

OGHYJII/ITL BCC CUCTUYHUKHU IJIA BCCX ITOPTOB

4.1.4.4. Loop Guard

Loop Guard — 3to dyHKIMs OOHAPY)KEHHS U TPEIOTBPAILCHHS TIETElb.

Iouie Onucanne

Active Brmrounts Gynknuto Loop Guard

Port State Guarding: Yka3aHHBII TOPT 3aIIHIIEH OT 00pa30BaHUS METENb
Locked: YkazaHHbII TOPT 3a0JI0KMPOBaH ISl TPEAOTBPAILCHHS MIETENb

4.1.5. PesepBupoBaHue

4.1.5.1. TexHonorusa Sy-Ring

Sy-Ring - onna u3 cambix 3 (HEKTHBHBIX KOJIBIIEBBIX TEXHOJIOTUN PEe3epPBUPOBAHUS B MHPE.
Bpems BoccranoBieHus cocraBiusier MeHee 10 mc mpu 250 ycrpoiictBax. OHa mnO3BOJIAET
n30eKaTh HEOXKUAAHHBIX COOEB, BHI3BAHHBIX M3MEHEHUSIMH B CETEBOM TOMOJNOTHUH. TEXHOIOTHUS
Sy-Ring momnepxwuBaer Tpu Ring-tomonoruu s ceteBoro pesepBupoBanusi: Sy-Ring, Ring
Coupling u Dual Homing.

[~]Sy-Ring

Ring Master |Disable »|This switch is Mot a Ring Master,

1st Ring Port |Port 1+ ||LinkDown

2nd Ring Port |Port 2w [LinkDown

[ ] Coupling Ring

Coupling Port | Port3 |Lir'|kD|:|wr|

[ 1Dual Homing

Homing Port | POt 4 = |LinkD-:|wn

| save || Refresh |

Puc. Sy-Ring unTepoeiic
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

Ioue Onucanue
Sy-Ring [TocraBbTe rajgouky, 4To0bl BKIIOYHTE SY-Ring
B komnbiie moimkeH ObITh TOTBKO 0MH Ring Master. OHako, €Cii KOMMYTaTOpOB,
Ring yCTaHaBJIMBAIOUINX aKTHBaLKio Ring Master, HECKOIBKO, TO KOMMYTATOp C
Master MuHUMaIIbHBIM MAC afipecom CTaHET KOPHEBBIM YCTPOKWCTBOM, & OCTAJIbHbBIE
OyayT pe3epBHBIMHU.
Lst Ring OcHOBHOM TIOPT
Port P
2nd Ring PesepBHbIil OpT
Port p p
[TocraBbTe ramouky, uroosl BkmouuTh Ring Coupling. Ring Coupling moxet
. UCIIOJIb30BAThCs ISl TOTO, YTOOBI Pa3ienUTh OONBIIOE KOJBIIO, s TOTO, YTOOBI
Ring ) OTPaHUYUTH KOJUYECTBO YCTPOICTB B MEPECTPAUBACMOM ITOACETH. YTOOBI
Coupling | ys6esars neifcrsus Beex KOMMYTaTOpOB BO BpeMsl H3MEHEHMsI CETEBOM TOMOJIOTHU.
Ring Coupling ucnonb3yercst Juisi COeIMHEHUs IBYX Tomojoruii Sy-Ring.
Coenunenue ¢ Coupling Port kommyTtaropa B gpyrom kosisle. st Ring Coupling
Coupling | Hy)HO 4 KOMMyTaTOpa, YTOOBI CO3JIaTh AKTUBHYIO U PE3EPBHYIO CBS3b.
Port Ycranosute nopt kak Coupling Port. /IBe nmapsl HOPTOB YeTHIPEX KOMMYTAaTOPOB
OyAyT B aKTUBHOM WJIM PE3EPBHOM PEKHIME.
Control Coenunenue ¢ Control Port kommyTtaTopa B ToM ke Kosbile. Control port 00bI4HO
Port UCTIOJIb3YeTCs JUIs Iepeayll KOHTPOJIbHBIX CUTHAJIOB.
OtmerbTe, yTo0b! BKItounTh Dual Homing. ITpu Bei6ope pexxuma Dual Homing
Dual Sy-Ring Oyner noacoearHeHa K 0ObIYHBIM KOMMYyTaTopaM uepes 18a SY-RSTP
Homin KaHaya (HarmpuMep ¢ MarucTpajibHBIM KOMMyTaTtopoMm). /IBa kanana OyayT
g paboTaTh B aKTUBHOM U PE3€PBHOM pEXHUME, U COCTUHATH Kaxayto Sy-Ring ¢
OOBIYHBIMU KOMMYTaTOpaMu B pexume Sy-RSTP.
Apply Haxwmute Apply, 4T0ObI aKTUBHPOBATH HACTPONKHU

[Tpumeuanue: Mbl He cCOBETYeM YCTaHABIMBATh OJIMH KOMMYTAaTOP OJAHOBPEMEHHO KaK
Ring Master (kak ocHoBHOI) 1 kak Ring Coupling n3-3a BEICOKOM Harpy3KH.

4.1.5.2. MSTP

Hacrpoiika y3108B
Hactpoiika RSTP. Otu HacTpoiiku HyxHBI 1yt Bcex RSTP ycrpoiicts B cetn
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ml Basic Settings

Protocol Version MSTP v
Forward Delay 15
Max Age 20

Maximum Hop Count | 20
Transmit Hold Count | &

Puc. Hactpoiika y310B

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

one Onucanue
Protocol Hacrpoiiku Bepcuu nporokona STP. Jlocrynusie 3nauenusi: STP, RSTP,
Version MSTP

3anepxkka repej nepeKIFoYeHUEM KOPHEBBIX U Ha3HAYCHHBIX TIOPTOB B
Forward Delay | cocrostHue mpoaBmxeHus (UCIIONB3yeTcsl B pexkuMe coBMectumoctu ¢ STP).
Jonyctumsble 3HaueHus — ot 4 10 30 cekyH/I.

MaxkcuManbHbI EPUOA KU3HU UH(POPMALIUH, IEPEIAHHON C KOPHEBOTO

Max Age
koMmmyTaTopa. Jlomyctumblie 3HaueHus — ot 4 10 30 cekyH[I.

Omnpenensier nepBoHaYaIbHOE 3HaYeHNE IIepeMeHHOM remainingHops st
Maximum Hop | MSTi nannbeix. Onpenenser, CKOJIBKO yCTPOHCTB MOXKeET mosryuyuts BPDU
Count MH(pOpMaIINIO, TEHEPUPYEMYIO KOPHEBBIM KOMMYTAaTopoM. JlomycTrmMble
3Ha4yeHus — ot 4 o 30.

Komnuectso BPDU, koTOpble MOPT MOXKET MOCHLIATH KAXKyI0 CeKyHay. [lpu

Transmit Hold
€ro MpeBblllIeHnU nepenaya cienytomero BPDU Oyzaer otnoxeHa.

Count
Jonyctumsble 3Hauenus — ot 1 1o 10 BPDU B cekynny.
Save Haxwmure, 4T00BI COXpaHUTh HACTPONKHU
Reset Haxxmute, 4T00B1 COPOCUTH TOCTIETHUE U3MEHEHHS M BEPHYTH MPEABITYIINE
HaCTPOUKHU
MSTI mapping

Ha »To#1 cTpaHuIie moib30BaTeNb MOKET IPOCMATPUBATh U U3MEHATh TEKYIIIUE TPUOPUTETHI
STP MSTIL.
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Add VLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Identification

Configuration Name | |00-12-94-96-00-00

Configuration Revision | 0

MSTI

VLANs Mapped

MST1

MST2

MST3

MST4

MSTS

MST6E

MST7

Puc. MSTI mapping

B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToJsie

Onucanune

Configuration
Name

Nwms, nnentudunupyromee VLAN B oto0paxenun Ha MSTI. V31b1 1omxHbI
umeThb 011U U Te ke Configuration Name u Revision (cMoTpuTe HUXKE), a
TaKkxe oJlnHaKoBy1o KoHpurypauuto VLAN-t0o-MSTI mapping st Toro,
9TOOBI MOCTPOUTH NMpaBUiIbHBIE AepeBbs g MSTi. ms nomkHO copepxaTh
MakcUMyM 32 cUMBOJIA.

Configuration

MST]I configuration revision yrmomsiHyTa BbIllie. 3HAYCHUEM SBJISCTCS YHUCIIO

Revision ot 0 10 65535.

Instance y3na. CIST He MOXeT OBbITh IPSIMO COTIOCTABJIECH, TaK KaK IMOTYYHUT
MSTI s

VLAN’EI HEe SIBHO COIIOCTaBIECHHBIMU.

Crucox VLAN, conocraBiaeHHbIX ¢ MSTI. VLAN’bBI 10KHBI OBITH
VLANS
Mapped paszeneHsl yepes 3anaTyro u/uiau npooern. VLAN MoxeT ObITh 0TOOpakeH

tonbko Ha ogHoM MSTI. Heucnons3oBanusie MSTI cienyer ocraBuTh
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nycTeiMH (T.€. He oToOpakath VLAN Ha HuUX).

Save Haxxmute, 4T0OBI COXpaHUTH HACTPOHKHU
Reset Haxxmute, 4T00BI COPOCUTH TIOCIIETHIE U3MEHEHUSI M BEPHYTH MPEIbIIyIINe
HAaCTPOMKHU
IIpuopurerst MSTI

Ha »stoit CTpaHHUILEC ITOJIB30BATCIIb MOXET ITPOCMATPHUBATD U USMEHATH TCKYIIHUE IIPUOPUTETEL

STP MSTI
MSTI Configuration

[ oo oz
MSTI | Priority
CIST 128 &
MST1 128 »
MST2 128 +
MST3 128 »
MST4 128 &
MSTS 128 ¥
MST6 128 +
MST7 128 »

[Saue ] [ Reset ]

Puc. Ilpuopurerst MSTI

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToJie Onucanune

MSTI Instance mo ymomuanuto — CIST, koTopas Bcerja akTUBHA.

[IpuopureTHOCTH y3110B. UeM HUKE 3HAUCHHE, TEM BBILIE IIPHOPHUTET.
Priority [TpuopurerHocTs y310B 1 HoMep MSTI, crokeHHslii ¢ 6-6aiitoBeiM MAC anpecom
KOMMYTaTopa, COCTaBIISIOT BMECTE UAeHTH(HUKATOp MOCTa.

Save Haxwmure, 4T006b1 COXpaHUTh HACTPONKHU

Ha)KMI/ITe, YTOOBI C6pOCI/ITB MOCJICIHUC U3MCHCHUA U BCPHYTH NPCABIAYIINUC

Reset N
HaCTpOI/IKI/I
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CIST noptsl

Ha 310l cTpaHuIiie moap30BaTeNlb MOKET MIPOCMATPUBATh U U3MEHSATH TEKYIIHE HACTPONKU
STP CIST moproB, a Takke HacTpauBaTh (PU3NYECKHE W arperupoBaHHbBIE MOPTHL. HacTpoiiku
arperamyy pacrpoCTPaHsIIOTCS II100aIbHO.

STP CIST Ports Configuration

mml CIST Agaregated Ports Configuration
Port Ens;—{)l: ed Path Cost Priority | Admin Edge | Auto Edge gsfsﬁﬁtg: BPDU Guard Po[::‘i;:o_
- O Auto v 128 v Edge v O O O Forced True v
e CIST Normal Ports Configuration
Port Ens;—{)l: ed Path Cost Priority | Admin Edge | Auto Edge gsfsﬁﬁtg: BPDU Guard Po[::‘i;:o_
1 | Auto v 128 ¥ Edge v | | O Auto >
2 | Auto v 128 ¥ Edge v | | O Auto >
3 F Auto w 128 » Edge R F F F Auto R
4 | Auto v 128 ¥ Edge v | | O Auto >
5 [F Auto v 128 Edge v [F [F [F Auto v
[ O Auto w 128 » Edge R O O O Auto R
7 F Auto w 128 » Edge R F F F Auto R
S O Auto w 128 » Edge R O O O Auto R
9 | Auto v 128 ¥ Edge v | | O Auto >
10 O Auto w 128 » Edge R O O O Auto R

Puc. CIST noptst

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToJsie Onucanune

Port Howmep nornueckoro STP nopra

STP Enabled AxrtuseH mu STP Ha 5TOM MOpTY KOMMyTaTOpa

Croumocts yTu Ha nopty. Hactpoiika Auto onpenenser CTOUMOCTb ITYTH B
COOTBETCTBUH CO CKOPOCTHIO (PU3MUECKOTO COEAMHEHUS, UCTIONb3Ys
3HaueHwus1, pekomenayembie 802.1D. TTonb30BaTeNnb TakKe MOKET BBECTH
Path Cost coOcTBeHHbIe 3HaUeHUs. CTOMMOCTb ITyTH MCIIOJIb3YEeTCs IPU YCTAaHOBICHUN
AKTUBHOW TOIOJIOrMH ceTH. [IOpThI ¢ HU3IIEH CTOMMOCTBIO ITYTH
yKa3bIBaeTCs KakK Nepefarolue nopTsel. Jlomyctumsele 3HaueHus — ot 1 1o

200000000.
Priorit ITpuopurteTHOCTh OPTOB. MCcmonb3yercs A MPUOPUTE3ALUH TTOPTOB,
y UMEIOIINX UICHTUYHYIO CTOMMOCTD ITyTH. (CMOTPUTE BHIIIE)
Hacrpoiika mokasbpIBaeT, 4T0 MOPT MOIKIIOYCH HAPsIMYHo K edge
OperEdge ycTpoiicTBaM. (He K ceTeBoMy 00opyaoBanuio). [lepexon B cocTosiHue
(state flag) forwarding mis edge ports ocymiecTBisieTcs: ObicTpee (IpU 3HAYCHUH
openEdge = true), ueM AJis OCTaNbHBIX.
AdminEdge Onpenensier 0ynet mu openEdge ycraHOBIICH cpa3y WU HET.
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(ITepBonauanbHoe coctosinue openEdge Bo BpeMsi MHUIIMAIN3ALUY TOPTA)

AutoEdge

ABTOMAaTHYECKOE OIIPENEIICHUE, SBIIACTCS JIX ITIOPT KOHEUHBIM WM HET.
Omnpenenser KOHEYHOE YCTPOMCTBO 110 HAIMYMIO WX OTCYTCTBHIO
npuxosamux BPDU.

Restricted Role

[Tpu BKITIOYEHUH, TOPT HE CMOXKET OBITH BEIOpaH Kak kopHeBo# aist CIST
nu ro6oi MSTI, make ecimu OH UMEET JIydITuid TPUOPUTET. DTOT HOPT
OyzeT yKka3aH Kak albTepHATUBHBIN, ITOCIIE TOTO Kak Oy/ieT BEIOpaH KOPHEBOM
HOPT. DTO MOXKET MPUBECTU K OTCYTCTBHIO COEIMHEHUS B CBA3YIOILEM
nepese. CeTeBoii aAIMUHUCTPATOP MOKET YCTAHOBHUTH ITY (PYHKIHUIO, YTOOBI
IIPEJOTBPATUTH BIUSHUE y3JI0B, HAXOAIIMXCS HE B AJJPE CETU HA JIOTMYECKOe
JIEpEBO, HAIIPUMEDP, IOTOMY YTO aAMUHHUCTPATOP HE MOXKET UX MOJIHOCTHIO
KOHTPOJIMPOBATb.

Orta Qynkus u3BectHa kak Root Guard

Ecnu BriIFOUEHO, TIOPT HE OYJET OTIPABIIATH HA JAPYTUE MOPTHI OJTYYCHHBIC
OITIOBCLICHUA 00 U3MEHEHUSX B TOIIOJIOTHH. HpI/I BKJIFOUCHUU MOXCET
BBI3BIBATh BPEMEHHBIC COOU B CETH MOCIJIC U3MEHCHUH B aKTUBHOM TOIIOJIOTUU
CBSI3YIOIIETO JIepeBa U3-3a HEKOPPEKTHO TepeaBaeMoi nHpopmauu 00

Restricted TCN N N
ycrpoiictBe. CeTeBoil aIMUHUCTPATOP MOKET YCTaHOBUTD ATY (PYHKIIUIO,
9TOOBI MPEIOTBPATUTH HABOJAHEHUE Y3JIaMHU, HAXOSIIUMUCS HE B SIIPE CETH,
uHpopmanueit 06 U3MEHEHUH aAPECOB, HATPUMED, IPU YACTHIX U3MEHEHUSIX
COCTOSIHUS TIOPTOB.
Onpenensier, nojkitoueH u nopT K LAN B pexxrMe Touka-Touka Ui B

Point2point pexxume pazzaensieMoit cpesibl. MoxeT ObITh OnpeziesieHa aBTOMaTHYECKH,

b 60 noJp30BaTeNb ykasbiBaeT true uinu false. [lepexon B cocTosiHue

IPOABIKEHUS ocylecTBisercs ObicTpee a1 LAN B pexxnMe TouKa-TOuKa.

Save Haxwmure, 4T00bI COXpaHUTh HACTPONKU

Reset Haxwmure, 4T00bI COPOCUTD MOCIIETHIE U3MEHEHNS U BEPHYTh MPEbITyIIIE
HaCTPOUKHU

MSTI noptsI

[Tosp30Barens MOKET MPOCMATPUBATH U U3MEHATH Tekylne HacTpoiiku STP MSTI nopros.

MSTI nmopt — BUpPTYyalIbHBII MOPT, OTIENBHO HAcTpauBaeMblil Juisl Kaxjaoro aktuHoro CIST

(¢pusmueckoro) mopta. [lo otoOpakenus dakrudeckux Hactpoek MSTI mopta, Hy)HO BHIOpaTh
cam MSTI. Ha »sroif crtpanuue wmoxHO Hactpoutb MSTI mopr ang ¢usnyeckux u

arperupoBaHHbIX MOPTOB. HacTpoiiku arperaniuu npuMeHs0TCs ri100aabHO.
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MSTI Port Configuration
[

MST1 v

MST1
MST2
MST4
MSTS
MST6
MST7

Puc. Konpurypusosanne MSTI nopra

MST1 MSTI Port Configuration

mml MSTI Aggregated Ports Configuration
Port Path Cost Priority

- |Auto b 128 &

m MSTI Mormal Ports Configuration

Port Path Cost Priority
1 [Auto hd 128 |»
2 |Auto hd 128 |»
3 |Auto hd 128w
4 | Auto v 128 »
5 |Auto hd 128 |+

Puc. Konpurypusosanue MST1 MSTI nopra

B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToJie Onucanune

Port Howmep nopra kommyratopa, coorBerctBytomiero STP CIST ( u MSTI) nopty

CroumocTts niyTH Ha mopTy. HacTtpoiika Auto onpeaensieT CTOMMOCTb ITyTH B
COOTBETCTBHH CO CKOPOCTHIO (PU3MUECKOTO COSAMHEHUS, UCTIOb3Ys
3HaueHus, pekomenayemoie 802.1D. [Tonp30BaTenb TakkKe MOKET BBECTH
coOcTBeHHbIE 3HaUeHUs. CTOMMOCTb ITyTH MCIIOJIb3YETCS IPU YCTAaHOBICHUN
AKTUBHOW TOIOJIOTMH ceTH. [IOpThI ¢ HU3IIEH CTOMMOCTBIO ITYTH
YKa3bIBaeTCs KaK NepeJarolue nopTel. JJomyctumele 3HaueHus — ot 1 1o

Path Cost

www.symanitron.ru 41




m PykoBoactBo nonb3oBatena SWMG-168GC-GSFP-E-w

200000000.
Priorit [Ipuopurernocts noptoB. Mcronb3yeTcs A IPpUOpUTE3auU TOPTOB,
y MMEIOIIUX UIECHTUYHYIO CTOUMOCTD IyTU. (CMOTpUTE BHILIE)
Save Haxwmure, 4T00bI COXpaHUTh HACTPONKHU
Reset Haxwmure, 4T00b COPOCHUTH MOCIICTHIE U3MEHEHHS U BEPHYTH MPEIBIIYIINE
HAaCTPOMKHU
STP Bridges

[TpocmoTp coctosinust Bcex STP y310B.

Kaxxgas crpoka tabnuiel otoOpaskaeT nHpopmanuto 06 STP y3i1e; B KOJTOHKax 0TOOpaxkeHa
cieayronias nHpopMaIus:

STP Bridges
Auto-refresh []

3 Root Topology | Topology
nsa Shdoc it 1D | Port | Cost Flag Change Last
CIST 80:00-00:1F:94:33:44:55 80:00-00:1F:94:33:44:55 2 0  Steady ;

Puc. STP Bridges

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToute Onucanne

MSTI CereBoii y3en. ConepXUT TakKe CChUIKY Ha JieTainbHoe coctosinue STP y3na
Bridge ID Bridge ID storo cereBoro y3ia

Root ID Bridge ID teky1iero BeIOpaHHOTO KOPHEBOTO KOMMYTaTopa

Root Port ITopT KOMMyTaTOpa, HA3HAYEHHBIN KaK KOPHEBOU

CronmocTh KOPHEBOIO IyTH. 3HaYEHHE ISl KopHEBOro y31a — 0. g npyrux
Root Cost MOCTOB — CyMMa CTOMMOCTEN CBSI3€M HA ITyTH C HAUMEHBIIEH CTOMMOCTBIO K
KOPHEBOMY MOCTY.

Tekymiee cocrosinue (iara, OMOBENIAIONIET0 00 M3MEHEHUSIX B TOMOJIOTHH

Topology Flag JUIS 3TOTO YCTPOMCTBA.

Topology Bpewmsi, npomuieniiee ¢ NocaeHEro U3MEHEHUs B TOMOJIOTHH.
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Change Last

Refresh

Haxxmute, 4T0061 OOHOBUTH CTPAHUILY

Auto-refresh

[TocraBbTe ramouky, YT0ObI BKIIOUUTH ABTOMATHYECKOE OOHOBIICHUE
CTpaHMIIBI.

Craryc STP nopra

STP CIST cratyc ¢pu3ndecKkux MopToB Ha BHIOPAHHOM KOMMYTaTOpe

STP Port Status
futo-refresh [ | Refresh

Port | CIST Role | CIST State | Uptime
1 Mon-5TP Forwarding -
2 Mon-5TP Forwarding -
2 MNon-5TP Forwarding -
4 MNon-5TP Forwarding -
5 Mon-5TP Forwarding -
6 Mon-5TP Forwarding -
7 MNon-5TP Forwarding -
2 MNon-5TP Forwarding -
9 Mon-5TP Forwarding -

10 Mon-5TP Forwarding -
11 Mon-STP Forwarding -
12 Mon-STP Forwarding -
13 Mon-5TP Forwarding -
14 Mon-5TP Forwarding -
15 Mon-STP Forwarding -
16 Mon-STP Forwarding -
17 Mon-5TP Forwarding -
18 Mon-5TP Forwarding -
19 Mon-STP Forwarding -
20 MNon-STP Forwarding -
21 Mon-5TP Forwarding -
22 Mon-5TP Forwarding -
22 MNon-STP Forwarding -
24 Mon-5TP Forwarding -

Puc. Cratyc STP nopra

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT0JIA:

IToute Onucanne

Port Howmep nopra

CIST Role Ponw mopra xak CIST nopra. Poxb mopra moxer ObiTh: AlterntaivePort,
BackupPort, RootPort wiu DesignatedPort.
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Texymuii cratyc STP nopra kak CIST nopra. CtaTyc mopta MOKeT

State N . . .
COOTBETCTBOBAThH OJJHOMY M3 3HaueHuil: Blocking, Learning, Forwarding.

Uptime Bpewms1, nporeaiiee nocie nocieAHeld MHULMAIN3alUH 10pTa

Refresh Haxwmure, 4T0661 0OHOBUTH CTPAHUILY

Auto-refresh

[TocraBbTe ramouky, YT00bI BKIIOUUTH ABTOMATHYECKOE OOHOBJICHUE
CTPAHMIIBIL.

Crarucruka STP

RSTP craructrka nopToB Ha BHIOpAHHOM KOMMYTaTOpe

STP Statistics

Auto-refresh [] [ Refresh || Clear |

Transmitted

Received Discarded

Port

MSTP | RSTP | STP | TCN | MSTP | RSTP | STP | TCN | Unknown | Illegal

No ports enabled

Puc. Cratuctuxa STP

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

IToute Onucanne
Port Howmep nopra
RSTP KonnuectBo nonydyennsix uian otnpasieHHeIXx BPDU o coctosann RSTP
STP KonnuectBo nonydennsix uinu otnpasiieHHbIXx BPDU o coctosuun STP
(ycrapesinas Bepcus)
TCN KonnyectBo nomyueHHbIX win otnpasieHHbIXx BPDU 06 n3MeHneHusx B
tonosioruu (Topology Change Notification)
Discarded KonnuecTBo nony4yeHHbIX (M 0TOpoOIIEHHBIX) Hepacnio3HaHHbIX BPDU o
Unknown COCTOSTHUM MOKPBIBAIOIIETO JEPEBA
Discarded KonnuecTBo nomy4eHHbIX (M 0TOpoIIeHHbIX) HeKoppekTHBIX BPDU o
Illegal COCTOSIHUH CBSI3YIOIIETO JiepeBa
Refresh Haxxmute, 4T00b1 OOHOBUTH CTPAHUILY
[TocTaBbTe rajnouky, 4ToObl BKIOUYUTH ABTOMAaTHYECKOE OOHOBIIEHUE
Auto-refresh
CTpaHULbI B OIIPEJICIICHHBIE UHTEPBAJIbI.
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4.1.6. VLAN

4.1.6.1. Hactpounka Bo VLAN

Hactpoiika u monutopunr uneHcrBa B VLAN nns Bceit cetu. IlomnepxkuBaerca no 64
VLAN. MoxHo no6aBisath u ynansate VLAN, a takxke yaactBytomniie Bo VLAN mopTel.

VLAN Membership Configuration

[ Open in new window |

Port Members

Delete | VLANID [1]2[3|4]5]6|7]8]9[10[11]12]13[14[15]16[17][18]10|20]21]22]|23]24

I

L i B B e e e e e o e e e e e e e g e o

[ Add new WLAN ] [ Save ] [ Reset ]

Puc. Hactpoiika Bo VLAN

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

one Onucanue

Delete [TocraBbTe ramouky, 4T00bI YAaaUTh 3anuck. OHa OyJeT yaajieHa BO BpeMmsl
CIIETYIOLIETO COXPAHCHHSI.

VLAN ID Beeaute VLAN ID

MAC Address | Beeaure MAC anpec

Port Members

OTMmeueHHbIe TOPTHI SIBNIAIOTCS yuacTHUKaMu VLAN.

Adding a New
Static Entry

Haxxmute Add New VLAN, uto6s1 106aButh HOBBIM VLAN ID. B Tabnuiy
Oynet nobasieH mycroi psin s HoBoit VLAN. JlomycTuMble 3HaYeHUs
VLAN ID — ot 1 1o 4095.

[Tpu naxartuu Save, VLAN Oyzet BxitoueHa. [Tocne storo VLAN Gyner
oToOpakeHa Ha JIpyTUX YCTPOMCTBaxX B CETH, HO y He€ He OyJieT MopTOB-
Y4aCTHUKOB.

VLAN 6e3 nopToB-y4acCTHUKOB Ha YCTPOHCTBE OyJIeT y/aleHa Npu HaKaTuu
Save.

Uro6s! ynanmuts 3amucu VLAN, Haxmute Delete.

IIpumep:

Hactpoiika VLAN Ha ocHOBe IOPTOB

(nst BXOsIIIIETO TIOPTA)

1. VLAN ID=50 ans nopra 1 Ha crpanune VLAN Membership Configuration.
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VLAN Membership Configuration

Port Members
Delete | VLANID [1]2]|3]a|5]6|7]8|o]10[11]12]13]14]15]16]17][18][10]20]21]22]23]24
Ll I 7 I O 7 7 3 2 O [ 2
MM }O0OO0D0OO00D0O0O0Ooo00oooooooon

[ Addnew VLAN |[Save | [ Reset |

%) ]

2. Hactpoiika VLAN Port 1 > orkimrounts VLAN Aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 ] All | | Specific |+ 50
P I All | |Specific '+ 50
3 ] All | | Specific + 1
4 IF] All | |Specific |+ 1

3. Hacrpoiika VLAN nopt 1 > Mode=specific, ID=50

VLAN Port Configuration

Port | VLAN Aware | Frame Type Pr.}rtl Lol
1 ] All + | || Specific |+ 50
2 IF] All | TSpechc S0
3 ] All | | Specific + 1
4 ] All w | | Specific |» 1
5 ] All | |Specific + 1
& IF] All | |Specific | # 1

(st ucxonsmero mopra)

1. VLAN ID=50 nns nopta 2 na crpanune VLAN Membership Configuration.
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VLAN Membership Configuration

ort Members

Delete | VLAN ID

P
1/2]|3]a|s5]6|7]8]0]10]

11[12[13]14]15]16[17[18]19]20[21]22]23]24

O O 7 I 7 7 O 7 I I % 2 = 2 7 I 7 7 2 N 4 i 2 Y e R e N
2 40 T Pl ]l ]l ) ]l ]
[ Addnew VLAN |[Save | [ Reset |

2. Hactpoiika VLAN noprta 2 > He Britoyate VLAN Aware

VLAN Port Configuration

3. Hactpoiika VLAN mopra 2 > Mode=specific, ID=50 (;1r000# makeT MOKET mepeaaBaThCs

4yepe3 UCXOSIIHIMA MOpT)

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | D
1 ] All | |Spedific |+ 50
2 ] Al v | |Specific v 50
3 L] Al v| |specific v 1
4 [F] All | | Specific |+ 1

Hactpoiika 802.1

Q Access port

([nst BXOsIIIIETO TIOPTA)
1. VLAN ID=50 na ctpanurie VLAN Membership Configuration
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VLAN Membership Configuration

Port Members
Delete [VLANID [1[2[3|4[5]6[7]8[9]10]11]12]13]14[15]16]17]18[19]20[21[22[23[24

O 4 | 2 2 2 R i 2 -2 2 2 2 e 4 [ 2 R 2 Ca  Ca [ A T e cd R I
O so MOOOOOOO0O0000000000000O O
| Add new VLAN | [sSave | [ Reset |

2. Hactpoiika VLAN nopra > Bxmtounts VLAN aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
i All « | | Specific + 50
2 [Fi All « | | Specific + i
3 ] all | | Specific w 1
il FI Al v | | Specific w 1

3. Hacrpoiika VLAN nopra > Mode=specific, ID=50

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | D
1 all ~ | | Specific » 50
2 L All v
3 O All | | Specific + 1
4 F All ~ | | Specific » 1

(s mcxomsAmero mopTa)
1. VLAN ID=50 na crpanuiie VLAN Membership Configuration
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VLAN Membership Configuration

[ Open in new window |

Port Members
Delete v'fg" 1(2(2|4|5|6|7(8(9|10|11(12|12(14|15|16(17|18|19
[ 1 MMMMMMMMMMMMEMMMEAMMMMM
[l so MOOOOOOOO0O0O00O00000000
| Add new VLAN | [Save || Reset |

2. Hacrpoiika VLAN mopra > otkirounts VLAN Aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | 1D
1 O All v | | Specific v 50|
2 I All + | | Specific + 1
3 ] All | | Specific + i

3. Hacrpoiika VLAN nopta > Mode=specific, ID=50 (makers1 6€3 TerupoBaHus U ¢

TerupoBanueM = 50 MOTyT nepeaaBaThcs 4epe3 UCXOIAIINN TOPT)

VLAN Port Configuration

Port | VLAN Aware | Frame Type =i
1 O All v || Specific ¥ 50|
2 IF] All w ||"'_‘;."|::|ec|1r||: V 1
3 ] All | | Specific » 1

Hactpoiika 802.10 Tpanka

SWMG-168GC-GSFP-E-w SWMG-168GC-GSFP-E-w

(st BXOASIIIIETO TIOPTA)
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1. VLAN 1D=11,22,33 na crpanuiie VLAN Membership Configuration

VLAN Membership Configuration

| Open in new window |

Port Members
Delete wI_[‘:N 1(2|2|4|5|6|7|8(9|10{11|12|13|14|15|16(17
4 1 MMEEMEFEFFEFEFEFFEEFEFFFF
] npgMEOMMOOOOOOOOODOOOOO
O 2MMMOOOOOOOOOOOOO O
A BHMMMOOOOOOOOOOOO O O
| Add new viAN | [Save || Reset |
2. Hactpoiika VLAN noprta > Bxmounts VLAN aware
VLAN Port Configuration
Port VLAN
Port | VLAN Aware | Frame Type Mode | D
1 All ¥ | | specific ¥ 11]
P All | | Specific + 1
3 All | | Specific # 1
4 All | | Specific » 1
5 ] Al | | Specific » 1

3. Hactpoiika VLAN nopra > Mode=specific, ID=11

(Ecnu BXozsmuii maketT HeTernpoBaHHbIN, 1o0aBisercs Ter = 11; ecnu BXOAALIMHA nakeT
TErMpOBaHHBIN, IIepeaBaThCsl MOT'YT TOJIBKO 3 Bua naketoB VID=11,22,33)

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type
1 All b | | Specific ¥ 11]
2 All ~| | Speciic ¥ 1
3 All | | Specific + 1
4 All | | Specific 1
5 ] All | | Specific » 1
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(st mcxonsmero mopra)

1. VLAN 1D=11,22,33 na crpanuiie VLAN Membership Configuration

VLAN Membership Configuration

[ Open in new window |

Port Members
Delete w[_g" 1(2|2|4|5|6|7|8 2(13(14(15|16(|17
. 1 ¥ ¥ M MLV V]V
O 11 O 0O O & [¥ [ [¥ A 44 4|4 |4
O 22 O 0O O @+ [ B [ OO0000Ad
O] 33 [0 O Oy # [ B [+ A A4 A
| Add new VLAN | [Save || Reset |
2. Hactpoiika VLAN nopra > Bxmounts VLAN Aware
VLAN Port Configuration
Port VLAN

Port | VLAN Aware | Frame Type Mode | D

1 ] All « | | Specific + 1

2 Fi All | | Specific + 1

3 ] all | | Specific w 1

4 [F] Al | | Specific w 1

5 Al v| [specific 11]]
& All | | Specific + 1
7 all | | Specific » 1
8 All v | | Specific v 14
9 ] All + | |Specific * 1
10 Fi All | | Specific + 1

3. Hacrpoiika VLAN nopra 2 > Mode=none
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VLAN Port Configuration

Port | VLAN Aware | Frame Type HP:dr; “I[A:D
1 ] Al v| |specific v| | 1]
2 A Al v| | specific »| | 1]
3 ] |AII v| |specific v| | 1
4 Ll Specific v
5 | Specific v
6 |AII v| | specific »| |
7 |AII v| |specific v| |
g Specific v
9 ] | Specific v |—|
10 A |AII v| | specific »| | 1]

(Mcxonsamuit mopT MOKeT moJiydaTh nakeTsl ¢ Terom = 11,2233, [lepenaBatbes o
HCXOIAIIEMY TIOPTY MOXKET TOJIBKO MaKeT ¢ TeroM=11)

Hactpoiika VLAN B peaxume Q-in-0Q

o
R >

(Mms Bxogsmero mopra----ITopt 1)

SWMG-168GC-GSFP-E-w

1. VLAN ID=50 nns noptoB 1, 2 u 3 Ha crpanunie VLAN Membership Configuration
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VLAN Membership Configuration

[ Open in new window |

Port Members
Delete w[_[‘:" 1|2|2|a|s5|6|7|8|9(10{11|12|13|14|15|16(|17
OJ 1 ¥ ¥ vl ¥ [¥] [v] [v] [¥] ] ] ] W] ] ] ] [¥] ¥
] so WMEFMOOOOOOOOOOOOO O

| Add new VLAN || Save || Reset |

2. Hactpoiika VLAN noprta > Otkmrounts VLAN aware nis opra 1

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 O All | | Specific + 50
. All w | |Mone v
3 All “| |None %
4 [Fi All « | | Spedfic + i

3. Hacrpoiika VLAN nopra > [{ns nopta 1 Mode=specific, ID=50

VLAN Port Configuration

Port | VLAN Aware | Frame Type il AN
1 ] All « | | Specific + 50
. All «| [None |+
3 All “| |None #
| FI All w | | Specific w 1

(dmst ucxonsmero nopta----Iloprt 2)
1. VLAN ID=50 na crpanutie VLAN Membership Configuration

www.symanitron.ru 53




SrANTROY

PykoBoactBo nonb3oBatensa SWMG-168GC-GSFP-E-w

VLAN Membership Configuration

| Open in new window |

Port Members

Delete UII_SN 1(2|2|4|5|6|7|8|9|10(11|12|13(14|15|16(|17
] 1 [v] ¥ [v] [v¥] [¥] [¥] [¥] [¥] (¥ (W] (¥ ¥ [¥] [¥] [¥] [¥] [w]
] T d A D A d A d A ddddd A A A

| Add new vLAN | [Save || Reset |

2. Hacrtpoiika VLAN nopra > Bkimounts VLAN Aware 1t moptoB 2 u 3

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 O All | | Specific + 50
. All w | |Mone v
3 All “| |None %
4 [Fi All ~ | | Specific + i

3. Hacrpoiika VLAN nopra > Mode=none

(ITepenaBaTbes MO UCXOAALIEMY ITOPTY MOXKET TOJIBKO MaKeT ¢ TeroM=>50)

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 ] All « | | Specific * 50
2 All v| [None |»
3 All “| |None #
il FI All w | | Specific w 1

4.1.6.2. NpuBatHbin VLAN

Hactpoiika 1 MOHUTOpHHT WwieHCcTBa B npuBaTtHOM VLAN miisa kommyrtaropa. [lonp3oBaTens
MOXET J00aBIATh U yAansaTh npuBaTHble VLAN M NOPTHl YYaCTHMKOB KaXKJIOW HpPUBAaTHOMN
VLAN. IIpuBatHbie VLAN OCHOBBIBAIOTCS HA MacKe NOpPTa OTIPABUTENSA, KOTOPbIA HUKAaK HE
csizad ¢ VLAN. D10 3HauuT, uto HoMep VLAN u npusatHoir VLAN MoryT ObITH OMHAKOBBI.
YToOb! OTHPABIATH MAKETHI, OPT TOJKEH OBITh YHACTHUKOM M OObIYHOM, U mpuBaTHOH VLAN.
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ITo ymonmuanuto, Bce mOpThl HaxonsATcs B pexume VLAN unaware u SIBISIOTCA y4aCTHUKAMH
VLAN 1 u npuBarnoit VLAN 1.

[Topt B peskxume VLAN unaware MOXXeT ObITh Y4aCTHHUKOM TOJIbKO oHOM VLAN, HO MOXKET
OBITH YYaCTHUKOM HECKOJIbKUX IpUBaTHBIX VLAN.

Private VLAN Membership Configuration

[ open in new window |

Port Members
Delete |PYLANID [1|2]3]a[5]6]7[8]9]10[11]12[13]14]15]16]17|18]19]20]21|22]23]24
O IVMMHMMMMMMMEAMEMMMMEEEEEEFRFF®

| Add new Private WLaN | [ Save | [ Reset |

Puc. IIpuBarssiii VLAN

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanne

Delete [TocTaBbTe ranouky, 4ToObl yAaIUTh 3anuch. OHa OyJeT ynaaeHa BO Bpemst
CJIEIYIOLIEr0 COXPaHEHHUS.

Private VLAN . .

D ate ID yxazannoii npuBatHoii VLAN

MAC Address | Beeaure MAC anpec

OTMmeueHHBbIe 1101 - TOPThI-yyacTHUKYU NpuBatHOM VLAN. UTo6B! 100aBUTH
Port Members | mopt B mpuBatHyto VLAN, nocraBbre ranouky. [lo ymonuanuto H1 ouH
MOPT HE SIBJISIETCA YYaCTHUKOM, BCE IOJIS ITYCTHIE.

Haxwmure Add New Private VLAN, uToObl 100aBUTH HOBYIO IPUBATHYIO
VLAN. B tabnuiy 6yaet no6asiieH mycToil psja, KOTOPbIii MOKHO
HAcTpouTh. JlonmycTrMblil HHTEpBa 3HAUEHUN UACHTU(PUKATOpa IPUBATHON
VLAN paBeH KOJIMYeCTBY OPTOB KOMMYyTaTopa. JIroOble 3HaueHus 3a
Adding a New | mpegenamu 3TOro MHTEpBajia He OYAyT IPUHATHI U TIOSIBUTCS

Static Entry npenynpexaenue. Haxmure OK, 4ToObl y1anuTh HEKOPPEKTHYIO 3aITUCh,
i Haxmute Cancel, 4TOOBI BEpHYTHCS K HACTPOIIKaM U U3MEHUTh
3HAUEHHUE.

[Ipu naxxatun Save npuBatHas VLAN Oyzer BkitoueHa.

YroObl OTMEHUTH cOXpaHeHUe HOBBIX NMpuBaTHEIX VLAN, Haxkmute Delete.
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Port Isolation Configuration

| Open in

new window |

Port Mumber

1|(2[3]alslel7lal9|10]11]12]13]14]15]16]/17]18[19]20]21]22]23]24

OO00000000000000000000000

[ Save ][

Feset ]

IToae

Onucanune

Port Members

OTMeueHHbI€e 110JI4 - IOPTHI, ABJSIONIMECS ydacTHUKaMu npuBaTHOH VLAN.

4.1.7. SNMP

4.1.7.1. SNMP - System

SNMP System Configuration

Mode

Version

Read Community

Write Community

Engine ID

Enabled
SMMP v2C
public

private

Puc. SNMP - System

B Ta6J'II/IIl€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

Pexum pabotet SNMP.
Mode Enabled: Bxirounts SNMP

Disabled: Orxmrounts SNMP

[TonnepxuBaemas Bepcust SNMP.
\ersion SNMPv1: Vkazare SNMP Bepcuro 1

SNMPv2c: Vkazate SNMP Bepcuro 2¢

SNMPv3: Vkazate SNMP Bepcuro 3

Ctpoxka cooOriecTBa 1 MpaBa MpocMoTpa, pazpemnraromias 1octyn Kk SNMP
Read

. areHty. Jlonycrumas jymmHa ctpoku ot 0 1o 255, paspemens! Toabko ASCII

Community

cuMBOJIBI ¢ 33 110 126.
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[Tone cootBercTBYyeT TOJBKO SNMPVI 1 SNMPv2c. SNMPv3 ucnons3yer
USM it ayrenTudukanyy 1 KoHGUICHIHATFHOCTH, a CTPOKa COO0IIecTBa
COOTBETCTBYET Tabnwuile coodmects SNMPv3.

Crpoxka cooOriecTBa [uisl MpaBa 3anucu, pa3pemaronias 1octyn k SNMP
arenty. Jlonmyctumas jymHa ctpoku ot 0 1o 255, paspemiensl Tojibko ASCII
Write cuMBOJIBI ¢ 33 110 126

Community [Tone cooctBercTBYeT TONILKO SNMPV1 1 SNMPv2c. SNMPv3 ucnosnbsyer
USM nst ayreHTHGUKAIMT ¥ KOHPUISHITMATBHOCTH, a CTPOKa CO00IIecTBa
cooTBeTCTBYeT Tabmuie coobmects SNMPv3.

ID ycrpoiictea SNMP3. B cTpoke 10MKHO OBITh YETHOE KOTUYECTBO

Engine ID IIECTHA/IATEPUHIHBIX udp (ot }0 1o 64), ogHako He nomyckaroTcs Bee 0 unu
F. U3menene Engine ID npuBen€r K yaneHHuIo BCeX NEPBOHAYAIBHBIX
JIOKAJIbHBIX MOJIb30BATEIICH.

SNMP Trap Configuration
Trap Mode Disabled b
Trap Version SMNMP vl b
Trap Community public
Trap Destination Address 192.1658.10.99
Trap Authentication Failure Enabled b
Trap Link-up and Link-down Enabled b
Trap Inform Mode
Trap Inform Timeout (seconds)

Trap Inform Retry Times

[Saue ] [ Reset ]

Moae Onucanue

Pexum pabotet SNMP trap.
Trap Mode Enabled: Bxitounts SNMP trap
Disabled: Otkmrounts SNMP trap

[TonnepxuBaemas Bepcuss SNMP trap.
SNMPv1: Beibpate SNMP trap Bepcun 1
SNMPv2c: Beibpats SNMP trap Bepcuu 2¢
SNMPv3: Beiopate SNMP trap Bepcuu 3

Trap Version

Crtpoxka cooOriecTBa It TOCTyTa Mpy oTIpaske makera ¢ SNMP trap.

Trap Community Jonyctumas qymmHa ctpoku ot 0 1o 255, paspemens! Toabko ASCII

www.symanitron.ru 57




SrANTROY

PykoBoactBo nonb3oBatensa SWMG-168GC-GSFP-E-w

CUMBOJIBI ¢ 33 o 126

Trap Destination
Address

Anpec HazHaueHust SNMP trap

Trap Destination

IPv6 anpec HaznadyeHus trap kommyrtaropa. 128-6utHsiii [IPv6 anpec
3aMMCBIBAaCTCS B BUJIE BOCHMH IOJIEH U3 MaKCUMyM 4
HIeCTHAUATUPUYHBIX U(DP C TBOCTOUMSIMU, Pa3ACISAIOIIUMU KaXKI0€
none (:). Hanpumep, “fe80:215:¢5ff:fe03:4dc7”. CumBon “::” moxer

IPv6 Address WCIOJIb30BaThCS KaK COKPAIEHHBIHN cr1oco0 0TOOpakeHUs HECKOIbKUX
16-OuTHBIX TPy HYJICH; HO MOSIBISATHCS MOYKET TOJIBKO OJIMH Pa3.
Takske ucnonb3yercs ais KoppektHbix [IPv4 anpecos. Hanpumep,
“:192.1.2.34”.
Ycrpoiictesy SNMP paspenieno reHepupoBarts trap o cooe

Trap ayTeHTU(UKALNH.

Authentification Enabled: Brirounts onoBenienuss SNMP trap o c00sX ayTeHTHPUKAIIH

Failure Disabled: Otkmtounts onoBemenust SNMP trap o c6osix

aYTeHTI/I(bI/IKaI_II/II/I

Trap Link-up and

Omnosenienuss SNMP trap o cocTosiHUM TOPTOB
Enabled: Bxirounts onoBeniennss SNMP trap o BKItoYeHNH
OTKJIFOUEHUU CBSI3U

Timeout (seconds)

Link-down Disabled: Otxirounts onoserieanss SNMP trap o BKITIOUCHUH |
OTKJIIOYEHUU CBSI3U
Pexxum onoserienust SNMP trap.

Trap Inform ]

Mode Enabled: BxirounTs pexxum onosemieHust SNMP trap.
Disabled: Otximtounts pexxum onoserienuss SNMP trap.

Trap Inform Bpewms, B Teuenue KkoToporo ornpasistorcs onosemenns SNMP trap.

Jonyctumblii uaTepBan ot 0 1o 2147.

Trap Inform
Retry Times

KonnuectBo noneiTok otnpaBku onosenieHus: SNMP trap. {omyctumblit
untepBain ot 0 mo 255.

4.1.7.2. SNMP - coobwecTBa

Hacrpoiika Tabmuist SNMP-coobmects. KittoueBoit nuiexc - Community
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SNMPv3 Communities Configuration

Delete | Community | Source IP | Source Mask
] public 0.0.0.0 0.0.0.0
] private 0.0.0.0 0.0.0.0

|  Add new community | [save || Reset |

Puc. SNMP - CooOmectBa

B T3,6JII/IL[€ OIIMCaHbl OCHOBHBIC IT10JIA:

IToJsie Onucanune

UToOB! yIanuTh 3amnuch, mocTaBbTe rasiouky. OHa OyAeT yaajieHa rnocie
CIICYIOIIETO COXPAHCHHSI.

Delete

Crpoxka cooOriectBa, pazpemaromias goctyn SNMPv3 arenry. Jlomyctumas

Community JUTMHa cTpoku oT 1 10 32, pazpemenbl Tosibko ASCII cumBosibl ¢ 33 1o 126.

Source IP Ucxonnslii agpec 11 goctyna k SNMP

Source

Ucxonnag macka giig nocrymna kK SNMP
Mask A JUA I0CTY

4.1.7.3. Nonb3oBaTtenu SNMP

Hacrpoiika tabnuuel nonb3osareneit SNMPv3. KitoueBsie unaexcsl - ID ycTpoiicTBa 1 uMst
10JIB30BATEIS.

SNMPv3 Users Configuration

. User Security | Authentication | Authentication | Privacy Privacy
L e Name Level Protocol Password Protocol | Password
O 800007e5017f000001 default_user NoAuth, NoPriv Mone None MNone MNone
[ Addnewuser | [Save][Reset]

Puc. [Toxp3oBarenu SNMP

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT0JIA:

ITose Onucanue

YT00BI YAAJIUTD 3allUCh, TIOCTABBTC I'AJIOUKY. Ona GYJICT yAaJiCHa 1ocCiie
CICOYIOMETO COXpPaHCHU.

Delete

ID ycrpoiictea SNMP3. B cTpoke JOKHO OBITh UeTHOE KOJTMYECTBO

Engine ID
g mecTHaanarepudHbix nudp (ot 10 mo 64), oqnako He gomyckaroTcs Bee ()
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nmn F. Apxurektypa SNMPv3 ucnonb3yer Mozaenb 6€30MacHOCTH Ha
ocHoBe nojip3oBaress (USM) s 6e3onacHocTr coobmennii 1 VACM s
ynpasienus gocrynom. s 3ammcun USM kimrouamu OynyT
usmUserEnginelD u usmUserUsername. B o0bruHOM areHTe
usmUserEnginelD Bcerna siBnsiercs 3HauenrnemM snmpEnginelD.

OHo TaKxe MOXeT MpuHUMaTh 3HadeHue snmpEnginelD ynanennoro
SNMP ycTpoiicTBa, Ha KOTOPOE MOJIb30BAaTENIb MOXKET MIEPeAaBaTh JaHHBIC.
Hpyrumu cnoBamu, eciiu Engine ID pasen Engine ID cuctems,
MI0JIb30BATENb — JIOKAIBHBIN, B IPYTOM Clly4ae — yAAJICHHbIN.

User Name

Ctpoxka, onpeaessronas uMs rmojbp3oBatens. Jlomyctumas AMHa CTPOKU OT
1 no 32, paspemens! Toapko ASCII cumBossl ¢ 33 o 126.

Security Level

Mopenb 6e30macHOCTH.

NoAuth, NoPriv: OtcyrcTBre ayTeHTH()HUKAINN 1 TPUBATHOCTH

Auth, NoPriv: AyrenTndukanus 1 0OTCyTCTBHE IIPUBATHOCTH

Auth, Priv: AyrentTuduxanus u mpuBaTHOCTb

3HaueHHe YpoBHs O€30MaCHOCTH U3MEHSTh HENb3s, €CIIH 3aIHCh YKe
BBeeHa. [Ipexie Bcero yoeaurech, YTo 3HaYCHUE BBEJICHO KOPPEKTHO.

Authentication
Protocol

[TpoToxon ayTeHTHUKALINH.

None: OTcyrcTBUE MPOTOKOJIA ayTeHTH()UKAIUN

MDS5: ®ar, yka3plBaroLIMi Ha UCIIOJb30BAHUE I0JIB30BATENIEM IIPOTOKOJIA
ayreHTudukanuu MDS.

SHA: ®nar, yka3blBatolIuii Ha UCIOJIb30BaHUE MOJIb30BATENIEM IIPOTOKOJIA
ayreHTuukanuu SHA.

3HaueHue YpoBHS 0€30MacCHOCTH U3MEHATh HEINb3s, €CIIU 3aMUCh yKe
BBeneHa. [Ipexe Bcero yoenurech, YTo 3HAUCHHE BBEJEHO KOPPEKTHO.

Authentication
Password

[TpuBatHslit naposns. s npoTokona ayreHTUGUKauu MDS nonycrumas
JUIHA cTpoku oT 8 10 32. [lns nporokoina ayrentudukanuu SHA - ot 8 o
40. pazpemens! Toabko ASCII cumBosst ¢ 33 1o 126.

Privacy Protocol

ITpoToKOS IPUBATHOCTH

None: OtcyTcTBHE IPOTOKOIIA TPUBATHOCTU

DES: ®nar, yka3bIBaroluii Ha HCIOIb30BAHUE MOJIB30BATENEM NIPOTOKOIA
ayrentu¢ukanuu DES.

Privacy
Password

[Tapose mpuBatHOCTH. JlonmycTrMas JJIMHA CTPOKU OT 8 10 32, pa3penieHsl
Tosibko ASCII cumBoael ¢ 33 1o 126.

4.1.7.4. SNMP rpynnbl

Hacrpoiika Tabmuiel rpynn SNMPv3. KiroueBsie HHIEKCH — MOJI€NTb O€30MaCHOCTH U UMST

0€30IaCHOCTH.
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SNMPv3 Groups Configuration

Delete | Security Model | Security Name | Group Name
| vl public default_ro_group
F] vl private default_rw_group
| V2L public default_ro_group
4 VZ2C private default_rw_group
| LISm default_user default_rw_group
[ Addnewgroup | [Save|[Reset]

Puc. SNMP rpynmst

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

ITouie Onucanne
Delete UTo0bI yanuTh 3auch, HOCTaBbTE rajouky. OHa OyeT ynaieHa mocie
CJICAYIOIIETO COXPaHEHMUS.
Mozenps 6€301aCHOCTH.
Security v1: 3ape3epBupoBano st SNMPv1
Model v2c: 3apezepBupoBano 1t SNMPv2c
usm: Moienb 6e30macHOCTH Ha OCHOBE Tosbp3oBarens (USM)
. Nms GezomacHoCTH.
Security
Jonyctumast nmunaa ctpoku ot 1 10 32, paspermiensl Tonbko ASCII cumBoIIbI €
Name
33 no 126.
WM rpynmsl.
Group Name | lonmyctumas juinHa cTpoku ot 1 1o 32, paspemensl Toiabko ASCII cuMmBoOIIBI ©
33 o 126.

4.1.7.5. Tabnuua npocmotpa SNMP

Hacrpoiika Tabnuubl mpocmotpoB SNMPv3. KiroueBslie nunnekcsl — uMs npocmotpa u OID

rnojajaepena
SNMPv3 Views Configuration

Delete | View Name | View Type | OID Subtree
] default_view | included 1

| Addnew view | [Save][Reset |

Puc. Tabauua npocmotpa SNMP
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanue

Delete YtoObl yIanuTh 3aMnuch, HoctaBbTe rajnouky. OHa OyneT yaajieHa nocie
CJICIYIOIIETO COXPaHEHHUS.

. Nms nmpocmortpa.

View

Name Honyctumast nmuHa ctpoku ot 1 1o 32, pazpemiens Tojbko ASCII cumBouibl ¢ 33
no 126.
Tun npocMoTtpa.
Included: ®nar, mokaspIBarOMIKH, YTO TPOCMATPUBAEMOE TIOJIEPEBO JOJKHO OBITH
BKJIFOUEHO

View Excluded: ®mnar, moka3pIBaronuii, 4T0 MPOCMaTPUBAEMOE TIOACPEBO TOJKHO

Type OBbITh UCKITIOYEHO
B o6mem, ecniu 3naduenne view type — excluded, To momkHO cyliecTBOBaTh eimé
OJIHO 3HaYCHHUE MPOCMOTpa, 4ei TuIl - included, u koTopoe sBsieTcs 6osee
00IIMM, YeEM TaHHOE.

oID OID, onpenensomuii KOpeHb MOAJIEPEBa, J00ABISIEMbIN K JAHHOMY IPOCMOTDY.

Subtree Homyctumas mymmaa OID ot 1 no 128, pa3penieHbl TOIbKO U(PBI WITH 3BE30YKA
().

4.1.7.6. SNMP-Accesses

Hactpoiika tabmuuber SNMPv3 Acesses. KitoueBbie MHAEKCHI — HMSI TPYIIBI, MOJEINb
0€30MacHOCTH | YPOBEHBb O€30MaCHOCTH.

SNMPv3 Accesses Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
] default_ro_group any MNoAuth, NoPriv default_view Maone v
[F default_rw_group any NoAuth, NoPriv default_view default_view »
[ Addnew access | [Save ][ Reset |

Puc. SNMP-Accesses

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT0JIA:

IToge Onucanmne

Delete YToOB! yaIUTh 3aIHCh, TIOCTAaBbTE Taouky. OHa OyJeT yaajieHa mocie
CJICYIOIIETO COXPAHEHHSL.

Group Wmst TpyrmeL.
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Name Honyctumas nnuHa ctpoku ot 1 1o 32, paspemens! Toabko ASCII cumBobI ©
33 no 126.
Monenb 6e30nacHOCTH.
Securit Any: Jlonmyctuma mro0ast Mojienb 6e3omacHocTH (v1|v2ce|usm)
y v1: 3apesepBupoBano g SNMPv1
Model )
v2c: 3apesepBupoBano it SNMPv2c
usm: Mopenb 6e30MacHOCTH Ha OCHOBE MoJjib3oBaress (USM)
Mogenb 6€30MaCHOCTH.
Security NoAuth, NoPriv: OtcyTcTBUE ayTeHTU(PHUKAUN U IPUBATHOCTU
Level Auth, NoPriv: AyreHTuukanus 1 OTCyTCTBUE IPUBATHOCTH
Auth, Priv: AyrenTuduxaius u npuBaTHOCTb
Read View Nmsa MIB view, onpenensitoniee MIB 00beKTHI, 111 KOTOPBIX MOYKHO 3aIPOCHTh
Name TeKyIIMe 3HaueHus. Jlomyctumast irHa cTpoku oT 1 10 32, pa3perieHsl TOIbKO
ASCII cumBomsl ¢ 33 mo 126.
. . Hwms MIB view, onpezaensitoriiee MIB 00BeKTHI, 17151 KOTOPBIX MOKHO
Write View
YCTAHOBMUTD HoBbIe 3HaueHus1. JlonycTumas JuinHa cTpoku oT 1 1o 32,
Name
paspemiensl Toabk0 ASCII cumBodst ¢ 33 mo 126.

4.1.8. NMpuopuTtesauusa Tpaduka
4.1.8.1. HacTtpounka noptoB
Hactpoiikn QoS 1151 KasKaoro nopra.

OpeliMbl MOKHO KiaccupuuupoBath Ha 4 QoS kiacca npuopurTeTa: HU3KUN, HOPMaJIbHBIN,
CpeIHMH W BBICOKHH. YIpaBisaTh kiaccudukanuein MoxHo ¢ nomoupio QCL, HazHaue€HHOro
KaKJIOMY IIOPTY.

QCL cocTouT 13 ynopsiJou€HHOr0 cnucka, cogepsxamiero 10 12 QCE.

Kaxnprit QCE MoHO Bconb30BaTh ist Kiaccudukauu GpperiMoB Ha omnpeneneHHbie QoS
KJIACCHI.

Ora kiaccupukanusg MOXKeT ObITh OCHOBaHAa Ha Takux mapamerpax, kak VLAN ID,
UDP/TCP nopr, IPv4/IPv6 DSCP unu Tag Priority.

Opeiimbl, He noaxoasmue Hu kK ogHomy QCE, nmeror QoS kitacc, Ha3HAYEHHbIN I TOpTa
10 YMOJIYAHHUIO.

Hacrpoiika QoS nopros
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Port QoS Configuration

| Number of Classes ‘ 4 v |

Ingress Configuration Egress Configuration

Queue Weighted
Low | Normal | Medium | High

Port | Default Class | QCL # | Tag Priority | Queuing Mode

Low Strict Priority
Strict Priarity
Strict Priarity
Strict Priarity

b

Low A
L

W

Strict Priority
w

w

w

b

b

High
Low
Low
Strict Priority
Strict Priority
Strict Priority
Strict Priority
Strict Priority

Low
Low

Low

L e O T T o I R

Low

ST 0 0 0 0 ] 3
| | | | S S S S =T
L 0 o S 5
D oo D|l|lo||D||D||D||D||D
0 s o

=
(=]

Law

Puc. Hacrpoiika QoS noptos

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

Ioge Onucanmne

Port st kaxaoro nmopta npuBatHoit VLAN ecth nose.

Hactpoiika QoS kitacca mo yMonI4aHHIo 11 nopta, T.e. QoS Kitacca st
Default Class vp Q Y P Q
¢dpeiimoB, He noaxoasmux HU K ogHOMY QCE B QCL.

QCL# Bri6epute QCL, kxoTOpHIi OYIeT NCTIOJIB30BATHCS ISl YKa3aHHOTO MTOpTa

Br16epute npuopuTeT TEra no yMoJMaHUIo IS YKa3aHHOTO MopTa Mpu

Tag Priority -
no0aBJIeHUH Tera K HeTErHpOBaHHBIM (peiimam.
Queuing
Mode Bri6epute pexum ouepean s yKa3aHHOTO opTa
Queue HacTtpoiika B3Bemennoit ouepeau (Huzkas, Hopmanenas, Cpennss, Beicokast)

Weighted npu 3HaueHnu Queuing Mode — Weighted.

4.1.8.2. Cnucok ynpasneHus QoS
Cnucok QCE s onpenenennoro QCL

Kanpsl moxHO knaccuduimpoBath Ha 4 QoS mpuopuTeTa: HU3KUI, HOPMaTbHBINA, CPETHUN
U BBICOKHH.
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VYnpaBiate kiaccuukanueil MOKHO ¢ IOMOIIbI0 QOS Ha KaXKA0M MOPTY.
QCL cocTouT U3 ynopsiioueHHoro cnucka, cogepsxariero 10 12 QCE.

Kaxnpiii QCE M0HO UCIIONB30BaTh s Kiaccupukanuu GppeiimoB Ha onpeneneHHbie QoS
KJIACCHI.

Ora xinaccupuKanuss MOXKeT OBITh OCHOBaHAa Ha TakuX mapaMmerpax, kak VLAN ID,
UDP/TCP noprt, IPv4/IPv6 DSCP nmu Tag Priority.

@peliMbl, He noxaxonsaumue HU K oaHoMy QCE, umeror QoS kiacc, Ha3HAYEHHBIH IO
YMOJIYaHMIO IS [IOpTa.

QoS Control List Configuration

locL# (1 v/

QCE Type | Type Value | Traffic Class |
TCP/UDP Port 80 High

Puc. Cnucox QCE nns onpenenennoro QCL

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToae Onucanune

Bri6epute QCL, uTo6b1 MoKazath Tabmuiry co Bcemu QCE st

QCL# ykazanHoro QCL.

Omnpenensier none ¢peiima, koropoe QCE paccmarpuBaer amns
onpeneneHust QoS kiacca gpeiima.

Tumnsr QCE:

Ethernet: mone tuna Ethernet. Eciiu ¢peiim Teruposannsiii, Ethernet Type
CJIEIyeT 3a 3aroJIOBKOM Tera.

VLAN ID: [Ipumensiercst Tonbko eciu ppeiim umeer VLAN rer.
TCP/UDP Port: IPv4 TCP/UDP nopt oTnpaBuTENs UK MOTydaTes.
DSCP: IPv4 u [Pv6 DSCP

ToS: IIpuoputet pazmepHocThio 3 6ut B ToS Gaiite 3aronoska [Pv4/IPv6
(mone DS)

Tag Priority: Ilpuopurer nosnb3osarens. [lpumensiercst TONbKO eciu
¢peiim nmeet Ter VLAN unu npuopurera.

QCE Type
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3nauenue cornacHo ero QCE tumy.

Ethernet Type: 3snauenue Ethernet Type

VLAN ID: VLAN ID

TCP/UDP Port: nnanazon noptoB nporokoios TCP umu UDP
DSCP: 3nauenue [Pv4/IPv6 DSCP

Type Value

Traffic Class QoS knacc, cBsazannbiii ¢ QCE

MoskHo HacTpouTh B Tabnuie kaxabiii QCE, ucnonb3ys KHOIKH:
: BecraButh HOBBINM QCE nepen Tekyiieit cTpokoi

: Ismenuts QCE

: [lepememienne QCE BBepX 1O CIUCKY

: [lepemenienue QCE BHU3 110 criucky

: Yaanuts QCE

: Hiwxuuit mmroc 106aBIisieT HOBYIO 3anuch B KoHile crincka QCL

Modification
Buttons

4.1.8.3. NpepoTBpaLieHme WTOPMOB

Hacrpoiika ¢pyHKIIMH PEeIOTBPALICHUS IITOPMOB.

Storm Control Configuration

Frame Type | Status | Rate (pps)
Unicast ] 1 v
Multicast FI 1 v
Broadcast ] 1 w

[Saue ] [ Reset ]
Puc. [IpenorBpaienre mTopMoB

OrpaHuuyeHue  KOJMYECTBAa  MAaKeTOB B  OJHOAAPECHBIX,  MHOTOAJIPECHBIX U
MIMPOKOBEIIATENHBIX ITOpMax. OHM BIUSIOT TOJBKO Ha IITOPMOBBIE KaJpbl, TO €CTh TE, Y
koTopbiX (VLAN ID, DMAC) napa He otoOpaxena B Tabnuue MAC agpecos.

Cxopoctb paBHa 2n, rae n <15, umu No Limit. Equauneit ckopoctr MokeT ObITh MO0 pps
(makeTel B CeKyHAy), Ju00 kpps (kmiiomakeTsl B CEKyHOy). MOKHO HAacTpOUTh CKOpPOCTh
OJHOAQJPECHON, MHOTOAIPECHOM U IIMPOKOBEUIATEIbHOW IMepelayd MaKeTOB OTAENIBbHO.
(ITpumeuanue: @peiimbl, mnepenannsle Ha CPU  kommyraropa, Bceraa OTrpaHMYEHbI
npubnau3uTensbHo 10 4 kpps. Hanpumep, mmpoxosemartenbHas nepenaya B ynpasienun VLAN
OrpaHHMu€Ha J0 3TOro ypoBHs. Ynpasisiomyo VLAN M0XHO HACTpOUTh Ha CTPaHULIE HACTPOEK
IP).
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B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanue

Frame . - ;

Type Hactpoiiku yka3zaHHOTO THIIa KaJpoB: unicast, multicast unu broadcast.

Status BxitounTh WM OTKJIIOUUTH TPEIOTBPALCHHE IITOPMa JUIsl YKa3aHHOTO THIIa
KaJpoB
Enunnia ckopoctu — nmakeToB B cekyHay (pps). Hactpouts ckopocts kak: 1, 2, 4, 8,
16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K wnnu

Rate
1024K.
1 kpps = 1002.1 pps

4.1.8.4. Wizard

Wizard no3Bonsier ObicTpo HacTpouTh QCL.

Welcome to the QCL Configuration Wizard!

Please select an action:

0 Set up IP Cam High Performance

Increase IP Cam performance.

) Set up Port Policies

Group ports into several types according to different QCL policies.

O Set up Typical Network Application Rules
Set up the specific QCL for different typical network application quality contral.

O Set up ToS Precedence Mapping

Set up the traffic class mapping to the precedence part of ToS (3 bits) when receiving IPv4/IPvo packets.

O Set up VLAN Tag Priority Mapping
Set up the traffic class mapping to the user priority value (3 bits) when receiving VLAN tagged packets.

To continue, click Next.

Puc. Wizard

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT10JIA:

ITose

Onucanue

Set up Port Policies CrpynnupoBaTs opTsl 1o Tumam cornacHo QCL monutuke.
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Application Rules

Set up Typical Network

VYkazats onpeaenéuubiii QCL 171 KOHTPOJIA KayecTBa
CTaHJIAPTHBIX CETEH.

Set up ToS Precedence
Mapping

VYKkasarp Kiacc nepeiaun JaHHbIX, COOTBETCTBYIOIIUH MO0
npuoputera ToS (3 Outa) npu noxydenun [IPv4/IPv6 makeros.

Set up VLAN tag
Priority Mapping

VYKazaTh KJIacc NepeJadn JaHHbIX, COOTBETCTBYIOIUI IPHOPUTETY
noJsib3oBarens (3 Oura) npu noiaydeHuu nakeroB ¢ VLAN Terom.

4.1.9. IGMP

4.1.9.1. IGMP Snooping

Hacrpoiika IGMP Snooping.

IGMP Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMC Flooding enabled []

O

VLAN ID | Snooping Enabled | IGMP Querier

1

O

Port Related Configuration

Port | Router Port | Fast Leave

L B o N B N B

OOO0OnO

O
O
O
Cl
O

Puc. Uatepdeiic IGMP Snooping

B Tabnuie onucadnsl OCHOBHBIE TTOJIS:

IMoge Onucanue
Snooping .
Enabled Bxmounts IGMP Snooping

Unregistered
IPMC Flooding

BxirounTs nepenady HezapeructpupoBaHHbeix [PMC
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enabled

VLAN ID

Wnentudpukarop VLAN

IGMP Snooping
enabled

Bxutounts IGMP Snooping st VLAN

IGMP Querier

Brutounts IGMP Querier Bo VLAN. Querier OyaeT oTpaBiisiTh 3apOCHI,
ecnu B TeueHue 255 cekynn nocie BriaoueHuss IGMP Querier coobmenue
He noctynut. MaTepBan kaxmoro Querier — 125 cekyHa, OH MEpECTaHET
nerictBoBath kKak IGMP Querier, ecniu momyuut Querier oT Ipyrux
YCTPOMCTB.

Router Port

Ha3naubTe nopThl Kak mopTel Mapuipyrusaropa. [loprom mapuipyruzaropa
apisieTcst nopT Ethernet koMmMmyTaTopa, KOTOpPBIN BEIET K YCTPOUCTBY 3
YPOBHSI, ITOJIEP)KUBAIOIIIEMY IPYIIIOBYIO pacchuiky win k IGMP Querier.
Ecnu nopt, ydacTByromui B arperaiuu, OnpeeacH Kak nopT
MapIIpyTHU3aTopa, BCs arperanus Oyaet paboTaTh Kak MOpT
MapIIpyTH3aTopa.

Fast Leave

BxitounTh Ha MOPTY PYHKIUIO OBICTPOTO OTKIIOYCHUS

4.1.9.2. CoctosiHne IGMP Snooping

auto-refresh [ [ Refresh | [ clear | [ Openin new window |

IGMP Snooping Status

Statistics
YLAN | Querier | Querier | Querier | V1 Reports | ¥2 Reports | ¥3 Reports | V2 Leave
ID Status | Transmit | Receive Receive Receive Receive Receive
1 IDLE ] u] u] u] u] u]

IGMP Groups

Port Members

VLAN ID | Groups |1]2|3|4|s|6|7|8|9|10]11]12]13][14][15[16[17][18]10]20]|21|22|23|24

Mo IGMP groups

Router Port

Port | Status

200 =1 M 01 o 0D NI
1

WWwWw.symanitron.ru

Puc. Cocrosinue IGMP Snooping

69




SrANTROY

PykoBoactBo nonb3oBatensa SWMG-168GC-GSFP-E-w

B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IoJe Onucanue
VLAN ID Wnentuduxatop VLAN
Groups IGMP rpymnma. MakcumanbHOE KOJUYECTBO — 128 rpynim A Kaxa0u

VLAN

Port Members

[TopThl, KOTOpPBIE YUACTHBYIOT B IPYIIIE

Querier Status

Cratyc Querier — Active wu ldle

Querier Transmit

KomnuecTBo nepenannbix Querier

Querier Receive

KonnuectBo nomyuyennsix Querier

V1 Reports

. KOJ‘II/I‘IGCTBO HOJ'Iy‘ICHHBIX Vl OTUYCTOB
Receive
V2 Reports

. p KOJ‘II/I‘IGCTBO HOJ'Iy‘ICHHBIX V2 OTUYCTOB
Receive
V3 Reports

. KOJ‘II/I‘IGCTBO HOJ'Iy‘ICHHBIX V3 OTUYCTOB
Receive

V2 Leave Receive

KonunuecTBo nomyueHHbIX V2 OTKIIOUEHUN

Refresh

Haxwmure, 4T06b61 0OHOBUTH CTPAHUILY

Clear

OYHCTUTH BCE CUETUUKHU

Auto-refresh

ITocTaBbTe ranouky, 4T00bI BKIIOUUTH ABTOMATHYECKOE OOHOBJIEHUE
CTPAHMIIBI.

4.1.10. BesonacHoCcTb

4.1.10.1. ACL

Hacrpoiika ACL mnapametpoB (ACE) kaxjaoro mopra KOMMYyTaropa. OTH MapameTpbl
BIIUSIIOT Ha (peliMbl, MOJTydeHHbIE Ha TIOPTY, Moka (peiim He coBnazeT ¢ ACE.
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ACL Ports Configuration

[ Refresh | [ Clear |

Port | Policy ID | Action | Rate Limiter ID | Port Copy | Logging | Shutdown | Counter
1 |1 M| Pirmlt_v Disabled v Disabled & | |Disabled v Disabled v | 0
2 |1 (| _Egl’_lj1lt v »_Q[sabled v __vasabled v | |Disabled v Disabled v 0
3 11 M| Pe_rmlt_\_: Disabled ¥ Disabled ¥ | |Disabled ¥ Disabled ¥ | 0
4 11 il .,E’,eﬂ“it v '__E_)_i_sabled v '_Q'i_sabled v | |Disabled v Disabled v 0
5 |1 |Permit ¥ Disabled ¥ Disabled ¥ | |Disabled ¥ Disabled ¥ | 0
6 |1 ¥ [Permit ¥ .Ri.sabled v | |Disabled ¥ Disabled v Disabled v 0
7 1 M| 'mt_v Disabled v Disabled ¥ | |Disabled Disabled ¥ | 0
8 z _E_e£n1|t v Disabled v Disabled ¥ | |Disabled v Disabled v 0
9 1 ¥ 'Permnt v Disabled v Disabled & | |Disabled v Disabled ¥ | 0
10 1| [Permit v| Disabled v| |Disabled v| [Disabled v| |Disabled v 0

Puc. ACL

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToue Onucanne
Port Howmep nactpauBaemoro nopt
Policv 1D BriGepure nnentugukarop monutuku nopra. lonycrumsle 3Hadenus ot 1 go 8.
y 3HaveHue mo ymoiayaHuio — 1.
Action Pazpemuts (Permit) nim 3anperuts (Deny) nepenauy aanssix. [1o ymoruanuto
— Permit.
Rate Bribepure, kakoe orpaHu4YeHHE CKOPOCTH MTPUMEHHUThH K YKa3aHHOMY TIOPTY.

Limiter ID | Honyctumsie 3Hadenust — ot 1 10 15, wnu Disabled. ITo ymomganuto — Disabled.

Bri6epute, Ha Kakoii MOPT KONUPOBATh AaHHbIE. JloycTHMbIE 3HAUEHUS —

Port Copy Disabled wiu yka3anubiii Homepa nopra. I[To ymomuanuto — Disabled.

Omnpenenute cTaTyc BEJCHUS KypHaIa s YKa3aHHOTO TOpPTa.

Enabled: ®peiimMbl, oaydeHHBIE Yepe3 MOPT, XPAHATCS B )KypHaJle COOBITUH.
Logging Disabled: ®peiimbl, noayyeHHbIE YepE3 MOPT, HE BHOCATCS B JKypHalI COOBITUH.
[To ymomuanuto — Disabled. OGpatuTte BHUMaHKE, 4TO 00BEM NMaMATH KypHaja
COOBITHI M CKOPOCTB €T0 3aIOJIHEHHSI OTPAHUYCHBI.

VYkaxxuTe pexuM padoThl opTa.
Enabled: [Topt, uepe3 koTopsIii mosryueH Gppeitm, OyaeT OTKITIOYEH.

Shutdown .
Disabled: ®yHkiust oTKIIIOYEHA.
[To ymomuanmto — Disabled.
Counter Omnpenensier KoaM4ecTBO PpeliMoB, cooTBeTcTBYIOMUX ykazaHHOMY ACE.
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4.1.10.2. 802.1x

Hactpoiika ayTeHTHQUKAIIMN aAMHHHCTpPATOpa TMPU aBTOPHU3AIMH HA YCTPONCTBE depes
Telnet, SSH nnu uaTepHET.

Client Configuration

Client | Authentication Method | Fallback
telnet  |local ¥
ssh local v
web |local v
console | local v

Common Server Configuration

Timeout 15 Vvseconds
Dead Time | 300 | seconds

Hacrpoiika kiueHTa
B Tabnuie conepKuTcs OJUH PsiL 1T KQXKI0TO KIMEHTa U HECKOJIBKO CTOJIOOB!

Ioge Onucanune

Client KireHT, HacTpOWKKM KOTOPOTO MPEICTABICHBI HIKE

Merton ayreHTH(UKaLINY.

None: ayTeHTHQHUKAUSA OTKIIFOUEHA U BXOJI B CUCTEMY HEBO3MOKEH.
Local: ayrentudukarus yepes J0KanbHyr0 0a3y TaHHBIX

Radius: ayrentudukanus uyepe3 ynanennsiii Radius cepsep
Tacacs+: ayrentuduxanus yepes ynanennsiii TACACS+ cepsep

Authentication
Method

ITocraBbTe ranouky, 4roOs! BKIOUNTh QyHKIMio Fallback nis nokansHoM
ayreHTU(UKANUA. ECITH HU OZIMH U3 HACTPOSHHBIX CEPBEPOB

Fallback ayTeHTU(UKALIMU HE OTBEYAET, UCIIOJIb3YETCs JIOKaJIbHAs 0a3a JTaHHBIX.
OT0 BO3MOKHO TOJIBKO ecii Authentication Method nmeer 3Hauenue,
oTuyHOE OT none u local.

Save Haxwmure, 4T006b1 COXpaHUTh HACTPONKHU

Haxxmute, 4T00B1 COPOCHTH TOCTIETHUE U3MEHEHHS M BEPHYTH MPEABITYIINE

Reset o
HaCTpOI/IKI/I

OO0mme HacTpPOIiKK cepBepoB

OTU HACTPOMKU SABJISIOTCS OOIIMMU IS BCEX CEPBEPOB ayTeHTU(DUKAINH
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IToge Onucanune

Bpewms, B TeueHne KOTOPOro 0KUJaeTcs OTBET ¢ cepBepa — oT 3 g0 3600
cexyHz. Ecnu cepBep He oTBeuaeT B TeUeHHE YKa3aHHOTO BPEMEHH,
BO3MOKHO OH HaXOJIHUTCS B HEPAOOUYEeM COCTOSHUU, YCTPOHUCTBO HMPOIOJIKHT
paboTy C IPYTUM cepBEepOM (€CIId TAaKHE €CTh).

Timeout RADIUS cepsepa ucnonb3ytor UDP npotokos1, HeHa1exKHbIN O CYTH.
YroObl PeIOTBPATUTH TIOTEPIO (GPEHMOB, HHTEPBAJI, B TCYCHUE KOTOPOTO
OKUJIaeTCs OTBET, pa3/esieH Ha 3 yacTu OJMHAKOBOro pasmepa. Eciu no
OKOHYAHUH YaCTH HE MOJIyYeH OTBET, 3allPOC OTIPABISICTCS CHOBA. AJITOPUTM
MO3BOJISIET OTIIPABIIATH 3ampockl Radius cepepy 10 3 pa3 10 TOro, Kak oH
OyZeT cuuTaThCsl HepaboInM.

Dead Time — neprox ot 0 10 3600 cexyH1, B TE4CHUE KOTOPOTO KOMMYTATOP
He OyJIeT OTIPaBIIATH HOBBIE 3aIIPOCHI HAa CEPBEP, OT KOTOPOTO HE YIAIOCh
Dead Ti MOJIYYUTh OTBETUT Ha MPEABILIYIIUH 3ampoc. ITO MPEAOXPAHHUT CEPBEP OT

cad time MOCTOSIHHBIX 3aIPOCOB CO CTOPOHBI KOMMYTaTOPOB.

UtoOb!l BKIIOUUTH QPYHKIHIO, YKaxuTe 3HaueHue Dead Time 6obie 0, HO

TOJIBKO €CJIM CEPBEPOB YKA3aHO 60J'IBIHG, 4YCM OJHH.

RADIUS Authentication Server Configuration

# | Enabled | IP Address | Port | Secret
]
]
]
[]
[]

[ B O N B N R

RADIUS Accounting Server Configuration

# | Enabled | IP Address | Port | Secret

o000

Hacrpoiika Radius cepBepa
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Ioue Onucanne
# Howmep Radius cepBepa, HaCTpoiKkH KOTOPOTO MPEACTABICHBI HUXKE
Enable [TocraBbTe ramouky, 4To0b! BKIIOUNTH Radius cepsep

ITocTaBbTe ranmouky, 4ToOsl BKIOUNTH fallback mis mokanbHOM
ayTeHTU(UKALUH.

1P Add Ecnu HY oJTMH M3 HACTPOCHHBIX CEPBEPOB ayTEHTU(UKAIIUY HE OTBEUYAET,
ress UCIIOJIb3YETCS JIOKAIbHAs 0a3a JaHHbBIX.

DTO BO3MOKHO TOJIBKO eciau Authentication Method nmeeT 3nauenue,

OTJINYHOE OT none u local.

Port UDP nopr, ucnons3yrommiics Radius cepsepom. Ecin 3Hauenue — 0, Oyner
MCIOJIb30BaH MOPT 1o ymomyanuio (1812).

CekpeTHBIif KITI04, COBMECTHO HCIIONIb3yeMblii Radius cepsepom
Secret ayTeHTH(UKAUH U BceMH KoMMmyTaTopamu. Ero amiaa MoxeT ObITh 10 29
3HAKOB.

4.1.11. OnoBeLlleHuUA.
4.1.11.1. OnoBewieHue o cboe

[Tpu BO3ZHMKHOBEHWH JTIOOBIX COOEB HA MAHEIM KOMMYTATOpa 3arOPUTCS HHAUKATOP cO0s 1
Ha peJjie B TO ke BpeMsi Oy/eT MmoJiaH CUTHAJ.
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Fault Alarm

Power Failure
[JPWR 1 [CJPWR 2

Port Link Down/Broken

Port |Active
N [
. [
B [
4 | [
5N [
B [
. [
8 | [
o [
10 | [
e (]

Puc. Onoserienue o cooe

B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

Power Failure Otmersre PWR1 mimu PWR2 11 MOHUTOpHHTA TUTAHUS
Port Link OtmeTtsTe nOpTHI € 1 10 8 111 MOHUTOPHUHTA
Down/Broken

Apply Haxxmute Apply, 4TOOBI IPUMEHNUTH HACTPONKHU

Help [Tokasate cripaBKy

4.1.11.2. CucteMHbIe coObITUA

SYSLOG - 310 nnpoToKoJ Hepeiaun yBeIOMICHHH O COOBITUSX Yepe3 CETh.

O6patutecs k RFC 3164 — IIpotokon BSD SYSLOG
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Syslog Server

IP Address | [0.0.0.0

[Save ] [ Reset ]

Puc. Cucremusie cOOBITHSA

B TaGJII/IL[e OIIMCaHbl OCHOBHBIC IT10JIA:

Hone Onucanue

IP Address IP anpec ynanennoro SYSLOG cepsepa

Apply Haxxmute Apply, 4TOOBI IPUMEHHUTH HACTPOHKH
Help [Tokazatb cpaBKy

4.1.12. MOHUTOPUHI U ANArHOCTUKA

4.1.12.1. Tabnuua MAC appecoB

Hacrpoiika Tabaunst MAC agpecoB. YcTaHOBUTE MHTEpBajIbl XPaHEHUS B JMHAMUYECKOU

Tabuie U HacTpoiite ctarndeckyto Tabnuy MAC anpecos.
MAC Address Table Configuration

Aqging Configuration

Disable Automatic Aging |[ ]
Age Time 200 seconds

MAC Table Learning

Port Members
1]z2[3[als]e[7[8]9]10]11[12[13[14]15[16]17[18]19]20[21[22[23][24
LN ONONONONONONONONONONO] [ONONONONONONONONONONONO]
Disable O O OO O C OO OCC O

Secure O O OO OCCOOOCCCO

Static MAC Table Configuration

@
(ONONCNONONCNONONONONONCNO)
OHONCHONONCHONONONONONONO)

Port Members

Delete | VLAN ID [ MAC Address [1[2[3]a]s]6]7]8]9]10]11][12[13][14]15]16]17]18[10[20]21]22]23]24

[ Add new static entry |

Puc. Ta6auma MAC agpecoB
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ITepuon crapennss MAC agpecoB B Tabunue

[To ymomyanuto, nuHaMuueckue 3anmucu yaausrores u3 MAC tabmmnbsl yepe3 300 cexkyH.
Jpyrumu cioBaMu, 3allMCU YCTapeBalOT B TaOIHIIE.

BBenuTe 3HaueHWe B CEeKyHIaX, 4yToObl HACTPOWMTH Iepuoja crapeHus. Hampumep, Age
time CEKYH]I.

Honycrumblie 3nauenus - ot 10 1o 1000000 cexyn.

[TocraBpTe ramouky Ha Disable automatic aging, 4TOOBI OTKJIIOYHTH aBTOMAaTHYECKOE
CTapeHHe JMHAMUYECKUX 3aIruceil.

3anoanenne tadauubst MAC agpecos

Ecnu pexum 3anmoMuHaHus JUIsl yKa3aHHOTO MOPTa BBIAEIEH CEPbIM LIBETOM, 3TOT PEKUM
KOHTPOJIMPYETCS] APYTUM MOJYJIEM, [IO3TOMY I10JIb30BaTENIb HE MOXKET €ro U3MeHuTh. [Ipumep
Takoro Mmonyisi — Ayrenrudukanus Ha ocnoBe MAC Hike 802.1x

MAC Table Learning

Port Members
1](2[3]a]|s5]e[7[8]9[10[11]12[13[14]15]16]17[18]19]20[21][22]23|24
NG ENONONONONONONONONONONONONONONONONONONONONONONONO!
Disable D O OO OO OCCOCOOQOOOCO0OLOCO0OCOO0O
Secure O O 0O OO0 CC OO OO0 OO0 CO0OCO000CO0O0

Puc. 3anonnenue tabnuist MAC aapecoB

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IHone Onucanne

Auto ABTOMaTH4eckoe 00yueHHe HAYHETCs KaK TOJIbKO OyIeT MoyIyueH Kajip ¢
HeusBecTHBIM MAC agpecom OTIIpaBUTES.

Disable 3aroHeHHe TaOIHIIbI HE TIPOU3BOIUTCS
VYuuteiBatoTcs Tonbko ctatuueckue MAC 3amnucu, octajibHbIe (periMBbI
orOpacsiBatorcs. [Ipumeyanue: Y0eaurecs, YTO YCTPOMCTBO, HCIOIb3YIOLIEECs

Secure JUISL YIIpaBJI€HUSI KOMMYTaTOpOM, 100aBieHo B Tabauiy ctatnueckux MAC

aJIpecoB 10 U3MEHEHHH B pekUMe 00yUeHUs, HHAYE OH Oy/IeT MOTEPsIH U MOXKET
OBITH BOCCTAHOBJIEH TOJIBKO C IIOMOIIBIO IPYroro (HE3alMILEeHHOr0) MopTa Win
MPH MOAKIIOYEHUH K KOMMYTaTOpy Yepe3 MOocie10BaTeIbHbIN HHTepdeEiic.

Tadoauuna crarmueckux MAC agpecos

B atoii Tabnuie nmokaszan crucok crarnueckux MAC anpecos. Tabmuia cratnaeckux MAC
aJIpecoB MOXKET coziepkKaTh 64 3amucH.
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B ta6aumne MAC anpecoB B nepByro ouepeab oroopakeH VLAN ID, zarem MAC anpeca.

Iouie Onucanue

Delete YroObl yaIuTh 3aKCh, TIOCTaBbTE Ta04Ky. OHa OyzaeT ynaneHa
M0CJIE CIIEIYIOUIETO COXPAHEHUSI.

VLAN ID Beeaute VLAN ID

MAC Address Beeaure MAC anpec

Port Members CBsi3aHHBIE TOPTBHI.

Haxxmute Add new static entry, 4To0bI 100aBUTH HOBYIO 3aITUChH B
tabnuny cratuuecknx MAC aapeco. Ykaxure VLAN ID, MAC
aZipec U MopThl yist HOBOM 3anucu. Haxkxmute Save.

Adding a New Static
Entry

4.1.12.2. 3epkanupoBaHue

Hacrpotiika 3epkainpoBaHus IOPTOB.

UTo0b! yCTPAaHUTh HENOJAJAKH B CETH, JaHHBIE MOTYT OBITh CKOMMPOBAHbI (MJIM OTPa’KEHBI)
Ha 3€pKaJIbHBI MOPT, Ha KOTOPOM CHEIMaJIbHOE YCTPOMCTBO OyAET aHalIW3UpPOBATH IMOTOK
JTAaHHBIX.

JlaHHBIE 111 KOIMPOBAHUS HA 36pKAJIbHBIN ITOPT:

Bce kanppl, mosiydeHHbIE Yepe3 yKa3aHHbIM MOPT (TakKe M3BECTHO KakK 3€pKaJIMpPOBAHUE
BXOJISILEro Tpaduka)

Bce ¢peiiMbl, epejaHHble yepe3 YKa3aHHBIA MOPT (TakKe M3BECTHO KaK 3epKalUpOBAHUE
UCXOJAIIEro Tpauka)

Ilopr, Ha KOTOpBIM OTpa)X€Hbl JaHHBIE, M3BECTEH KaK 3€pKaJbHbIM MOPT. Dpermbl
OTpPaXalOTCSI Ha IMOPTY, Ha KOTOPOM BKIIIOUEHO 3€pKalIMpOBaHUE BXojduiero (rx) Jubo
ucxosmero (tx) tpaduka. Disabled — oTkIIIOUNUTH 3epKaTpOBaHKE.

Mirror Configuration

Port to mirror to | Disabled +

Port| Mode
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

V= I, R =S U I S e
S0 5 1 58] 3 I o .S
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Puc. 3epkanupoBanue

B T3,6JII/IL[€ OIIMCaHbl OCHOBHBIC IT10JIA:

IToJse

Onucanune

Port

Jlornueckuii mOpT, HACTPOWKU KOTOPOTO MPEICTABICHBI HUKE.

Mode

BriGepure pexuM 3epKaarpoBaHus.

Rx only: [lannbie, momydeHHBIE Yepe3 YKa3aHHBIHN MOPT, oTpaxaroTcs. [lepemanapie
JaHHBIC HE OTPAXKAIOTCS.

Tx only: JlanHbIe, OTIpaBIeHHBIE Yepe3 YKa3aHHBIA MOPT, OTpaxaroTcs. [lomydeHHbIe
TaHHBIE HE OTPAKAIOTCS.

Disabled: Hu momyueHHbIe, HM OTIpaBICHHBIE JaHHBIE HE OTPayKAIOTCA.

Enabled: U nonydeHHsle, 1 OTIIpaBICHHBIEC JaHHBIE OTPAYKAIOTCSL.

[Mpumeuanue: Ha Tom nopty, Kyaa 3epKanupyroTcs JaHHbIE, OHH TIepeIatoTCs TOIBKO
OJIH pa3, MOATOMY JJIsl TAKUX OPTOB JOCTYITHBI TOJILKO peskuMbl Disabled u Rx.

4.1.12.3. XXypHan cob6bITui

Wudopmariys o coOBITUSIX HA KOMMYTaTOPE.

System Log Information

Auto-refresh [] [ Refresh ][Clear][ | <= ][ < ][ = ][ = ]

Level | all b

The total number of entries is 0 for the given level.

Start from ID |1 with |20 | entries per page.

1D | Level | Time | Message
Mo system log entries

Puc. Kypnan cobbIThii

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToae

Onucanune

ID

Wnentudukarop (>1) 3anucu B xypHaie cOOBITHI

Level

VYpoBeHb coObITHs. TUIIBI ypOBHEH:
Info: MHpopManinoHHbIH ypOBEHb
Warning: YpoBeHb OnoBeIieHus
Error: YpoBeHb ommoku

All: Bee ypoBHu
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Time Bpewms 3amnucu B )xypHane coObITUi

Message MAC aapec koMMyTaTopa

Refresh OO0OHOBIIEHHE 3aUCEN B )KypHAaIe cOOBITHH, HaunHas ¢ 1D Texyuiei 3anucu

2

Clear O4YHUCTUTH BCE 3aMKCH B )KypHAJIE COOBITHIA

Auto-

refresh [TocTaBbTe rayouKy, 4TOOBI BKIOYUTH aBTOMATHYECKOE OOHOBJICHUE CTPAHUIIBI.

<< OOHoBieHue 3anuceil B xypHaie coObITHH, HaunHas ¢ ID nepBoit 1ocTymHOR
3aIucu

<< OO6HoBNIEHME 3aMKCe B xKypHalle COOBITHI, 3aKaHYMBasl TOCIEAHEN MOKa3aHHOM
3aIIMChIO

o> OO6HoBNIEHHE 3aMKcel B )KypHasle COOBITHIA, HAUMHAS C TIOCTIeIHEN TOKa3aHHOM
3aMmcu

o> Oo6HoBNEHME 3aMKceil B xKypHalle COObITHIA, 3akaHnuuBas 1D nocnenneit
JIOCTYITHOM 3alucH

4.1.12.4. NoapobOHbLIe cBeaeHUA

[TonpoOHas nHGOpMaIus KypHaIa COObITUH.

Detailed System Log Information

| Refresh | l<< |[ << |[ 52 | ==l |

1D

Message

| Mo system log entry |

Puc. [TogpoGubIe cBeneHMS

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC ITOJIA:

ITose

Onucanue

ID

Unentudukatop (>1) 3amucu B )xypHaye COOBITHIA
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Message | [lonpoOHbie cooOIIeHNS O 3aITUCH B JKypHaJe COOBITUI

Refresh | OGHoBIeHUE 3amucelt B )KypHaie coObITui, HaunHas ¢ ID Tekymeit 3anucu

Clear OuncTUTD BCE 3aIIUCH B JKypHaJe COObITUI

<< OOGHOBJICHHE 3aMKCce B )KypHaJie coObITHH, HaurHas ¢ ID nmepBoit qocTymHOM
3amucu

<< OOGHOBJICHHE 3aIlUCEH B KypHaJIe COOBITUH, 3aKaHYMBAs TTOCIICTHEH TTOKa3aHHOM
3aIUChIO

o> OO6HoBNIEHUE 3aNUCeH B )KypHasle COOBITHIA, HAUMHAS C TIOCTIeIHEN TOKa3aHHOM
3amucu
OOHOBIICHHE 3aIIMCEl B )KypHaje COOBITHH, 3akaHuuBas 1D mociiequei 1oCTyIHOM

>>|

3alucu

4.1.12.5. NMpocMoTp cTaTUCTUKK Tpadmka

[TpocmoTp cTaTucTHKH 0011IeT0 TpaduKa Ha BCEX MOPTax KOMMYTaTopa.
Port Statistics Overview
auta-refresh [ | Refresh Clear

Port Packets Bytes Errors Drops Filtered
Receive | Transmit | Receive | Transmit | Receive | Transmit | Receive | Transmit | Receive
1 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0
= 0 0 0 0 0 0 0 0 0
= 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0
= 0 0 0 0 0 0 0 0 0
9 4238 13360856 1212045 233892639 0 0 0 0 10
10 7851581 7650132 1339026631 1338773146 1 0 0 0 7269323
11 ] u] ] a ] ] u] a a
12 ] ] u] a
13 5673199 5573207 993161513 9931561225 z ] u] a 3393419
14 ] u] ] a ] ] u] a a
15 5673199 S673207 993165797 0031561225 z ] u] a 3389155
15 7630128 7651585 1338772338 1339027421 1 ] u] a F2E60674
17 ] u] ] a ] ] u] a a
15 ] u] ] a ] ] u] a a
19 ] u] ] a ] ] u] a a
zZ0 ] u] ] a ] ] u] a a
Z1 ] u] ] a ] ] u] a a
22 ] u] ] a ] ] u] a a
23 ] u] ] a ] ] u] a a
24 ] u] ] a ] ] u] a a

Puc. Ilpocmotp cratuctuku Tpaduka

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT0JIA:

ITose Onucanue

Ports Howmep nopra
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Packets Kosim4yecTBO MoTy4eHHBIX U OTIPABJICHHBIX TAKETOB HA KAXKJIOM TIOPTY

Bytes KonnuecTBo Moy4eHHbIX ¥ OTIIPABICHHBIX 0AWTOB HA KAXKIOM MOPTY

Errors KonudecTBo GpeitMOB, MOTYyUUBIINX COOOIICHHE 00 OMNOKE, U KOJTUIESCTBO

HE3aBEPILICHHBIX Mepeay Ha KaXKI0M MOPTY

Drops KonunuectBo hpeliMOB, OTOPOILICHHBIX 110 IPUYHHE MEPETIOTHEHHS BXOISIINX
P VI UCXOJISIINX OYepeeH.

Filtered KonngecTBo momyyeHHbIX (GpeliMoB, OTGUIBTPOBAHHBIX B MIPOIECCE TepeIadn

Auto-

refresh [TocTaBbTe rajgouKy, YTOObI BKIHOYUTh aBTOMATUYECKOE OOHOBIICHHE CTPAHUIIBI.

Refresh OOHOBIIEHHUE 3aITUCEH B )KypHaAJIe COOBITHIA, HaunHas ¢ ID Tekyrei 3anucu

Clear O4HCTUTH BCE CUCTUUKH 3aITUCEH

4.1.12.6. MogpobHana cTaTUCTUKA

[TonpoOHas craructuka Tpaduka A BbIOpaHHOrO Mopra KoMMmyTraTopa. BriGepure nopr
KOMMYTaTopa, YTOOBI MOIYYUTh O HEM JETAJIbHYIO0 HHPOPMALIUIO.

[Toka3anHble CUETYMKH TIepeTaHHON HH(DOPMAIUK U CYETYMKHU OIIMOOK SIBISIOTCS OOIIUMHU
JUIsl IOJTY4eHHOM 1 OTHpPaBIEHHOM HH(pOpMAaLHH.

Detailed Port Statistics Port 1
Port 1 || Auto-refresh []

Receive Total Transmit Total

Rx Packets
Rx Octets
Rx Unicast
Rx Multicast

Tx Packets
Tx Octets
Tx Unicast
Tx Multicast

Rx Broadcast
Rx Pause

cooooo

Tx Broadcast
Tx Pause

oooOooo

Receive Size Counters

Transmit Size Counters

Rx 64 Bytes

Rx 65-127 Bytes

Rx 128-255 Bytes
Rx 256-511 Bytes
Rx 512-1023 Bytes
Rx 1024-1526 Bytes
Rx 1527- Bytes

coooooo

Tx 64 Bytes

Tx 65-127 Bytes

Tx 128-255 Bytes
Tx 256-511 Bytes
Tx 512-1023 Bytes
Tx 1024-1526 Bytes
Tx 1527- Bytes

Lo R [ s e B e B |

Receive Queue Counters

Transmit Queue Counters

Rx Low

0

Tx Low

Rx CRC/Alignment
Rx Undersize

Rx Oversize

Rx Fragments

Rx Jabber

Rx Filtered

0

ocOoooo

Tx Late/Exc. Coll.

4]
Rx Normal 0 Tx Normal 1]
Rx Medium 0 Tx Medium 1]
Rx High 0 Tx High 0
Receive Error Counters Transmit Error Counters
Rx Drops 0 Tx Drops

oo

Puc. Ilogpo6Has cratuctika

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT10JIA:
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Ioue Onucanne
Rx and Tx KonnyecTBo mosryueHHBIX U OTHPABICHHBIX (KOPPEKTHBIX U OUTHIX)
Packets MIaKEeTOB

Rx and Tx Octets

KomnnuecTBo momy4eHHbIX U OTIIPaBICHHBIX (KOPPEKTHBIX U OUTHIX) OAHTOB.
B sTom konmdaectBe conepxkarcs FCS, HO HCKITIOUAIOTCst OUTHI
COTJIACOBAHUSI.

Rx and Tx KonnuecTBo Momy4eHHbIX U OTIIPaBICHHbBIX (KOPPEKTHBIX U OUTHIX)
Unicast OJTHOAIPECHBIX MTAKETOB

Rx and Tx KoinuecTBo nony4eHHbIX U OTIIPaBIECHHBIX (KOPPEKTHBIX U OUTHIX)
Multicast MHOT03IPECHBIX MTAKETOB

Rx and Tx KonnuecTBo Mony4eHHbBIX U OTIIPABICHHBIX (KOPPEKTHBIX M OUTHIX)
Broadcast M POKOBEIIATCIBHBIX ITAKECTOB

Rx and Tx Pause

Komngectso MAC Control ¢peiiMOB, MOTy4eHHBIX WM OTIPABICHHBIX
yepe3 YKa3aHHbIM NOPT U uMeroux opcode (Ko onepanun),
npeAnuckIBaronuii Beimoninenue onepanuu PAUSE.

Rx Drops

KomgecTBo OTKIOHEHHBIX (hpEHMOB M3-3a mepenoaHeHus Oydepa npuema
WK TIepeIavH.

Rx
CRC/Alignment

KommgectBo dpeiiMoB, monydeHHbix ¢ ommbokamu CRC

Rx Undersize

KomgecTBo makeToB pa3MepoM MEHbBIIIE MUHUMAIBHOTO, TIOTYICHHBIX C
BatugaeiM CRC

Rx Oversize

KonnuecTBo makeToB pazmepom 00Jbllie MaKCUMaIbHOTO, TOTYYEHHBIX C
BanaabiM CRC

Rx Fragments

KonuuecTBo makeToB pazMepoM MEHBIIIE MUHUMAJIBLHOTO, TIOJYUYEHHBIX C
HeponyctuMmbiM CRC

KonnuecTBo makeToB pasMepomMm OoJIbIIIe MaKCUMAJIbHOT'O, ITOJIYUCHHBIX C

Rx Jabber
HegonyctuMmbiM CRC
. KonnuecTtBo monydeHHBIX GpeUMOB, OT(GHILTPOBAHHLIX B IIPOIIECCE
Rx Filtered ya bp 0T p pol
nepegadu
Tx Drobs KonmuaectBo gpeiiMOB, OTKIIOHEHHBIX U3-3a MEPETPYKEHHOCTH Oydepa
P BBIBOJIA
TX KonuuecTBo peiiMOB, OTKIIOHEHHBIX W3-3a TTOBTOPSOIICHCS WIIH TTO3THEH
Late/Exc.Coll. KOJUIA3UHU

Kopotkue ¢peiimbl — pazmepoM mMeHbIIe 64 6aiiToB.
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JlnmuHHEBIE PpeiiMbl — pa3MepoM OOJIbIIe YKa3aHHOW MaKCUMaJIbHOM JJTMHBI ppeiima Ha
YKa3aHHOM TIOPTY.

4.1.12.7. Ping-3anpocsbl

Otnpaska ICMP Ping nmaketoB ais npoBepku IP-coenunenust.

ICMP Ping

IP Address |0.0.0.0
Ping Size 64

Puc. Ping-3ampocsl

[Tocne naxxatus Start 6yayT otnpasiensl 5 naketoB ICMP, u nocie noixydenus orsera
6y,IlyT OTO6pa>KeHBI HOpH,Z[KOBBIfI HOMCED U BpEMs MCKIAY OTHpaBKOﬁ 3arpoca u NoJIy4CHUCM
orBera. Ctpanua OyaeT OOHOBIISATHCS aBTOMATUYECKH, II0KA HE OYAYT MOJIYy4YEHbI OTBETHI HAa BCE
MMAaKEThI, UJIN IIOKAa HE UCTCUYCT BPEMS OKUAAHUA.

PINGG6 server ::10.10.132.20

64 bytes from ::10.10.132.20: icmp_seq=0, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=1, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=2, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=3, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=4, time=0ms

Sent 5 packets, received 5 OK, 0 bad

Hacrpoiika ICMP nakeros:

IToJe Onucanue

P IP anpec Ha3HaueHus

Address o

Ping Size Pa3mep nonesnoit Harpy3ku ICMP makera. [JJonyctumsie 3Hauenust — ot 8 qo 1400

0aliToB.
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4.1.12.8. VeriPHY

VeriPHY Cable Diagnostics

Cable Status
Port | Pair A | Length A | Pair B | Length B | Pair C | Length C | Pair D | Length D
1 L 5 L - = - d : -

W oo~ Owm s wN
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'

Puc. VeriPHY

Haxxmute Start, yToOBI 3alyCTHTh AMArHOCTHKY. DTO 3aiimMeT mpumepHo 5 cekynia. Ecmu
BBIOpaHbl BCE IMOPTHI, 3TO MOXKET 3aHATh NpubausutTensHo 15 cekynn. Ilocne 3aBeprieHus,
CTpaHMIIa AaBTOMAaTHYECKH OOHOBUTCS M BBl CMOXKETE NMPOCMOTPETH Pe3yJIbTaThl TUArHOCTUKU
kabenst B Tabnuie coctostHus kaOems. Mwmeiite BBUAyY, uto VeriPHY moaxomuT Tombko s
kabeneit gnmuHo# 7-140 metpoB. [TopTel co ckopocthio 10 1 100 MOuT/C OyAyT OTKIIIOUYEHBI IPU
zanycke VeriPHY. Ilostomy, 3anyck VeriPHY Ha ynpasnsiomem nopty co ckopoctsio 10 u 100
MOUT/C TIpUBEIET K TOMY, UYTO KOMMYTATOp MepECTaHET OTBEYATh Ha 3ampockl, moka VeriPHY He
3aBEPIINAT PadoTy.

B Tabnuue onucadnsl OCHOBHBIE TTOJIS:
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IloJe Onucanmne

Port [TopT, KOTOPBII BB XOTUTE TUATHOCTUPOBATH ¢ moMonisio VeriPHY Cable

Diagnostics

Port: Homep nopta
Cable . P HOp o

Pair: cocTrositHue BUTOM napsl
Status

Length: nnuna (B MeTpax) BUTOM mapbl

4.1.13. Nepe3arpy3ka cucTembl

I[Tepesarpy3ka cucremsl. [locie BOCCTaHOBIIEHUS YCTPOWCTBO 3arpy3UTCs B OOBIYHOM
pexuMe.

Warm Reset

Are you sure you want to perform a Warm Restart?

Yes

Puc. Ilepesarpy3ka cucremsl

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC ITOJIA:

Iloae | Onucanue

Yes Haxwmure, 4T00bI IEpE3arpy3uTh YCTPOICTBO

No Haxwmure, 4ToObI BEpHYTHCS K CTPAHULIE COCTOSIHUS TIOpTa 0e3 nepe3arpy3Ku

4.1.14.Copoc HacTpoek

Co6poc Hactpoek ycTpoiictBa. Coxpansercs Toibko [P konduryparmus.
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Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

Yes

Puc. Copoc HacTpoek

B Ta6J'II/IHe OIIMCaHbl OCHOBHBIC ITOJIA:

IToae | Onucanue

Yes Haxkxmute, 4T0OBI COPOCUTH HACTPOUKH J0 3aBOJICKUX

No Haxkxmute, 9TOOBI BEpHYTHCS K CTPAHHIIE COCTOSHUS 1opTa 0e3 cOpoca HacTpoeK
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5. KomaHgHasa cTpokKa

5.1. YnpaBneHue ¢ NOMOLLbLI KOMaHAHOW CTPOKMN

Kpome web-ynpasienus, SWMG-168GC-GSFP-E-w Taxke 1oIep>KUBAIOT YIPaBICHHE C
MIOMOIIIBI0 KOMaH/IHOM CTPOKU. BBl MOXeTe ncroap30BaTh KOHCONb WK Telnet /i ynpaBieHus
KOMMYTaTOpPOM.

YnpasJ/ieHue ¢ NOMOIIbI0 KOMAHIHOW CTPOKH Yepe3 MoCj1e10BATeIbHbII KOHCOJIbHbIN
RS-232 nmopt (115200, 8, none, 1, none)

Jli1s HaCTpOMKM € MOMOUIBIO [TOCJIE0BATEIBLHOIO0 KOHCOIbHOIO RS-232 nopra ucnomne3syiite
kabenp RJ45 k DB9-F (DB-9 «mamay), 4TOOBI MOIKIHOYUTH KOHCOJIBHBIH RS-232 mopt
kommyTtaropa ¢ COM nopToM Ballero KOMIbOTEpa.

Jlist TOro, yTOOBI MOXYYUTH AOCTYII K KOHCOJIM Yepe3 nocienoBaresbhblii RS-232 kabensb:

lar 1. Ha pabouem cronme Windows Bwioepute Ilyck > Ilporpammer > CrangapTHbie >
Cgs3b > Hyper Terminal

@ Accessibility

- - s Y 3
'E Communications & HyperTerminal

@ Metwork Time Protocol  » (@1 Network and Dial-up Connections
@ System Tools 4 @ HyperTerminal

Ej Acrobat Reader 5.0

) Address Book

B8 Calculator

B¥ command Prompt

Q NetTime

@ Motepad

Windows Update % Paint
@ Windows Explorer

s » @ WordPad
@ MNetwork Associates  »
Documents » (33 startup »
& Internet Explorer
@ Outlook Express

ies

Programs

Settings

Search 4
Help

Run...

Shut Down. ..

MOo>KHO UCTIOIb30BaTh JIFOOOH APYroi SMyIIsATOp TEPMUHANA, TaKOH Kak Putty.

Iar 2. Beegure nMs 1T HOBOT'O COEIMHEHUSI
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I Vi New Connection - HyperTerminal - = =10f x|

File Edit Yiew Call Transfer Help

|

Connection Description _'7151

% New Connection
|

Enter a name and choose an icon for the connection:

Name:

Icon:

0K | Cancel |

Disconnected |Auto detect  |Auto detect [seroll  [cAPS  [num [Capture  [Print echo

Hlar 3. Beibepute Homep COM nopta Jyist €ro UCIoJIb30BaHMs

& termnial - HyperTerminal B — .=J.g.|l|

File Edit View Call Transfer Help

% termnial

Enter details for the phone number that you want to dial:

Country/region: ITaiwan [886) _'_I

Area code: 12

Phone number: |

Connect using: (ST
0K I Cancel I

o

Disconnected |auto detect  |Auto detect SCROLL  [CARS [Num  [Capture  [Print echo
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[ITar 4. Hacrpoiika cBoiictB COM mopta. 9600 mns OUT B CeKyHAY, 8 s OUT JaHHBIX,
None Jyist 4eTHOCTH, | JJIs CTOMOBBIX OMTOB U NONE AJIsL YIPABICHUS ITOTOKOM.

ermpial - HynerTerming
S| COM1 Properties ﬂil

[ Port Settings |

=10l

Bitz per second: I 9500

Ll

Data bits: I 8

L«

Parity: | Mone

Lol

Stop bitg; |1

Lol

Flow contral; |None

L«

Restore Defaults

Ok | Cancel | Apply I

I
4

[pisconnected [auko detect  [Auto detect [5CROLL [2APS  Num  [Capture  [Print echo

[Har 5. [TosBUTCS OKHO BXOJa B cUCTeMy. BBenurte nMs monp3oBaTelns U Mapoib (mapoiib
TaKoi ke, kak u 111 Web Opaysepa), 3aTeM HaxMuUTe enter.

Cossand Line Interface

ername

Fassword

Ynpasienue 4yepe3 Telnet

IIonp30BaTenu MOTYT UCIIOJIb30BATh Telnet JJIsA HaCTpOﬁKH KOMMYTAaTOpPOB.

3HaueHUs M0 YMOITYAHUIO:

e [P agpec: 192.168.10.1
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e Subnet Mask: 255.255.255.0
e Default Gateway: 192.168.10.254

e User Name: admin

e Password: admin
Jist TOro, YTOOBI MOXYYUTH AOCTYI K KOHCOH Telnet:

[lIar 1. HaGpatp telnet *IP ampec kommyraTtopa*™ M3 KOMaHIHOW cTpoku windows (Wiau
m000¥ aHaor)

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for vou.

Open: | telnet 192.168.10.1 ~|

| OK I Cancel l Browse... |

[Iar 2. [TosBUTCS OKHO BXO/a B CUCTeMy. BBenuTe MMsl MOJIb30BaTels U Napoiib (TIaposib
TaKoi ke, kak u 11 Web Opaysepa), 3aTeM HaxMuUTE enter.

s+ Teluet 192 168101 — ||:| x

Comnand Line Interface

Username =

Passuard =
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I'pynnsi komanjg

Command Groups :

Firmuware

System settings and reset options
Syzlog Server Configuration

IP configuration and Ping
Authentication

Port management

Link Aggregation

Link Aggregation Control Protocol
Spanning Tree Protocol

TEEE 882.1% port authentication
Internet Group Management Protocol snooping
Link Laver Discovery Protocol

MAC addrezs table

Uirtual LAN

Private ULAN

Quality of Service

Access Control List

Port mirroring

Load-Save of configuration via TFTP
Simple Metwork Management Protocol
Dowvnload of firmware via TFTP
Fault Alarm Configuration

Configuration [all] [<port_list>]

Reboot

Restore Default [keep_ip]

Contact [<contact>]

Name [<name>]

System>

Location [<location>]

Description [<description>]

Password <password>

Username [<username>]

Timezone [<offset>]

Log [<log_id>] [alllinfo|warning|error] [clear]
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Syslog

Syslog> ServerConfiguration [<ip_addr>]

Configuration

DHCP [enable|disable]

IP> Setup [<ip_addr>] [<ip_mask>] [<ip_router>] [<vid>]

Ping <ip_addr_string> [<ping_length>]

SNTP [<ip_addr_string>]

Auth

Configuration

Timeout [<timeout>]
Deadtime [<dead_time>]

RADIUS [<server_index>] [enable|disable] [<ip_addr_string>]
Auth> [<secret>] [<server_port>]

ACCT_RADIUS [<server_index>] [enable|disable] [<ip_addr_string>]
[<secret>] [<server_port>]

Client [console|telnet|ssh|jweb] [none|local|radius] [enable|disable]

Statistics [<server_index>]

Port

Configuration [<port_list>]

State [<port_list>] [enable|disable]

Port> Mode [<port_list>] [10hdx|10fdx|100hdx|100fdx|1000fdx|auto]

Flow Control [<port_list>] [enable|disable]

MaxFrame [<port_list>] [<max_frame>]
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Power [<port_list>] [enable|disable|actiphy|dynamic]

Excessive [<port_list>] [discard|restart]

Statistics [<port_list>] [<command>]

VeriPHY [<port_list>]

Aggr

Aggr>

Configuration

Add <port_list> [<aggr_id>]

Delete <aggr_id>

Lookup [<aggr_id>]

Mode [smac|dmac]ip|port] [enable|disable]

LACP

LACP>

Configuration [<port_list>]

Mode [<port_list>] [enable|disable]

Key [<port_list>] [<key>]

Role [<port_list>] [active|passive]

Status [<port_list>]

Statistics [<port_list>] [clear]

STP

STP>

Configuration

Version [<stp_version>]

Non-certified release, v

Txhold [<holdcount>]lt 15:15:15, Dec 6 2007

MaxAge [<max_age>]
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FwdDelay [<delay>]

bpduFilter [enable|disable]

bpduGuard [enable|disable]

recovery [<timeout>]

CName [<config-name>] [<integer>]

Status [<msti>] [<port_list>]

Msti Priority [<msti>] [<priority>]

Msti Map [<msti>] [clear]

Msti Add <msti> <vid>

Port Configuration [<port_list>]

Port Mode [<port_list>] [enable|disable]

Port Edge [<port_list>] [enable|disable]

Port AutoEdge [<port_list>] [enable|disable]

Port P2P [<port_list>] [enable|disable|auto]

Port RestrictedRole [<port_list>] [enable|disable]

Port RestrictedTcn [<port_list>] [enable|disable]
Port bpduGuard [<port_list>] [enable|disable]

Port Statistics [<port_list>]

Port Mcheck [<port_list>]

Msti Port Configuration [<msti>] [<port_list>]

Msti Port Cost [<msti>] [<port_list>] [<path_cost>]

Msti Port Priority [<msti>] [<port_list>] [<priority>]

Dotlx

Dotlx> Configuration [<port_list>]
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Mode [enable|disable]

State [<port_list>] [macbased|autolauthorized|unauthorized]

Authenticate [<port_list>] [now]

Reauthentication [enable|disable]

Period [<reauth_period>]

Timeout [<eapol_timeout>]

Statistics [<port_list>] [clear|eapol|radius]

Clients [<port_list>] [all|<client_cnt>]

Agetime [<age_time>]

Holdtime [<hold_time>]

IGMP

IGMP>

Configuration [<port_list>]

Mode [enable|disable]

State [<vid>] [enable|disable]

Querier [<vid>] [enable|disable]

Fastleave [<port_list>] [enable|disable]

Router [<port_list>] [enable|disable]

Flooding [enable|disable]

Groups [<vid>]

Status [<vid>]

LLDP

LLDP>

Configuration [<port_list>]

Mode [<port_list>] [enable|disable|rx|tx]
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Optional_TLV
[<port_list>][port_descr|sys_name|sys_descr|sys_capajmgmt_addr]
[enable|disable]

Interval [<interval>]

Hold [<hold>]

Delay [<delay>]

Reinit [<reinit>]

Info [<port_list>]

Statistics [<port_list>] [clear]

MAC

MAC>

Configuration [<port_list>]

Add <mac_addr> <port_list> [<vid>]

Delete <mac_addr> [<vid>]

Lookup <mac_addr> [<vid>]

Agetime [<age_time>]

Learning [<port_list>] [auto|disable|secure]

Dump [<mac_max>] [<mac_addr>] [<vid>]

Statistics [<port_list>]

Flush

VLAN

VLAN>

Configuration [<port_list>]

Aware [<port_list>] [enable|disable]

PVID [<port_list>] [<vid>|none]

FrameType [<port_list>] [all[tagged]
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Add <vid> [<port_list>]

Delete <vid>

Lookup [<vid>]

PVLAN

PVLAN>

Configuration [<port_list>]

Add <pvlan_id> [<port_list>]

Delete <pvlan_id>

Lookup [<pvlan_id>]

Isolate [<port_list>] [enable|disable]

QOS

QoS>

Configuration [<port_list>]

Classes [<class>]

Default [<port_list>] [<class>]

Tagprio [<port_list>] [<tag_prio>]

QCL Port [<port_list>] [<qcl_id>]

QCL Add [<qcl_id>] [<qgce_id>] [<qce_id_next>]
(etype <etype>) |

(vid <vid>) |

(port <udp_tcp_port>) |

(dscp <dscp>) |

(tos <tos_list>) |

(tag_prio <tag_prio_list>)

<class>

QCL Delete <qcl_id> <qce_id>
QCL Lookup [<qcl_id>] [<qgce_id>]
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Mode [<port_list>] [strictjweighted]

Weight [<port_list>] [<class>] [<weight>]

Rate Limiter [<port_list>] [enable|disable] [<bit_rate>]

Shaper [<port_list>] [enable|disable] [<bit_rate>]

Storm Unicast [enable|disable] [<packet_rate>]

Storm Multicast [enable|disable] [<packet_rate>]

Storm Broadcast [enable|disable] [<packet_rate>]

ACL

Configuration [<port_list>]

Action [<port_list>] [permit|deny] [<rate_limiter>] [<port_copy>]
[<logging>] [<shutdown>]
Policy [<port_list>] [<policy>]

Rate [<rate_limiter_list>] [<packet_rate>]

ACL>

Add [<ace_id>] [<ace_id_next>] [switch | (port <port>) | (policy <policy>)]
[<vid>] [<tag_prio>] [<dmac_type>]

[(etype [<etype>] [<smac>] [<dmac>]) |

(arp [<sip>] [<dip>] [<smac>] [<arp_opcode>] [<arp_flags>]) |

(ip [<sip>] [<dip>] [<protocol>] [<ip_flags>]) |

(icmp [<sip>] [<dip>] [<icmp_type>] [<icmp_code>] [<ip_flags>]) |

(udp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>]) |

(tcp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>] [<tcp_flags>])]
[permit/deny] [<rate_limiter>] [<port_copy>] [<logging>] [<shutdown>]
Delete <ace_id>

Lookup [<ace_id>]

Clear
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Mirror
Configuration [<port_list>]
Mirror> Port [<port>|disable]
Mode [<port_list>] [enable|disable|rx|tx]
Config
Save <ip_server> <file_name>
Config>
Load <ip_server> <file_name> [check]
SNMP
Trap Inform Retry Times [<retries>]
Trap Probe Security Engine ID [enable|disable]
Trap Security Engine ID [<engineid>]
Trap Security Name [<security name>]
Engine ID [<engineid>]
Community Add <community> [<ip_addr>] [<ip_mask>]
Community Delete <index>
Community Lookup [<index>]
SNMP>

User Add <engineid> <user_name> [MD5|SHA] [<auth_password>]
[DES]

[<priv_password>]

User Delete <index>

User Changekey <engineid> <user_name> <auth_password>
[<priv_password>]

User Lookup [<index>]

Group Add <security_model> <security _name> <group_name>

Group Delete <index>
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Group Lookup [<index>]

View Add <view_name> [included|excluded] <oid_subtree>

View Delete <index>

View Lookup [<index>]

Access Add <group_name> <security_model> <security_level>

[<read_view_name>] [<write_view_name>]

Access Delete <index>

Access Lookup [<index>]

Firmware
Firmware> Load <ip_addr_string> <file_name>
Fault
Alarm PortLinkDown [<port_list>] [enable|disable]
Fault>
Alarm PowerFailure [pwrl|pwr2|pwr3] [enable|disable]
SFLOW
mode [enable|disable]
version [v2|v5]
rate [<integer>]
SFLOW> interval [<integer>]

coladdr [<ip_addr>]

colport [<integer>]

show
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6. TexHu4eckune cneunukaumm

Monens koMmMyTaTopa

SWMG-168GC-GSFP-w SWMG-168GC-GSFP-E-w

du3nyecKue nopThl

T'uraburasie

10/100/1000 Base-T(X) 16
u 100/1000Base-X SFP

combo MOPTHI

100/1000Base-X SFP 8

MIOPTHI

TexHosorus

Crannapte! Ethernet

802.3 10Base-T

802.3u 100Base-TX, 100BaseFX
802.3z 1000Base-X
802.3ab 1000BaseTX
802.3x Flow Control
802.3ad LACP

802.1D STP

802.1p COS

802.1Q VLAN Tagging
802.1w RSTP

802.1s MSTP

802.1x Authentification
802.1AB LLDP

MAC anpeca 8000
IIpuopurernsie 4
ouepenu

[lepenaya naHHBIX

Store-and-Forward

JlaTeHTHOCTB: 7 MKC
[IpomnyckHas cnocoOHOCTh: 48 ['0ut/c

CsoiicTBa
OMMYTATODA MakcumanbHoe KoinuecTBO A0cTynmHbIX VLAN: 256
y p Mpuoroanpecuslie rpymmbl IGMP: 128 nns kaxmoit VLAN
OrpannueHue CKOpocTH Ha opTy: OnpenensieTcs: NoJib30BaTeleM

Jumbo kanp 1o 9000 Gaitt
R U— OyHk1us 3amuTel [P

YHEL Bxumrouenune wnu otkimouenue noptos, MAC dunbTpanus
0€e30IacHOCTH

Kontponb noctymna k cetu no nopram (802.1x)
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VLAN (802.1Q) nnst obecrieuenrst 0€30MacHOCTH U OTPaHUYCHUS
ceTeBoro Tpaduka

llenTpanm3oBaHHOE yIpaBJiICHUE MAPOJISIMH ¢ TIoMoIbio Radius
HIudposannas ayrenrudukanus SNMPv3 s 6ezonacHoro

JIOCTYyTIa

Oynkuuu [10

STP/RSTP/MSTP (IEEE 802.1D/w/s)

Komnbuesas Tononorus pesepsupoBanus (Sy-Ring) ¢ BpemeneM
BOoccTaHOBJIEHUs MeHee ueM 10 Mc Ha 250 ycTpoiicTs
[Mognepxka TOS/Diffserv

Quality of Service (802.1p) s Tpaduka B perxuMe peaibHOrO
BpEMEHU

VLAN (802.1Q) ¢ terupoBannem VLAN u noanepxkoit GVRP
Omnus IGMP Snooping

VYrpaneHue npormyckHOU CriocoOOHOCTHIO Ha ocHOBE [P
VYnpasnenue QoS B 3aBUCIMOCTH OT MPUIIOKEHUS
Asromaruueckoe npenorspamenrne DOS/DDOS

Hactpoiika nopToB, cOCTOsIHUE, CTATUCTUKA, MOHUTOPUHT,
0€301acCHOCTb

[Tognepxka DHCP cepBepa nnm kiaueHTa

CeteBoe
pe3epBUPOBAHUE

Sy-Ring
STP
RSTP
MSTP

IlocnenoBaTenbHBIN
KOHCOJIbHBIN RS-232
nopT

RS232 na xonnexkrope DB9 ¢ koHconbHBIM KabeneM. CKOpocThb
nepeaaun nanubeix: 115200 6ut/c, 8, N, 1

KoHTakT coos

Pene

Pene, necymee Tox 1A /24 B

He onpenenen
IMOCTOSIHHOT'O TOKa

IIuranue

BxoaHas MOIIHOCTh

100~240B nepemeHHOr0 TOKa
yepes pa3bEeM IUTAHUA,
100~240B nepemMenHoro Toka | JBa nutanus: 36~72B
MOCTOSIHHOTO TOKa yepes3 6-
KOHTaKTHYIO KIIEMMHYIO KOJIOJKY

3amuTa OT neperpy3Ku [MoxnepxxuBaercs
ITorpeOisiemas
P 33 Bart 33 Barr
MOIIIHOCTD
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du3nyecKne XapaKTepPHCTUKH

Kopmyc 19- 110 iMOBBIIA KOPITYC, MOHTHPYEMBIN B CTOHKY

431 mM (mmmpuHa) X 342 MM 431 mM (mmmpuHa) X 342 MM

T'abaputet (rommuna) x 44 mm (BeicoTa) | (TommmHa) X 44 MM (BbICOTA)

Bec 4,3 kr 4,5 kr

IIapameTpsl OKpYykarouel cpeabl

Temneparypa xpanenust | -40 o 85 °C (-40 no 185 °F)

Pabouas Temmeparypa -40 o 70 °C (14 no 158 °F)

Honyctumas pabouas

oT 5% 1o 95%, 6e3 KoHAeH caTa
BJIQXKHOCThH

CooTBeTcTBHE CTAHAAPTAM

EMI FCC uacts 15, CISPR (EN5502) class A
EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4 (EFT),

EMS EN61000-4-5 (Surge), EN61000-4-6 (CS), EN61000-4-8, EN61000-
4-11

Y napornpo4HocTh IEC60068-2-27

CBobosHOe najieHue IEC60068-2-32

Bubparus IEC60068-2-6

be3omacHocTs EN60950-1

I'apanTuiinbIi CPOK S aer
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